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[bookmark: _Toc103375839]Abstract
Using Cisco Packet Tracer, a topology is created and configured using laboratory skills. The Cisco routers are secured, AAA on the Cisco routers is implemented, and access control list is implemented for threat mitigation.  The switch is securely configured to mitigate against LAN attacks and other common Layer 2 attacks. Cisco ISO Firewall and pre-shaped key authentication using CLI are implemented. With the aid of current research carried out, a secure network infrastructure is designed to be implemented by A2Z Technology LTD. Using Cisco Packet Tracer a blue print is designed, providing proposed choices and security measures to A2Z Technologies Ltd. A2Z Technologies Ltd are provided with a three-month project plan that demonstrates the planned time for implementation and the cost analysis of the proposed solutions. Three current attacks that propose current threat to organisations network infrastructure are explained to A2Z Technologies Ltd. A2Z Technologies Ltd are provided three recommended tests to be carried out following the completion of the implementation to ensure secure network infrastructure: black, grey and white box test. In the final part of the research, A2Z Technology Ltd are provided with an invoice for the professional services carried out by the network security engineer.
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[bookmark: _Toc103375841]Part 1-Packet Tracer
[bookmark: _Toc103375842]1.1 Introduction
In the following chapter, research is carried out into security threats that modern network infrastructures are facing. Furthermore, with the use of Cisco Packet Tracer, a topology is set up using laboratory skills.

Network Security- Network infrastructure security is the installation of preventative measures to protect underlying network infrastructure. These measures are in place to deny unauthorised access, modification, deletion, and theft of resources and data. [1] The different approaches to network infrastructure security are access control, application security, firewalls, virtual private networks (VPN), behaviours analytics, and wireless security. [1] Access control is the prevention of unauthorised users and devices from being able to access the network. [1] Application security is used to lock down potential vulnerabilities by placing security measures on hardware and software. [1] Firewalls prevent or allow specific traffic from entering or leaving the network. [1] VPNs are used for endpoint encryption to create a secure tunnel of communication over the Internet. [1] Behaviour analytics are tools that detect activity is that differ from normal activities automatically. [1] 

Types of threats and attacks- There are typically two common types of network delivered threats, which are passive network threats and active network threats. [3] Passive network threats are activities like wiretapping and scans that are designed to intercept traffic that is travelling through the network. [3] Active network threats include denial of service (DoS) attacks and SQL injection attacks with the aim to disrupt the network’s normal operations. [3] Overall, the most common types of threats that target network security are malware, advanced persistent threats, and distributed denial of service attacks. [4]

Tools to mitigate effects of common network security attacks- There are also several key tools to network security implementation controls that provides comprehensive access control and threat control. Firewalls create a barrier by performing access control and macro segmentation based on IP subnets. [2] Load balancers distribute load based on metrics and can also be used to absorb the effect of certain attacks including DDoS attacks. [2] IDS/IPS is deployed behind the firewall and provides protocol analysis and signature matching off data packets. This tool can prevent SQL injection attacks which are common security threats. [2] Sandbox is another method and is like IDS/IPS, without the requirement of signatures. Sandbox evaluates the end system environment to monitor weather threats such as malwares are targeting the network. [2] NTA/NDR is another key tool that monitors traffic directly and with the use of machine learning algorithms and statistical techniques, anomalies are monitored to determine the presence of threats. [2]

Fundamental principles of securing a network- The fundamental principles of securing a network include keeping patches and updates updated, using strong passwords, securing VPN, managing user access privileges, and removing inactive accounts. [5] When administrators become relaxed about applying patches and updates, cybercriminal's exploit vulnerabilities in the operating system, web browsers, browser plugins, and software applications. [5] To keep up to date with patches and updates, all computers in an inventory should have automatic updating enabled. The use of strong passwords that is difficult to detect by humans and computers is recommended to be minimum of 6 characters, combination of upper-case and lower-case letters, numbers, and symbols. [5] As recommended, passwords should be changed every 90 days, and the users should not be permitted to reuse their last 15 passwords. [5] After 8 failed login attempts within 45 minutes, the users are to be locked out for 1 hour 30 minutes. [5] Although measures are in place to secure passwords, social engineering techniques allow hackers to trick users into revealing their passwords. Secure VPN by encrypting data and authenticating identity. Open networks can be used by hackers to exploit onto the network. Managing employee access to critical data is important as inappropriate user access privileges pose significant security threats to organisations. [5] Inactive accounts should be deleted appropriately once an employee finished working for an organisation, as inactive accounts could be utilised by hackers to gain access and disguise their activity. [5]

How to mitigate effects of common network attack methodologies- Research found that reducing the exposure using essential security controls can reduce the exposure to common types of cyber attacks on systems that are exposed to the Internet. [6] One of the methods to mitigate common network attacks is boundary firewalls and Internet gateways as this method is used to establish network perimeter defences, web filtering, content checking, particularly web proxy, and firewall policies to detect and block executable downloads, block access to known malicious domains and to prevent users’ computers from communicating directly with the Internet. [6] Malware protection should be in place to establish and maintain malware defences to detect and respond to known attack code. [6] Patch management should patch all known vulnerabilities using the latest version of the software in aim to prevent attacks that exploit bugs in the software. [6] Allow listing and execution control should be implemented to prevent unknown software from running or installing itself. [6] Secure configuration should also be implemented to restrict the functionality of the devices, operating systems and applications to the appropriate abilities that the business needs to function. [6] Appropriate password policy must be in place and followed. [6] User access control should limit normal users’ permissions that they are able to execute, and least privilege principle should be enforced. [6]


How is Cisco Network Foundation Protection (NFP) framework used to secure networks- Cisco network foundation protection framework is the infrastructure protection that forms the foundation for continuous service delivery. [7] NFP consists of three functional areas: control plane, management plane, and data plane. The control plane provides the ability for the data to be routed correctly. The management plane enables to manage network elements. The data plane has the ability to forward the data. [7]


Mitigating effects of Viruses, Worms, Trojan Horse- There are several ways of mitigating vulnerabilities and patch management ensures appropriate patches are applied first instance to limit the exposure time the organisation is exposed to the known vulnerability. [6] Malware protection within the internet gateway is used to detect malicious code in imported items and the internal network and on the users computers where available malware protection measures should also be implemented. [6] unauthorised access is to be prevented by devices within the gateway to prevent unauthorised access to critical services and organisational assets. [6] Any unauthorised inbound and outbound connections should be detected by the gateway. [6] User access controls should be implemented to restrict the applications, privileges and data that the user can access and unnecessary software and the default user accounts can be removed with secure configuration. this ensures that features that would activate malware immediately are switched off and default passwords are changed. [6] Social engineering can also be reduced by training, educating, and promoting awareness content to users. [6] Network activity should be monitored and analysed to identify malicious and unusual activities as it is critical to detect a breach. [6]


Endpoint vulnerabilities and protection methods-Endpoint devices such as desktops, smart phones, tablets, printers, and servers have increasingly grown targets to threats. The two most persistent and biggest threats that target endpoints are ransomware attacks and phishing attacks. [8] There are ways organisations can mitigate endpoint vulnerabilities from becoming target to attacks. Endpoint threat protection utilises technologies such as antivirus and next generation antivirus which focuses on identifying, quarantining or blocking threats. [8] The tool operated by searching for known and unknown malware, potential threats and tools used by threat actors. [8] Signature based protection searches for known threats including trojans and viruses. [8] Behaviour based protection operated by searching for suspicious activity. [8] These types of technologies help reduce the threat organisations face, however an attacker could bypass these solutions even if there was only one gap. [8]



[bookmark: _Toc103375843]1.2 Topology Set Up
In the following section, the provided topology is set up on laboratory equipment and 
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[bookmark: _Toc103375815]Figure 1-Topology set up using lab equipment
Figure 1 demonstrated the topology set up using laboratory equipment.
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[bookmark: _Toc103375816]Figure 2-Topology set up using Cisco Packet Tracer
Figure 2 demonstrates the topology set up using Cisco Packet tracer. 


[bookmark: _Toc103375844]1.3 Securing Cisco Routers
The following section configures and secures the Cisco routers.
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[bookmark: _Toc103375817]Figure 3-Basic security settings
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[bookmark: _Toc103375818]Figure 4-Setting up interface IP address and OSPF
Figure 3 and 4 demonstrates the basic settings and setting up the interface IP address and OSPF.
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[bookmark: _Toc103375819]Figure 5-Privilege levels and role-based CLI Access
Figure 5 demonstrates the configuration command authorisation using privilege levels, role based CLI and secure administrative access configured.
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[bookmark: _Toc103375820]Figure 6-Monitoring network using SNMP
Figure 6 demonstrates the secure management and monitoring of network devices that have been implemented.
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[bookmark: _Toc103375821]Figure 7-Automated features to enable security part 1
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[bookmark: _Toc103375822]Figure 8-Automated features to enable security part 2
Figure 7 and 8 demonstrates using automated features to enable security on IOS-based routers.



[bookmark: _Toc103375845]1.4 AAA Implementation
AAA is implemented on Cisco routers with the use of local router database and external server.
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[bookmark: _Toc103375823]Figure 9-AAA authentication validating users against local database
Figure 9 demonstrates the implementation of AAA authentication that validates the user against local database.
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[bookmark: _Toc103375824]Figure 10-Configuring router using Cisco ACS for AAA
Figure 10 demonstrates the Cisco Secure ACS configured to support server-based AAA authentication.
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[bookmark: _Toc103375825]Figure 11-AAA authentication using TACACS+
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[bookmark: _Toc103375826]Figure 12-AAA authentication using RADIOUS
Figure 11 and 12 demonstrates the implementation of server-based AAA authentication with the use of TACACS+ and RADIUS protocols.


[bookmark: _Toc103375846]1.5 Using ACLs For Threat Mitigation
The following section is about mitigating threats to Cisco routers and networks using Access Control List, also known as ACLs.
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[bookmark: _Toc103375827]Figure 13-Access control lists to filter traffic and mitigate network attacks R1
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[bookmark: _Toc103375828]Figure 14-Access control lists to filter traffic and mitigate network attacks R2
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[bookmark: _Toc103375829]Figure 15-Access control lists to filter traffic and mitigate network attacks R3
Figure 13, 14, and 15 demonstrate the implementation of access control list, to filter traffic and to mitigate network attacks on a network. The figures also demonstrate the implementation of Zone-Based Policy Firewall using CLI


[bookmark: _Toc103375847]1.6 Layer 2 Attacks
The following section is about mitigating common Layer 2 attacks. 
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[bookmark: _Toc103375830]Figure 16-Switch security to mitigate LAN attacks SW1
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[bookmark: _Toc103375831]Figure 17-Switch security to mitigate LAN attacks SW2
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[bookmark: _Toc103375832]Figure 18-Switch security to mitigate LAN attacks SW3
Figure 16, 17, and 18 demonstrate the configuration of the switch security that is used to mitigate LAN attacks. 


[bookmark: _Toc103375848]1.7 Cisco IOS Firewall
The following section demonstrates the implementation of the Cisco IOS firewall feature set.
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[bookmark: _Toc103375833]Figure 19-ASA firewall configuration
Figure 19 demonstrates a classic firewall configured to mitigate common network attacks and the implementation of Zone-Based Policy Firewall using CLI.


[bookmark: _Toc103375849]1.8 Conclusion
In conclusion, with the use of Cisco packet tracer, and current research carried out, the topology has been created and configured. The Cisco routers have been secured and AAA on Cisco routers is implemented. For threat mitigation, the access control list has been implemented and the switch has been securely configured to mitigate against LAN attacks, and other layer 2 attacks. Furthermore, the Cisco ISO firewall has been implemented and with the use of CLI the pre-shaped key authentication is implemented. 

[bookmark: _Toc103375850]Part 2-Secure Network Infrastructure Proposition
[bookmark: _Toc103375851]2.1 Introduction
A2Z Technologies Ltd specialises in the design and manufacture of electronic equipment that are sold to companies in the UK and around the world. The head office of the company is based in Swansea and the manufacturing plant is based in Cardiff. There is no department that is based at the manufacturing plant, however the head office consists of various departments including sales, HR, R&D, finance, marketing, and customer relations. A number of employees are working from home, and some employees are using their personal devices to complete their work activities which requires the company to adopt cloud services. A2Z aim to be proactive and make their network infrastructure cybersecurity resilient.


[bookmark: _Toc103375852]2.2 Blueprint Design of Secure Network Infrastructure
Using the knowledge and understanding gained from part 1, Cisco Packet tracer is used to conduct a proposed blueprint design for A2Z Technology Ltd. The blueprint design is constructed and labelled.
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[bookmark: _Toc103375834]Figure 20-A2Z Technology Ltd Blueprint Design
Figure 20 demonstrates the proposed blueprint for A2Z Technology Ltd.
The blueprint design demonstrates a layout that meets A2Z Technology Ltd’s requirements. The blueprint shows that there are two offices, one is in Swansea, and another office is in Cardiff and they both operate on local area network (LAN). The Cardiff office does not have any onsite employees thus does not require any endpoint devices apart from one router. The Swansea Office does have onsite employees; thus it contains several endpoint devices, 2 routers, 1 firewall, and 3 switches. The Swansea office contains several different departments including HR, sales, R&D, customer relationships, finance, and marketing. All individual departments contain three PCs. The wide area network (WAN) contains the Internet, cloud, and a modern. The home working environment contains a wireless router and 4 laptops. 


[bookmark: _Toc103375853]2.3 Design Proposal
A design to fit A2Z requirements is created using Packet tracer. This design proposal is explained to outline the proposed choices and security measures.
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[bookmark: _Toc103375835]Figure 21-A2Z Technology Ltd Design Proposal
Figure 21 demonstrates the design proposal of a solution for A2Z Technology Ltd.
The creation of the design proposal must take into a consideration the practicability on the efficiency of the network but must not compromise the security in design. The requirements given out by A2Z required that the network typology design must incorporate security above all that allows for protection against modern security threats. This proposal will breakdown the different parts of the topology and explain why certain parts were used and given a reason to how they are operated and what layers of security they recommend. In the diagram provided by Cisco packet tracer it has been able to mock up a design and provide a quick configuration towards the setup this is to test and see how feasible it would be to set up the network in this state.
In the typology design 3 routers have been selected to keep simplicity and transparency going through. The three routers used are Cisco router 4321 which provide 2 Gigabit Ethernet ports, and two available NIM slots for further expansion on the router. Console connection and physical Kensington locks as are also provided. A compact 1u rack mountable router ensures that the router will not take up a lot of space and be very compact with the other routers, being able to stack 3 on top of each other. The routers are also built to have enough performance upgrades, includes a CPU offering four cores with two data plane calls; one control plane call and one dedicated for services and furthermore of up to 8 gigabytes of controlled and service memory till. The routers can be found inside the Swansea office as one of the routers will be used as in internal router on the other one will be used as an external router with a firewall placed in between them. The external router will have connections going to the Internet ISP and that will then be able to connect the cloud systems. From this, it will then be able to route its way to the Cardiff office where the 3rd and final router it will be found. In this design, the Cardiff router does not offer any form of connection as there is very little that happens in this area, and most of the security found inside is the access control lists.
The next step of the configuration of the typology is using switches. These are used to distribute multiple connections of devices across a network. Using three switches in a triangle formation with redundancy set up between them allows for continuous operation in case of downtime between the connections. This means that at any point the PCs should still be able to connect to the router. Furthermore, having a separate switch setup, the server connections allow for dedicated bandwidth and requires for them to be more secure in a segregated area. Having switch trunking enabled allows for the bandwidth to be higher between the switches giving them greater redundancy and speed and furthermore allowing for further growth and development with inside of the network. If the network expands, a fourth switch can be added to make a square shaped which would then create a need OnDemand for a layer three switch and a layer 2 switch.
In between the routers and switches is a firewall which is a Cisco ASA 505 and this particular device is used to filter incoming traffic and outgoing traffic for the security of the devices on the network. It can reduce an improved system performance and brings in a layer of defence against attackers that would try and take information and data from the company. Given the requirements and specifications, the router is placed in between the outside router and the inside router allowing it to process all incoming traffic and outgoing traffic making sure the Swansea office is secure as it is the head office. Cardiff office did not receive a firewall due to its size and lack of equipment required. Most of the activities can be covered internally on the router itself by using access control lists. 
When it comes to the end users and the devices they are working on such as PCs and servers, they need to be kept more secure and have a layer security of their room place within them. The reason for this is an individual could have malicious intent and result in catastrophic damages towards the systems as they are very much inside the network. A solution to this is using vlans in each department as this will segregate and keep them separate from each other allowing only certain traffic that is wish to be allowed through to continue communicating. This will ensure cut communication and limit what type of network data is being transferred. Furthermore, using physical security all rooms will be locked at certain times and swipe key access is required to gain access mandatory security password changes will be required as well as maintenance on PCs as well and group policies to be placed on the physical device ports and connections. With the servers, limited access is required to be granted for people with selected permissions. Furthermore, a log and record, and physical security cameras are required to log the entry of the room being used to provide information of who enters and exits.
Lastly, the access to gain remote access to the network is provided by a simple diagram showing a home router and laptops connecting. These are all individually connected from different locations and homes. The diagram shows multiple users connecting over ADSL modem which would then go over the Internet and into either one of the offices. These devices are either a device provided by the organisation which has security already installed on it and a VPN, or this would be a bring your own device with VPN and a layer of security installed by the local administrator. This way the devices are secure and unpretentiously offer a threat or an opportunity for a hacker to take advantage.

[bookmark: _Toc103375854]2.4 Cost Analysis
The following section analyses the cost for implementing the solutions to fit A2Z Technology Ltd’s requirements.
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[bookmark: _Toc103375836]Figure 22-A2Z Technology Ltd Invoice
Figure 22 demonstrates the proposed invoice for A2Z Technology Ltd in the events that the organisation would choose the Network Security Engineer’s services.


[bookmark: _Toc103375855]2.5 Project Plan
Three-month project plan outlined of the conduction of the project. This shows the timeline of the implementation and the execution of solutions. 
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[bookmark: _Toc103375837]Figure 23-Gantt Chart
Figure 23 demonstrates the Gantt chart of the 3 months project plan to implement the solutions. The Gantt chart demonstrates the length off time each task has been allocated to complete.


[bookmark: _Toc103375856]2.6 Attack Threats to Organisations
Three different attacks are explained to A2Z that target organisations network infrastructure. 
DDoS- One of the main attacks targeting organisations in recent years is the DDoS attack which is the most commonly performed type of cyber-attack with the aim of suspending the target and making them unavailable to the users. [9] One of the recent attacks that occurred on GitHub, demonstrated that the traffic was traced back to over a thousand different systems across millions of unique endpoints, this shows that DDoS attacks use various different protocols, and the attackers use botnets to execute the attacks. [9] DDoS attacks are extremely difficult to protects against, and large number of organisations turn to third party providers for such security protection against this threat. [9] However, research from Part 1 found that load balancers can also be used to absorb the effect of DDoS attacks. [2]

Structured Query Language- Another threat that organisations face is structured query language, also known as SQL attacks. [10] SQL is a programming language that is used to query a database, originally designed to manage data in relational database management system. [10] The most essential SQL commands are: INSERT, CREATE, UPDATE, DROP, SELECT and DELETE. [10] Attackers could potentially submit commands directly into the database, utilising vulnerabilities. [10] SQL injection and cross site scripting are two of the most commonly seen types of attacks. [10] Research in Part 1 found that IDS/IPS provides protocol analysis and signature matching off data packets which can prevent SQL injection attacks. [2]

Malwares- Malwares (malicious software) are posing a major threat to critical infrastructures. [11] Malicious software is designed to cause damage to the victim’s computer or network that provide services. [11] There’s several variations of different malwares including spyware, ransomware, and viruses. [11] Ransomware it's also malware that can cause sophisticated attacks and it effected many industries including transport, financial companies, telecommunications, health services, and low enforcement. [11] Research from Part 1 found that to mitigate such attack, Sandbox is a method and is similar to IDS/IPS. The system environment is monitored by the Sandbox to ensure threats such as malwares are not targeting the network. [2] Another key tool is found in Part 1 is NTA/NDR that monitors traffic directly. Using machine learning algorithms and statistical techniques, anomalies are monitored to determine the presence of threats. [2]


[bookmark: _Toc103375857]2.7 Secure Network Infrastructure Test
Three types of tests are recommended to be conducted to ensure the network infrastructure is secure following the implementation.
Black box test- Black box testing is also known as behavioural testing. This type of testing is a software testing method where the functionalities of the software application are tested without prior knowledge of internal code structure, internal path, and implementation details. [12] This type of testing focuses on inputs and outputs of software applications and is based on the software requirements and specifications. [12] There are several types of black box testing including functional testing, non-functional testing, and regression testing. [12] Functional testing is carried out by software testers and this type of testing relates to the functional requirements of the system. [12] Non-functional requirements include performance, scalability, and usability and this type of testing does not relate to testing specific functionalities, in fact it tests non-functional requirements. [12] Regression testing monitor that the new code is not affecting the existing code following system maintenance, upgrades, and code fixes. [12]
Grey box test- Grey box testing test software production or application with some prior knowledge of the internal structure of the application. [13] Grey box test is carried out for the purpose of identifying and searching the defects there are in result of incorrect code structure and inappropriate use of applications. [13] There are four techniques used for grey box testing, these are matrix testing, regression testing, pattern testing, and orthogonal array testing (OAT). [13] Matrix testing defines all variables that exist in the programmes. [13] Regression testing monitors if there's been any regression to the old program in result of the new version implemented. [13] OAT technique provides maximum code coverage with minimum test cases. [13] The 4th technique is pattern testing which performs tests on historical data where previous system had defects. [13]
White box test- White box testing is a software testing technique where internal structure, coding of the software, and the design are tested to monitor the flow of input and output and to improve usability, design, and security. [14] Analysis techniques that can be used when performing white box tests are statement coverage and branch coverage. Statement coverage requires every possible statement to be tested at least once in the code. [14] Branch coverage checks all possible paths of software applications. [14] There are many more coverage types, but the main white box testing technique is code coverage analysis. This technique identifies the areas of program that are not exercised by a set of test cases and once gaps have been identified, test cases can be created to verify the untested parts of the code, which in result improves the quality of the software product. [14]


[bookmark: _Toc103375858]2.8 Invoice
Invoice of professional consultation services carried out for A2Z as a network security engineer. 
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[bookmark: _Toc103375838]Figure 24-A2Z Technology Ltd invoice for professional work carried out
Figure 24 presents the invoice for A2Z Technology Ltd for the professional network security engineer’s services.

[bookmark: _Toc103375859]2.9 Conclusion
In conclusion, using the research carried out in part 1, a secure network infrastructure is designed to be implemented by A2Z Technology LTD. The software used to design the blueprint of the design is Cisco Packet tracer. The proposed choices and security measures provided to A2Z have been fully explained, and the cost analysis for the implementation of the solutions have been outlined. A three-month project plan timeline has been created to demonstrate the planned time for implementation. Three attacks have been explained to A2Z group to that propose current threat to organisations network infrastructure. Furthermore, three types of tests are recommended to be conducted once the implementation has been completed to ensure that the network infrastructure is secure. The tests recommended to A2Z are black, grey, and white box tests. An invoice for A2Z technology Ltd for the professional services carried out by the network security engineer is provided.
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[14]"What is WHITE Box Testing? Techniques, Example & Types", Guru99, 2022. [Online]. Available: https://www.guru99.com/white-box-testing.html. [Accessed: 10- Mar- 2022].
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zl(config)$hostname RL
R1(config) seont ©

SInvalid hex value

1 (contig) tinterface £0/0/0
R1(config-if)#ip add 10.1.1.1 255255 255 252
R1(config-if) fdescription Al connection to B2
R1(config-if)#no shuc

SLINK-5-CHANGED: Tnterface Serial0/0/0, changed state to down
R1(config-if) fexic

R1(config)s

R1(config) sinterface g0/0

R1(config-if)#ip add 205.165.200.225 255.255.255.248
R1(config-if) fdescription Al connection to ASA
R1(config-if)#no shuc

R (conig-io) sexic
B (contia) ¢

B3 (contig) frouter ospt 10

21 (config-rouren) fronverid 1111

23 (confiq-routes) fnetwerk 10136 0.0.0.3 area 0

23 (confiq-roures) Fnetwork 209.165.200-523 0.0.0.7 azea 0

23 (confiq—soaren) fenis

ez 01, 00.34156.2424: SLIVE-S-CHANGED: Interface GigabivEthernero/0, changed stave to up

“az 01, 00.24:5¢.2424. SLINEPROTO-S-FDOWN: Line proioced on Inverfare GigunitEthernes0/s, changed stave to up
83 (contig-moaten) fenis

ALicontio el
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Rl(config-line)#line console O
Rl(config-line) fpassword ciscoconl2345

Rl(config-line) fexec-timeout 5 0

Rl(config-line) #login

Rl(config-line) flogging synchronous

RL(contig-line) ¢

Rl(config-line) #line vey 0 4

RL(contig-line) fprivilege level 15

Rl(config-line) fpassword ciscovypass1234s

R1(config-line) fexec-timeout 5 0

Rl(config-line) #login local

Rl(config-line) soransport inpuc ssh

Rl(config-line) #logging synchronous

RL(contig-line) ¢

Rl(config-line) #3p domain-name cisco.com

RL(config) ferypto key generate rsa general-keys modulus 1024
% You already have RSA keys defined named Rl cisco.com

% They will be replaced.

5 The xey modulus size ix 1024 bics
S Generating 1024 bic R5A keys, keys will be non-exporcable... (OF]

“Mar 1 0:3:20.717: ASSH-S-ENABLED: SSH 1.55 has been emabled

R1(confie) fusername user privilege 0 secret cisconserlzsis

R1(confia) fusername admin privilge 7 secret ciscoadmin2sds

R1 (config) fusername supersdmin privilegs 15 secrec ciscosuperadminl23ss
21 (conig) $5p =eh version 2

R1 (conig) $5p =an come-out S0

21 (confi) $eervice password_encryprion|
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Rl(config)$ N
R1(config) snmp-server comminicy Rl ro )
ASIMP-5-WARMSTART: SIMP agenc on host R is undergoing a warm starc
R1(config) #snmp-server comminicy Rl mw

Bl (confiqg) g
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- ButoSecurs Configuravion -
4+ BucoSecure configuravion enhances the security of

the router, but it will not make it absolutely resistant
%o all security avcacks *++

AutoSecure will medify the configuravion of your device.
ALL configuravion changes will be shown. For a decailed
explanation of how the configuration changes enhance security
and any possible side effects, please refer to Cisco.com for
Autosecure documentation.

At any prompt you may enter 2" for help.

Use ctrl-c to sbort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [nol:

Securing Management plane services

Disabling service finger
Disabling service pad

Disabling udp & tep small servers
Enabling service password encryption
Enabling service cep-keepalives-in
Enabling service cep-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the heep server
Disabling the finger service
Disabling source routing
Disabling gracuitous arp

Here is a sample Security Banner to be shown
st every sccess to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-i-So-Zmterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE 1S PROHIBITED.

You mast have explicit permission to access this
device. All activities performed on this device

are logged. Any viclavions of access palicy will resule
in disciplinary action.

Encer the security banner {Puc the banner between
X and k, where k is any character}:k unauchorised access to this
Ensble secret is either not configured or

is the same as emsble password

Enter the new enable secret: ciscof12345

Confirm the enable secret: ciscof12345

Enter the new enable password: ciscol234s

Confirm the enable password: ciscol23ss

Configuration of local user database
Enter the usernsme: sdmin

Enter the password: ciscoadminl2345
Confirm the password: ciscoadminl2345

Configuring ABA local authentication
Configuring Console, Auwx and VIY lines for

local auchentication, exec-timeout, and transport
Securing device against Login Acvcacks

Configure the following parameters

Blocking Period when Login Actack devected: §
Maximm Login failures with the device: 10

Maximm time period for crossing the failed login atvtempts: §

Configure SSH server? [yes]

Enter the host name:
Enter the domsin-name: cisco.com
Disabling mop on Echernet interfaces

Securing Forvarding plane services

Enabling CEF (This might impact the memory requirements for your
Enabling unicast pf on all interfaces connected

system is scrictly prohibited k

placform
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Tcp intercept feature is used prevent tcp syn attack
on the servers in the network. Create sutosec_ccp_intercept_list
%o form the list of servers to which the tep Traffic is to

be cbserved

Enable tep intercept feature? [yes/nol: yes

This is the configuration generated:

service password-encryprion
no cdp run

sccess-list 100 permit udp any any eq bootpe

banner motd k unauthorised access to this system is strictly prohibited k
enable secret 5 $13mERrSICAKcS1Rm. 7gLNabd274X.

enable passuord 7 082245SDUALES445415%55

username admin password 7 082245SDORLE251E1E0E0S0RTBTST77CEE.
[r——

aaa auchencication login local_auth local

line con 0

login auchenvicavion local_auch

[ ——_)

cransport oucpu telnet

line vey 0 4

login auchenvicavion local auch

cranspors inpuc telnet

service cimestamps debug datevime msec

service timestamps log datevime msec

logging trap debugging

logging console

logging butzered

line vey 0 4

cranspore inpuc ssh

cransport inpuc telnet

[y

ip domain-name cisco.com

ip access-list excended 100

permic udp any any eq bootpe

2pply this configuration to running-config? [yes]
Applying the config generated to running-config
The name for the keys will be: test.test

% The key modulus size is 1024 bics
* Generating 1024 bit RSA keys, keys will be non-exportable. ..

“Mar 1 22:56:41.001: 8SYS-3-CPUHOG: Task is running for (2007)msecs, more chan
(2000)msecs (0/0),process = crypto sw pk proc.

Traceback= 0192415050 0x924155C3 0x9203C230 0x9206CADE 0x20667A8 0x2865D33 Ox
52866074 0x5286€510 0x802335D4 0x80236D80 [OK]





image11.PNG
Password:
213cont ©

cncer configuravion commands, one per line. End with CNTL/Z.

21 (conig) tasa new-model

21 (config) fass suchentication login default local

21 (config) fasa auchorizavion exee defaulc local

21 (config) #ip scp server emable

21 (contig) fexic

213enable view

S—

‘Mar 02, 08:18:85.1818: SYS-S-CONFIG I: Configured from comsole by comsole

\ Buthencicavion failed
21genable view
S

18

war 02, 08

5:20.1515: PARSER-G-VIEW_SWITCH: successfully set to view 'zoot'.

213cont ©
cncer configuravion commands, one per line. End with CNTL/Z.

21 (conig) tparser view adminl

21 (config-view) #secret ciscoadminl

21 (config-view) parser view admin2

21 (config-view) $secres ciscoadmin?

21 (config-view) fcommands exec include all show

21 (config-view) fend

‘Mar 02, 08:15:35.1515: PARSER-€-VIEW CREATED: view 'sdminl® successfully crested.

‘Mar 02, 08:15:35.1515: PARSER-¢-VIEW CREATED: view 'admin’ successfully crested.

21 (config-view) fend
18

‘Mar 02, 08:15:44.1515: SYS-S-CONFIG I: Configured from comsole by comsole
213enable view adminl
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Rl(config) ¢
21 (conig) fass new-model

R1(contiq) fasa sushencication login default group tacacst local
2L(contia) sase suthorizavion sxec defauls grews sacacet local
21 (contia) Suacacs serves host 205.165.300.525 Ky ciscoasaizsds
R (contig) $1ine vey 0 18

AL (config-1ine) flogin suthenvication defeult

21 (contig-Line) ¢

21 (contig-Line) dexis

R (contin)

Rl iomeins|
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R1(config) ftacacs-server host 205.1€5.200.225
RL(config) fracacs-server key tacacspassl23ss

Rl (config) fasa new-model

Rl (config) fasa auchentication login default group tacacst local
Rl (config) fline console 0

Rl (config-line) flogin auchenticavion default

RI (config-line) fend

7:00.2727: SYS-5-CONFIG_
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R3(config) ¢
R3 (contig) sradius-server host 172.16.3.1

R3 (confiq) tradius-server key radiusciseol23ss

R3 (config) saaa new-model

R3(config) fasa auchentication login default group radius local
R3(config) #line console 0

R3(config-line) #login auchentication default

R3(config-line)#
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Rl (config)#
Rl(contig)?

Rl(contig)?

RL(config) saccess-list 10 permit host 205.165.200.225

Rl(config)#line vey 0 15

Rl(config-line) faccess-class 10 in

RL(config-line) fexit

Rl(config) faccess-1ist 120 permit udp any host 172.16.3.1 eq domain
RL(config) faccess-list 120 permit tep any host 172.16.3.1 eq smp
R1(config) faccess-1ist 120 permit tep any host 172.16.3.1 eq £rp
RL(config) faccess-list 120 deny tep any host 172.1€.3.1 eq 443

RL(config) faccess-list 120 permit tep host 172.16.3.3 host 10.1.1.2 eq 22
RL(config) fintersace 50/0/0

Rl(config-if)#ip access-group 120 in

Rl(config-if) faccess-1ist 120 permit icmp any any echo-reply

Rl(config) faccess-1ist 120 permit icmp any any unreachable

RL(config) faccess-list 120 deny icmp any sny

RL(config) faccess-list 120 permic ip any any

Rl(config)$
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R2 (config) faccess-list 10 permit host 152.168.3.3
%2 (config) fline vey 0 4

22 (config-line) faccess-class 10 in

B2 (config-line) |
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R3gconf t
Znter configuration commands, one per line. End with CNTL/Z.

23 (config) faccess-1ist 10 permic host 172.16.3.3

23 (config) fline vey 0 4

23 (config-line) faccess-class 10 in

23 (config-line) faccess-lise 100 permit top 10.0.0.0 0.255.255.255 eq 22 host 172.16.3.3
23 (config) faccess-1ist 100 deny ip 10.0.0.0 0.255 255 255 any

R3 (config) faccess-list 100 deny ip 172.16.0.0 0.15.255.255 any

23 (config) faccess-list 100 permit ip any sny

23 (config) $interface 20/0/1

23 (config-if) $ip access-group 100 in

23 (config-if) faccess-1ist 110 permic ip 172.16.3.0 0.0.0.255 any

23 (conig) finterface g0/1

23 (config-if) $ip access-group 110 in

23 (config-if)s

R3(config-if)$]
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Switch>en
Switehscont ©

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) hostnane S1

S1(config) sinterface vian 1

S1(config-if)sip address 152.163.2.11 255.255.255.0
S1(config-if)#no shucdown

S1(config-if) sexic
S1(config)#ip defaulo-gateway 152.163.2.1
S1(config)#no ip domain-lookup
S1(config)tno ip hoop server

% Tnvalid inpuc detected atv ~' marker.

S1(config)#no ip hoop secure-server

% Tnvalid inpuc detected atv ~' marker.

S1(config) senable secret ciscoswitenl23ds
S1(config) #service password-encryption

S1(config) thanner m ¢ unsuthorised access to this system is strictly prohibited ¢
S1(config)#ip domain-name cisco_com

S1(config) fusername SwitchAdmin privilege 15 secret switchadminl234s

S1(conig) torypto key gemerate rsa gemeral-keys modulus 1024

% You already have RSA keys defined named S1.cisco.com

% They will be replaced.

% The key modulus size is 1024 bics
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

“Mar 1 0:0:43.453: SSSHS-ENABLED: SSH 1.5 has been ensbled
S1(config)sip ssh version 2

S1(config)sip ssh cime-ous 90

S1(config)sip ssh auchenticavion-revries 2

S1(config)#line console 0

S1(config-line) #1ogin local

S1(config-line) tprivilege level 15

S1(config-line) fexec—cimeous § 0

S1(config-line) #logging synchronous

S1(config-line)#line vey 0 15

S1(config-line) #1ogin local

S1(config-line) tprivilege level 15

S1(config-line) fexec—cimeous § 0

S1(config-line) oranspors inpuc ssh

S1(config-line) #interface FascEchernet 0/€

S1(config-if) tswitchport mods access

S1(config-if) spanning-tree porvfasc

SWarning: porcfast should only be enabled on ports connected to a single
hosc. Connecting hubs, concentrators, switches, bridges, ste. . ©o this
interface when porvfast is enabled, can cause temporary bridging loops.
Use with CavTION

SPorcfast has been configured on FastEchernet0/€ but will only
have effact when the interface is in a mon-trunking mods.
S1(config-if) ¢spanning-vree bpduguard enable

S1(config-if)#no shucdown

S1(config-if) gswicehpors porv-securicy

S1(config-if) sswivehpors porc-securicy mac-address svicky
S1(config-if)#no shucdown

S1(config-if) sexic

S1(config) sinterface range £0/25, £0/7-23, go/1-2

% Tnvalid inpuc detected atv ~' marker.

S1(contig) $shusdown
SLINK-S-CHANGED: Interface Vlanl, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Vianl, changed state to up
S1(config) sshucdowninterface range £0/25, £0/7-23, g0/1-2

% Tnvalid inpuc detected atv ~' marker.

S1(config) pinverface range £0/25, £0/7-23, go/1-2

% Tnvalid inpuc detected atv ~' marker.

S1(config) pinverface range 2

Schernet IEEE B02.3
FastEthernet  FastEchernet IEE 802.3
GigabicEthernet GigabitEthernet TZEE 502.3z
Vian Vian intersace

S1(config) ginterface range £0/2-5, £0/7-23, g0/1-2
S1(config-if-range) shucdown

SLINK-5-CHANGED: Interface FastEchernet0/2, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/3, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/4, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/S, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/7, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/S, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/S, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/10, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/1l, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/12, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/13, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernetO/14, changed state to administravively down
SLINK-5-CHANGED: Interface FascEchernet0/1S, changed state to administravively down
SLINK-5-CHANGED: Interface FascEchernet0/L€, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernetO/17, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/18, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/1S, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/20, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/21, changed state to administravively down
SLINK-5-CHANGED: Tnterface FastEchernet0/22, changed state to administravively down
SLINK-5-CHANGED: Interface FastEchernet0/23, changed state to administravively down

SLINK-5-CHANGED: Interface GigabitEchernetO/l, changed state to administravively down

SLINK-5-CHANGED: Tnterface GigabitEchernet0/2, changed state to administravively down
S1(config-if-range)d|
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Switch>en
Switcngeont ©

Znter configuration commands, one per line. End with CNTL/Z.
Switch(config) finterface vian 1

Switch(config-if)$ip address 152 165.1 11 255.255.255.0
Switcn(config-if) fno shusdown

Switcn(config-if) fexic
Switch(config) $ip default-gateway 152.168.1.1
Switch (config) $spanning-tree loopguard default
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Switensen
Switehscont ©

Enter configuration commands, one per line. End with CNTL/Z.
Switeh (config) ginterface vian 1

Switen(config-if) $ip address 172.16.3.11 255.255.255.0
Switen(config-if) #no shucdown

Switeh (config-if) gexic
Switen(config) #ip default-gateway 172.16.3.1
SLINK-5-CHANGED: Interface Vianl, changed scate to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Vianl, changed state to up

‘Switch (config) §]
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ASA(config) $
ASA(contiq)

ASA(config) sclock set 13:52:51 June 10 2015

ASA(config) #interface vian 1

ASA(config-if) fnameif inside

ASA(configif)3ip address 152.163.1.1 255.255.255.0

ASA (config-if) ssecuricy-level 100

ASA(config-if) finterface vian 2

ASA(config-if) snameif outside

ASA(configif) 3ip address 205.165.200.22¢ 255.255.255.248
ASA(config-if) ssecuricy-level 0

ASA (config-if) sroute outside 0.0.0.0 0.0.0.0 203.165.200.225
ASA(config) fobject network inside-net

ASA (config-netuork-object) ssubnet 152.168.1.0 255.255.255.0
ASA(confignetwork-object) fnat (inside,outside) dynamic interface
ASA (config-network-object) fclass-map inspection default

ASA (config-cmap) fmatch default-inspection-traffic

25A (contig-cmap) fexit

ASA (contig) spolicy-map global policy

ASA (config-pmap) fclass inspection default

ASA (contig-pmap-c) #inspect icmp

2SA (contig-pmap-c) fexit

ASA(contiq)?

ASA(contiq)

ASA(config) sservice-policy global policy global

WARNTNG: Policy map global policy is already configured as a service policy
ASA(config) shcpd address 152 163.1.5-152.1€.1 3¢ inside
ASA(config) sahcpd dns 205.165.201 2 interface inside

3SA(config) sahcpd enable inside

ASA(config) fusername admin passvord adminpaSs

ASA(config) faaa auchenticavion ssh console LOCAL

ASA(config) ferypro key generate rsa modulus 1024

WARNTNG: You have a RSA keypair already defined named <Default-RSA-Key>.

Do you reslly want to replace them? [yes/nol: no
ZROR: Tailed to create mew RSA keys named <Default-RSA-Keyr
ASh(contig) fasn 152 160.1.0 255.255 255.0 inside

ZRROR: emery for 193 169.1.0/255.255.255.0 exises

ASh(contig) f2sn 172.1.3 3 255 255 255 255 ouceide

ZRROR: emery for 173.16.3.3/255.255.255.255 exizcr

ASh(conti) 2o vimesut 10

ASh(contig) finterface visn 3

ASA(contig5)fip address 152.1€0.2.1 255.255.255.0

ASA(contig 52 tno forvera interface vism 1

ASA(contig-52) tnamess dme

ASh(contig-12) taecurity- level 70

ASA(contig-18) tincerace Ztherneto/2

ASh(contig- 1) tmvicchport aceers visn 3

ASA(contig~ 1) tobject network dms-server

ASA(contig-network-cbject) fhose 152163 2.3

ASA(contig-network-cbject) fnat (dms, outaide) stavic 205.1€5.200.227
ASA(contig-newwork-cbject) faccess-1iet OUTSIDE-DUZ permit icmp any host 152.168.2.3
WARNING: <OUTSIOE-DZ> found Guplicate element

ASA(contig) faccess-1ise OUTSIDE-DNZ perwic tep any hose 152.168.2.3 eq 80
NARNING: <OUTSIOE-DMZ> found duplicate slemems

ASh(contig) faccess-gzoup OUTSIDE-DMZ in incerface oucside

Aoh(comfie) $emig]





image22.png
Cardiff Office

LAN
-1 Router
Swansea
Office
HR LAN
Department _2 Routers
-3 PC’s _1 Firewall Finance
-3 Switches IDEpeif 21

-3 PC’s

Sales
Department

-3 PC’s

Marketing
Department
-3 PC’s

R&D
Department
-3 PC’s

Customer
Relationships

Department
-3PC’s





image23.PNG
WAN

Cardiff Office Lan

Cardiff

Working from Horme

e —

SWAN SW Server

Swansea Ofice Lan /D
Finance PC-1
Finance PC-2Finance PC-3

HRPO2

/AN
1/ A\Y

Sales PC-T // \\

5 1/ \\\\

selesPo2 L \Y
Sales PC-3 e
AN SW 2 syfolswa
//

R&DPC-

Customer Relations P@Astomer Relations PC-3





image24.PNG
Network Security Engineer I N VO I C E

Date: Jun 24, 2022
Bill To:
Due Date: Jul 1, 2022
A2Z Technology LTD
Balance Due: £7,200.00

Blue print design 1 £200.00 £200.00
Design proposal 1 £300.00 £300.00
Research into equipment 1 £150.00 £150.00
Order of equipment 1 £100.00 £100.00
Implementation of network devices 60 £30.00 £1,800.00
Testing of devices 20 £30.00 £600.00
Routing set up 20 £30.00 £600.00
Security set up 20 £30.00 £600.00
Device set up 20 £30.00 £600.00
Remote systems set up 30 £30.00 £900.00
Cloud connectivity verification test 15 £30.00 £450.00
Troubleshooting 25 £30.00 £750.00
Completion 1 £150.00 £150.00
Subtotal: £7,200.00

Tax (0%): £0.00

Total: £7,200.00
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Network Security Engineer I N VO I C E

Date: Apr 1, 2022
Bill To:
o Due Date: Apr 8, 2022
A2Z Technology Ltd
Balance Due: £2,750.00
Item Rate ount
Design blueprint 1 £550.00 £550.00
Design topology proposal 1 £500.00 £500.00
Analysing costs of implementation 1 £350.00 £350.00
Project plan 1 £150.00 £150.00
Attack threat awareness (3 attacks outlined) 1 £600.00 £600.00
Secure network infrastructure tests (white, grey and black box) 1 £600.00 £600.00
recommended and explained
Subtotal: £2,750.00
Tax (0%): £0.00

Total: £2,750.00
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R1(config) fhostname R1
23 (config) famaiie secres ciscoizsis

B2 (coneig) securicy pasewords min lengen 10
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