Act 6
T7
This activity revolves around accessing AuditPol. This integrated application runs on elevated command prompts, and it is used for tracking any attempted or successful changes to many assets within the system. Specifically, from an attacker’s point of view, this would mean that this program oversees auditing the system, which is an important part of the system’s security.
For example, initially, getting the categories on the victim machine here would show that few categories are actively auditing the successes and failures of each category’s actions, such as Logon and Logoff. For example, this would mean that logging in and out of the system would monitored only if those operations were successful. Failed logins are also noted.
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Description automatically generated with low confidence]
In the screenshot below, new policies have been made to audit both successes and failures of the operation related to the “system” and “account logon” categories. This would, in turn, monitor the system more intensely with those audits.
[image: Text

Description automatically generated]
For the process of clearing my own track if I were a threat actor, I have used /clear /y, which is the command to clear all audits. There are additional settings that serve as fail-safe against this type of activity unless authentication is validated, crashing the system when this is attempted. As seen below, there is no auditing active anywhere, meaning that any intrusion into the system goes unnoticed.
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Description automatically generated with low confidence] 

Other auditing tools that would utilize this would be Windows’s Local Security Policy program, essentially show the auditpol results in a more usable GUI, in the Local policies folder. On Linux, Meterpreter, as used in another activity, has a function called clearev, erasing the event logs, which leaves no connection between recent events in the system, and the attacker system from that point. 
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C:\Windows\systen32>auditpol /set /category:"system” /success:enable /failure:enable
The command was successfully executed.

C: \Windous\system32>auditpol /set /category:"account logon” /success:enable /failure:enable
The command was successfully executed.
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\Windows\systen32>Auditpol /get /category:*
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