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[bookmark: _Toc498982175][bookmark: _Toc65765649]Abstract
In a digital world, technology can by utilised in any number of ways to make life easier.  In healthcare environments we take it a step further.  
Technology is integral to the safety and appropriate medical treatment of patients committed to our care and it is imperative that it works.  However often do we need access to vital information, such as blood test results, treatment regimes or medicine prescriptions only to find that despite best efforts, the system does not recognise our logon credentials.  
Furthermore, should we eventually find we are again able to gain access to the system, we realise that the information we needed was in fact held elsewhere….another system that we now need to gain access to.
This paper researches and discusses the abilities of RFID technology to streamline these processes, thus reducing cognitive workload and improving clinical practice.  What potentially follows are direct benefits to patient care and experience through more clinician time at bedside and a less frustrated clinical team.  

For more information on the author, please visit the below LinkedIn profile:
www.linkedin.com/in/mikedwakelyn 
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1. [bookmark: _Toc65765651]Digital Technology in Healthcare

Today, digital technology is an integral part of healthcare delivery and although clinicians and support staff are at the foundation, they rely heavily on advancing technology to improve and inform clinical practice.
At a high level, there are two main elements of a ‘digital system’ within a clinical environment.  The first is the system itself.  The second element is the system user and in today’s tech-heavy society, seldom can one work without the other.  Indeed, upon spending any length of time in a hospital ward or clinical unit, the war cries of doctors and nurses frustrated by an expired password or inconvenient error message can be heard in abundance, shortly followed by under-the-breathe muttering as they return to old faithful, the paper based system.
It should be stated that although technology makes life easier in more ways than not, it is difficult to completely abandon paper as a reliable method of storing and accessing data.  It is true that it can be slow and monotonous, but never has a paper-based system prevented access for exceeding the number of times a user incorrectly enters their password.  For this reason and despite valiant efforts, most organisations have resorted to going paper-light rather than paper-free.
However, despite its frustrations, digital technology can streamline clinical workflows in several ways.  For example, Health Education England (HEE) and The Royal Collage of Nursing (RCN) have developed the Digital Literacy Capability Framework, which applies to all registered nurses and provides a road map to upskilling nursing staff in terms of their digital capability.  It gives a broad overview of activities that apply across the nursing profession as well as common definitions and shared language for key areas of digital practice [1].
Day to day life for clinical staff involves logging in and out of multiple systems with often complex and diverse passwords to remember.  A single username and password to access all clinical systems means users are required to remember only two bits of information; a username and a password. This benefits the user as they are less likely to become frustrated and subsequently locked out of the system, as well as the organisation, as their employees spend less time trying to access systems and more time doing their job.
Taking Swansea Bay University Health Board as an example, one of their organisational goals is to provide a single username for all systems, viewing the patient data captured in all digital silos as a complete Electronic Health Record (EHR).  This is an ongoing task and due to sheer numbers of historical systems will be for some time.  However, a large proportion of clinical applications now support the use of a single username managed by Active Directory (AD).  For users, this means one username and one password to remember that then grants access to system for:
· Finding and editing patient records
· Printing patient communication
· Viewing clinical data (such as x-rays and blood results)
· Accessing prescriptions
· Recording treatment data
Of course, this also means that forgetting any of these two bits of information, or an ill-timed password expiry prevents access to all the above.  However, with a well-managed AD solution, self-help portals for users and a single account to manage, IT staff can spend less time resetting passwords and more time addressing complex and essential tasks.  When considered against an organisation with 15000+ employees, the time benefits are obvious.
There are other methods to make accessing multiple systems simpler for users, one of which is the introduction of Radio-Frequency Identification (RFID) technology.  RFID tags are scannable either by built in RFID scanners, or third-party plug-in devices and a single RFID enabled card can store multiple account details.  
There is of course more to it, but it does make for an interesting research question:
Can RFID technology aid in streamlining clinical practice?

2. [bookmark: _Toc65765652]A Review of Current Literature

2.1. [bookmark: _Toc65765653]How Does Digital Impact Clinical Service?

When clinical staff spend less time trying to access digital services it inevitably means more quality time to spend with the patient.  In a Harvard business review conducted in 2014, historic data of 167 patients with chronic kidney disease, first starting kidney dialysis between 2011 and 2012 was analysed.  It states that patients with an optimal start to their dialysis career received on average, one more follow-up visit (5 vs. 4).  These patients were also more likely to have attended classes on the options for starting dialysis as well as more likely to attend classes far earlier prior to starting treatment [2].
This suggests that higher quality engagement with patients, improves the patient experience, which likely translates to a higher quality of life and perhaps even a higher life expectancy to what can be expected in patients who are not offered this quality time with clinicians.
Improved use of Health Information Technologies (HITs) can also have significant impacts on professional competency.  The 2010 review of literature around HITs, published in JONA: The Journal of Nursing Administration notes that there are “fewer medication administration errors (MAEs) after the introduction of a medication administration system” [3]
The above review also found that introducing HIT’s improved the quality of and reduced the time spent on documentation.  Furthermore, an article discussing the impact of computerised documentation on nurses use of time found that HIT implementation resulted in a 6.0% increase in the amount of time devoted to patient care [4].
As well as impacting on time spent with patients, HITs provide opportunity to make financial improvements, which can further improve the quality of patient care.  Swansea Bay University Health Board in coalition with Welsh Government have developed a Prudent Care Action Plan stating that 30% of all medical spending is unnecessary [5].  It stands to reason that time spent negotiating the complexities of accessing digital systems is time that would be better spent with patients and is likely a significant factor in unnecessary medical spending when considered at scale.

2.2. [bookmark: _Toc65765654]Harmonising Digital Systems

The concept of Single Sign-On (SSO) is interesting and at face value offers an elegant solution to the problem of multiple passwords for multiple systems.  The increasing complexity of delivering healthcare as well as increasing costs have incentivised healthcare providers to adopt more electronic medical systems including clinical decision support and e-prescribing [6].  With countless systems to access, it is little wonder that account lockouts are such a major frustration for users.  Along with differing security policy dictating different requirement for length and complexity of passwords, multiple password expiry dates to remember and a lack of interfacing between clinical systems within the same organisation, this can make for a stressful working environment as well as the above mentioned detriments to patient care.  
As well as problems with remembering credentials, this necessary complexity introduces a security risk.  Often is the case that with so much to remember, sticky notes with usernames and passwords can be seen dotted around a computer monitor.  Equally as concerning is the professional courtesy of sharing credentials with other users who may not be able to access the system.  TechRadar, a prominent IT insight source states that 34% of users share their account details at work and a worrying 81% of hacking-related breaches are achieved with stolen or weak passwords [7].
Whilst Single Sign-On is correctly defined a user having to log in once, after which the credentials are passed between applications and authenticated without having to log in again, the aim to have a single username and password to access all systems aims to somewhat alleviate the pressure on employees to remember multiple account details and in doing so, potentially make all systems more secure.

2.3. [bookmark: _Toc65765655]SSO – Security Concerns

Conversely, it should be noted that a single account for all systems brings its own security concerns.  Users who insist on storing credentials on sticky notes or share accounts with colleague may still do so and with one account to access everything, all systems become vulnerable.
A notable security flaw identified by Wang Jing, a mathematics PhD student at the School of Physical and Mathematical Sciences in Nanyang Technological University, Singapore and dubbed “Covert Redirect”, poses as an authorisation pop-up window.  If the authorisation is successful, the user can be redirected to a website loaded with malicious software opening their device and others with which they are connected to potentially damaging attacks [8].

2.4. [bookmark: _Toc65765656]RFID – Why Remember Passwords?  

SSO is usually managed by authenticator applications.  Users enter their credentials once into the application, which then passes them on in other authentication fields that have been profiled by authenticator application.  Microsoft Authenticator is one example which also makes use of two-step verification, where access to systems through Microsoft Authenticator is gained by entering a PIN or a biometric check such as fingerprint and face recognition [9].
Other methods of SSO management make use of an old technology known as Radio-Frequency Identification (RFID).  RFID uses electromagnetic fields to identify objects.  An object, such as a passport or employee ID badge can carry a passive tag that requires energy from a nearby RFID reader to reveal its information.  Object such as mobile phones carry and active tag with its own power source that broadcasts its unique identifier and information [10].
RFID is a technology first used in World War II to identify allied planes when they appeared on radar.  It was then further developed and utilised during the Cold War by the Soviet Union to spy on America [11].  In todays’ society however, it is far more ubiquitous. Used in all manner of device from credit cards and clothing tags to backpacks and passports, RFID allows the identification, and even purchase of items simply by waving an RFID chip near an RFID scanner, either self-powered or one that uses the power of the incoming signal.

2.5. [bookmark: _Toc65765657]RFID - Reducing Log-in Times

In terms of how this can be implemented in healthcare, there are organisations that specialise in delivering SSO solutions to healthcare environments.  They offer third party authenticators that can be installed on a device, such as a laptop.  Engineers are then able to profile multiple applications and authentication pop-ups so that when users are asked to log in to a new system, they need not re-enter their credentials.  
The ROI of SSO: A Study on the Value of Time for Nursing Staff looked at 19 hospitals throughout America with an Imprivata solution and showed that over a seven day period, 24,472 first shift logins to the Electronic Health Record occurred, followed by 160,134 reconnects or re-logins to the same EHR before an the SSO solution was implemented.  Furthermore, the average time taken for a first shift login before SSO was implanted was 34.6 seconds, with a re-login time of 29.3 seconds.  Post-SSO implementation, the first shift login time was 29.3 seconds while the re-login time had reduced to an average of 8.9 seconds, constituting a 69.6% reduction in time taken to reconnect to a system after first login.
The study also considered the financial implications of implementing an SSO solution.  The overall system financial summary states that the total cost of implementation was $1.23 million with an annual maintenance cost of $296,000.  The liberated clinician time value was calculated to be $3.2 million per year and when adjusted for the cost of equipment reveals an annual recurrent net value is quoted at $3.34 million, of which $964,703 was nursing value.  This particular SSO implementation delivered substantial recurrent return on investment with a particularly high value among nurses [12].  This releases clinicians to deliver improved levels of care and yields significant financial benefit.

When considering Swansea Bay University Health Board (formerly known and Abertawe Bro Morgannwg University Health Board), a study undertaken on a pilot by Imprivata in 2017 showed a 30% log-in time reduction for Emergency Department (ED) clinical staff post RFID solution implementation.  Furthermore, a study of the impacts of implementing Imprivata’s RFID ‘Tap-in’ and SSO solution for reception staff projected a 41% reduction in ‘like-for-like’ cases [13].  That is logging in with and without using the RFID tap-in mechanisms.



2.6. [bookmark: _Toc65765658]RFID – Security Concerns

One of the failings of using RFID is that access to a system or payment method is granted without notification to the owner of the information, meaning unauthorised access is enabled until the RFID device is blocked or destroyed. 
Imprivata’s identification system uses RFID enabled employee cards, be it an identity badge or key card.  This method presents risk of the card being lost or stolen along with any details stored on it.  It would seem sensible then to ensure that blank cards, with no identification marks are used.

2.7. [bookmark: _Toc65765659]Summary of Current Literature

In summary, it appears that all stakeholders of the clinical workplace could benefit significantly from the introduction of RFID and SSO technology, from administrators and receptionists maintaining accurate health records by accessing multiple systems at once to doctors and nurses needing more time at the patient bedside instead of in front of the screen. 
Having to remember multiple login credentials and their variants creates a cognitive workload.  At times when clinicians need to focus on their patients, frustration caused by difficulties accessing HITs make room for errors in judgement and mistreatment.  It is then prudent to consider streamlining access to HITs to improve patient care and reduce human error. 


3. [bookmark: _Toc65765660]Methodology

3.1. [bookmark: _Toc65765661]Introduction

This chapter describes the process of developing the research methodology needed to address the research question including a discussion on the philosophical background of the chosen research method.  Furthermore, the selected instrumentation and sampling methods are considered along with the data collection strategies. 
The chapter concludes with discussions on the analysis tools used to analyse the data and answer the research question:
Can RFID technology aid in streamlining clinical practice?




3.2. [bookmark: _Toc65765662]Selecting an Appropriate Research Approach

In undertaking research, it is necessary to decide on an appropriate research approach, which can be divided in to three types:
· Deductive research
· Inductive research
· Abductive research
Each approach holds its own logic which can be followed when selecting the right research approach for the research topic.
Deductive research states that when the premise is true, the conclusion must also be true.  Using data to evaluate propositions or hypotheses to falsify or verify an existing theory.  Inductive research is essentially the opposite.  Inductive research uses existing premises to generate untested conclusions and generate hypotheses.  Abductive research takes a known premise and uses it to generate testable conclusions. By collecting data, one is able to explore phenomena and identify patterns in order to build new theories or modify existing [14]. 
These research approaches can have bias towards particular methods of data collection and analysis.  The three main categories are qualitative, quantitative and mixed methods.  Quantitative research is based on measurable statistics and numerical analysis, whereas qualitative research focuses on cause and effect relationships in complex systems.  The data is subjective, investigative and flexible [15].  Mixed research, as its name suggests is a combination of these two methods.
To understand if digital technology and more specifically, RFID technology can aid in streamlining clinical practice, a deductive and mixed research approach was taken with some bias towards quantitative data collection.  The below infographic describes the steps.
[image: Graphical user interface, text, application, chat or text message
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[bookmark: _Toc65765628]Figure 1 - Deductive Research Approach [14]

The proposed theory is that the introduction of new digital technology to clinical settings could streamline working practice and provide clinicians more time to spend with patients.  This was then developed into a hypothesis:  RFID and SSO technology can significantly reduce the time clinicians spend logging in to clinical systems.


3.3. [bookmark: _Toc65765663]Research Philosophy – The Research Onion

With any research approach there is are underlying philosophical assumptions that need consideration.  The theoretical concept of the research onion proposed by Saunders et all (2016) describes the main stages that are to be accomplished to prepare an effective methodology.

[image: ]
[bookmark: _Toc65765629]Figure 2 - Research Onion [16]
Positivism – or a positivistic approach pertains to working with an observable social reality.  That is to say, the research undertaken allows for generalisation and quantification of objectives and the researcher is considered an objective observer [17].
This study centres around positivistic assumptions based on the literature reviews discussion of how long users spend logging in and out of systems and the need to improve the quality of patient care.  The research examines existing data that quantitatively describes the problem of both logging in to multiple HIT’s and the cognitive workload created in remembering and entering many variants of login credentials. 






3.4. [bookmark: _Toc65765664]Data collection

This section details the methods used to collect the quantitative and qualitative data needed to develop an either confirm or falsify the hypothesis.  All names have been redacted for confidentiality.

3.4.1. [bookmark: _Toc65765665]Structured Meetings

Within the Renal department at Morriston Hospital, Swansea, it was often remarked upon that accessing the myriad systems necessary to perform clinical duties was hindering abilities to do so adequately.  At the time of writing, the world is in the grip of global pandemic and so hospital admissions are high.  It was proposed that a meeting should be held to discuss the problems experienced by digital technology users and agree department wide improvements.
Appendix 1 show the meeting minutes and topics of discussion.  Clinical staff attending the meetings expressed specific concern around the fact that despite having the same username for each system, many had different passwords.  Of these passwords, expiration dates were different for each, as was security criteria.  This resulted in lose of access to some clinical HIT’s during times when they were most needed, which further resulted in security and governance breaches from password sharing.
Prior to carrying out this research, there was already a vast knowledge of departmental mechanisms and the concerns raised were clearly valid.
The outcome of this meeting was that the IT team for Renal at Morriston Hospital were to investigate potential solutions.

3.4.2. [bookmark: _Toc65765666]Staff Surveys

Following on from the above structured meetings, a clearer understanding of the frequency of the difficulties faces was needed, specifically in terms of logging on and off digital devices.  A short survey was generated in Microsoft Word and shared using Microsoft SharePoint.  All staff members were invited to contribute with a total of 27 surveys completed over a one-week period, an example of which can be seen in Appendix 2.
Analysis of the surveys show 41% of user require their password resetting for one or more systems at least once per week, while 7% require their password reset more than one per week.  Of the sample collected, when considered against the role in which they are employed, nurses appeared to be better at remembering their passwords than doctors and doctors better than admin staff.  This could be attributed to the number of times per day they are required to log in to the different HIT’s.
Although forgotten passwords were a significant concern, it appeared it was the time spent logging in and out of the systems that had the largest impact on the time they spent at bedside.  It was clear that a faster and easier method for logging in was required.



3.4.3. [bookmark: _Toc65765667]Observed pilot - Imprivata

As discussed in section 2: A Review of Current Literature, Imprivata offer an RFID based solution to logging in and out of clinical systems.
An Imprivata software solution was introduced to the Emergency Department at Morriston Hospital that allows the logging in and out of any profiled system at the swipe of a key card.  A profiled system is one that has been configured to work with the Imprivata system.
Imprivata is installed on the device and a USB powered scanner connected.  The user then scans their registered key card and the Imprivata system logs them on to the device.  Once logged on, any software package, website or HITs that has been profiled will automatically log the user in upon launching.  This has obvious benefits in terms of time spent logging in and reduction of the cognitive workload experienced by clinicians.
As discussed in section 2, the pilot implementation of the RFID tap-in solutions resulted in a 30% reduction in login times for ED clinical staff with a further 41% projection for reception staff in like-for-like cases.
This time saving is ultimately passed on to the patient, whether via reduced waiting times, an increase in the number of patients treated or simply the time clinicians spend at the patient bedside.  There is also likely to be significant financial benefit to the above as more time to treat patients enables prudent healthcare, as well as improvements to the wellbeing of employees not frustrated by technical difficulties.  Finally, a reduced cognitive workload in terms of technical concerns for clinicians is likely to result is a better quality of patient care, improving patient safety and experience. 

4. [bookmark: _Toc65765668]Limitations

As with any project, there are limitations to consider and obstacles to overcome.  Introducing a new digital system on mass requires adequate support staff to be available both during implementation and afterwards.  With large volumes of employees working from home and government-imposed restrictions on social contact due to the global pandemic this is extremely difficult.
Furthermore, the sudden need for non-essential staff to work from home, again a result of the current pandemic, has resulted in a global shortage of portable digital devices such as laptops.  In prioritising procurement and allocation of these devices, new projects are considered least important.  
As with any implementation, this system comes with a financial burden.  The procurement department at Morriston Hospital state that an Imprivata user license costs £8 per person per year.  Alone, this amount seems insignificant but needs to be considered and allocated, especially if rolling out the system at scale.  Likewise, the laptops have an average cost of around £500 per device with yearly ongoing maintenance costs of around £100 per user, while the RFID scanners cost around £20 each.  Again, this could be considered insignificant for small implementations, but it becomes more substantial as the system is rolled out to more users. 

5. [bookmark: _Toc65765669]Conclusion

In conclusion, there are significant limitations to implementing new technology, particularly at scale.  The financial burden needs to be ratified by the appropriate authorities and so research needs to be thorough and the benefits clear.  It is important to demonstrate that new technology would improve rather than hinder working practice, as is so often the case.
However, many, if not all the above concerns can be weighted against the improvements to the quality of service and patient experience.  As discussed previously, less time in front of laborious digital technology means more time available to treat patients, whilst a reduced cognitive workload may result in an increase to both employee wellbeing and focus levels.  Even beyond the direct time savings, improvements to patient care and indirect financial benefits, the COVID-19 pandemic has brought focus to how we come in to contact with everyday items as well as each other.  It is easy to see the potential in using contactless RFID technology to improve clinical workflow and healthcare services.  
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Renal Digital Solutions Meeting – COVID-19
Medicine Service Group
Tuesday 12th January 2021 
In Liz Baker Seminar Room (via TEAMS), Morriston Hospital
Present:

	Mike Wakelyn (Chair)
JC (Consultant Nephrologist)
CB (Consultant Pharmacist)
DJ (Pharmacy Tech)
AR (Pharmacists)
GO’G (Programme Manager)

	DH (Nurse Lead)
MHW (Nurse Lead)
BA (Nurse Lead)
KS (Nurse Specialist
SP (Nurse Specialist)
CJ (Admin Clerk)




	Item

	Discussion
	Action

	
	
	

	1.
	Apologies
MD, SSL
	

	2.

	IT Support during WFH
Majority of workforce now based at home including IT support staff

General IT to provide main body of support, supplemented by Mike Wakelyn

Mike Wakelyn no longer officially support staff but able to assist
 
	







MW

	3.














4.
	Concerns for on-site staff
Low staff numbers due to self-isolation mean minimal patient to nurse ratios.
Access to clinical systems impeded by password lockouts.  Pressure on staff at very high levels currently, not helped by this.  Mike to investigate alternatives.  Recommend investigating Imprivata.
Above concerns shared by CJ although accept that less of impact.  Extending any solution to admin staff is dependent on finances.  
Suggestion that cost could be covered under COVID-19 response.  JC to investigate

Concerns for at home staff

At home staff concerned about access.  Historical problems with VPN and other WFH systems are worrying (TEAMS).  Expectation is that nurses self-isolating carry out administrative tasks

Speak to SBU IT about concerns and discuss approach.  Arrange further provisions (laptops)
	






MW


CB


JC








MW


	5. 
	Any Other Business
Expand invitation for future meetings to managerial staff.  Potential to bring in SBU finance.
	

GO’G

	6. 
	Date & Time of Next Meeting
February 2nd 2021 @ 11.30am. Meeting Room 3 available in CAB along with Microsoft TEAMS. 
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