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1. [bookmark: _Toc70421563]Introduction

[image: ]This worksheet is going to show a successful managing and maintaining network resources using network policy and security practices. It is going to include all important screenshot as an evidence that it has been done properly and also description for each screenshot. The difference between local permissions and files shares is going to be explained, the role of Group Policy Management in the network environment is going to be explained as well and also some examples of sound ‘password’ principles in modern network environments are going to be given. 
















Creating a folder named “Dept_Important_Docs” on a client 1.








[image: ][image: ]Creating a text file with a name of “Important_File” inside the dept_important_docs.













Removing the inheritance from the folder called “Dept_Important_Docs”.
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[image: ]Adding another account to the Dept_Important_Docs folder and also assigning share permissions to the freshly added account.













Selecting the server and path for the sharing on server 1.


[image: ]













Specifying the share name in the share wizard on server 1
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Allowing caching of share and also enabling access based enumeration for sharing on server 1.


[image: ]












Specifying permissions to control access on server 1
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Summary of sharing folders on server 1
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SMB share has been successfully created along with SMB permissions
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Mapped drive has been successfully added and created on server 1
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Organisational unit with a name of “Non Admin Users” has been created in Active Directory Users and Computers
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An account has been created inside the Non Admin Users organisational unit
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Creating GPO in the domain through Group Policy Management
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Restricting access to control panel 



[image: ][image: ]Updating policies through the cmd by using a gpupdate /force command















An error message that informs us that the access to control panel has been cancelled 
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Disabling access to command prompt so the users are not able to run files such as .cmd and .bat and 
[image: ]

A proof that the command prompt has been successfully disabled and cannot be accessed until permission is given
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[image: ]Disabling access to all removable media drives












Moving a computer workstation from “computers” unit to “NWClientComputers” unit which has been created
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[image: ]This screenshot shows that the user is unable to install software on the workstation called “WS1-NWT” because it has been disabled














This screenshot shows that this setting has been enabled and it is possible to configure user installs
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This screenshot shows that the access to install software has been disabled
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This screenshot shows that the password policy has been changed to a max password age of 31 days, min password age of 1 day, min password length of 10 characters and the user is required to meet complexity requirements when creating a password
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This screenshot shows that the complexity requirements have not been met
2. [bookmark: _Toc70421564]Observational tasks

[bookmark: _Toc70421565]2.1 The main differences between local permissions and file shares

NTFS stands for “New Technology File System and is used to maintain and take care of access to the data  the is stored in NTFS file systems, whereas share permissions are assigned by the person with the permissions high enough to assign permissions. There are 5 types of permissions that can be assigned:
· Full Control – Gives user rights to do anything with the file, delete, move, add and modify and also change permissions to other files
· Modify – Allows user open files and modify them – adding files to a directory and also removing files from a directory. User is also able to modify file properties.
· Read and Execute – User is able to execute scripts and run exe. Files.
· Read – User is only able to view the file, directory and also file properties
· Write – Users can add files to different directories and also write to a file [1] [2].
[bookmark: _Toc70421566]2.2 What is the difference?

· NTFS permissions are more accurate and for controlling a shared folder and its content
· NTFS and Share permissions are used together at the same time but they can have different permissions assigned e.g. NTFS can have lower permissions than Share permissions so the share permissions will take over and will be executed.
· There are file systems such as FAT32 and also FAT and share permissions can run when these two file systems are used, whereas NTFS won’t run.
· Share permissions will not apply to the user that is logged in locally to the server, whereas NTFS is going to be applied to the users that are locally logged in to the server.
· It is unable to specify the amount of connections allowed to a shared folder, whereas share permissions allows to do so.
· In order to modify NTFS permissions, the user needs to go on the Security tab after right clicking on the file and clicking “properties”, whereas share permissions are assigned through the “Advanced Sharing” tab.
[3]

[bookmark: _Toc70421567]3. The role of Group Policy Management in the network environment

GPO which is also commonly known as Group Policy Objects is a part of Active Directory, it allows the user to create, add, delete and modify policies and then apply them to a single user, a group of users or computers. Any change made by the group policy object is going to affect every user on the network, domain or organisational unit after 90 minutes because that is how long it takes for the settings to refresh. Group Policy Management can be accessed by searching “Group Policy Management” in search bar or by typing “gpedit.msc” at the command prompt. Group policy management allows network administrators to keep the network running smoothly with no issues by assigning policies to different aspects and parts of the network. Group policy management is also responsible for making sure that the security settings for computers and also users are configured properly. [4]

[bookmark: _Toc70421568]3.1 Example policy

One of the most important policies is a password policy because this is the first line of defence when it comes to gaining access to something that should not be accessed. Password policy is responsible for making sure that the password set by the user is strong enough to prevent any issues. Windows allows the user to be very flexible when it comes to creating a password because network administrator can change the policy and modify it so the user has to think of a password that meets the complexity requirements set by the network administrator, example of complexity requirements:
- Maximum password age: 30
- Minimum password length: 10 characters
- Minimum password age: 1 day
- Password must meet complexity requirements: enabled
This means that the password is going to be valid for the next 30 days, it needs to be a minimum of 10 characters and age of 1 day. The user also needs to meet Windows’ password complexity requirements. [5]
[bookmark: _Toc70421569]4. Examples of sound ‘password’ principles in modern network environments

A good and a strong password is protecting us from stealing information. That one word we choose as our password is keeping our accounts and information safe so it is extremely important to really take care of it and think of a good password. Hackers are getting better everyday and new methods to crack a password are being discovered all the time. The network administrator should set some rules in order to create a password and use it on the network and the requirements to create a password should be high.
A person that wants to create a good password should never use the previous 5 passwords, this will stop network users from using previous passwords that could have been already exposed. The best solution is to never use the same password. Another aspect that should be introduced is a minimum password age of ten 10-15 days to prevent network users from using a previous password. Following this logic, a maximum password age needs to be set as well but it depends on the organisation and network administrator, however a good maximum password age is 30-60 days. The users should never share their password with anyone. Network administrator should also restrict users from creating a password that is shorter than e.g. 13 characters and it should include capital letters, a special sign such as “$#!(){}” and it should not include users’ name or date of birth e.g.  F5Srh76JqP*M!t3. [6]
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