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[bookmark: _Toc235527123][bookmark: _Toc237297174]INTRODUCTION
Security models tend to outlast the environments they were designed for. The perimeter model assumed threats lived outside the network and that inside, trust could be extended freely. For a long time that was a workable approximation. Then cloud infrastructure moved critical workloads onto hardware organisations do not own, remote work scattered users beyond any boundary security teams could police, and adversaries grew sophisticated enough that getting through the perimeter was no longer the hard part. Staying undetected long enough to accomplish an objective became the challenge, and a trusted interior gave them exactly the time they needed.
Zero Trust Architecture responds to this directly. Its proposition is that no user, device, or system should be trusted by default, regardless of network location. Every access request must be verified against current identity and device state. Every session must be authenticated before it is permitted. The logic is not complicated; the implications for how access is designed, enforced, and monitored across an entire organisation are.
This paper examines those implications in two connected parts. The first is a critical analysis of Zero Trust: its origins, its frameworks, how it compares to the perimeter model, why implementation is harder than the concept suggests, and what the evidence says about whether it actually works. The second applies that analysis to the 2017 Equifax data breach, using it as both a diagnostic of what went wrong and a design brief for what should have been in place. Equifax failed to patch a publicly known Apache Struts vulnerability for 78 days, allowing attackers to access 48 databases containing the personal data of 147 million individuals over 76 days of undetected access. The failures were not purely technical: they reflected a governance structure that did not treat security as a board-level concern, policies that were not enforced, and a risk management process that did not accurately reflect the organisation's actual exposure. The programme designed in Task 2 addresses each of these directly.
[bookmark: _Toc235527124][bookmark: _Toc237297175]1- FOUNDATIONS OF ZERO TRUST ARCHITECTURE
The intellectual groundwork for Zero Trust predates the term. In the early 2000s the Jericho Forum argued that network perimeters were already dissolving and that security strategies built around defending them were becoming inadequate [1]. The concept of de-perimeterisation reflected what practitioners were already observing: internet-connected services, partner integrations, and mobile devices were eroding the clean boundary between inside and outside long before cloud infrastructure made the erosion obvious to everyone else.
Kindervag formalised this into a coherent framework in 2010. His argument, developed at Forrester Research, was that implicit trust extended to internal networks was not just misplaced but actively harmful [2].  Removing network location from the trust calculation entirely and requiring verified identity, device state, and contextual policy for every access decision was the proposed solution. Google's BeyondCorp project demonstrated this was achievable at enterprise scale: more than 100,000 employees migrated away from VPN-based access to a model where every request was evaluated against the same criteria regardless of the user's location, with the migration complete by 2017 [3]. NIST formalised the framework in 2020 through SP 800-207, providing seven core tenets and architectural components as a vendor-neutral reference point [4]. CISA built on this with its Zero Trust Maturity Model in 2023, translating the NIST tenets into a five-pillar, four-stage roadmap that organisations can use to assess their current position and plan progression in concrete terms [5]
[bookmark: _Toc235527125][bookmark: _Toc237297176]1.1 CORE PRINCIPLES AND THE NIST FRAMEWORK
NIST SP 800-207's seven tenets require a fundamental rethinking of how access decisions are made [4] All resources are treated as assets requiring protection regardless of physical location. All communications are authenticated regardless of network. Access is granted per session rather than assumed to persist. Access decisions use dynamic policy based on verified identity, device posture, and contextual signals. All assets are continuously monitored. Authentication occurs before every resource access, not only at the network entry point. And all telemetry feeds into a continuous improvement cycle.
Micro-segmentation is one of the most consequential practical expressions of these tenets. Rather than dividing a network into a few broad trust zones, micro-segmentation creates many isolated segments each with its own access controls, so that a compromise in one area cannot automatically spread to others. Gilman and Barth describe this as changing the economics of a breach: the attacker achieves considerably less for the same effort while the organisation gains more signals and more time to detect and contain the intrusion before serious damage occurs [6]. Least privilege access works alongside segmentation, ensuring every identity carries only the permissions needed for its specific function at the specific time, and nothing more.
Three architectural components make the tenets operational [4]. The Policy Decision Point evaluates each access request against defined policies using real-time contextual data. The Policy Enforcement Point sits at the boundary of each protected resource and acts on those decisions. The Policy Information Point supplies the data that makes decisions meaningful: device compliance status, threat intelligence, behavioural analytics, and identity claims. Together they replace the static perimeter with a continuously operating evaluation system. CISA's maturity model provides benchmarks for assessing implementation quality across all five pillars [5].
[bookmark: _Toc235527126][bookmark: _Toc237297177]1.2 ZERO TRUST VS. TRADITIONAL PERIMETER SECURITY
The traditional perimeter model assumes meaningful security can be achieved by hardening the boundary between an internal network and the external world, treating internal traffic as broadly trustworthy. Firewalls, intrusion detection systems, and VPNs all embody the same logic: keep the outside out, and trust what is inside. The difficulty is that the boundary these tools defend no longer corresponds to where organisations keep their data and services. Workloads run in cloud environments the organisation does not own. Staff connect from home networks and shared spaces. SaaS platforms serve data from wherever users happen to be. Third-party integrations multiply entry points well beyond what any gateway can inspect. The perimeter the traditional model assumes has, in most modern enterprises, ceased to exist in any reliable architectural sense.
CISA identifies lateral movement as the primary failure pattern in perimeter-based security, and the model provides almost no native defence against it [5]. Once inside a traditional network, an adversary encounters an environment designed to trust them. Internal traffic is not challenged. Requests between systems pass without policy validation. An attacker who achieves initial access can move for weeks, escalating privileges and positioning near high-value targets, while boundary-watching tools see nothing unusual. The 2024 Microsoft breach illustrates this concretely: Russian state-sponsored actors found a legacy test account lacking MFA, gained entry, and moved laterally through senior leadership email for several weeks before detection [7] The NSA identifies Zero Trust as the primary recommended approach for limiting what an adversary can accomplish after initial access, precisely because it eliminates the implicit internal trust that lateral movement depends on [8].
[bookmark: _Toc235527127][bookmark: _Toc237297178]1.3 IMPLEMENTATION CHALLENGES
A 2025 systematic literature review covering 74 peer-reviewed ZTA studies found that implementation challenges are significant and consistent [9]. Nearly three quarters of studies reported implementation complexity. Roughly two thirds identified legacy system integration problems. These appear across serious enterprise deployments, not just first attempts, and show no sign of diminishing as the framework matures.
· Technical Complexity
Before any Zero Trust control can be deployed effectively, an organisation needs a complete and accurate picture of every asset, data flow, and access permission across its environment. In most large organisations, this does not exist in a single reliable up-to-date source. Producing it requires substantial effort before implementation begins, and maintaining it requires ongoing operational discipline that most organisations have not previously needed. CISA frames early implementation stages as primarily concerned with building this foundational visibility, on which every more advanced control depends [5].
· Legacy System Integration
Many critical platforms were built a decade or more ago without any conception of Zero Trust. They frequently lack modern authentication protocols, cannot consume Policy Information Point signals, and cannot be modified without significant operational risk. Retrofitting them using identity-aware proxies and segmentation is possible but adds complexity and does not always provide the same depth of control as a natively compliant system. With two thirds of studies identifying this as a significant barrier, it is the standard situation rather than an edge case [9].
· Organisational and Cultural Factors
The NSA is explicit that organisational and cultural factors are as important as technical ones [10]. Staff accustomed to open internal access experience additional verification as friction and find workarounds: shared credentials, unenrolled personal devices, or applications outside policy scope. Each workaround reintroduces uncontrolled access while bypassing the monitoring systems. Addressing this effectively requires deliberate communication, sustained leadership commitment, and careful control design so that friction falls on illegitimate access rather than legitimate work.
· Cost and Time
Full Zero Trust deployment is a multi-year programme spanning multiple budget cycles. CISA's maturity model describes four stages across five pillars, and the scope of reaching Advanced maturity simultaneously across all five is substantial [5]. The realistic path involves prioritising the highest-risk areas first and progressing incrementally. Organisations that treat this as a one-time project tend to stall at Initial maturity, carrying the cost and complexity but not the full security benefit.
[bookmark: _Toc235527128][bookmark: _Toc237297179]1.4 EFFICACY AND REAL-WORLD OUTCOMES
The case for Zero Trust is not theoretical. Google's BeyondCorp remains the most complete documented example at enterprise scale [3]. Removing VPN access for more than 100,000 employees and replacing it with identity and device-based controls produced an access model that is simultaneously more secure and more operationally flexible. The fact that Google has operated this for over a decade under sustained adversarial attention is meaningful evidence that the architecture works at scale. The NSA frames Zero Trust not as a guarantee against intrusion but as the most effective approach for limiting what an adversary can accomplish after initial access [8]. It constrains lateral movement, reduces the blast radius of a compromised credential through least privilege, and generates the telemetry needed for faster detection.
The 2025 systematic review found consistent evidence across 74 peer-reviewed studies that more mature Zero Trust implementations experienced lower impact from credential-based attacks, phishing breaches, and insider threats compared to those relying on perimeter models [9]. Dwell time was shorter in more mature implementations. The review also found a correlation between Zero Trust maturity and regulatory compliance posture, reflecting the direct alignment between NIST SP 800-207's requirements and what frameworks like GDPR and NIST CSF 2.0 expect in terms of access control and data governance [4].
Zero Trust does not make an organisation immune. A sophisticated adversary with valid credentials and an enrolled device can still cause harm within the permitted scope. Social engineering, supply chain attacks, and vulnerabilities in the Zero Trust infrastructure itself are not fully addressed by segmentation and continuous verification. Zero Trust should be understood as a significant evidence-backed improvement in baseline posture, operating within a broader defence-in-depth programme.
[bookmark: _Toc235527129][bookmark: _Toc237297180]1.5 CRITICAL ANALYSIS
Zero Trust deserves honest engagement with its weaknesses, because organisations making serious implementation decisions need accurate information about what can go wrong as well as what works. Usability friction is the most immediate practical problem. Every additional verification step is friction, and in small well-designed amounts that is an acceptable cost. When controls are poorly tuned or require frequent re-authentication for routine tasks, people adapt by working around them. Workarounds that bypass monitoring systems are arguably worse than controls designed more carefully to begin with. Neither NIST nor CISA fully resolves this tension, though both acknowledge that user experience must be part of the policy design process.
Vendor implementation quality is a serious and widespread concern. The commercial success of Zero Trust has produced a market where many products claim Zero Trust capabilities without meeting the NIST SP 800-207 standard. A VPN with added MFA is not Zero Trust. A network access tool that checks device compliance once at connection but does not re-evaluate continuously is not Zero Trust. Organisations that allow vendor marketing to substitute for a careful reading of the NIST framework may believe themselves protected while retaining most structural weaknesses of the perimeter model [4].
Partial implementation creates the most underappreciated risk: misplaced confidence. An organisation that has deployed Zero Trust across its modern infrastructure but left legacy systems outside the policy framework has a gap that is easy to overlook precisely because the modern parts look secure. The Microsoft breach is a direct illustration of what a single excluded account costs [7]. The 2025 review found consistently that partial implementations produced worse security outcomes than comprehensive ones [9] and NIST SP 800-207 is unambiguous: the architecture delivers its intended benefits only when applied consistently across the full environment[4].
[bookmark: _Toc235527130]
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[bookmark: _Toc235527132]
2. ORGANISATIONAL STRUCTURE AND ACCOUNTABILITY
The 2017 Equifax breach was ultimately a governance failure wearing the clothes of a technical one. Patch management responsibilities were spread across teams without clear ownership, the CISO had no formal reporting line to the board, and the security function lacked the authority to enforce standards consistently across the organisation [11]. A publicly known vulnerability in Apache Struts sat unpatched across internet-facing systems for 78 days not because the patch did not exist, but because no single person was accountable for ensuring it was applied [12]. When accountability is diffuse, risk accumulates in the gaps between teams.
A forward-looking programme must close those gaps structurally. The proposed model places a Chief Information Security Officer with a mandatory direct reporting line to the board and a standing place in quarterly risk reviews. Framing cybersecurity as purely a technical concern, rather than a governance and organisational one, is precisely the condition that allowed the Equifax failure to persist undetected for as long as it did [13]. The CISO's board relationship is not symbolic: it is the mechanism through which security risk is treated as a business priority, investment decisions are made with accurate information, and the visible leadership commitment that effective security programmes require is actually demonstrated rather than assumed.


[bookmark: _Toc237297183]TABLE I — Proposed Information Security Governance Structure
	
Role
	
Key Responsibilities

	CISO
(Board-Reporting)
	Security strategy and governance; quarterly board risk reporting; regulatory liaison for FTC, FCRA, and GLBA; chairs Security Governance Committee

	VP
Vulnerability Management
	Owns the full patch management lifecycle; maintains complete internet-facing asset inventory; enforces SLA compliance for critical CVE remediation

	Security Architecture Lead
	Designs and enforces network segmentation; implements Zero Trust controls across all environments; manages encryption standards for all data stores

	DevSecOps Lead
	Embeds security into the SDLC; runs dependency scanning in CI/CD pipelines; manages third-party component and supply chain risk

	Compliance and Risk Officer
	Maintains risk register; coordinates regulatory obligations; manages breach notification timelines and documentation

	SOC
Manager,and Analysts (x3)
	24/7 SIEM-based monitoring; threat hunting; incident triage and escalation



The VP Vulnerability Management role directly addresses the accountability failure at Equifax. US-CERT issued an advisory about CVE-2017-5638 on 8 March 2017 [11]. Equifax received it but no single person owned the remediation process end to end. A dedicated role with board-visible SLA metrics closes that gap permanently. The Security Architecture Lead's primary mandate is network segmentation: the attackers moved laterally across 48 databases after gaining initial access because internal trust was not enforced [11]. Zero Trust micro-segmentation, applied consistently across the environment, would have confined the initial compromise to a single segment rather than providing unrestricted access to the full estate [4],[10].


[bookmark: _Toc235527133][bookmark: _Toc237297184]2.1 POLICIES AND PROCEDURES
· Patch Management Policy
All internet-facing systems must be patched within 48 hours of a critical vulnerability (CVSS score 9.0 and above) being publicly disclosed. High-severity findings (CVSS 7.0–8.9) require remediation within 14 days. Compliance is measured through automated scanning and reported weekly to the CISO dashboard, reviewed at monthly governance meetings. Any exception requires documented risk acceptance signed by the CISO within 24 hours of the missed deadline, with a compensating control in place and mandatory reassessment after 7 days. The 48-hour window reflects a real operational constraint: the gap between public disclosure and active exploitation has shortened to days in many cases, as research into shared-code vulnerability patching confirms [14]. CVE-2017-5638 was being exploited in the wild within days of disclosure, yet Equifax's systems remained exposed for 78 days after the advisory was issued [11].
· Asset Inventory and Vulnerability Management Policy
A patch management policy can only function if the organisation knows what it is patching. The Equifax investigation found the security team was unaware of all internet-facing assets within scope, which is how some systems were never scanned and never patched [11]. Under this policy, all assets must be registered in a Configuration Management Database within 24 hours of provisioning. Automated discovery tools run continuously and flag any internet-facing asset absent from the CMDB for immediate investigation and isolation. Vulnerability scanning covers all registered assets on a continuous basis, with critical findings generating alerts to the VP Vulnerability Management and the CISO within 15 minutes of detection.
· Data Classification and Access Control Policy
[bookmark: _Toc235527134]Equifax held Social Security numbers, dates of birth, and addresses for 147 million people in systems where access was insufficiently restricted and data was not protected in a way that would have limited the damage during extraction [12]. All datasets must be classified at intake as Restricted, Confidential, Internal, or Public. Restricted data, which includes all personally identifiable and financial information, requires AES-256 encryption at rest and in transit, access governed by least-privilege principles and reviewed quarterly, and phishing-resistant MFA enforced at every access point regardless of network location. Access logs for Restricted datasets are retained for a minimum of 24 months and reviewed monthly for anomalous patterns. Addressing only the technical layer without enforcing data classification and access controls misses the structural conditions that made the Equifax breach as damaging as it was [13].


[bookmark: _Toc237297185][bookmark: _Toc235527135]2.2 GOVERNANCE AND STRATEGIC ALIGNMENT
NIST CSF 2.0, published in February 2024, provides the strategic governance model for this programme [15]. The most significant change from the previous version is the addition of the Govern function, which places cybersecurity risk management explicitly at board level. This is the structural shift that matters most in the context of Equifax, where the absence of board-level security accountability was a primary condition that allowed the breach to occur, persist for 76 days, and reach 48 databases before anyone noticed [11]. The six functions together describe the complete programme lifecycle from strategic oversight through detection, response, and recovery.
[bookmark: _Toc237297186]TABLE II — NIST CSF 2.0 Applied to Post-Equifax Programme
	CSF Function
	Programme Application
	Business Objective

	Govern
	CISO with direct board reporting; quarterly risk reviews; patch SLA metrics presented at board level
	Board-level ownership of residual risk; regulatory accountability to FTC and FCRA

	Identify
	Complete internet-facing asset inventory via CMDB; continuous vulnerability scanning; data classification programme for all PII
	Full risk visibility across the estate; no unregistered or unscanned assets

	Protect
	Zero Trust network segmentation; least-privilege access reviewed quarterly; AES-256 encryption of all PII at rest and in transit; phishing-resistant MFA
	Limit blast radius of any breach; protect consumer data at the point of storage

	Detect
	SIEM with behavioural analytics; anomalous outbound data transfer alerts; 24/7 SOC with active threat hunting
	Reduce dwell time from 76 days to under 24 hours

	Respond
	Documented incident response plan with regulatory notification timelines; tested escalation chains; named owner for each regulatory obligation
	Meet FTC, FCRA, and state notification deadlines; limit reputational damage

	Recover
	Immutable backups with tested restoration procedures; defined RTOs for critical systems; board report within 14 days of incident closure
	Operational continuity; regulatory evidence of adequate controls


The Identify function is where Equifax's programme most visibly failed. An incomplete asset inventory meant vulnerabilities could not be systematically found and fixed because the full attack surface was simply not known [11]. Treating cybersecurity as a purely technical problem, without the organisational visibility that governance frameworks provide, is what creates these blind spots  [13].  The Detect function directly targets the 76-day dwell time: SIEM behavioural analytics applied to outbound traffic should have flagged the volume and pattern of data extraction within hours, not weeks. The Respond and Recover functions address Equifax's 39-day delay between discovering the breach on 29 July 2017 and notifying the public on 7 September 2017, a delay that drew specific criticism from regulators and legislators and resulted in significant additional harm to affected consumers [12].
[bookmark: _Toc237297187][bookmark: _Toc235527136]2.3 RISK MANAGEMENT AND ASSESSMENT
Equifax's 2017 risk profile was defined by a concentration of extremely high-value consumer PII across a poorly segmented network, with internet-facing applications that were not systematically patched and an internal environment that offered unrestricted lateral movement once the perimeter was bypassed. A high-level risk assessment for the redesigned programme identifies the following priorities.



[bookmark: _Toc237297188]TABLE III — High-Level Risk Assessment

	Risk
	Likelihood
	Impact
	Rating
	Primary Mitigation

	Unpatched internet-facing application (critical CVE)
	

High
	

Critical
	

Critical
	48-hour patch SLA; automated continuous scanning; CISO dashboard; mandatory exception process with compensating controls

	Lateral movement after,initial compromise
	
High
	
Critical
	
Critical
	Zero Trust micro-segmentation; no implicit internal trust; least-privilege enforced across all systems

	Unknown or unregistered internet-facing assets
	
High
	
High
	
Critical
	CMDB with automated discovery; automated isolation of any unregistered asset

	Delayed,breach detection,and extended dwell time
	
High
	
Critical
	
Critical
	SIEM behavioural analytics; anomalous outbound data volume alerts; 24/7 SOC with threat hunting

	Third-party data sharing without 
adequate controls
	Medium
	High
	High
	Contractual security requirements; periodic third-party audits; Zero Trust controls for all partner access



The unpatched application risk is rated Critical in both likelihood and impact because the Equifax breach demonstrated exactly this failure at scale. The 78-day gap between the US-CERT advisory and exploitation at Equifax was not exceptional — research shows that the window between public disclosure and active exploitation is shrinking across the industry, making timely remediation a survival requirement rather than a best practice [14]. Mitigation is deliberately specific and measurable: a 48-hour SLA requires a defined process, tooling that runs automatically, and a named individual accountable for each finding.
Lateral movement risk is equally Critical because poor segmentation was the mechanism by which a single exploited application became access to 48 databases containing 147 million people's most sensitive personal information [11]. Zero Trust micro-segmentation directly addresses this by ensuring that even a successfully exploited asset provides access only to its own isolated segment, not to the broader environment [4][10]. The extended dwell time risk reflects the 76 days Equifax's attackers operated undetected — a failure of monitoring, not just of prevention. An organisation that cannot detect anomalous outbound data volumes at the scale involved in the Equifax extraction does not have an adequate detection capability, regardless of what its policies say [12].

[bookmark: _Toc237297189][bookmark: _Toc235527137]2.4 COMPLIANCE, INCIDENT RESPONSE, AND PROTECTION CONTROLS
· Regulatory Alignment
Equifax operates as a consumer reporting agency subject to the Fair Credit Reporting Act, the FTC Act Section 5, and the Gramm-Leach-Bliley Act Safeguards Rule, each of which places enforceable obligations on how consumer data is collected, stored, and protected [12]. The FTC's action against Equifax documented specific violations including failure to patch known vulnerabilities, failure to maintain adequate network segmentation, and failure to implement monitoring controls sufficient to detect the breach [12]. For any EU individuals whose data was affected, GDPR requires notification to the relevant supervisory authority within 72 hours of confirmed breach awareness. All regulatory obligations are documented in a single Regulatory Obligations Register with a named owner for each requirement, reviewed quarterly and updated whenever regulatory guidance changes. Compliance is not treated as a periodic exercise but as a continuous operational state [13].
· Incident Response
Equifax's incident response had two critical failures beyond the 76-day dwell time: the 39-day delay between confirming the breach on 29 July 2017 and notifying the public on 7 September 2017, and the quality of the response itself, including a breach notification website that was found to have its own security vulnerabilities [11]. The proposed incident response plan requires the following timelines: regulatory counsel notified within 2 hours of a confirmed breach; preliminary scope assessment completed within 12 hours; regulatory notification filed within the applicable legal deadline, whether 72 hours under GDPR or the relevant window under US state law. The plan is tested through quarterly tabletop exercises and a full simulation at least once annually. Named owners for each regulatory obligation are confirmed before each exercise begins, not assigned during an actual incident when the pressure to act is already high.


· Protection Controls
Automated vulnerability scanning runs continuously against all internet-facing assets, with critical findings generating alerts within 15 minutes. This directly targets the specific mechanism of the Equifax breach: a known vulnerability that remained undetected across the full asset estate because scanning was neither continuous nor comprehensive [11]. Network micro-segmentation enforced through Zero Trust controls ensures that even a successfully exploited internet-facing application provides the attacker access only to that isolated segment, not to the wider environment [4][10]. This is the control that would have had the greatest impact in 2017: the lateral movement to 48 databases was only possible because internal trust was never challenged.
[bookmark: _Toc235527138]SIEM with behavioural analytics is configured to alert on anomalous outbound data volumes. The extraction of 147 million records involved data transfers that should have been statistically detectable as outliers against the established baseline [9].Endpoint Detection and Response with automated containment limits what an attacker can do with access that has already been gained, isolating compromised assets without waiting for analyst intervention and reducing dwell time as a result [16]. AES-256 encryption of all PII at rest ensures that data exfiltrated from a compromised segment is unreadable without keys stored separately, limiting the usable value of anything extracted. Phishing-resistant MFA enforced across all administrative access eliminates credential theft as a viable initial access vector [1]. Together these controls do not just add layers: they target the specific failure points of the Equifax breach and the structural conditions that made its impact so severe.
CONCLUSION
A consistent argument runs through both parts of this paper: security failures of the scale seen at Equifax in 2017 are not accidents. They are the predictable outcome of governance structures that do not hold security to board-level account, policies that exist on paper but are not enforced, and risk management processes that do not accurately reflect the organisation's actual exposure. The perimeter model was built for a world with stable, defensible boundaries. What the Equifax breach demonstrated is that once an attacker finds a single unpatched entry point in that boundary, an environment built on implicit internal trust offers almost nothing to stop them. One exploited vulnerability became access to 48 databases and 147 million people's most sensitive personal information, sustained for 76 days without detection.
Zero Trust addresses this not by adding more controls on top of a failing architecture but by replacing its foundational assumption. No user, device, or system is trusted by default regardless of where it sits on the network. Every access request is evaluated on its own terms: who is making it, from what device, with what authorisation, for what resource. Applied consistently, this would have confined the Equifax attackers to a single network segment even after initial access, rather than allowing unrestricted lateral movement across the full environment. The evidence that this architecture works at scale is now substantial: peer-reviewed research across 74 studies confirms that more mature Zero Trust implementations produce measurably better outcomes against exactly these attack patterns, and the controls proposed in this programme are each grounded in that evidence.
The Equifax breach is a useful case not because it represents an unusual or sophisticated attack, but because it does not. A publicly disclosed vulnerability, left unpatched for 78 days due to unclear accountability, was the entry point. The damage came from what happened after: 76 days of undetected access to an environment that trusted everything inside it. The programme designed here tries to take that honestly: clear governance with named owners, enforced policies with measurable SLAs, a complete picture of the asset estate, and technical controls calibrated to reduce both the likelihood of initial compromise and the blast radius when it occurs. Zero Trust does not eliminate risk. What it offers is a significantly better starting position: one that assumes breach will happen, limits what an attacker can accomplish when it does, and enforces the discipline that makes every other control more effective.
[bookmark: _Toc235527139][bookmark: _Toc237297190]
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