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Within this assignment the student had been tasked with developing a database driven website that would bring dynamic content to a website and its pages. The content of the page and the nature were left to the student’s discretion. The student found interest in making an eCommerce clothes styled webpage that was heavily focused on the point of view from the workers at the company rather than the customers trying to buy the clothing. The reason for the website being this way was because student felt that they could display the skills required by the assignment brief clearly and precisely. The website had to include a demonstration of data from an appropriate database, the ability for the back-end code to retrieve data from the database and display it across webpages, demonstrate CRUD (Create, Read, Update, Delete), include suitable security measures and have search facilities to find information on the website. 
In order to complete these tasks, the student used multiple software programs such as: Visual Studio Code, UniServerZ and PHPmyadmin.


[bookmark: _Toc72621449]Overview
As discussed in the Introduction, the student had picked an eCommerce clothes styled webpage for only the staff to use at ThomasTClothes. With the eCommerce webpage having database structures that will store people’s personal information, there is always a massive risk. Things such as hackers, corruption, leaks, damage, incorrect input, and data breaches pose as a risk to personal data and information. In terms of the ThomasTClothes webpage there is only one thing between the database and the possible risks and that is a login screen. In terms of security this is extremely poor and anybody that signs up for this website would be asking to have the data taken. If ThomasTClothes were to go live and take their webpages to the web they would have to completely rethink their entire approach to security. Security would have to be their biggest priority if they are to avoid hacks, leaks, and lawsuits. [image: ]
Figure 1- Example of ThomasTClothes login







Laws and Policies should be greatly considered when creating a database driven website. Laws and Policies keep both the company and the customer safe to a certain extent if anything were to happen to the data being stored. The company would still be reliable for the problem with the data, but plans can be put into place to limit the damage of the problem and the price the company would have to pay out to the victim or victims.
The different types of law to follow are:
Civil – Governs a nation or sate
Criminal – Addresses activities and conduct harmful to the public
Private – Encompasses family, commercial, labor, and regulates the relationship between individuals and organizations
Public – Regulates the structure and administration of government agencies and their relationships with citizens, employees, and other governments.
For ThomasTClothes all of these laws would be relevant.
Overarching act that could be followed for the tightest and best security would be the Data Protection Act, The General Data Protection Regulations (GDPR) and The Computer Misuse Act 1990. [1] [2] [3]
Hardware and Software security will need to be put into place. Things such as Firewalls, VPN’s, and Cryptography can all work in combination to create a strong force that can prevent breaches and hackers. Security tools such as anti-virus can also be put into place to prevent any viruses disrupting the work of the servers and computers of the specific workplace. 
A Hybrid Intrusion Prevention System would work perfectly with what ThomasTClothes would be aiming to achieve. A Hybrid intrusion prevention system refers to both a Hybrid Intrusion Detection System (HIDS) and an Intrusion Prevention System (IPS) work in tandem for a final product. The Intrusion Prevention Systems purpose is to kill the threat before it reaches the Intrusion Detection System (IDS). The IDS will then let the company know an attack has been attempted or has been successful. When both the systems work together successfully this is called Unified Threat Management (UTM). The Unified Threat Management system can be placed with the firewalls for extra security across a network that ThomasTClothes will be working from.
Access Controls can be used to help prevent leaks from within the company. Access Controls are set by someone who is high within the company, they will allocate specific workers with a role of relevance. For example, if a geography teacher needed access to a history teachers’ cupboards it would not make sense as they teach geography. So, with this concept in mind a higher-ranking officer in a workplace will give access levels to the workers. These access levels will vary in the facilities that the workers can use. The highest-ranking officer of a database driven website will have a view of all of the code for the webpage and the database it is linked to with all the information. Someone at the bottom of the access level for example will not even have the chance to view the database, they may be just allowed to add to it. This is how Access level would look in list view:
· Admin
· Management
· Staff
· Apprentice/Student
[4] [5]
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To conclude, the student believes that they have undeniably improved their skills in terms of using PHP and HTML due to the tasks set in the assignment brief. The student used both a mix of PHP and HTML forms to get a final outcome of a website that uses a database that could be used in industry as a base but would definitely need to be improved upon to comply with laws, regulations, and policies. The security mentioned throughout this word document had been thoroughly researched and the best solutions and plans in security have been mentioned.
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