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[bookmark: _Toc233919756]Research on Hypervisor
Hypervisors are generally classified as Type 1 (bare metal) and Type 2 (hosted) [1]. Type 1 hypervisors run directly on physical hardware and provide high performance scalability and security because virtual machines interact directly with the hypervisor layer. Examples include Microsoft Hyper‑V and VMware ESXi [1].  Type 2 hypervisors operate on top of an existing host operating system where the hypervisor functions as an application [2]. Common examples include Oracle VirtualBox and VMware Workstation [3]. Although Type 2 hypervisors introduce some performance overhead, they are easier to install manage and maintain particularly in educational and testing environments. 
For the NOSS London 2026 topology Oracle VirtualBox was selected as the virtualization platform. The topology consists of a Windows Server 2022 domain controller (B-DC) a Debian Server (L-CD) a Windows 10 client and a Debian client. VirtualBox supports both Windows and Linux operating systems and provides configurable virtual network adapters enabling the implementation of separate Birmingham and London networks connected through a WAN link [4]. 
The choice was influenced by available hardware resources and project requirements. VirtualBox is free lightweight and compatible with standard student hardware making it suitable for hosting multiple virtual machines without requiring enterprise grade infrastructure. While a Type 1 hypervisor could provide greater performance and security the size of the BIRMINGHAM.ACCA domain environment does not require large scale enterprise virtualization. Therefore, Oracle VirtualBox provides a practical balance between functionality compatibility cost efficiency and ease of deployment while successfully supporting both Windows and Debian based services within the proposed network topology [5].

[bookmark: _Toc233919757]Research on IP Addressing 
Based on the group activity, I understand that IP addressing plays a fundamental role in enabling communication across networks and the Internet. When a user sends data it is divided into packets containing source and destination IP addresses. These addresses allow routers to determine the optimal path for forwarding packets towards their destination. Without IP addresses devices would be unable to identify each other or exchange information efficiently across interconnected networks. Routers facilitate communication between networks by examining IP addresses, while switches operate within local area networks (LANs) by forwarding data frames to the correct devices [6]. 
IPv4 uses a 32-bit addressing structure represented in dotted-decimal notation e.g. 172.16.1.10. However, due to the increasing number of Internet connected devices IPv6 was introduced using a 128-bit hexadecimal format providing a significantly larger address space [7]. 
Subnetting is the process of dividing a larger network into smaller logical networks to improve performance security and address management. In the NOSS London 2026 topology Birmingham uses subnet 172.16.1.0/24 while London uses 172.16.2.0/24 reducing broadcast traffic and improving network efficiency [8]. CIDR notation allows administrators to allocate addresses based on organisational requirements and avoid wastage [9]. 

Practical Application
BIRMINGHAM (172.16.1.0/24)            B-DC: 172.16.1.1         ClientS1: 172.16.1.10
WAN (10.0.0.0/30)                                     B-DC: 10.0.0.1              L-CD: 10.0.0.2
LONDON (172.16.2.0/24)                      L-CD: 172.16.2.1          ClientL1: 172.16.2.10
[image: ]
Figure 1 Topology
The 10.0.0.0/30 WAN subnet efficiently uses only two host addresses for communication between servers. Overall, IP addressing enables host identification network segmentation routing and reliable communication making it essential for the functionality and effectiveness of modern enterprise networks [10]. 

[bookmark: _Toc233919758]Research on Routing 
Routing is a networking function that enables data packets to travel between different networks. Routing protocols are designed to help network devices determine the most efficient path to a destination by maintaining routing tables containing information about reachable networks and next hop addresses. When a packet arrives at a router the device examines the destination IP address and forwards the packet according to the entries in its routing table. This process ensures reliable communication between geographically separated networks and allows organisations to interconnect multiple sites [11]. 
Routing can be implemented using either static or dynamic methods. Static routing requires network administrators to manually configure routes on each device. This approach is straightforward predictable and consumes minimal system resources because no routing updates are exchanged across the network. However, if the network topology changes routes must be updated manually. Dynamic routing on the other hand uses protocols such as RIP, OSPF and BGP to automatically discover networks exchange routing information and adapt to link failures or topology changes. Although dynamic routing improves scalability and resilience it introduces additional processing overhead and configuration complexity [12]. 
Static routing is the most appropriate solution for my NOSS London 2026 topology. This network consists of only two LANs Birmingham (172.16.1.0/24) and London (172.16.2.0/24) connected through a point-to-point WAN link (10.0.0.0/30). Debian Server acts as a DHCP Relay for the London subnet while Windows Server 2022 hosts domain services and network connectivity. Given the limited number of networks and routes implementing OSPF or another dynamic protocol would add unnecessary administrative complexity. Static routing provides easier administration lower overhead improved control and reliable communication between both sites [13].

[bookmark: _Toc233919759]Research on Network Services 
Network services are essential for supporting communication security and administration within enterprise environments. In my understanding Virtual Private Networks (VPNs), Dynamic Host Configuration Protocol (DHCP), Active Directory Domain Services (AD DS) and Certificate Authorities (CAs) work together to provide secure and efficient network operations [14].
VPNs enable secure communication across public networks by creating encrypted tunnels between users and organisational resources. They are widely used to support remote access and site-to-site connectivity while protecting data confidentiality. Best practices include implementing strong encryption methods, multi-factor authentication, and certificate-based authentication to reduce security risks [15]. 
DHCP simplifies network administration by automatically assigning IP addresses and other network configuration settings to client devices. This reduces manual configuration errors, improves scalability, and ensures consistent connectivity across the network. In the proposed topology, DHCP allows Windows and Debian clients to receive valid network settings without administrator intervention [16]. 
AD DS provides centralised authentication, authorisation, and management of users, computers, and network resources. It supports domain-based administration and enables the enforcement of security policies throughout the organisation. Current security guidance emphasises implementing least-privilege access, regular monitoring, and secure administrative practices to protect Active Directory from cyber threats [17]. 
Certificate Authorities form the foundation of a Public Key Infrastructure (PKI) by issuing and managing digital certificates used for authentication and encryption. Best practices include protecting CA private keys, using strong cryptographic algorithms, planning certificate lifecycles, and securing certificate templates to prevent misuse. 
Within the BIRMINGHAM domain integrating VPN, DHCP, AD DS and Certificate Authority services provide secure communication automated administration centralised identity management and trusted authentication across both the Windows and Debian environment [18].
[bookmark: _Toc233919760]Task 2
[bookmark: _Toc233919761]Report: Technical Documentation
I chose Oracle VirtualBox because it is free easy to use and supports both Windows Server 2022 and Debian Linux virtual machines. As a Type 2 hypervisor it allows multiple operating systems to run on a single computer making it ideal for building and testing the NOSS London 2026 network. VirtualBox also provides virtual networking features that helped create the Birmingham and London LANs and the WAN connection between them. It does not require dedicated server hardware making it a practical and cost-effective choice for my assignment. Oracle VirtualBox provided all the functionality needed to implement the domain environment while remaining simple to deploy and manage. 
[image: ]
Figure 2 Oracle VirtualBox
After Downloading Oracle VirtualBox I installed windows server and client for BIRMINGHAM and Debian server and Debian Client server using the following links inside the Oracle VirtualBox V 
· Windows Server 2022: https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022
· Windows Client: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-11-enterprise 
· Debian Server: https://www.debian.org/CD/netinst/

· Debian Client: https://www.debian.org/CD/live/

Once installed the Main Page should look like as follows
[image: ]
Figure 3 Main and client servers installed
Figure 3 shows the Oracle VM VirtualBox environment that I used to create and manage multiple virtual machines for a networking and system administration lab. The virtual machine B-DC is currently running and is configured with Windows 11 (64-bit), 4 GB of RAM, and 2 virtual processors. The virtual machine also has an 80 GB virtual hard disk and a mounted Windows Enterprise installation ISO. Three network adapters are configured including a NAT connection for internet access and two internal networks for communication with other virtual machines in the lab environment. The additional virtual machines (ClientS1, L-CD, and ClientL1) are currently powered off and are intended to act as client computers connected to the network. This setup allows me to simulate a real-world network infrastructure practice configuring services and gain hands on experience with virtualization operating systems and network management.
[image: ][image: ]U need to open the windows server [B-DC]
 Figure 4 Running Windows Server
Figure 4 show the installation of Windows Server 2022 on the B-DC virtual machine in Oracle VirtualBox.
In the first screenshot the Windows Server setup wizard is asking which version of Windows Server should be installed. I selected Windows Server 2022 Standard Evaluation (Desktop Experience) because it includes a graphical user interface (GUI) making it easier to manage and configure the server. After selecting the operating system, I clicked Next to continue the installation.
In the second screenshot the virtual machine is displaying the Windows startup screen. This appears after the installation files have been copied to the virtual hard disk and the system has restarted. The server is loading Windows Server 2022 and completing the installation process.
This step is important because it installs the operating system that will later be configured as a Domain Controller. Once the installation is complete additional services such as Active Directory Domain Services (AD DS) and DNS can be installed to manage user, computers and network resources within the lab environment.
[image: ][image: ][image: ]
Figure 5 Configured 3 networks
Figure 5 Configured three network adapters in VirtualBox for the B-DC server.
1. Adapter 1: Connected to intnet Birmingham (internal network for communication with lab machines).
2. Adapter 2: Connected to intnet-WAN (simulates a separate network/WAN connection).
3. Adapter 3: Set to NAT (provides internet access through the host computer).
B-DC virtual machine uses three network adapters intnet-Birmingham for lab communication, intnet-WAN to simulate a WAN network and NAT for internet access. After configuring the adapters, I clicked OK to save the settings allowing the server to communicate with other virtual machines and access the internet.
[image: ][image: ]Figure 6 Configured client for windows server

Figure 6 shows how I configured the network adapter for the ClientS1 virtual machine so it could communicate with the B-DC server and other devices on the virtual network.

1. Open Oracle VM VirtualBox and select ClientS1 from the list of virtual machines.
2. Click Settings and then select Network from the left-hand menu.
3. Under Adapter 1, tick Enable Network Adapter.
4. In the Attached to drop-down menu, select Internal Network.
5. In the Name field, enter intnet Birmingham to connect the client to the same network as the domain controller.
6. Leave the Adapter Type as Intel PRO/1000 MT Desktop (default setting).
7. Ensure Cable Connected is checked.
8. Click OK to save the configuration.
9. Start the virtual machine and verify that it can communicate with other devices on the intnet Birmingham network.
This configuration allows ClientS1 to join the same internal network as B-DC enabling communication between the client and server for tasks such as domain joining network testing and Active Directory exercises.
[image: ][image: ][image: ][image: ]Figure 7configuring ip address
Figure 7 show the B-DC server being assigned static IP addresses for its network adapters.
1. Open Network Connections.
2. Right-click Ethernet and select Properties.
3. Open Internet Protocol Version 4 (TCP/IPv4).
4. Select Use the following IP address.
5. Enter the IP address, subnet mask, and DNS settings.
6. Click OK to save the configuration.
This ensures the server always uses the same IP address for reliable network communication.
[image: ][image: ][image: ][image: ]Figure 8 Debian Server
Figure 8 show the installation of Debian 13 on the L-CD virtual machine. A desktop environment and system utilities were selected the installation was completed and the system successfully booted to the Debian login screen.
1. Start the Debian installer in VirtualBox
2. Select Debian Desktop Environment and Standard System Utilities
3. Complete the installation steps
4. Restart the virtual machine
5. Log in to Debian

[image: ][image: ][image: ]
Figure 9 Debian Server network setup
Figure 9 show the network configuration of the L-CD virtual machine in VirtualBox. Three network adapters were configured to allow communication with other lab machines simulate a WAN connection and provide internet access.
1. Open VirtualBox and select L-CD
2. Go to Settings > Network
3. Set Adapter 1 to intnet-London
4. Set Adapter 2 to intnet-WAN
5. Set Adapter 3 to NAT for internet access
6. Ensure Cable Connected is enabled and click OK to save
This setup allows L-CD virtual machine to communicate with the lab network and access the internet when required.
 [image: ][image: ]
Figure 10 Debian Client Network setup
Figure 10 show the creation and network setup of the ClientL1 virtual machine in VirtualBox.

1. Create the ClientL1 virtual machine
2. Configure the system settings (memory and storage)
3. Open Settings > Network
4. Enable Adapter 1 and connect it to intnet-Birmingham
5. Click OK to save the settings
This allows ClientL1 to communicate with other devices on the lab network. 

[bookmark: _Toc233919762]Reflection
[bookmark: _Toc233919763]Technical Reflection 
I deployed a virtual network environment using Oracle VirtualBox. The environment included a Windows Server 2022 Domain Controller (B-DC) Windows client machines and Linux virtual machines. The main tasks involved installing operating systems configuring network adapters assigning static IP addresses and setting up Active Directory Domain Services (AD DS).
One of the challenges encountered was configuring the network adapters correctly. The virtual machines required connections to intnet-Birmingham, intnet-WAN and NAT networks. Initially some devices were unable to communicate because they were connected to the wrong virtual network. To diagnose the issue, I reviewed the VirtualBox network settings and confirmed that the adapters were assigned to the correct networks.
Another issue involved network connectivity and DNS configuration. After assigning static IP addresses I used the ping command to test communication between devices. When connectivity failed, I checked the IP addresses, subnet masks and DNS settings. I discovered that some client machines were not using the Domain Controller as their DNS server preventing them from locating the domain correctly. After correcting the DNS configuration, the clients successfully joined the domain.
Throughout deployment and testing I followed a systematic troubleshooting approach by checking configurations testing connectivity and reviewing server settings. This helped resolve issues efficiently and ensured that all systems communicated correctly within the virtual network. 



[image: ] Figure 11Windows Client Ping test

[image: ] Figure 12 Debian client ping
[image: ]Figure 13 Debian Server ping test



[bookmark: _Toc233919764]Personal Reflection
This project provided valuable hands-on experience in virtualization, networking and server administration. I improved my understanding of IP addressing, DNS, Active Directory and network troubleshooting. Although some configurations were challenging initially, I developed confidence by working through problems methodically. The project enhanced my technical and problem-solving skills and gave me practical experience of managing a small enterprise network environment which will be beneficial for my future studies and career in IT.
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Command Prompt

Microsoft Windows [Version 10.6.26200.6584]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\Anjad>ping 172.16.1.10

Pinging 172.16.1.10 with 32 bytes of data:
Reply from 172.16.1.10: bytes=32 time<ims TTL=128

Reply from 172.16.1.1 2 time<lms
Reply from 172.16.1.1 2 time<lms
Reply from 172.16.1.1 2 time<ims

Ping statistics for 172.16.1.16:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininum = ems, Maximum = ems, Average = @ms

C:\Users\Anjad>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:
Reply from 172.16.1.1: bytes=32 time<lms TTL=128

Reply from 172.16.1.1: byte: time<lms
Reply from 172.16.1.1: byte: time=1ms
Reply from 172.16.1.1: byte: time<lms

Ping statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

fr—
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amjad@clientL1: ~

amjad@clientLl:~$ ping 172.16.2.1
.16.2.1 (172.16.2.1) 56(84) bytes of data
from 172.16.2.1: icmp_ 335 ms
from 172.16.2.1: icmp_ 669 ms
from 172.16.2.1: icmp_seq 71 ms
from 172.16.2.1: .73 ms
from 172. 1: icmp_ .29
from 172.16.2.1: icmp_ .62
from 172.16.2.1: icmp_sex = .20 ms
from 172.16.2.1: icmp_ 317 ms
from 172. 1: icmp_ .873 ms

from 172.16.2. 2.23 ms

C
- 172.16.2.1 ping statistics
10 packe transmitted, 10 received, 0% packet loss, time 9064ms
rtt min/avg/max/mdev 0.317/1.196/2.232/0.608 ms
anjadeclientL1:~$ ping 172.16.1.1
ping: connect: Network is unreachable
[amjadectientL1:~5 |

Eopdo B il@®rignan

rootaled: /¢ ping
& o Bl gI@ M right
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valid_Lft 85863sec preferred_lft 13863sec
inete /64 scope global dynamic mgtmpaddr proto kernel_ra
valid_lft 82889sec preferred_lft 10889sec
inete /64 scope link
valid_Lft forever preferred_lft forever
3: enposs: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1560 gdisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:3a:1f:e2 brd Ff:ff:ff:ffffff
altname enxos00273alfez
inet 16.2.1/24 brd 16.2.255 scope global enposs
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
4: enpos3: <BROADCAST,MULTICAST,UP,LOER_UP> mtu 1560 gdisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:b5:d9:c6 brd Ff:ff:ff:ffffff
altname enx080027bSdIce
inet 2/8 brd 10.2 -255 scope global enpess
Valid_ift forever preferred Lt forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
rootaled:/# ping 172.16.2.10
PING 172.16.2.10 (172.16.2.10) 56(84) bytes of data
64 bytes from 172.16.2.10: icmp_seg=1 tt1=64 time=1.43 ms
64 butes from 172.16.2.10: icmp_seq=2 ttl=64 time=2.72 ms
64 bytes from 172.16.2.10: icmp_seq=3 ttl=64 time=1.26 ms
§iE
--- 172.16.2.10 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 1.196/1.800/2.719/0.660 ns
rooteled:/# ping 172.16.1.10
PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data
§iE
--- 172.16.1.10 ping statistics ---
15 packets transmitted, o received, 100% packet loss, time 14343ms

root@led:/# ping 10.0.0.2
(10.6.8.2) 56(84) bytes of data.
10. icmp_seg=1
10. icmp_seg=2
10. icmp_ses=3
10. icmp_seo=4
10. icmp_sed=5
10. icmp_sed=6
10. icmp_seq=7
10. icmp_seo=8
10. iemp_ses=3

.0.2 ping statistics ---
5 packets transmitted, 9 received, 0% packet loss, time Godems
rtt min/avg/max/mdev = .044/0.089/0.128/0.027 ns

rootaled:/#

1® &) right cul
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