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[bookmark: _Toc534920554]Abstract:
Hyper-Fort is an energy consultancy company that requires BYOD to be implemented into its existing network. This is a very important task, as BYOD is something that all companies are being pressured to implement into their network, due to the rise of personal devices. To complete this, a framework will be shown using packet tracer which will show how BYOD can be implemented securely into Hyper-Fort’s existing network. This report will discuss the framework, along with the pros and cons of BYOD, the best Mobile Device Management Software, and what could be done to further research and improve on the implementation. 

Table of Contents:
Contents
Abstract:	1
1.	Introduction:	1
2.	Problem Formulation:	1
3.	Implementation:	2
4.	Mobile Device Management Software:	2
5.	Advantages and Disadvantages of BYOD:	3
6.	Conclusion and Recommendations:	4
7.	References:	4

1. [bookmark: _Toc534920555]Introduction:
This report will cover a comprehensive BYOD framework that is created to provide Hyper-fort with improved security across their network. This will examine and evidence what will be done to improve security for users connecting to the network, and for the data already existing on the network. This report will also cover the benefits of BYOD and what strategies should be used to properly accommodate for BYOD services on a corporate network. This report will cover a comprehensive BYOD framework that is created to provide Hyper-fort with improved security across their network	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
2. [bookmark: _Toc534920556]Problem Formulation:
Hyper-Fort, the energy consultancy company, requires Bring Your Own Device (BYOD) to implemented into their existing network. The company is currently under great pressure to implement BYOD into their network, as staff and customers want to use their personal devices to connect to their corporate network. This creates many security problems, as Hyper-Fort will not have full control over the devices being used to access their network. This also means that Hyper-Fort need proper wireless security to prevent data of theirs, their staff and their customers from being in danger.
To fix this problem for Hyper-Fort, the author will be creating a framework for a functioning, secure BYOD network that they can implement. This will allow users to connect securely to Hyper-Fort’s network and to use the services provided by said network. This will also allow for the possibility of Hyper-Forts existing data being compromised to be hugely lowered. 
3. [bookmark: _Toc534920557]Implementation:
To create the BYOD network for Hyper-Fort, packet tracer was used to simulate how the devices would be connected and configured to create a functional and secure BYOD network. This simulation can then be used to implement the network in real-life, granting users of Hyper-Forts corporate network BYOD capabilities. 
The main devices were implemented into an office structure. This involves computers, switches, routers, modems, servers and other devices that the network would require. A wireless access point was also added to allow users to connect wirelessly to the network, with some examples of these devices used in the simulation. The network demonstrates users needing to use the correct SSID and WPA2-PSK pass phrase. 
The simulation also shows properly configured routers and switches, with users needing multiple passwords to access configuration of these devices.
4. [bookmark: _Toc534920558]Mobile Device Management Software:
It is required to choose a ‘Mobile Device Management Software’ for the BYOD implementation into Hyper-Forts network. For this, the author has chosen ‘IBM MaaS360 as the software of choice. There are many reasons as to why this software is a beneficial choice for Hyper-Forts network, such as the following:
1. IBM MaaS360 provides support for all the common operating systems from one console. IBM Security [1] mentions providing support for Apple, Android and Windows devices. Firstly, they mention that “whether using iPhones, iPads, Macs…. MaaS360 gives you your employees the power to embrace these endpoints securely and productively…”. They also mention providing support for Android and Windows in a fairly similar manner to that of apples. This is very beneficial as it is important to ensure your Mobile Device Management software supports all types of devices

2. IBM MaaS360 also provides management for ruggedized devices. Ruggedized devices include phones, laptops and other devices that are less susceptible to damage by physical means. Many workers require these devices in areas where there is a higher risk of their device being damaged, although people may simply buy these due to general concern of breaking their device. 

IBM Security [1] mentions that Maas360 provides management for ruggedized devices such as “Android mobile devices running version 2.2+”. They also mention offering support for ‘COSU’ devices which include “Zebra, Panasonic, Honeywell and Bluebird devices”. Although there is a lower chance of users using ruggedized devices on hyper-forts network, it is still important to offer the management regardless. 

3. IBM MaaS360 also provides management for devices under the ‘Internet of Things’ (IOT) category. This software provides management for IOT devices created by a wide variety of companies. IBM Security [1] mentions that “MaaS360 supports IOT devices that use API’s for management”. They also mention providing device policies to increase overall security of devices. 
5. [bookmark: _Toc534920559]Advantages and Disadvantages of BYOD:
Bring Your Own Device (BYOD), also known as Bring Your Own Technology (BYOT), has many advantages and disadvantages relating to its use. The security concerns are evident but investigating the more complex characteristics of this policy can allow network managers and companies to determine if this is a good approach for their network, and how to properly implement it. This section will cover some advantages and disadvantages of BYOD and explain why the advantages are so beneficial to corporate networks, and what can be done to mitigate the disadvantages. 
Advantages:
1. The first advantage of BYOD is increased productivity amongst users. Wood [2] mentions that “Users’ work better and increase productivity while feeling more content with the freedom to use their own devices”. This likely has to do with comfort, as users will be more familiar with how to use their personal devices. This eliminates the need for adapting to new devices provided in the workplace. 
2. The second advantage of BYOD is that it can lower expenditures in some areas for companies. Wood [2] mentions that “… Employees take the time to maintain their beloved gadgets. From a corporate perspective, there is the clear cost savings attributed to decreased hardware replacements”. 
3. The third advantage of BYOD is information sharing. Swanepoel [3] talks about how information sharing between workers is a significant advantage of BYOD. They mention that “Collaboration with business partners…. through the sharing of applications and data accessible from devices under the control of these third parties may provide a competitive advantage”. This allows for improved communication amongst workers, customers and anyone using the BYOD network. 
Disadvantages:
1. The first disadvantage of BYOD is the potential of data theft. When a company introduces BYOD into their network, users will be using portable devices such as laptop and phones to access the network. The issue with this is that these devices can easily be lost or stolen. Wood [2] mentions that although it is unlikely users will intentionally steal data, it can happen. He also mentions that “… there’s always the risk of leaving a tablet, laptop, phone etc back of a cab”. If these devices are lost or stolen, others who are potentially not authorised may be able to gain access to private corporate data. 

However, even if a device is lost or stolen, Wood [2] mentions that “… there is some great Mobile Device Management software around that seriously mitigates the risk of data theft”. This is covered above in the ‘Mobile Device Management Software’ section of the report. 

2. The second disadvantage of BYOD is companies losing full control of data. Swanepoel [3] briefly talks about why this is the case. They discuss how users using their own devices will likely transfer data through means the company cannot control. They also mention that “In many cases, corporate data is being transferred to or through third-party cloud-based applications … where corporate IT departments have little control …”. This prevents the company from ensuring the data is secure. 
6. [bookmark: _Toc534920560]Conclusion and Recommendations:
To conclude this report, it was found that implementing BYOD into a network can be a tough task and can come with many security concerns. However, with proper implementation and usage of good software, it is possible to create a functional and secure BYOD network. 
The many advantages of BYOD make it a very good option for companies looking to enhance and modernize their network. Improved productivity, user satisfaction, lowered expenditures and more advantages of BYOD outweigh the disadvantages and allow for a very high-quality network.
In order to further investigate BYOD networks, it could be investigated how to create a full BYOD network, with no computers provided by the company. This may not be a good approach, but research could be done to determine it’s benefits and likelihood of success. Also, more research could be done to determine the best overall Mobile device Management software. This may be subjective, but there may be a software that is simply superior to others regarding the support provided, level of management provided and the usability of the software. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]You work is referenced sparsely, Only websites used. Need to use credible peer reviewed articles to make your work more credible. (Grade mark: 50.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7.5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated the relevant knowledge and understanding of the underlying concepts and principles.  As mentioned above try to utilised credible sources. (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed and analysed your findings of the areas covered.  No DFD done. (Grade mark: 77.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]31

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design implementation worked and met most of the criteria expected for this assignment.  However, the devices within the Internet does not have any countermeasures apply to them. Password would be good. (Grade mark: 80.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]16

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Well written but could do with some justify alignment (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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