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1. [bookmark: _Toc118877881]Introduction
[bookmark: _Int_iBydEHdi]The purpose of this report is to explain ransomware to the managing director of a small business. The Crypto Wall Trojan would be used as an example of ransomware throughout the report. Although the managing director holds a high level of intelligence but lack technical expertise. As a result, the report will inform and explain what this type of malware is and how it can harm their business. In addition, the report would explain how the company can implement a backup strategy to protect itself.




2. [bookmark: _Toc118877882]Main Body

2.1 [bookmark: _Toc118877883]Definition of Ransomware 
[bookmark: _Int_c3EA6NIM]Ransomware is a malicious software that locks an individual out of their computer and demands money in exchange for granting access [1]. The payment is always required to be made in a cryptocurrency, such as Bitcoin. There is no assurance that the computer or its files will be accessible if it is lost or stolen. The organisation must ensure that they always maintain a recent offline backup of the data and files that are most vital to the company. Also, in [2] stated that ransomware encrypts the resources of victims and demands payment to decrypt them. The ransomware attacks have existed since the 1980s. Recent high-profile ransomware assaults have escalated concern around this type of cyberattack. For example, the ransomware attack on Sony in 2017 attracted international attention and the U.S. government blamed North Korea.

[bookmark: _Int_wEUaAlQu]Cybersecurity Ventures found that every 40 seconds, a business fell victim to a ransomware assault and this rate is expected to increase to 14 seconds by 2019 [3]. According to Verizon's 2018 Data Breach Investigation Report, nearly half of all malware cases are now ransomware attacks. It is estimated that CryptoWall 3.0 has cost businesses and individuals over $325 million since its debut [4, 5]. In 2014, cybercriminals first exposed Crypto Wall to the public and since then, they have made numerous tweaks and revisions to make it harder to detect and delete [5].

2.2 [bookmark: _Toc118877884]CryptoWall Overview
[bookmark: _Int_blpr7sIg]CryptoWall is a ransomware software that encrypts files on an infected computer and demands a ransom in exchange for a decryption key [6]. Cryptowall is often distributed via spam and phishing emails, malicious advertising, hacked websites, or other malware and employs a Trojan horse to deliver the destructive payload. In 2015, several security firms and government organisations around the world worked together to abolish CryptoLocker and its version, CryptoWall [7].

2.3 [bookmark: _Toc118877885]Impact of Ransomware on a Business
Malware can compromise an organisation's system in a variety of ways, such as rendering it unusable; stealing, erasing, or encrypting data; using the company system to launch attacks on other networks. It can also acquire credentials that grant access to the company's systems or services that the company uses [1].

2.3.1 [bookmark: _Toc118877886]CryptoWall impact on Business
CryptoWall is a virus that infects computers and encrypts all data on the infected machine as well as any shared hardware such as a server. A single infected user could compromise the integrity of an entire company's network. The virus demands a ransom to decrypt the information on infected machines and servers [8]. The CryptoWall programme is spread via email attachments that seem like PDF files. These PDFs appear as legitimate company documents such invoices, purchase orders, bills, complaints and more. If it is double-clicked the bogus PDF, malware will be installed in the % AppData% or %Temp% folders [9].

The law enforcement does not encourage, support, or condone the payment of ransom demands. [10]. There is no assurance that the company would gain access to the data or computer. If the ransom is paid, the company's machine will remain infected. The company will be more likely to be attacked in the future. Attackers will threaten to reveal data if payment is not provided. There is no assurance that the company would gain access to the data or computer. The company’s machine will remain infected. The company will be supporting criminal organisations. The company will be more likely to be attacked in the future. Attackers will threaten to reveal data if payment is not provided. To combat this, organisations should implement measures to reduce the impact of data exfiltration [10, 1]. To combat this, organisations should implement measures to reduce the impact of data exfiltration [10, 1].

2.4 [bookmark: _Toc118877887]Impact and Strategy

The following are examples of hardware that CryptoWall could infect and spread to: A common method of infection for CryptoWall is a phishing email that tricks the user into installing it. When a person receives a phishing email, the sender's goal is to get them to click on a link that will download malware onto their computer. As part of an exploit kit, which takes advantage of security holes to distribute malware used in an attack, is the second most common method of entry. Examples of known vulnerabilities include the operating system, software used by individuals or organisations, and websites visited by individuals, such as WordPress. Criminals will pay for or hack into online advertisements to deliver malware to the user's browser. Ads that have been compromised often try to download malware by executing JavaScript in the company's browser [5].

2.4.1 [bookmark: _Toc118877888]Mitigation to Damage
In [11, 1], it has expressed if the worst does happen and crypto ransomware infects the device, there are a few things the company may do to mitigate the damage:
· Disconnect infected devices from the local network and/or Internet. This prevents virus dissemination to connected devices.

· Check connected devices and cloud storage for similar issues and hazards. Additional connected devices and storage media should be checked for the same hazard and other dangers.

· If possible, identify the ransomware. Knowing the affected family makes it simple to discover internet remedies. ID-Ransomware may help the firm identify ransomware.

· Once the business is sure the virus is contained, it may remove it and restore the device and its data.

2.4.2 [bookmark: _Toc118877889]Recovery Procedure
The company can recover by taking the following steps:
· Reinstall if possible. It's the fastest way to remove ransomware. Some ransomware families have eradication solutions.

· Clean backups can restore data. If clean backups are available, encrypted data can be restored. Law enforcement and security specialists suggest this technique when no decryption is possible to avoid paying crypto ransomware perpetrators.

· Check programme security. To prevent a recurrence, update all installed software, including the operating system.

· Notify local law enforcement. Each country addresses cybercrime differently, although most law enforcement agencies advise victims to report it  [11].

2.4.3 [bookmark: _Toc118877890]Defence in depth strategy
There is no way to totally defend the organisation against malware infiltration, the corporation should employ a 'defence-in-depth' strategy. This entails employing layers of defence with many mitigations at each tier. The company has more chances to identify malware and then halt it before it does serious harm to the organisation. The company should presume that some virus may infect the organisation so that it can take efforts to reduce the harm and speed up its reaction [12].

2.4.4 [bookmark: _Toc118877891]Prevention
The company may prevent being a victim of crypto ransomware by taking a few basic precautions:
· Backup all vital files regularly and keep them away from the computer or network. The firm will always have undisturbed backups, even if thr PC is broken.

· Install all critical security patches for operating systems and programmes. This disables email attachments and vulnerability exploit attacks.

· Enable all antivirus protection features and update signature databases.

· Do not open emails from unknown senders with an attachment or link.

· Disable "Hide file extensions" and activate "Show hidden files, folders, and drives." This identifies files with multiple extensions.

· Set Microsoft Office's 'Macro Settings' to 'Disable macros with notification’. This prevents macros from opening with the document.

· In Office 2016, companies can block Internet-sourced macros from running. In response to macro malware, this was added [11].


3. [bookmark: _Toc118877892]Conclusions and Recommendations

Ransomware is a malicious software that locks an individual out of their computer and demands money in exchange for access. The payment is always required to be made in a cryptocurrency, such as Bitcoin. There is no assurance that the computer or its files will be accessible if it is lost or stolen. Every 40 seconds, a business fell victim to a ransomware assault and this rate is expected to increase to 14 seconds by 2019. CryptoWall is a virus that infects computers and encrypts all data on the infected machine as well as any shared hardware such as a server.

Virus demands a ransom to decrypt the information on infected machines and servers. Law enforcement does not encourage, support, or condone the payment of ransom demands. If the ransom is paid, the company's machine will remain infected. The company will be supporting criminal organisations. A common method of infection for CryptoWall is a phishing email that tricks the user into installing it.

Criminals will pay for or hack into online advertisements to deliver malware to the user's browser. The company can recover by taking some steps. Some ransomware families have eradication solutions. The company may prevent being a victim of crypto ransomware by taking a few basic precautions. There is no way to totally defend the organisation against malware infiltration, the corporation should employ a 'defence-in-depth' strategy. This entails employing layers of defence with many mitigations at each tier.
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