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Lab - Accessing Network Devices with SSH

Lab - Accessing Network Devices with SSH 
1. fails two attempts within 120 seconds. This timer is set especially low for the purpose of this lab.
R1(config)# login block-for 30 attempts 2 within 120
What does the 2 within 120 mean in the above command?
If an incorrect password is entered twice within 120 seconds, then the account will be locked out for 30 seconds
What does the block-for 30 mean in the above command?
30 indicates 30 seconds the length of time to lockout the account to prevent them logging on.
Start Tera Term from PC-A.
Use Tera Term to telnet to R1.
Does R1 accept the Telnet connection? Explain.
It does as telnet connections are enabled on the router
Use Tera Term, establish an SSH session to R1. Use the username admin and password adminpass. You should be able to establish an SSH session with R1.
Does R1 accept the SSH connection? Yes
Intentionally mistype the user and password information to see if login access is blocked after two attempts.
What happened after you failed to login the second time?
It closes the connection
From your console session on the router, issue the show login command to view the login status. In the example below, the show login command was issued within the 30 second login blocking period and shows that the router is in Quiet-Mode. The router will not accept any login attempts for 14 more seconds.
R1# show login
     A default login delay of 1 second is applied.
     No Quiet-Mode access list has been configured.

     Router enabled to watch for login Attacks.
     If more than 2 login failures occur in 120 seconds or less,
     logins will be disabled for 30 seconds.

     Router presently in Quiet-Mode.
     Will remain in Quiet-Mode for 14 seconds.
     Denying logins from all sources.
R1#
After the 30 seconds has expired, SSH to R1 again and login using the SSHadmin username and Admin1p@55 for the password.
After you successfully logged in, what was displayed? Login prompt
Enter privileged EXEC mode and use Enablep@55 for the password.
If you mistype this password, are you disconnected from your SSH session after two failed attempts within 120 seconds? Explain.
No, you are not disconnected as you are already logged into the device via SSH and all you are trying to do is elevate access to exec mode
Issue the show running-config command at the privileged EXEC prompt to view the security settings you have applied.
Are you able to establish an SSH session with the switch?
Yes

What versions of SSH are supported from the CLI?
Version 1.5
How would you provide multiple users, each with their own username, access to a network device?
You would enable EXEC mode by using ‘enable’ then access the config ‘config’ mode. You would then use the username command for example
Username new_user password my-new-password privilege admin
Users can either be added as a user or admin account.
Reflection (max 800 words): 
Write a research report comparing various Encryption standards, e.g AES, SHA, DES, RSA.  

Introduction 
There are many types of encryption standards that can be used to protect information on digital systems. This report will look at each standard and describe details of each of them. 
 
Findings 
The first and probably the most commonly used is AES, which stands for Advanced Encryption Standard. In 1999, DES was the encryption standard used by the US Government, however as computers became more powerful, it became possible to break DES 56-bit encryption algorithm, therefore a new, more powerful encryption standard was needed. In 1997, the United States Institute for Standards and Technology launched the Advanced Encryption Standard competition to find a new way to protect data (Itpro.co.uk, 2019) A standard called Rijndael was submitted by two Belgium cryptographers Joan Daemen and Vincent Rijmen. It was chosen as the standard for AES and certified by the US Government in 2001. Today, AES is used globally as a trusted encryption standard by many organisations. AES is built into many programming languages such as C++ and Javascript, compression tools such as 7zip and BitLocker hard drive encryption, file systems as well as VPN connections such as IPSec. (Solarwinds MSP, 2019) 
In simple terms, AES works by using the same secret key for encryption and decryption. This is called a symmetric key cipher, and both the sender and receiver would need a copy of the same key to encrypt and decrypt the data. AES is a block cipher, where the plaintext to be encrypted is divided into blocks. It takes a 128bit of plaintext and encrypts it to 128bit of ciphertext. The keys to encrypt and decrypt can either be 128bit, 192bit or 256bit. The longer the key, the stronger the encryption. In comparison to other encryption standards, AES has the advantage of speed as symmetric encryption requires less computing power than asymmetric. This encryption standard is more suitable for encryption the data rather than the session (Villanueva, 2019).  
Data Encryption Stanard (DES) was mentioned above briefly, and was widely used in the 1990’s. It is not commonly used anymore as AES is considered a far superior standard. 3DES (Triple Data Encryption Algorithm) uses the DES cipher to encrypt its data three times. DES uses a symmetric key algorithm, and uses the same key to encrypt and decrypt the data. DES has a 64bit block and key size whereas 3DES runs the algorithm three times and uses three keys. The DES algorithm works by using complex mathematical formulas to convert plaintext into ciphertext and then encrypting with the secret key. The National Institute of Standards and Technology (NIST) propose that all forms of 3DES will be obsolete 2024 onwards. (Lake, 2019) 
RSA, which is named after its investors Rivest, Shamir, and Adelman is an asymmetric encryption standard using public and private keys. Asymmetric encryption is a useful alternative to symmetric, as it provides the facility to encrypt data without having to provide the secret key beforehand. In comparison to AES, RSA is much slower in encrypting data, therefore it is more frequently used to encrypt the connection session, which can pass around symmetric keys which can actually deal with encryption at a faster pace.  
[bookmark: _GoBack]SHA standard for Secure Hashing Algorithm and it is a hashing algorithm used to encrypt data. SHA is asymmetric encryption, which means there are two sets of keys, a public key for encryption and a private key for decryption. SHA is widely used to create secure sessions such as SSL connection over the internet and SSL certificates. There are two commonly use standard which are SHA-1 and SHA-2. SHA-1 uses a 160bit hash and was widely used by the certification industry for SSL encryption until 2015. SHA-2 was introduced at this point as it is considered more secure by using 256bit hash (Nohe, 2019). SHA-3 has also been developed however it is not currently used, as it is not a recognized standard and there is very limited compatibility with many of the world's software or hardware suppliers. 
Conclusion  
In conclusion, there as two types of encryption which are commonly used, asymmetric and symmetric. The main difference between them is that symmetric encryption requires both end users to have the secret key (or password) to decrypt the information, whereas asymmetric uses a public and private key. It is very common for individuals or organisations to publish their public keys, which can then be used to encrypt data and send to them. This can only be decrypted by using the private key, with is not shared. The ARS standard is now considered the most widely used symmetric encryption with key lengths of up to 256bit making the encryption practically unbreakable by todays computing standards.  
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