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abstract. In the digital era, where the Internet plays a vital role in our daily lives, ensuring robust Data Security, Governance, and Compliance (DSC) has become imperative. This is especially crucial for global industry leaders like NatureGarden (NG), operating in diverse sectors such as business, healthcare, education, and government. This paper explores the multifaceted challenges faced by NG, including its extensive online presence, cloud service utilization, and management of a remote workforce. This paper delves into the current framework of COSO, emphasizing the need for NG to enhance its risk management foundation by establishing a robust information management system and reinforcing the information security organizational structure. The analysis includes a focus on personnel, technology, and compliance risks, outlining measures. The research presented in this report can provide a deeper understanding of the DSC field and the ability to apply this knowledge in practical business environments. 
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1. Introduction
In an era where the Internet has become an indispensable aspect of our lives, enabling unfettered access to vast information and facilitating seamless communication and online operations, the imperative of fortifying data security, governance, and compliance (DSC) has never been more pronounced. DSC is the linchpin for shielding sensitive and confidential information from unauthorized access, ensuring data integrity, and aligning with regulatory standards. This mandate holds particular resonance across diverse sectors, including business, healthcare, education, and government, where the trustworthiness of data and systems is non-negotiable [1].
A pivotal facet of DSC is the meticulous process of data classification, entailing the identification and categorization of data based on its value, sensitivity, and risk level. This classification serves as the cornerstone for determining the requisite level of protection and control for different data types, mirroring established standards and best practices. High-risk data demands encryption, stringent access controls, and robust auditing mechanisms to prevent unauthorized access or leakage, aligning with established frameworks such as ISO 27001. Meanwhile, low-risk data may find its place in less secure locations or be shared with a more limited audience, guided by principles outlined in security management models like NIST's Cybersecurity Framework.
In the dynamic landscape of NatureGarden (NG), a global industry leader in products promoting healthy living, the significance of effective DSC cannot be overstated. As NG caters to a vast network of customers globally and maintains an extensive remote workforce, the utilization of cloud services for IT service delivery underscores the importance of aligning with ITIL (Information Technology Infrastructure Library) practices. Simultaneously, the prevalence of an online presence and engagement in social media activities accentuates the need for robust protection mechanisms in line with industry standards.
NG confronts a multitude of external threats, ranging from potential cyberattacks to insider threats, both of which necessitate adherence to compliance standards and legal frameworks such as those outlined in data protection laws and ethical guidelines. Moreover, the specter of natural disasters and human errors emphasizes the need for contingency planning in line with best practices.
Navigating these multifaceted challenges requires NG to implement a comprehensive DSC strategy that draws inspiration from established frameworks and models. However, the complexity and diversity inherent in NG's IT environment pose additional hurdles to the effective implementation of DSC measures, necessitating a tailored approach that amalgamates best practices and innovative solutions.
2. Research on Security Frameworks and Models
In today's rapidly advancing era of technology, information security stands out as a primary concern for professionals in the field. Several technical frameworks, including ITIL (Information Technology Infrastructure Library), NIST (National Institute of Standards and Technology) framework, and COBIT (Control Objectives for Information and Related Technologies) framework, exist to assist enterprises in comprehensive vulnerability assessments, adopting appropriate security controls, and taking necessary actions based on governance requirements and the confidentiality of information security policies and regulations. ITIL, specifically, is a best practice framework used to guide and standardize Information Technology Service Management (ITSM), ensuring that information technology services are aligned with business objectives and can adapt to changes in business objectives.
2.1 ISO 27000
ISO 20000 is a standard that focuses on institutional IT service management, with the goal of providing a framework for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving IT service management systems (ITSM) [2]. Establishing an IT service management system has become an indispensable mechanism for managing operational risks in various organizations, especially in financial institutions, telecommunications, high-tech industries, and other fields. ISO 20000 provides a reference framework for IT managers to effectively manage IT services, and through certification, organizations can demonstrate their comprehensive level of IT management.
The ISO 20000 standard focuses on managing IT issues through "IT service standardization". This means categorizing IT issues, identifying the inherent connections between them, and then planning, implementing, and monitoring them based on service level agreements. Communication with customers is emphasized throughout the entire process. At the same time, this standard focuses on the capabilities of the ITSM system, including requirements for change management level, financial budgeting, software control, and allocation. This approach helps to ensure standardization and high-quality delivery of IT services, improving the overall IT management level of the organization
2.2 ITIL (Information Technology Infrastructure Library)
ITIL (Information Technology Infrastructure Library) is a best practice framework used to guide and standardize Information Technology Service Management (ITSM) [3]. The main goal of ITIL is to ensure that information technology services are aligned with business objectives and able to adapt to changes in business objectives. ITIL is a comprehensive, consistent, and scalable IT service management framework aimed at standardizing and systematizing the process of providing and managing IT services. ITIL provides best practice recommendations and guidelines to assist businesses in effectively managing and improving the quality and reliability of IT services.
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Fig.1. ITIL Framework
2.3 COSO
COSO refers to the Sponsoring Organizations Committee of the Tredwig Committee, which is an organization composed of professional accounting groups, academic institutions, and other stakeholders in the United States. COSO is committed to providing a framework and guidance on internal control, risk management, and fraud prevention in enterprises [4].
One of COSO's most well-known works is its internal control integration framework, which is widely used in the design, implementation, and evaluation of internal controls in enterprises. The following figure is some key aspects of the COSO internal control integration framework:
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Fig .2. COSO Framework
The COSO framework is widely applied to various organizations worldwide, not only in financial reporting, but also in areas such as risk management, compliance, and governance. It provides a comprehensive approach to help organizations establish and maintain effective internal control systems to address various potential risks and challenges. The latest version of the COSO framework is the Enterprise Risk Management Integrated Framework released in 2013.
2.4 COBIT
COBIT is a framework developed by ISACA (Information Systems Audit and Control Association) to help organizations achieve best practices in information technology (IT) governance and management. The goal of COBIT is to ensure the high quality of IT services, reduce IT related risks, and ensure that IT activities align with the organization's strategic goals [5].
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Fig .3. COBIT Principles
The COBIT framework is based on five principles (Figure 3). Applying these principles to any architecture can ensure business support, consistency, and process optimization.
2.5 Comparison
These frameworks are important tools for IT management and governance, each with its own focus and applicable scenarios. The COBIT framework emphasizes alignment between business and IT, provides comprehensive guidance and control, and focuses on risk, performance, and resources. The COSO framework focuses on enterprise risk management and internal control, providing globally recognized standards that help address risks and protect value. The ITIL framework focuses on improving the quality and efficiency of IT services, providing standardized processes that help improve service levels and enhance alignment between IT and business. The ISO 27000 series is an international standard for information security management systems, focusing on ensuring the three elements of information security: confidentiality, integrity, and availability. It provides a comprehensive information security framework that helps establish and maintain effective information security management systems that comply with regulations and standards.
In contrast, COBIT emphasizes the correlation between business and IT, COSO focuses on overall corporate governance, ITIL focuses on improving IT services, and ISO 27001 focuses on information security. Organizations can adopt these frameworks in combination with their own business goals and risk conditions to establish a more sound and comprehensive governance and management system. Overall, these frameworks can complement each other and be selected and integrated according to the needs and characteristics of the organization.
3. Current Framework Of COSO
With the rapid development of information technology and computer technology, information security risks are gradually becoming more prominent. NatureGarden (NG) is a leading global sales company for health and lifestyle products, providing extensive IT services through cloud services. Despite almost 95% of networks adopting wireless technology, NG still faces significant challenges in allowing employees and customers to access company networks/resources using personal devices, raising concerns about the security of employee and customer data. The company is also extremely concerned about protecting its billions of dollars’ worth of intellectual property. Although information security is considered a top priority for companies, the overall security situation appears chaotic due to the lack of clearly defined policies. For this case, the designed framework is shown in the figure:


Fig .4. COSO Design
This report focuses on the analysis and resolution of the information security issues of NG Company using the COSO security framework. The research mainly focusses on the following three aspects:
In Section 3.1, first conduct an internal environmental analysis and goal setting on the current situation of NG Company.
In section 3.2, conduct a risk analysis on the issues of NG company, analyze each issue and provide a description
In section 3.3, control the analyzed risks and improve internal controls.
3.1 Problem Analysis and Setting Goal
In order to effectively manage these risks, NG needs to establish a solid foundation of enterprise management and implement risk management concepts. Firstly, through a sound information management system, various internal and external information can be collected, analyzed, and transmitted in a timely manner to provide basis and support for risk decision-making. Secondly, establish a reasonable and effective risk management system to ensure clear risk management objectives, principles, processes, responsibilities, and evaluations, in order to standardize and effectively respond to various risks.
NG should emphasize the rationality of organizational structure, clarify the responsibilities of the security committee and information security department, as well as the collaborative mechanism between management and execution. This helps to ensure effective implementation of information security management and enterprise security management. At the same time, the company needs to pay attention to the cultivation of employee competence, by selecting suitable employees for corresponding positions, providing training and resources, in order to improve the professional ability and comprehensive quality of employees in responding to risks.
Finally, in order to enhance overall risk management awareness, NG should cultivate employees' risk awareness and prevention abilities through training, publicity, and incentives, and form a positive risk culture. By establishing a reasonable internal control environment, NG can better respond to risks, protect the interests and reputation of the enterprise, enhance competitiveness and sustainable development capabilities.
3.2 Risk Analysis
The risks faced by NatureGarden (NG) are diverse due to its extensive global operation, use of cloud services, almost 95% of the network being wireless, large-scale online and social media presence, and allowing employees and customers to access the network/resources using personal devices.
Due to almost 95% of networks being wireless, NG may be vulnerable to various network attacks, including malicious intrusions, denial of service attacks, data leaks, etc. This may lead to customer data leakage, service interruption, and damage to the company's reputation. Moreover, allowing employees and customers to use personal devices to access the network may lead to device security issues. Lost or stolen devices may lead to sensitive information leakage, which can have serious impacts on the company and customers. Relying on cloud services to provide IT services may face security vulnerabilities from cloud service providers. Improper configuration or management of cloud services may lead to data leakage and service interruption.
NG is a global company that faces various compliance and regulatory risks in different markets. If it fails to comply with the local or international regulations, it may incur legal liability, fines, and damage to its image. Moreover, NG is exposed to social media risk, as the widespread use of online and social media platforms may enable the spread of false information, harm its reputation, or facilitate social engineering attacks. Another source of risk is the internal threats from employees and partners, who may intentionally or unintentionally disclose sensitive information, abuse their authority, or disrupt the company’s security measures. Furthermore, NG may encounter challenges in managing and securing the personal devices that employees use to access the company networks, which requires effective mobile device management. Lastly, NG lacks information security policies that can guide its security practices and prevent security vulnerabilities. Therefore, NG needs to address these risks and improve its information security posture.
Overall, the risks faced by NG include multiple aspects such as technology, personnel, compliance and so on. Therefore, a comprehensive and flexible information security approach should consider these potential risks and take appropriate measures to mitigate and manage them.
3.3 Internal Controls 
As analyzed in the previous section, risks and issues can be roughly divided into three types: technology and personnel. Therefore, this section discusses two different types of risks and issues.
3.3.1 Personnel 
The information security organizational structure of NG Company is not sound. It has not established a dedicated information security management department to be responsible for unified leadership of the company's information security matters, nor has a dedicated security risk management team been established. It is unable to comprehensively plan the company's information security development, nor can it regulate and guide the daily operations of employees. The security of employee personal and customer data cannot be guaranteed. In order to improve the effectiveness and authority of information security management, the company selects suitable employees from various business levels and forms an information security leadership group composed of business leaders and senior managers from various teams, responsible for formulating and implementing various control measures in the information security management system. At the same time, the company also needs to discuss and decide on information security related strategies, provide effective guidance and support for the company's information security work, provide necessary human and financial resources, and ensure information security.
In order to ensure information security, NG Company has implemented a series of control and testing measures before and after employees take up their positions. When recruiting new employees, the company conducts an information security review to select qualified candidates. After new employees join, the company will clarify their confidentiality obligations and responsibilities, and provide them with training on information security awareness and systems. During employee work, the company will incorporate the execution of information security work into KPI evaluation standards to motivate employees to comply with information security regulations. When an employee resigns, the company will revoke or adjust their related assets or systems to prevent information leakage or abuse. In addition, the information department of the company will regularly organize assessments of data security awareness, and test the information security awareness of employees through comprehensive testing or spot checks, accurately grasping the data security level of the company's employees based on the test results.
3.3.2 Technology
95% of NG Company's networks are wireless and may be subject to illegal intrusion, destruction, or theft of computer systems or network resources, which can cause serious losses and harm to individuals and organizations. To avoid network attacks, it is necessary to take some technologies and measures to protect network security. The most commonly used method is to use tools such as firewalls, antivirus software, encryption technology, etc. to prevent common network attack methods such as malware, ransomware, and phishing. The company's calculator system should regularly update system and application patches, fix known vulnerabilities and defects, and prevent vulnerability-based network attacks such as SQL injection and cross site scripting [6]. Each staff member's account should strengthen password management, use complex passwords, and regularly modify them to avoid using weak or duplicate passwords, and prevent passwords from being cracked or stolen. Enhance network monitoring, timely detect and report abnormal network traffic or activity, and prevent traffic-based network attacks such as distributed denial of service and botnets. Employees need to raise their awareness of cybersecurity, conduct regular cybersecurity training, educate employees and users on how to identify and prevent threats from cyber-attacks, and prevent human based cyber-attacks such as social engineering and internal threats.
4. Information and Communication
In order to ensure smooth information and communication, NG Company has taken a series of measures in terms of communication mechanisms and collaboration between information departments and functional departments. In terms of communication mechanisms, the company has shortened the chain of information transmission, expanded communication channels, and ensured the smooth and complete flow of information. The company has established an emergency reporting mechanism to reduce duplication between departments and encourage and allow employees to report any issues they encounter in their work. The company has also established a dedicated team to strengthen regular communication between superiors and subordinates, ensure communication between both parties, and implement a regular risk reporting system. The company believes that effective communication should be an organic combination of "top-down" and "bottom-up", and smooth communication channels are the guarantee for successful and effective communication. In terms of collaboration between information departments and functional departments, the company has strengthened the collaboration between information departments and functional departments. This not only enables better prevention of information security risks, but also ensures better linkage warning and feedback in the event of information security risk events [7]. Specific measures include:
Integrate enterprise information security planning with business planning. At the beginning, the company must establish goals to match information security planning and business planning, which often involves defining, confirming, and creating specific indicators that information security planning and business planning should meet. By conducting periodic reevaluations of information security and business impact factors, and balancing their priority, benefits, and costs, we can achieve synchronization between information security and business activities. Only in this way can information security track business changes in a timely manner and adapt to changes in business requirements in a timely manner.
Strengthen training on the comprehensive quality of employees in the information security department. Benign business development refers to the involvement of information security management personnel in the overall decision-making process when a company makes business decisions, and providing their own opinions on the application of information technology in business development. From the perspective of information security management, information personnel should not only be technical personnel, but also become composite talents who integrate management and information security technology. They need to become information technology talents who understand enterprise management and can communicate with employees at every level of the enterprise. This puts higher requirements on the information security department itself, and attention should be paid to the cultivation of composite talents.
5. Perfect the Supervision System
A robust internal governance system is essential for any company that wants to ensure its compliance, security, and performance. 
To achieve this, the company should first establish an independent and authoritative internal audit department that is directly led by the board of directors or the main leader of the company. This department should conduct regular and special audits on the key business areas, processes, and positions of the company, such as cloud services, wireless network, online and social media, personal device management, information security, etc. It should also report the audit results and recommendations to the relevant decision-makers and stakeholders, and supervise the implementation of corrective actions. Secondly, the company should establish a comprehensive and effective internal control system that covers the key areas and processes of the company, such as strategy, operation, finance, compliance, risk, etc., and integrates the daily supervision and special supervision methods. This system should also incorporate the external regulatory requirements and the internal ethical standards and values of the company. It should be embedded in the business processes and systems, and ensure that the company’s activities are in compliance with the laws and regulations, and prevent security vulnerabilities and breaches. Thirdly, the company should establish a sound supervision and evaluation system that monitors and evaluates the effectiveness and efficiency of the internal audit and internal control systems, and uses both qualitative and quantitative criteria to identify and rectify the internal control deficiencies, risks, and compliance issues. This system should also use information technology, such as big data, cloud computing, artificial intelligence, etc., to achieve real-time monitoring, automatic warning, and online supervision functions, and improve the timeliness and quality of supervision. Lastly, the company should establish a strong incentive and constraint mechanism that rewards and punishes the employees and partners based on their performance and compliance with the internal audit and internal control systems. This mechanism should also include a clear accountability system that holds the responsible parties accountable for any violations or losses caused by their negligence or misconduct, and imposes legal liability, fines, and damage to their reputation.
6. Conclusion
In conclusion, the evolving landscape of the digital era has heightened the importance of robust Data Security, Governance, and Compliance (DSC) practices. This is particularly critical for NatureGarden (NG), a global industry leader in health and lifestyle products, facing multifaceted challenges in its extensive online presence, cloud service utilization, and remote workforce engagement.
The foundation of effective DSC lies in meticulous data classification, where the identification and categorization of data based on value, sensitivity, and risk become imperative. NG's dynamic environment necessitates a tailored DSC strategy, amalgamating established frameworks and models to navigate the complexity and diversity inherent in its IT landscape. For internal controls, whether focusing on personnel, technology, or compliance, play a pivotal role in mitigating risks. Measures include establishing a sound information security management structure, implementing security measures during employee onboarding and offboarding, adopting technological safeguards against network attacks, and ensuring compliance through regular communication, collaboration, and training.
This report emphasizes the need for NG to enhance its risk management foundation by establishing a robust information management system, reinforcing the information security organizational structure, and fostering a positive risk culture. It advocates for a holistic approach to DSC that integrates people, processes, and technology, ensuring that information security becomes an integral part of NG's business strategy. By doing so, NG can not only protect its sensitive data but also enhance its overall competitiveness and resilience in the face of evolving cyber threats.
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