
SMART AND CONNECTED DEVICES
BRIGHT NYAKAMHA



Abstract
The IoT technology transcends just the connectivity of devices but it is critical in the automation of the Smart concept as artificial intelligence has allowed machines to make decision based on collated data. There is evident benefits drawn from the smart concept utilisation, but ultimately seamless QoS can be attained through secured IoT infrastructures.
Introduction
Internet of Things(IoT) is the face of technology in the application of automation in a quest to increase efficiency in operation of devices, applications and systems using sensor technology. The elimination of human input in the interaction process with computer in IoT has derived benefits to humanity, but like any other computing applications it has notable technological challenges, notably Security. The IoT evolution has seen a rise in adoption of the smart concept in homes, motorways, cities and a host of other areas. IoT tentacles are present in the energy sector, Consumer home market, Industrial sector, transport sector, retail sector and a definite omnipresence in a host of other sectors. The different IoT devices are supported by a diversified selection of Operating Systems(OS)that fall in line with the product design.
The key consideration in setting an IoT network are Mobility that accommodates node movement between different networks, Reliability is key to accuracy in data communication in IoT devices to enable decision making, Scalability allows and provisions for IoT dynamic integration of new services and devices, Management, availability of uninterrupted services through patching and software upgrade, interoperability should allow interconnectivity of heterogenous devices and power harvesting, as it is a challenge with  most IoT devices[9].
IoT Architecture
Internet of things a term coined by Kevin Ashton in 1999[1]. IoT is the interconnecting of internet capable electronic devices that can share data with other internet connected devices[2] A smart home  is home equipped with devices and appliances that can be remotely monitored and controlled[3]. The IOT Architecture consist of different layers that include
 Edge Technology  layer- involves the hardware parts and their local connectivity ie the sensors and primary resources responsible with the information collection. It is considered as a client that generates the data and collates it for transmission  
Access gateway -layer the bridging layer between Edge technology and  devices and product providers. It is designed to do the handling of communication between the sensors/nodes and the remote connections. 
Middleware layer -for access control, a software that serves as an interface in making communication and interoperability feasible, as it provisions for communication implementation by software developers. FiWare and  Openlot are examples of middleware.
application layer- to ensure quality of service in IoT device these provide the communication channels, they are regarded as the messaging protocol. 

IoT Communication Technology and Protocols

The IoT protocols are backed by different communication technologies classified in range and coverage area:
Short-range communication  -with several protocols that include Zigbee that is based on IEEE 802.15.4 protocol operating at 2.4GHz with a capability of connecting about 65500 devices, same with Z-Wave protocol both have standard AES encryption and compatible with mesh topology. Z-Wave operates in the sub 1GHz band and is a low power RF communication ideal for home automation and can connect up to 230 devices[8]. Bluetooth technology utilises low energy and it  is key in wearable products[7].
Wi-Fi a popular choice in IoT that operates within 2.4GHz and 5GHz  covering a range of about 50m ,allows fast data and supports a wide infrastructure. NFC (Near Field Communication) a 2-way communication technology usually between electronic devices and has much use in contactless payment it operates in the 12.56MHz frequency and has coverage range of about 10cm with data rate of transmission between 100-420kbps[7] RFID(Radio Frequency Identifier) a communication technology that involves tags and readers and belongs to a group of technologies AIDC Automatic identification and data capture.

Medium range communication- Ha-low  is on Wi-Fi alliance 802.11ah specification an extension of the Wi-Fi technology 802.11. Operates with the 900MHz spectrum, capable of covering a range of a Square  Kilometre.  suitable for small data payloads can penetrate walls and other structure barriers[8] LTE, 
Long Range -LPWAN (Low Powered Wide Area Network) that operate at low bit rate, the technology is available as both licensed and unlicensed. The licensed services notably are NarrowBand IoT (NB-IoT) and Long-Term Evolution Cat-M1(LTE-M) and the unlicensed services are Sigfox and LoRa [6]. The typical coverage range is between 2-15kms and is dependent on the terrain and data rates of between .03-50kbps.  VSAT  very small aperture terminal Cellular is a 2-way ground station that is enabled with transmission[9].
Wired Communication -The wired communications used in IoT connectivity are the traditional Ethernet copper cable, Co-axial and Electrical line adapters.
IoT Operating Systems 
There effectiveness and efficiency of IOT devices is dependent on the embedded Operating Systems(OS) that enhances Total QoS(Quality of Service) through resource partitioning. The OS provides a standard instruction interface that will co-opt other program functions such as  server access and storage, step count on a run or walk and host of other instruction necessary for automation. There are different OSs designed to cater for device functionality in IoT technology and they include:
RTOS( Real time operating system)- the most utilised and integrated in most IOT devices it administers precision and instantaneous execution of a given instruction . RTOS OS include Zephyr a Virtuoso DSP origination operating system from Linux foundation. it is capable of supporting multi architectures RIOT OS supports low power devices and is ideal with embedded devices.
Single user single task -An OS that allows the operation and use by a single individual at a given time, an example is device such as apps that are embedded on a mobile device to monitor a physical task such as steps done in a day.
Single-user multi-task -An operating system that allows a single user to a device to undertake multi-task in concurrence. Contiki is  an example of a multi-tasking OS that can ideally be used in low power microcontrollers. 
Multi-user- An Operating system that allows for multi users to utilise a resource and effectively ensuring a balance in the user requirements. An example such as UNIX that  allows multi users to a Server.

IoT Challenges and Security
Despite all the advancement in automation efficiency brought about by implementation and use of IoT, there are challenges in the security compactness of IoT devices. The vulnerabilities and level of data breach risk defeats all the advantages realised[2] Clear text and open ports, the non-application of encryption on nodes and devices in smart technology makes it susceptible to attacks, with some nodes having open ports that can be utilised as a gateway to breach security. Default and weak credentials that are a standard with some IoT devices which makes them a gold field for hackers and cyber criminals.
Security vulnerability exist that are related to firmware and operating system updates, as devices lack regular patching and  software updates. The poorly designed devices are prone to malicious firmware updates that could be used as vectors of attack[4]. Attack through Over the Air (OTA) standard a provision of Zigbee Alliance is a standard that allow different devices to initiate firmware upgrade for each other , which however can be exploited by attacker to carry out rogue firmware updates[5]. 
The exponential growth in IOT has often raised concern with Interoperability Standards as it raises a challenge to scalability and sustainability, causing an issue with user experience as devices may not communicate with each other. Theft and tempering are an issue of concern as IoT devices are small and portable and usually placed in locations out of sight. It makes them an easy target for theft or unauthorised access to temper with the security features . Basic security and privacy  is a delicate area, as the Integration of devices into user environment is prevalent such as trackers, third party API Application Programme. There is however a  risk of personal data being shared leading to breach of General Data Protection Act (GDPR)2018[11].  
Insecure web interfaces are a high security concern in the continuous admin of IoT devices, not all devices in the IoT device pool are security hardened, with devices having interfaces prone to hackers. Some of the devices accept password in plaintext with no validation query to weak passwords[10] There is need to be vigilant on the Authorisation and authentication as some devices are not designed to support this, supporting devices that require a 2-factor authentication process should be a security standard. Integration of devices is a continuous process in the development of IoT infrastructure, but this comes with its on risks as some integrations weaken the infrastructure. 
Insecure network services, authorisation and authentication, insecure web interfaces, absences of encryption, physical security, Privacy issue, insecure mobile apps, cloud interfaces, firmware/software, configurability are some of the know issues that cause vulnerability issues with IoT devices.

Smart Home Concept
The smart concept alludes to internet networked and automated devices. Smart Home Concept is part of IoT technology, the advancement in automation has led to an evolvement in the use of home devices and appliances ranging from smart televisions sets, smart utility meters to smart lighting, the concept has become more of a feature with almost every aspect in the home[7]. The Smart home concept allows the control of such devices through hardwired or wireless internet connection.
The  Smart Home concept has been enhanced through artificial intelligence and digital product development aligned to remote access protocols and smart apps, that which have given a seamless automation a necessity in the attainment of QoS.   
The Smart homes are designed to save money and energy with the use of motion light sensors, lighting is used only when required , they come with extra security giving a homeowner peace of mind as it has become possible to remotely monitor homes and control security appliances  and handling of task such as remotely recording TV programmes. Smart patterns are programmed to learn user patterns allowing them to make intelligent adjustments that should “benefit” the user such as powering off devices in periods of idleness[12].
The efficiency and QoS of the Smart Home concept is dependent on a good and strong internet that is able to meet internet requirements of the devices. As it is a technology that is still in the growth and dependent on  other third parties it is relatively expensive to install and maintain as most maintenance needs would require professional trade persons  than the traditional handyman. In the UK there is definite value increment of Smart Homes in comparison to non-Smart homes.
Conclusion
The field of IoT and Smart Concept, though notable strides have been done in attaining the current flawless automation and device interoperability, there are still teething issues that still do persist. Security is an area of concern as some devices are susceptible to hacking or provide access for criminals in compromising network security system. Confidentiality, Integrity and Availability are the pillars of security, hence the global IoT infrastructure should be standardised to that effect.  Continuous collaboration might be the key factor towards realisation of a secure IoT operational environment.  
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