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Implementation of a smart city


Network setup
· All devices whether connected by a wire or wirelessly to the home router, connect automatically and are given an IP address by the DHCP server. 
· In this demo and often in large networks, a server provides the DHCP addresses. In homes this is usually done by the wireless router but used here to demonstrate the system. 
· Each house receives its public IP address automatically from the ISP router (which has DHCP running on it).
· [bookmark: _Hlk26724248]A DNS server, a Webserver and two IoT servers are all connected through the internet (setup with static IP addresses). 
· The home devices connect to the remote servers through the internet routers.
· [bookmark: _Hlk26724346]The DNS server is the where the devices go to in order to translate a website address (such as www.bbc.co.uk) into a numerical address (eg 151.101.128.81). The devices know how to reach the DNS server because the DHCP server gives them its address when they first connect to the network.
· The webserver can be tested by going to the house laptop and trying to connect to www.cisco.co.uk. – The laptop will send a request to the DNS server asking for this website to be converted into a unique IP address (a number that computers understand). The DNS server will convert the address into 172.16.0.100 and the laptop will go and look for the webpage at this numerical address. When the laptop reaches this webserver, the webpage is sent to the laptop’s browser and displayed on its screen.
· The home IoT devices have been setup to access the IoT server either directly by using its IP address – 172.16.0.102, or by using www.iot2.co.uk and the DNS server translates this into the IP address. 
· Another IoT server had to be created for the office’s IoT devices – accessed either at 172.16.0.103, or at www.iot.co.uk.

Sensors
This was designed so that rules can be setup fairly easily by home without any knowledge of programming. Some rules have been setup on the IoT server to show what is possible – such as: 
· [bookmark: _GoBack]When smoke is detected in the house, the alarm sounds and the smart window opens, and the fan turns on, (no matter whether anybody is home or not). This is logged on the server so can notify the home owner there is a problem.
· When the temperature falls below 15C, the heater comes on, above 17C it turns off; above 20C. The air conditioning comes on (below 18C it stops). This is all controlled by a remote server so can be controlled when the home owner is away from home.
· A light and a security camera turn on when motion is detected. This is to demonstrate how devices can be left switched off when nobody is home, but could also be used to monitor any movement in the house when away from home.
· The garden gets watered when the sensor has a low reading (a humidity sensor used here but the same logic would be applied with a moisture sensor). This is smarter than watering the garden everyday like most household garden timers do.
· The smart batteries are charged by the solar panels / wind turbine. The power monitors are also connected and both are connected to the internet so they can be monitored remotely. 
· A fire monitor and fire sprinkler can both be accessed and controlled remotely.
· A garage door is controlled by an RFID reader and intent server, so this activity can be logged remotely.
· A cell tower is setup so that the internet, home network and office network can be accessed from anywhere using a mobile phone.
Shortcomings
· A Long list of conditions could not be setup as there is no way to scroll down the page. This was overcome by having separate IoT servers for the house and office.
· Packet tracer would frequently crash when all of the devices were connected, so only the first house was connected to the server
· The internet servers would normally have a hierarchal structure so that they would have redundancy, and each one would be on a different network, but for simplicity they were setup as a simple network.
· One problem for all of the devices is that they require internet connection to work, a local server would be useful (even just as a failsafe) otherwise the garage couldn’t be opened if there was an internet problem for example.
· It didn’t seem possible to open the window to let heat in or out (depending on what was wanted) by setting up rules using the indoor and outdoor thermostats. This is because packet tracer doesn’t recognise the background image and treats the two sensors as if they are in the same area – so they always show the same temperature. 
· It didn’t seem possible to send an automatic email alert when the smoke alarm was triggered (even though emails work fine manually).
[bookmark: _Toc25963282]List of Acronyms
· IoT – Internet of Things
· DHCP - Dynamic Host Configuration Protocol
· SSID - Service Set Identifier
· DNS – Domain Name Servers
· NAT – Network Address Translation


