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Complete the following tasks:
	Task 1:

	Security Aspects within Active Directory/ Exporting Active Directory Information.

At times we may need to create many accounts at one time using Active Directory; there are two tools that allow you to create/import many active directory users (or in ‘converse’ to export active directory users)

· One utility is the CSVDE (Comma Separated Value Directory Exchange) 

· The other Utility is LDIFE (The Lightweight Directory Access Protocol Interchange Format Directory Exchange), which is used mainly for database to database communication  This utility it allows us to create/delete any Active Directory Objects straight from the command line: 

In this example, to coincide with Security Policy and to provide a template for scalability (future software databases etc that may want to use the Active Directory Information) we are going to use the CSVDE utility to export the information in our Active Directory Database in Comma Separated Value Format.

· Double click my Computer – Click C, right click anywhere in the whitespace and create a new text document – call it users.txt
· Click Start – Run – enter cmd to get the Command Prompt;

· Type cd.. to move up a level in the windows file directory system, we want to be at (root C) or C:\ 
· Enter the following simple syntax 

C:\csvde – f users.txt

The CSVDE utility is in ‘export’ mode by default, if we want to put it into ‘Import mode to import a *.CSV file we would simply include the switch – I or (C:\csvde – i – f users.txt).

In this example we are simply exporting a text file (that’s the – f part) named users.txt that will contain Comma Separated Value information.

Now go to My Computer and Open the users.txt file (stored at C:\).
You will now see the Comma Separated Value information, which contains all of the information in your Active Directory Database. We could now use this to import the data into another database that supports csv file information.



	Task 2

	Creating/Managing Sites to control Replication.

· A Site is one or more IP Subnets

In Active Directory a Site serves as a unit of Active Directory Replication; if our Domain Controllers ‘hold’ the Active Directory Database; then sites are the boundaries around the domain controllers, defining which Domain Controllers talk to each other.

Replication between two domain controllers within a site, happens very differently than replication between sites (between domain controllers in two different sites).

· The tool we will use to create Active Directory sites, is called Active Directory Sites and Services; so click on Start – Administrative Tools and Active Directory Sites and Services.

· By default all, of the domain controllers we have created (Sals.sales.sihe.com, purs.puchase.sihe.com, etc) will be put into a site called Default First Site Name – (if you expand the Sites folder, then click onto the Default-First-Site Name , you should see all the domain controllers created in our Tree Domain in here, they are in the Servers Folder
There is a site created at AD installation time called Default-First-Site-Name and it 
includes all subnets and all domain controllers that you have put into your Active Directory Environment, until you begin to start defining other sites and other subnets.

We are concerned with Intra-Site Replication; (between domain controllers within one site) 

Recall.


We saw the significance of the USN (Update Sequence Number) (a number that is tied to the copy of an Active Directory database that is kept on the Domain Controller.  Each DC in a domain keeps track of its USN, or more importantly it keeps track of the USN number of its Replication Partners. When a change is made in AD database DC will check with its RP, for the USN and pass on its own USN, the lowest number is overwritten.

Urgent Replication (for example password changes and changes user lockout policy settings) means that the Replication does not wait at all, before changes are sent to Replication Partners.

Intra/Inter Site replication is governed by a background process called the KCC (Knowledge Consistency Checker) 

– Now onto how/where to manage IntraSite Replication: 

· We don’t really need to do much to manage Replication within a site. 

· Click on Active Directory Sites and Services (if you haven’t already done so)

· Expand the default – first – site – name 

· Click on the Servers Folder 
· If you expand the Servers folder, in the tree view (left hand pane), you will be able to select any of the servers (e.g. sals.sales.sihe.com, purs.purchase.sihe.com).

· Expand the domain controller for your domain (e.g. Sals.sales.sihe.com for Sales, mars.marketing.sihe.com for Marketing) – click on the NTDS settings, these show the details of the Intra site replication process.

· Write down the values of following fields:

Name: (means Replication process is automatically generated)

From Server: (The Replication Partner)

From Site: 
Type:

· At present Replication is managed by the KCC automatically KCC automatically manages replication at set intervals(every [default] minutes),, however to force a Replication to occur between Domain Controllers follow these steps:

· Right click on the NTDS settings that have been expanded for your Domain’s Controller e.g. adms.admin.sihe.com)
· Choose ‘Replicate now’ to force replication to occur. 

· You could also add your own sites to Manage Replication (whether it be intra site or between sites).  



	Maintaining Active Directory (Backup and Restore).

The SysVOL directory.

When clients connect to Active Directory (a Domain controller) they connect to the SYSVOL directory.  SYSVOL has several functions:

· Stores NETLOGON Share (This is where logon credentials (User Name , Password and Domain) are submitted at logon time.

· It stores Group Policy when logons have been submitted.  So that clients will receive user/computer settings at logon time.

· SYSVOL directory used to Synchronise all domain controllers during replication (so all SYSVOL contents are synchronised) 

· All DC’s should have a copy of this SYSVOL content, crucial to back it up and restore it in the event of a DC going down.

SYSVOL directory is stored at Windows 2003 [default partition/drive] letter in the Windows folder. The SYSVOL folder contains various other folders, take note of these, particularly the share folder.

When you backup Active Directory you will backup the SYSVOL folder

· To Backup Active Directory – Choose Start – Programs – Accessories – System Tools - Backup

· With the Backup Tab selected – check on the System State option, by selecting the System State, we are also backing up the SYSVOL directory.

· Select the Browse option, here we could backup onto an additional disk or external media such as an external drive, Tape Drive, DVD etc.  Choose to Backup to the second hard disk in the domain controller machine (which is an additional disk in our machine set aside for backup purposes).

· Click the Start Backup Button.

Active Directory – Restore. 

We now look at what happens in the event of Active Directory failing.  If a domain controller has problems with active directory, it is important that we as network administrators, know what type of Active Directory Restore to perform.

Primary Restore – This option is used when we are restoring the first of many domain controllers (say if we lose the entire domain) and now we want to restore the first domain controller.  We re-install Windows Server 2003 and we go and retrieve the backed up ‘system state’ from a suitable backup device.

A non-authoritative Restore is probably what we will do 9 times out of 10.  (A normal restore).  
This is where you backup active directory, the domain controller goes down, you do a restore and then you get the latest changes to the active directory information from the other domain controllers in the domain.  Another way you can perform a non-authoritative restore without having to use the restore facility at all is reinstall Windows 2003, and make the machine a domain controller in the domain.

An authoritative restore – This is where you restore Active Directory, from a backed up file and then you mark this backup as the master copy, in other words other domain controllers will get their information from this backup. This is the way to roll back changes to Active Directory to a point in time.  

Say for example a domain controller goes down with a backed up copy of the system state, and then while this domain controller is down other domain controllers make a change to Active Directory, let’s say they delete an organisational unit.  We want this organisation unit back, so we bring back the domain controller, we restore from Backup, make this Backup authoritative for the domain and this way the original state of AD (with the OU present is pushed back out to the other domain controllers).

Non - Authoritative Restore Example:

Here we will assume that our Domain Controller has previously crashed. We now want to restore Active Directory to its previous state, to ensure our version of the Active Directory Database is in synch with the Domain. We are not the root server so we don’t do an Authoritative Restore.  

Remember the simple way to do this is to join the domain again as a Domain Controller, but if our Server was demoted lets say to a member server on the domain, it would still need an up to date copy of the Active Directory Database
We first need to ensure that we are in Directory Services Restore Mode: 
· Start – Shut Down – Restart
· When the computer restarts, as it is perform the boot up, ensure you keep tapping F8 repetitively to give us a menu of options.
· Advanced options – choose Directory Services Restore Mode
· We will need to login with a local machine account, onto the local computer: User Name: Administrator, Password: Network (and your respective number e.g. Network2 for Sales, Network 5 for Admin.
· When you login in click Start – Programs – Accessories – System Tools – Backup.
· Click on the Restore and Manage Media Tab.
· Expand File – Expand System State Backup – Check on the System State field and click Start Restore.  Note that you can change where to Restore the SYSVOL folder (AD settings to) by changing the Restore Files to Option.
· The dialog window will appear warning you that ‘Restoring the System State will overwrite current system state, unless restoring to an alternate location – click Ok.
One last note: You may recall during the installation of Active Directory (when we promoted our Servers to Domain Controllers, we were asked what the password for logon would be when we restored Active Directory; it is here after these Authoritative/Non-Authoritative Restores, we would need to remember that password: so be careful not to take the steps in wizards for granted; 


	Task 3:

	Creating an Organisational Unit Hierarchy.

We use OU’s primarily for two purposes (i). To delegate administrative authority and (ii) to distribute group policy. OU’s are therefore a very important tool to facilitate the management of our network/active directory objects.

We will need to create OUs to Manage our Users within;

· In Active Directory Users and Computers – (we want to create our first set of OU’s at Domain Level, so right click domain.sihe.com – New – Organisational Unit.

· In the Name field Type in  [Domain]Dept.  (E.g. if your in the Admin domain type AdminDept, if you are in Purchase type PurchaseDept)
Within our OUs we will store several users that will belong to one of two groups Users or Administrators.
Creating Active Directory Objects; User Accounts:

Here we will begin to populate our Active Directory database by creating User Account Objects.  We will create several users in each child domain OU.     

· Individual Domain User Accounts-: In Active Directory Users and Computers; expand the domain.sihe.com domain (if it is not already) – Right click on the OU – New - User.
First Name: User  

Last Name: 1

(Note that these are just attributes, the Active Directory Database recognises the User/Computer accounts by a SID (Security Identifier) which is generated when the account is created, remember we are more concerned with the UPN (User Principal Name that is unique for every user object created):
Logon Name: dom-user1 (Where dom is the first three letters of your 

Domain); the UPN suffix should be automatically provided: (e.g. @admin.sihe.com)
Password: user

                             Choose Ok/Finish to create the User.

· We are now going to create an Administrative User. 

First Name: adminstaff

Last Name: 1

Logon Name: dom-admstf1 (Where dom is the first three letters of your 

Domain)
Password: adminstaff
· The next step, involves us creating Global Groups, we will see more on the significance of these later. Basically Global Groups are used for Organising Individual User Accounts into respective Groups, before then using a Domain Level Group to decide what levels of permissions should be assigned to the Members of these Global Groups.
· Right click on the [Domain]Dept OU – Choose New – Group
· Name – GGdomusers (where ‘dom’ is the first three characters in your domain e.g. in Sales – GGsalusers, in Purchase GGpurusers
· Scope – Global
· Type – Security – Choose Ok.
· We now need to create a Group for Managing Administrative Users
               Right click on the [Domain]Dept OU – Choose New – Group

               Name – GGdomadmins (where dom is the first three characters in your domain e.g.            

               in  Sales – GGsaladmins, in Purchase GGpuradmins)
               Scope – Global
               Type – Security – Choose Ok.
· We now need to Add our Users to their respective global groups; 

· Right click GGdomusers group – choose Properties.
· Click the Members Tab, click Add – within the text area beneath the label ‘Enter the Object Name to select’ type in dom-user1 (Where dom is the first three letters of your Domain) – click Check Names – Ok.  Choose Ok again to close the Window.
· Right click GGdomadmins group – choose Properties.
· Click the Members Tab, click Add – within the text area beneath the label ‘Enter the Object Name to select’ type in dom-admstf1 (Where dom is the first three letters of your Domain) – click Check Names – Ok.  Choose Ok again to close the Window.
We have now created the Global Groups for Managing these users.



	Task 4: Installing SQL Server;

	To make things a little more interesting, we are going to install a copy of SQLServer 2000 (Server Edition) on the Server in our domain, and then a copy of Enterprise Manager & SQL (with Client/Desktop tools only) on the workstations in our domain.

We are doing this to Demonstrate how the Active Directory environment can seamlessly integrate with other Application environments.  In this example it is to demonstrate how we can constructively manage Access control to critical Resources and Applications that reside on our network (e.g. Web Servers, Database Servers, etc).

[At the Server Machine]

· Insert the CD in the drive – choose Start – My Computer and double click the CDRom drive.

· At the prompt for SQL Server SP2 & below – choose Continue (The features we need SQL Server 2000 for should not require these Service Pack updates anyway).

· Welcome Screen – Next

· Computer Name – Next

· Installation Selection – Create a new instance of SQL Server – Choose Next

· User Information – Accept defaults – choose Next

· Software License Agreement – Yes

· Installation Definition – Choose Server Client Tools (as our server will need administrative capabilities when controlling access privileges and authentication on our Database Server – Choose Next
· Instance Name – Default – Click Next

· Setup Type – Typical – Next

· Services Accounts – Choose Use same account for each service
Service Settings – Use a Domain User Account

                              User – Administrator

                              Password – (the password for admin in your domain)

                              Domain – (your domain) – Choose Next

· Authentication Mode – Windows Authentication Mode – Next
· Start Copying Files – Choose Next to begin the installation

[At the Client Machine]

· Insert the CD in the drive – choose Start – My Computer and double click the CDRom drive.

· At the prompt for SQL Standard edition is not supported – choose Continue (We need SQL Server 2000 here purely for its Enterprise Management Software, that will allow us to connect to the Database Server that Resides on the Domain controller machine.

·  Welcome Screen – Next

· Computer Name – Next

· Installation Selection – Create a new instance of SQL Server – Choose Next

· User Information – Accept defaults – choose Next

· Software License Agreement – Yes

· Installation Definition – Client Tools only – Next
· Select Components – Choose Next

· Start Copying Files – Choose Next to begin the installation


	Task 5: Configuring SQL Server user roles using Windows Authentication & Active Directory;

	Here we will be creating Domain Local groups to Manage Permissions to resources local to our domain (in this instance the SQL Server and its Databases).
We need two separate groups, one group which will comprise Members of our General Users Global Group (created previously) and one that will comprise members of our Admin Level Global group (also created previously).
· Start – Administrative Tools – Active Directory Users and Computers.
· Right click on the [Domain]Dept OU – Choose New – Group
               Name – DLdomadmins (where dom is the first three characters in your domain e.g.            

               in  Sales – DLsaladmins, in Purchase DLpuradmins)

· Scope – Domain Local
· Type – Security – Choose Ok
· Start – Administrative Tools – Active Directory Users and Computers.

· Right click on the [Domain]Dept OU – Choose New – Group

               Name – DLdomusers (where dom is the first three characters in your domain e.g.            

               in  Sales – DLsalusers  in Purchase DLpurusers

· Scope – Domain Local
· Type – Security – Choose Ok
Remember, Global Groups are created for the purpose of Managing what Users, Domain Local groups are used to establish what access rights those users have.   
[Add the Global Groups to their corresponding Domain Local groups]
· Right click DLdomadmins group, choose Properties - click the Members tab – choose Add, in the name field type GGdomadmins check Names – then Add to include the users in this group onto the access list for whatever Resource this DL group will manage (in this case the SQL database).
· Right click the DLdomusers group, choose Properties – click the Members tab – choose Add, in the name field type  GGdomusers – check Names then Add.
Now we know what users are granted access, we need to establish (1). What they have access to (2). What levels of access they will be granted?
[At the Server Machine]
· Choose Start – All programs – SQL Server – Enterprise Manager.
· Under Console Root – expand Microsoft SQL Server
· Expand SQL Server Group

· Expand (local) (WindowsNT)

· Right click on the Databases Folder – choose New Database

· Name: DeptDatabase1 choose Ok to create the database

· Expand Databases
· Expand DeptDatabase1

· Right click in Tables – New Table; use the following fields/attributes

· Column Name: IDField  Data Type: int     Identity: Yes
· Column Name: Name     Data Type: char

· Select the IDField, click on the Primary Key icon to make the field a unique identifier.

· Choose File – Save as: UserTable1

· Right click UserTable1 and select Open Database – Bring all Rows; populate the database with a few records.

[Assigning User Roles to the Database] 
· Right click the Users option – choose New User.

· Login Name: <new>

· Click Name – then choose the Browse button at the side of the empty field space.

· List Names from: choose your domain (e.g. Sales, Purchase, Admin etc).

· Select DLdomadmins – Click Add.
· Authentication: Windows Authentication
· Click the Database Access tab 
· Select the Permit option next to DeptDatabase 1 only.

· Under Database Roles, check on Permit Access for only the Following Database role:
               db-owner

Explanation;

       This gives users that are part of the Global Group for Admins, owner level permissions on the 

       database in question, we will test this in a while.  
Now to add a more restricted role for User level access,

· Right click the Users option – choose New User.

· Login Name: <new>

· Click Name – then choose the Browse button at the side of the empty field space.

· List Names from: choose your domain (e.g. Sales, Purchase, Admin etc).

· Select DLdomusers – Click Add.
· Authentication: Windows Authentication

· Click the Database Access tab 

· Select the Permit option next to DeptDatabase 1 only.

· Under Database Roles, check on Permit Access for only the Following Database role:

               db-datareader

Explanation;

       This should mean that you can only open the database and view the contents, when you try and add 

        Records, you should be presented with a dialog that informs you that INSERT operations are not 

        permitted.

Now to test these settings;

[At the Client Machine]

The first step here is to test the General User settings to see that we can only gain read-only access to the database.  We therefore need to logon as a member of the Global Group for Users.

E.g. User Name: dom-user1; Password: P@ssw0rd; Domain: Your Domain.
We need to Register ourselves with the Remote Database Server that in this instance lies on the Domain Controller Machine in our domain.
To register a connection to the Database Server:

· Start – All Programs  - Microsoft SQL Server
· Expand Microsoft SQL Servers 

· Right click SQL Server Group
· Choose New SQL Server Registration
· Choose Next
· In the Select a Server panel – choose the Server in your Domain hosting SQL Server.

· Click Next to register – click Finish.

To test the Permissions;
· Expand SQL Server Group
· Expand the Server Name

· Check on the Database Folder

· Double click the DeptDatabase1 database

· Double click on Tables

· Right click on the UserTable1 choose Open Table – Return All Rows
· Try entering a new record, after you have made your entry try clicking into another cell or closing down the window; you are presented with an error informing you that Insert Permissions are denied on this database.
Now repeat the above steps (Logon, Register and Open Database, Tables) for a member of the Admin group, what results do you think you’ll get when trying to perform the same operations? Why is this the case?
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