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[bookmark: _Toc93354351]Abstract
Researching into different types of security analysis techniques and procedures is a way of being able to adapt depending on the type of job role that is given, throughout this report two different types of security techniques and procedures will have to be followed one of them was a active penetration testing while the other one was a forensics collecting both of these were working one side of the spectrum in security to each other where one is actively hacking a website trying to find fault and the other one is trying to recover data that was deleted maliciously. for part one the overall case is shown of how a vulnerability scan is used and then how the information can be conducted for an attack while the second part follows a frenzied case about a malicious worker that sabotages the company by deleting over $3 million worth of data across this this report follows and identifies each case.
[bookmark: _Toc93354352]Introduction
Every year millions of devices are left vulnerable to hackers that will take advantages to create opportunities to attack personal and company devices in a way to gain information. The Information can be used against the company or person as a way of threatening or resulting in financial gain for the hackers. There are other types of scenarios that can also play out in these situations, but mostly results in data gathering for a financial purpose. On the other side you find an ethical hacker, this is a person who conducts most of the same activities as a hacker, but with the owner of the business authority.  
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[bookmark: _Toc93354353]Assignment Rules & Guidelines

1. Do not modify any contents on the website as this is in production status.

2. Provide details of the vulnerability and exploit methodology, including information needed to reproduce and validate the vulnerability and a Proof of Concept (POC).

3. Make a good faith effort to avoid privacy violations, destruction of data, and interruption or degradation of our services.

4. Do not modify or access data that does not belong to you.

5. Do not use vulnerabilities (reported or not-yet-reported) to pivot and discover further vulnerabilities.
[bookmark: _Toc93354354]Assignment Testing Exclusion

1. In no event penetration testers are permitted to access, download, or modify data residing in any other Account, or one that is not registered to them.

2. Executing or attempting to execute any Denial-of-Service attack.

3. Knowingly posting, transmitting, uploading, linking to, sending, or storing any Malicious Software.

4. Testing in a manner that would result in the sending of unsolicited or unauthorized junk mail, spam, pyramid schemes or other forms of duplicative or unsolicited messages.

5. Testing in a manner that would degrade the operation of the Service.

6. Testing third party applications or websites or services that integrate with or link to the Service.

[bookmark: _Toc93354355]Chapter 1 - Penetration Testing on a Live Websites 
[bookmark: _Toc93354356]1.1 Introduction
Healios Pharmaceutical Company (HPC) has currently employed CCFL with the task of providing a professional ethnical penetration testing on their website. The goal of this is to find any vulnerabilities that may lead to an actual hacker using or exploiting their website vulnerabilities for gains against the company. HPC follows a set routine when conducting their job they will go through following a policy containing a contingency they will also look into the type of penetration frameworks they'll be using as well as what tools they will be offering and going further more detailing the types of attacks solutions for the vulnerabilities and also coming up with a cost structure and furthermore going into a time schedule for completion this will all be sent to the employer before this starts so that an agreement can be made before any work starts.
[bookmark: _Toc93354357]1.2 Policy 
I contingency policy is a plan that is put in place a routinely updated for response into a system emergency that can include multiple things such as performing backups but preparing critical facilities and appropriately detailed migration strategies this all can be used to facilitate and operations in events of an emergency and to help aid in the recovery of a disaster.
The main goal of a contingency plan is to minimise the loss of data or to reduce the downtime of production, in the case of destruction of data the website should create a backup before the penetration testing starts, then the backup should be stored on a separate server [1]. 
While working on the job is working with permission to penetrate a company website it does not exclude breaking the law loss still must be followed in the event of working on penetrating the website to try and find vulnerabilities [1].
A limitation to how far the investigation can go in terms of range of systems can be accessed for this task only accessing the domain and items surrounding the web server may be accessed anything attached as third party must not scanned or touched. All information must be logged around the case for proof and evidence of what information has been seen and handled. Before the beginning the website analysis for vulnerabilities, the users must sign a legal contract that if any damage is done. It is not the responsibility of CCFL due to the relation of the task [2]. 
[image: ]
[bookmark: _Toc93354396]Figure 1 - Policy for Contingency
[bookmark: _Toc93354358]1.3 Penetration Testing Framework
A penetration testing framework can provide a comprehensive hands-on guide for testing. It gives a detailed list of security testing tools in each of its own testing categories this framework will be providing a list of major areas that will be pen tested [4]. 
[image: Five Stages of Penetration Testing]
[bookmark: _Toc93354397]Figure 2 - Penetration Testing Stages [5]
As seen in figure 5 diagram it shows the five key stages of penetration testing and by following the five stages it will allow for a hacker to gain substantial amount of evidence and potentially enough information if followed correctly access to exploits all vulnerabilities.
Using OWASP Top 10 is a standard responsiveness document for developers and web application security. It embodies a strong unanimity about the most important security threats to web applications. Following this, the penetration testing will follow the top 10 threats from the 2021 newly revised list [6].
· A01:2021-Broken Access Control [6]
· A02:2021-Cryptographic Failures  [6]
· A03:2021-Injection [6]
· A04:2021-Insecure Design [6]
· A05:2021-Security Misconfiguration [6]
· A06:2021-Vulnerable and Outdated Components [6]
· A07:2021-Identification and Authentication Failures [6]
· A08:2021-Software and Data Integrity Failures [6]
· A09:2021-Security Logging and Monitoring Failures [6]
· A10:2021-Server-Side Request Forgery [6]
The changes from the old list to the new list indicate 3 areas, these are Insecure Design, Software and Data Integrity Failures & Server-Side Request Forgery, these are new to the top ten. While Broken Authentication was merged with Identification and Authentication Failures, XML External Entities was merged with Security Misconfiguration, Cross-Site Scripting was merged with Injection and Insecure Deserialization was merged with Software and Data Integrity Failures [6].

[bookmark: _Toc93354359]1.4 Penetration Testing Tools
After the set plan is place in to motion, the tools are key to find discovering & exploding Healios website, the collection of tools, were handpicked for this type of testing, by visual assessing the website and from using some tool online to scan the domain. A table has been created below listing all the tools that had been used discussing why they were picked and what they were used for on the pen testing. Furthermore, research of the tool has been included for understand and its credibility.
[bookmark: _Toc93354407]Table 1 - Penetration testing tools
	Tools
	Description

	NMAP 
	Nmap is a network scanner written in C, C++, Python & Lua . Nmap is worked to discover hosts and services on a computer network, this is done by sending packets and analysing the responses that are received. Nmap offers a number of elements for examining computer networks, comprising host detection and service and operating system discovery [7].


	Dig
	Dig is a software package used by network administration, it uses command-line tool for querying the Domain Name System. dig is valuable for network troubleshooting and for educational purposes. It can manage based on command line option and flag contentions, or in set mode by reading requests from an operating system file [8].


	Nessus
	Nessus  is used as a network security scanner. It employs plug-ins, which are individual files, to handle the vulnerability checks. This makes it quick and easy to install plug-ins, but also to see which plug-ins are installed, this is also done to make sure that the software is updated to latest threats and attacks current. Nessus uses a server-client architecture, meaning it would in the cloud [9].


	Metasploit
	The Metasploit Project was created as a computer security project that delivers information about security vulnerabilities and benefits in penetration testing along with IDS signature development. Metasploit offers exploits, payloads, auxiliary functions, encoders, listeners, shellcode, post-exploitation code and nops [10].


	Burp Suite
	Burp Suite is one of the best and most widely chosen penetration testing software chosen by security professionals worldwide. With over 15,000 corporations using Burp Suite to safeguard the web and speed up software delivery. Automated, scalable web vulnerability scanning [11].



 
There were a handful of other alternative tools and software packages that would have been used some other packages and software would have been better as they are more updated and are more easily accessible with community support and documentation the main reason for why some of the software packages that will be listed below weren't chosen was due to time constraints and limited knowledge of learning these new software packages but researching them would have shown that it would have been better to probably at least use one or two of them. Fuzzdb, Nikto, MobSF and LES [12, 13, 14 ].
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[bookmark: _Toc93354360][bookmark: _Hlk93174007]1.5 Types of Attacks
A Table of attacks that list all the types of vulnerabilities, description, solution and risk factor. This risk factor indicates the level of severity of the attack to the website. This was the reported information that came out of Nessus more information can be found in the Appendix and A Detailed Overview on Healios Pharma Pen Testing
[bookmark: _Toc93354408][bookmark: _Hlk93174060]Table 2 - Types of Attacks Discovered & Risk
	Name
	Synopsis
	Risk Factor

	PHP Unsupported Version Detection
	The remote host contains an unsupported version of a web application scripting language.
	Critical

	PHP 7.2.x / 7.3.x < 7.3.22 Memory Leak Vulnerability
	The version of PHP running on the remote web server is affected by a memory leak vulnerability.
	Medium

	PHP < 7.3.24 Multiple Vulnerabilities
	The version of PHP running on the remote web server is affected by multiple vulnerabilities.
	Medium

	HTTP TRACE / TRACK Methods Allowed
	Debugging functions are enabled on the remote web server.
	Medium

	Browsable Web Directories
	Some directories on the remote web server are browsable.
	Medium

	Web Application Potentially Vulnerable to Clickjacking
	The remote web server may fail to mitigate a class of web application vulnerabilities.
	Medium

	JQuery 1.2 < 3.5.0 Multiple XSS
	The remote web server is affected by multiple cross site scripting vulnerability.
	Medium

	PHP < 7.3.28 Email Header Injection
	The version of PHP running on the remote web server is affected by an email header injection vulnerability.
	Medium



The attack on the site involved using two protocols mostly which are 80 and 443 with the addition use of 2 other that had known exploitable for denial of service (7070) and allow a remote attacker to bypass security restrictions, caused by the inadequate authentication input (554). A graph is show below to that represent the quantity of port discovered.

[bookmark: _Toc93354398]Figure 3 - Number of Ports Discovered
[bookmark: _Toc93354361]Tools & Attacks
There are plenty of tools on the web that offers similar approaches to vulnerability attacking on web applications for most of these tools they operate affectively following different frameworks for penetration test. The tools that have been used to attack an exploit Healios website are three similar tools that all have different benefactors. The first tool is Metasploit owned and managed by rapid7, with the software having access to a large database, for this database to be used correctly a module is used that can be one of three primarily or multiply depending on the task. These are exploit module, auxiliary module, or post-exploitation module. another tool that is you the Blur Suite, this tool is massively penetration testers street is considered to be one of the most popular all around the tools for web application testing reasons for this is partially because it follows the top 10 owasp framework module allowing for it to be an all in one tool [6]. 
The reasons why predominantly over other tools in the industry such as Fuzzdb and Nikto, was due to time constraints and understanding the software packages already for a more effective testing and better understanding of the software to reduce time. Researching into the previously mentioned tool find some interesting features but also ultimately reasons why not to go for them, Nikto is a very loud tool that makes a lot of traffic and noise when working, this can be a big down side while Fuzzdb tends to focus more as being all in one tool for discovery scans and perform analysis on the responses received furthermore being pre-built attack payloads only [12, 13].
The attack was launched by using a copy of kali Linux with Nessus, Metasploit and Burp Suite software installed, after the scan was completed by Nessus it was quick to see that there are hand full of area that can be exploited as shown in the table above in Table 2 - Types of Attacks Discovered & Risk. With this information it easy to understand the criticalness of the attack ranging from 10 to 0, with ten being the worst.  
It is key to record all details and understanding of penetration testing, the reason for this suggest to be that keeping a log of all success and failures for future recorded and history. On penetration testing allows full security analysis too work on understand trends that can be detected on systems this could help find gaps in information security compliance is and also can help create the graphs and look at response times. furthermore looking into this it also shows how long it can take a team to find a mitigate the impact.

	[image: ]
[bookmark: _Toc93354399]Figu re 4 - Tools Table
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[bookmark: _Toc93354362]1.6 Solutions for the Threats
when it comes to finding solutions for threats and vulnerabilities and all sorts of exploits it can be a very quick patch or it can be something that can take ages and result in downtime for long periods. luckily enough after the testing was conducted it seems to be a lot of PHP issues as well as configuration issues on the back end of the website that gives a lot of the problems. from these findings a table is created below with the exploit found and patch solution that is available.
After reviewing the report found from the Nessus scan it was quick and easy to see that a majority of the issues found are related to PHP outdated and unsupported versions this has created a section of different vulnerabilities and exploits due to the length of time that PHP hasn't been updated, another area of the website that really needs to be addressed is the configuration of the web server in the back end this has left the web directories open and able for hackers to gain access to sensitive resources additionally this is what is used to access restrictions or disable directories indexing.
recommendations that need to be addressed is upgrading the software through a more modern version configurations on the back end need to be addressed by disabling HTTP methods and going full HTTPS and also going from self-certified SSL and having a managed paid for SSL certification. To avoid all this for future occasions defence strategy should be in place by putting in a policy that reviews the site every few weeks with an audit. furthermore also adding that the website should auto update certain areas automatically allowing for certain software and plugins to be automatically updated to the latest version so it's consistently on the most stable branch of software. 

	Exploit, threats & vulnerability’s 
	Patch / Solution 

	PHP Unsupported Version Detection
	Upgrade to a version of PHP that is currently supported.

	PHP 7.2.x / 7.3.x < 7.3.22 Memory Leak Vulnerability
	Upgrade to PHP version 7.3.22 or later.

	PHP < 7.3.24 Multiple Vulnerabilities
	Upgrade to PHP version 7.3.24 or later.

	HTTP TRACE / TRACK Methods Allowed
	Disable these HTTP methods. Refer to the plugin output for more information.

	Browsable Web Directories
	Make sure that browsable directories do not leak confidential
information or give access to sensitive resources. Additionally, use access restrictions or disable directory indexing for any that do.

	Web Application Potentially Vulnerable to Clickjacking
	Return the X-Frame-Options or Content-Security-Policy (with the 'frame-ancestors' directive) HTTP header with the page's response. This prevents the page's content from being rendered by another site when using the frame or iframe HTML tags.

	JQuery 1.2 < 3.5.0 Multiple XSS
	Upgrade to JQuery version 3.5.0 or later.

	PHP < 7.3.28 Email Header Injection
	Upgrade to PHP version 7.3.28 or later.


[bookmark: _Toc93354400]Figure 5 - Table of Exploit, threats & vulnerability’s


[bookmark: _Toc93354363]1.7 Cost of Solution 
Once all the work is done and completed totalling up all of the work comes down to the hours put in and the cost of any additional services that may be required during the penetration testing. this also includes all additional cost after the testing is done for further improvement of service or for investment into future hardware. once all of this is taken into account the table below shows a breakdown of the cost solutions for the entire project.
	
	Cost
	Notes

	Consulted fee
	£ 600
	One off Fee

	Hourly rate
	£55
	Total of 60 Hours 

	Software
	£0
	Update and Maintain

	After Testing Fixes
	£1500
	Service Updates, Setting up daily, week and month timers, Setting up better encryptions, SSL, Force HTTPS, HTPS,  

	Total Cost
	£5400
	



[bookmark: _Toc93354364]1.8 Time Schedule
A time Schedule was keep in place to monitor the stages of the pen testing and for after the testing was completed. 
	
	Start
	Finish
	

	Information Gathering
	01/11/21
	02/11/21
	

	Reconnaissance
	02/11/21
	05/11/21
	

	Discovery and Scanning
	08/11/21
	09/11/21
	

	Vulnerability Assessment
	09/11/21
	16/11/21
	

	Exploitation
	16/11/21
	22/11/21
	

	Final Analysis and Review
	22/11/21
	29/11/21
	

	Utilise the Testing Results
	29/11/21
	04/12/21
	

	Addition Work After
	04/12/21
	14/12/21
	





[bookmark: _A_Detailed_Overview][bookmark: _Toc93354365]A Detailed Overview on Healios Pharma Pen Testing
Stage one of penetration testing is all about Information gathering this involves first line of information gathering around the target this will include things such as information about the organisations and information in scope with the target. This included finding information about the type of company, that can include staff and background, furthermore, looking into any potential Connexions or third-party sites that they used to promote themselves. the main ground of this is to find ground level information that is going to help create a scope around this organisation. The Second half of this is about reconnaissance work; it takes the data gathered from information gathering and then starts to collect additional information around from publicly accessible sources. As the testing continues towards healios-pharma.com, information was needed to be found, referring to table 1. This breaks down information collected, in too smart / presentable data.
[image: ]
[bookmark: _Toc93354401]Figure 6 - who.is information
Using who.is to find information about the domain can give information about the IP address, nameserver & mail. Furthermore, this would show the registrar and renewal dates.
[bookmark: _Toc93354409]Table 3 - Gathering Information for healios-pharma.com
	Gathering Intelligence
	Found Data

	IP Address 
	13.126.252.213

	Domain Names
	healios-pharma.com

	DNS
	ns-873.awsdns-45.net, ns-416.awsdns-52.com, ns-1812.awsdns-34.co.uk

	SSL 
	OpenSSL/1.0.2k-fips - Yes, Self-Signed, Let’s Encrypt

	Web Server Version
	Apache/2.4.46 

	PHP Version
	7.2.34

	Ports
	All Ports are filtered, except 80 & 443 - open 

	Http Redirect
	HTTP will automatic redirect to HTTPS, but has no IP protection.




Stage two is all about scanning and discovering as much information that can be found around the target, from stage one using the information that was gathered as well as the reconnaissance work will allow to discover activities as well as also able to determine things like ports and services that were available for targeted hosts or subdomains that were created as well as available web applications as well that could also be discovered. in the case of healios-pharma.com a lot of information was found, that can be very useful to continue with onto the next stage the information has been presented below in a table that can show the information that was gathered and then a second table display all the information that can be used to go forward into the third stage which is gaining access.
The first part is scanning the web server is to inspect the HTTP headers, this returns a requesting URL with information that can be broken down and analysed. This can be seen in table 2 below that show the outcome from testing HTTP, HTTPS & IP. All data was obtained using webconfs.com/http-header-check.php.
[bookmark: _Toc93354410]Table 4 - Web Server Report
	WEB SERVER INFO
	Found Data

	HTTP 
	HTTP/1.1 301 Moved Permanently =>
Date => Tue, 30 Nov 2021 23:47:48 GMT
Server => Apache/2.4.46 () OpenSSL/1.0.2k-fips
Location => https://healios-pharma.com/
Content-Length => 235
Connection => close
Content-Type => text/html; charset=iso-8859-1

	HTTPS
	HTTP/1.1 200 OK =>
Date => Tue, 30 Nov 2021 23:48:26 GMT
Server => Apache/2.4.46 () OpenSSL/1.0.2k-fips
X-Powered-By => PHP/7.2.34
Expires => Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control => no-store, no-cache, must-revalidate
Pragma => no-cache
Set-Cookie => PHPSESSID=v9kkdgfe5vjh90prlmnfulm43v; path=/; secure; HttpOnly
Upgrade => h2,h2c
Connection => Upgrade, close
Content-Type => text/html; charset=UTF-8

	IP
	HTTP/1.1 200 OK =>
Date => Tue, 30 Nov 2021 23:49:13 GMT
Server => Apache/2.4.46 () OpenSSL/1.0.2k-fips
X-Powered-By => PHP/7.2.34
Expires => Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control => no-store, no-cache, must-revalidate
Pragma => no-cache
Set-Cookie => PHPSESSID=58lec43m4cjage38idrnp9bnhf; path=/; secure; HttpOnly
Upgrade => h2,h2c
Connection => Upgrade, close
Content-Type => text/html; charset=UTF-8



Nmap was the second tool used after scanning the HTTP headers, this was able to show multiply ports that are open and closed. There where separate scans to find out more information about the ports. The first scan was completed using the command  “nmap -v -A healion-pharma.com” this can be seen in figure 4.
[image: ]
[bookmark: _Toc93354402]Figure 7 – Top Ports
The next scan need to find more information on the ports, discover more about the status and availability.
 [image: ]
[bookmark: _Toc93354403]Figure 8 - Port Discovery Scan
The last scan was done to filter out only open port, this can back with 80 & 443 being left open and not filtered.
[image: ]
[bookmark: _Toc93354404]Figure 9 - Port 80 & 443 Open
After the scanning was completed, port 80 and 443 was left open for further testing. The next part of this was installing a software tool that does a basic scan for vulnerabilities & information on the IP address. The software installed is Nessus essentials this tool is able to scan for all types of vulnerabilities. To start scanning for vulnerabilities on the website using the IP address founded before will be used as the target host. once the IP address has been inserted and the target has been set deciding how aggressive or how specific the testing needs to be can be decided for this instance an advanced test was decided so it would scan multiple ports and also compare against a multitude of vulnerabilities in its database.
Once the scan is complete it will then list all of the vulnerabilities from low to high creating a list of critical threats inside. Nexus will then generate a report that are colour coded to show the severity of each exploit or vulnerability found blue being harmless or information that may be useful too dark red which is critical unmarked as a 10 on the highest scale. 
[image: ]
[bookmark: _Toc93354405]Figure 10 - Nessus Essential Report
Stage Three is about gaining access to the system using information from the report it is easy to see what areas need to be attacked and exploited for easy effect. reviewing Figure 10 can see that there are multiple issues that are contained within PHP but also cross scripting. further multiple to elaborate over this, there are other areas containing SSL certification expiries but also self-signed certification this would be recommended for going paid and managed by a certification such as condo.
Once the scans were completed and a direction was given towards vulnerabilities to attack this was then taken into more research than practical, the reasons why it was removed from doing further practical was due to damage and also knowing what would have happened if the attack did go through. The table underneath well left the attack software and how it was conducted and the end result.
[bookmark: _Toc93354411]Table 5 - List of Attacks
	Vulnerability 
	Software
	Attack

	PHP 7.2.x / 7.3.x < 7.3.22 Memory Leak Vulnerability
	Burp Suite
	CVE-2021-21707

	PHP < 7.3.24 Multiple Vulnerabilities
	Burp Suite
	CVE-2021-21705

	HTTP TRACE / TRACK Methods Allowed
	Metasploit
	Attack Details 

	Browsable Web Directories
	Burp Suite
	Attack Details

	Web Application Potentially Vulnerable to Clickjacking
	Metasploit
	Attack Details

	JQuery 1.2 < 3.5.0 Multiple XSS
	Metasploit
	Attack Details

	PHP < 7.3.28 Email Header Injection
	Burp Suite
	Attack Details






[bookmark: _Toc93354366]Chapter 2 - Analysis Cyber Security Incidents & Defensive Technique
[bookmark: _Toc93354367]Introduction 
Nera Star is a research investigator working for Healios Pharmaceutical Company. The firm was actively creating human vaccine for Covid-19 treatment. The research Nera, was involved in the research for six months in total. Nera’s research contained up to 270 pages of sensitive formulae. Due to complication with management and other employees, Nera left the company, in a fit of rage, she deleted all the important research papers so that no one can gain access to them. The issues came to light after Nera left week ago. Nera machine was not backed up throughout a regular backup cycle as the enterprise central backup machine was under repair. Her most recent work which contained the final formula was not backed up. If the data was not retrieved, the firm stood to lose USD 3 million in various contracts with the suppliers. HPC’s IT department failed to retrieve the data.
[bookmark: _Toc93354368]Research 
Research into different types of tools and software packages that could benefit the use of the recovery of data , this is all dependent on the type of information that is needed but reading through the requirements from the company’s request for the type of data it would seem that they are looking for Rich text files, PDFs and word documents. Researching into this and giving a bit of an explanation for the type of tool used would be best fitted for two types of software and tool the first type is a forensic package called encase. this is a forensics package that allows for a forensic investigation to unfold and create the recovery of deleted files from the hard drive of be ex-employee. the investigation would start by following the chain of custody unknown follow on to the procedures that would follow in a forensics methodology this could be found out more in the next section. The other part of this would be using a digital software package that would be to recover hardware individually as a backup procedure just in case in case was unable to find software and it was corrupted. Some software is able to recover damaged files and recover them back to a working state it's not always guaranteed but sometimes it is worth trying Ben losing out on the data completely.  
[bookmark: _Toc93354369][bookmark: _Hlk93346026]Forensics Methodology 
Phone the methodology there is an outline to the various stages that are used and which aids in gathering and handling digital evidence for this to continue the purpose of this is to provide a guide to give professionals a place and policy to follow during a forensics investigation underneath is an image that shows the five stages of a forensics investigation [15].
[image: ]
[bookmark: _Toc93354406]Figure 11 - Forensic Investigation Process
[bookmark: _Toc93354370]Methodology Overview 
The first stage is the pre investigation this is identifying the purpose of the investigation and the risk of the impact this is done to recognise the purpose of the investigation and also to go furthermore into collecting the resources that are required for an investigation to be purposeful without this information it will be difficult to start or even conduct a solution towards the end this will be the foundations that is required.
The second stage of the investigation is the main part that follows through all the way to stage 4. The stage is preserving the information for the case there are six stages to follow these can be shown and listed in the figure above [15].
The stage three is all about analysing and this is about collecting evidence that is analysed this is about gathering the required files and evidence this will involve using any cases more tools and feature side together more information and to try and breakthrough any kind of hidden areas that the individual may have decided to place the folders under [15].
The stage four is a very important stage as this is the stage that documents the investigation's findings this is the last stage of the investigation as it is a summary of what has been found from the evidence collected as well as also logging all of the information from what was originally collected in the first stage and also giving details about what was collected on the second stage. with this information it can then be sent off to being presented [15].
The stage five is the presented stage and is also the post investigation after the investigation is completed a presentation of the evidence is created and this is what information will be used and held within the court using a software such as end case this is licenced to be used in court so whatever in case pulls out will be legally and court certified with its findings [15]. 

[bookmark: _Toc93354371]Forensic Investigation Development
[bookmark: _Toc93354372]Identify : 
Identifying the purpose of this investigation is to restore the deleted files that contained PDFs rich texts and Microsoft Word formats the value of this contract was estimated around $3 million due to the backups not being correct and the deletion of the data being a success the recovery of this information will have to be done and identified for a forensic software package called encase.
[bookmark: _Toc93354373]Preserve : 
To preserve the information and the data of the devices to be access an secured safely isolating the information needs to be done first. As listed in the stages above the first stage is seizing the evidence, first securing the machine that had the deleted data on, making sure the device is not turned off so a copy of the ram is taken this would be lost if the machine is turned off so it is critical to get this before anything else. after that examining the devices forensic clean together and preserve the evidence. The next stage is making sure that it's write is blocked making this device read only, this stops any tampering with the evidence, even if it's accidental this could create an issue that unrecoverable or misleading evidence towards the end report. The next stage here is creating and collecting a copy of the data once a copy of the data is created this also must be made into a read only so it is able to be analysed and not tampered with the original copy will be sent to a evidence locker and contained and stored in a safe area where it cannot be tampered with once this is done the data is then collected bit by bit and it's represented into its original form which the analyst commenced start the job. 
[bookmark: _Toc93354374]Analyse : 
Now the data has been collected and the analysis can work on the drive using a copy of encase on the backed up data creating a hash value using an algorithm such as MD5 to compare the two different drives together this means if any alteration is found then there is an issue with the drive and it needs to be recreated to be exactly like the original otherwise it would be a tampered and untrustworthy to be used with in court. With the start of use of encase software, the imaging forensic toolkit will be recovering the data. It is able recover corrupted and deleted files as well as certain types of extension and all other types of formats that could be requested. For this case only word documents, rich text and PDF were required. As the device was UN used since the individual ex-employee left the company not a lot of writing was done over the desk meaning that a high chance of success was able to recover the last deleted files. with all the relevant files being found and the ability to research has been recovered it is now available to put into documentation and move forward to the last stage of the investigation.
[bookmark: _Toc93354375]Document : 
The data collection part is used after the analysis of the encase has finished. After tidying up the documentation and only exporting the required information needed the document would be ready to be presented in front of a court of law as this will be acceptable due to the software being licenced. the evidence will remain in custody until the case is closed and no further information would ever be required.
[bookmark: _Toc93354376]Present :  
The information he is presentable in evidence and is found by the analysis this is then handed over from the investigation team with its findings and delivered to the customer or court.
[bookmark: _Toc93354377]Professional Forensics 
A professional forensics report is based on the actions taken to restore the lost data that was deleted this forensic report will be based on the purpose of the report, the company it was assigned for, the company that given the job, the report of an incident summary and information that was recovered and found as evidence [16]. 
[bookmark: _Toc93354378]Objective of the Statement
A company was called in to recover information that was lost when a member of staff sabotaged the company by deleting 270 pages of sensitive research that was based on current market trends That offered high value of $3 million worth. The task was to recover and gain access back to the files that was deleted [16].
[bookmark: _Toc93354379]Company Details
Healios-pharma is a leading company in the pharmaceutical research industry by creating the latest and high amounts of research on the COVID jabs.
[bookmark: _Toc93354380]Penetration Company
CCPL Computer Forensic Investigator was employed by healios-pharma as a forensics investigators to recovered the deleted files.
[bookmark: _Toc93354381]Statement of Case Review
Prior to CCPL being called into forensic Lee investigate and recover deleted files an employee sabotaged the company by deleting their research due to disagreement with management the cost of this deletion of work could have costed the company approximately $3 million. this research is working towards the vaccines for COVID-19 treatment this research is also considered to be critical and also backed by many governments at the time for it's important. this case was high priority due to the amount of research that could be lost [16].
[bookmark: _Toc93354382]Evidence
Throat the analysing of the hard drive the deleted files on the device was found containing information about COVID-19 and matched identical to the information that was given towards the beginning of the case, comparing the information given at the beginning and to the information found it would seem to be a correct in gathering the information and restoring. using in case to analyse and recover this information a forensic port was created and detailing all the stages and steps used to outline the process that followed. furthermore checking the hard drive hashes to make sure they match at the end verified that the evidence was correct and authentic [16].


[bookmark: _Toc93354383]Invoice 
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[bookmark: _Toc93354384]Conclusion 
To conclude the research that has been carried out on this report it has led to investigations coming twin end and both outcomes have been rewarding and both fulfilling in what has been learned. the first investigation came out with the results that showed the website was very insecure and had lots of vulnerabilities lying under it that could be seen from mostly PHP but lead to different forms of PHP attacks that could be done it from remoting to memory leaks and much more other areas that could have improved the website such as directory access and SSL certification. The use of specialist software such as Nessus and Metasploit were used in the case for scanning and attacking this was all then documented and noted down to follow the stages that were set out. keeping within the guidelines of the rules the attacking was no further than vulnerability scanning but looking up and researching the attacks to find out what kind of damage they could have done and also how to find solutions for these. 
Moving onto the second area of the report shows a forensics assignment that required action to be taken it follows the stages of identifying, preserve, analysing, document and present. This following the methodology and the procedures of using a proper software and handling of evidence it was gathered that the correct procedures. In place this would show a hypothetical investigation of how it would be carried out using the encase image tool and also using software to hash the information for security the end of this would have shown it to be written for court and fit for court.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with the literature using relevant sources and materials. Appropriate referencing convention used. However, it would be good to use more updated peer reviewed articles. (Grade mark: 73.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have provided the relevant knowledge but provide too much on the research aspect.  The research focus should mainly be on both tasks and not giving so many details on concepts and tools. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed application of the methods, tools and technique used to carry out your tests. More critical analysis would enhance this section and limit the amount of research information.  You have done penetration testing on the live website you have used appropriate penetration testing tools. Screenshots with explanation of these provided. You have also provided a spreadsheet report on the Pen Test carried out. You have done recommendation for the threats discovered. Note if you had use this tool https://tools.kali.org/web-applications/dirbuster  you had opportunity to get to the portal and this portal would take you to the backend and you could try to dig it for more information.
Part 2 could reduce on the research aspects and list the methodology steps that need to carry out the investigation. Note, the first procedure should be: 
• All the ceased devices carefully placed in anti-static bags and transported them to a forensics laboratory. 
The schedule to execute the potential solution done, cost solutions done, recommended solution given and invoice for the forensics investigation portion. No Chain of custody document.  No sample generated report from a forensics software such as FTK. (Grade mark: 82.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]33

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Evidence of practical/hands-on penetration testing done.  Screenshots provided and the relevant tools used (Grade mark: 80.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]20

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work has grammatical and typo errors.  (Grade mark: 68.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3.4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]78%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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-$ nmap - top-ports 20 13.126.252.213

Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-30 22:16 GNT

Nmap scan report for ec2-13-126-252-213.ap-south-1.compute.amazonaws.com (13.126.252.213)
Host is up (0.32s latency).

PORT  STATE  SERVICE
21/tcp  filtered ftp

22/tcp  filtered ssh

23/tcp  filtered telnet
25/tcp  filtered smtp

53/tcp  filtered domain
80/tcp open  http
110/tcp filtered pop3
111/tcp filtered rpcbind
135/tcp filtered msrpc
139/tcp filtered netbios-ssn
143/tcp filtered imap
443/tcp open  https
445/tcp  filtered microsoft-ds
993/tcp  filtered imaps
995/tcp  filtered pop3s
1723/tcp filtered pptp
3306/tcp filtered mysql
3389/tcp filtered ms-wbt-server
5900/tcp filtered vnc
8080/tcp filtered http-proxy
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$ nmap v -A healios-pharma.com

sStarting Nmap 7.91 ( https://nmap.org ) at 2021-11-30 22:12 GNT
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 22:12

Completed NSE at 22:12, 0.00s elapsed

Initiating NSE at 22:12

Completed NSE at 22:12, 0.00s elapsed

Initiating NSE at 22:12

Completed NSE at 22:12, 0.00s elapsed

Initiating Ping Scan at 22:12

Scanning healios-pharma.com (13.126.252.213) [2 ports]
Completed Ping Scan at 22:12, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 22:12
Completed Parallel DNS resolution of 1 host. at 22:12, 0.06s elapsed
Initiating Connect Scan at 22:12

Scanning healios-pharma.com (13.126.252.213) [1000 ports]
Discovered open port 143/tcp on 13.126.252.213

Discovered open port 25/tcp on 13.126.252.213

Discovered open port 21/tcp on 13.126.252.213

Discovered open port 110/tcp on 13.126.252.213

Discovered open port 80/tcp on 13.126.252.213

Discovered open port 8008/tcp on 13.126.252.213

Discovered open port 8010/tcp on 13.126.252.213

Discovered open port 5060/tcp on 13.126.252.213

Discovered open port 2000/tcp on 13.126.252.213

Completed Connect Scan at 22:12, 4.155 elapsed (1000 total ports)
Initiating Service scan at 22:12

Scanning 9 services on healios-pharma.com (13.126.252.213)
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$ nmap healios-pharma.com —p-

Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-30 22:35 GNT

Stats: 0:04:29 elapsed; @ hosts completed (1 up), 1 undergoing Connect Scan
Connect Scan Timing: About 33.77% done; ETC: 22:48 (0:08:48 remaining)
Nmap scan report for healios-pharma.com (13.126.252.213)

Host is up (0.035s latency).

Other addresses for healios—pharma.com (not scanned): 64:f9b::d7e:fcds
YDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.anazonaus . con
Not shown: 65533 filtered ports

PORT  STATE SERVICE

80/tcp open http

443/tcp open  https

Nmap done: 1 IP address (1 host up) scanned in 778.86 seconds
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Balance Due:   - £828.00  

CCPL Computer Forensic Investigator   INVOICE   # 20220102           Bill To:   healios - pharma   Date:  Payment   Terms:   Due   Date:   PO   Number:   Jan 3,   2022     BACQ       Jan   17,   2022   23BNLJ23            

Item  Quantity  Rate  Amount  

Consultation Fee  1  £600.00  £600.00  

Hourly Rate  62  £55.00  £3,410.00  

Investigation  1  £1,200.00  £1,200.00  

Data Recovery  1  £1,450.00  £1,450.00  

Documenting  1  £250.00  £250.00  

Forensic Report  1  £450.00  £450.00  

6 Months Warranty  1  £350.00  £350.00  

         

Subtotal:  £7,710.00  

Discount:  £690.00  

Tax (20%):  £1,404.00  

Total:  £8,424.00  

Amount Paid:  £9,252.00  
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