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Executive Summary 

The current report critically assesses the principles of cloud engineering by applying Docker 

containerization principles in real-life and examining the fundamentals of cloud concepts. It has 

shown virtualisation, containerisation, image building, volume management, container 

networking, and image publishing to DockerHub, and has been demonstrated by a video. The 

report discusses load balancing, scalability and application gateway as the complementary 

technologies that provide high-availability cloud architectures. It also examines serverl-ess 

(AWS Lambda, Azure Functions) and containerisation in terms of cost structure, operational 

overhead, and trade-offs between latency and cost. The cost flexibility, business flexibility, and 

globalization are the major forces influencing cloud growth. The results support the thesis that 

containerisation and server-less models have differential benefits based on the workload features 

and the organisational needs. 



Table of Contents
Executive Summary	  .........................................................................................................................2

Introduction	  .....................................................................................................................................4

1. Docker and Containerization Technologies	  .................................................................................5

1.1 Principles of Virtualization	  ....................................................................................................5

1.2 Principles and Benefits of Containerization	  ..........................................................................7

1.3 Docker images and publishing.	  .............................................................................................9

1.4 Container Volumes	  ...............................................................................................................12

1.5 Container Networking	  .........................................................................................................14

1.6 Sample Implementation: Full Web Server Implementation.	  ...............................................16

1.7 Video Demonstration	  ...........................................................................................................18

2. Cloud Computing Core Concepts	  ..............................................................................................19

2.1 Load Balancing Implementation	  .........................................................................................19

2.2 Scalability in Cloud Environments	  ......................................................................................21

2.3 Application Gateways	  ..........................................................................................................24

2.4 Complementary Nature of Load Balancing and Scaling	  .....................................................25

2.5 Benefits of Combined Implementation	  ................................................................................27

3. Cloud Computing Evolution and Server-less Paradigm	  ............................................................28

3.1 The forces behind Cloud Expansion.	  ...................................................................................28

3.2 Server-less Functions Architecture	  ......................................................................................30

3.3 Comparative Analysis: Server-less vs Containerization	  ......................................................32

Conclusion	  .....................................................................................................................................34

References	.....................................................................................................................................35



Introduction 

Cloud engineering has transformed the modern information technology infrastructure by offering 

cost-effective and scalable and flexible solutions to deploy and manage applications. The report 

thoroughly reviews the key principles and practices of cloud engineering, including a specific 

focus on containerization technologies like Docker, key ideas of cloud computing like load 

balancing, scalability, and application gateways, and such emerging paradigms as server-less 

computing. This report, through a comprehensive technical analysis, practical demonstrations 

and comparative evaluations demonstrates how the combination of these technologies will help 

an organization establish resilient, efficient, and highly available cloud-native applications that 

can suit the modern business needs. 



1. Docker and Containerization Technologies 

1.1 Principles of Virtualization 

Understanding Virtualization Architecture 

Virtualization is a technology on which other technologies are built, with the ability to create 

many simulated environments on a single physical hardware system. A hypervisor is in charge of 

and distributing hardware resources to the virtual machines, which each has a complete operating 

system and applications [1]. This layer of abstraction does not tie the physical infrastructure to 

the computational workloads and it allows more optimal utilization of the resources and 

isolation. Conventional virtualization builds completely autonomous virtual machines that have 

independent kernels, system libraries, and binaries [2]. 

 

Figure 1: Virtualization architectural diagram [9]. 

Hardware Virtualization Components 

The virtualization stack consists of some important layers such as physical hardware layer, 

hypervisor layer, and the virtual machine layer. Type 1 hypervisors directly execute on hardware 

that offers bare-metal virtualization, whereas Type 2 hypervisors execute without hardware and 

rather run on a host operating system [3]. The functionalities of every virtual machine are a full/

fledged guest operating system which occupies extensive resources of storage and memory. The 



virtualization layer interprets instructions between the CPU of virtual machines and the real 

hardware making sure that they are isolated and secure [4]. 

Allocation of resources within Virtual environments. 

Virtual machines make sharing of physical hardware resources among many isolated 

environments very effective. CPU scheduling algorithms are in charge of allocating processing 

time to virtual machines according to configured priorities and resources allocations [5]. In 

virtualized systems, memory management has such techniques as memory ballooning and page 

sharing, which ensure optimal resource usage of RAM by several VMs. The storage 

virtualization is used to abstract physical storage devices which are then presented as logical 

units which may be dynamically assigned to various virtual machines [6]. 

 

Figure 2: Hyper-V manager 



1.2 Principles and Benefits of Containerization 

Containerization Architecture Fundamentals 

Containerization is a type of operating-system level virtualization that bundles apps with 

dependencies into standalone runtime. Containers do not have to restart the entire host operating 

system kernel like the virtual machines, but the process and file system isolation remains [9]. 

There is also a significant reduction in overhead in this architecture and this makes it achieve a 

higher number of applications per host than traditional virtualization. Container engines such as 

Docker use namespace isolation, control groups and union file systems as means of lightweight 

virtualization [10]. 

Efficiency and Resource Optimization 

Container takes minimal occurrences of system resources than virtual machines since they do not 

require different guest operating systems. The commonality of kernel minimizes memory and 

storage overheads so organizations can deploy much more containers than virtual machines on 

the same hardware [11]. Container boot up times are generally in the milliseconds range and not 

the minutes range and thus the scaling and deployment time is quick. This efficiency also is 

directly proportional to the lower costs of infrastructure and higher resource utilization rates [12]. 



 

Figure 3: Container vs VM architecture [38]. 

Advantages of Portability and Consistency. 

A major advantage of containerization is the assurance of similar behaviour within disparate 

computing environments. All application dependencies, libraries and configuration files are 

encapsulated into containers so there is no more classic works on my machine issue [13]. The 

identical container image executes the same on both developer laptops, testing environments, and 

production clusters. This portability eases continuous integration and continuous deployment 

pipelines causing less risk on deployment, and also shortening release cycles [14]. 



 

Figure 4: Cloud Computing [3]. 

Virtualisation vs Containerisation: A Comparative Analysis 

1.3 Docker images and publishing. 

Construction and Best Practices of Docker files. 

A Docker file is a blueprint as a declarative format of instructions which are used to construct a 

Docker image. The very first instruction that follows the FROM is the call of image specifying 

which image the Docker file is based on: further instructions can then be used to alter the image 

by installing software, copying files, and configuring the environment [17]. Every command in a 

Docker file is a new layer in the final image building a layered file system that facilitates storing 

Feature Virtualisation Containerisation

Isolation level Full OS isolation Process-level isolation

Start-up time Minutes Seconds

Size GBs MBs

Hypervisor required Yes No

Guest OS per instance Yes No (host kernel shared)

Portability Moderate High



and transmitting data. In the course of completing my class work, I created a Docker file of a 

web server application that I began with a nginx base image. 

 

Figure 5: Docker editing in terminal 

Example Docker file Structure: 

FROM nginx:alpine 
LABEL maintainer="student@cloudengineering.edu" 
COPY index.html /usr/share/nginx/html/ 
COPY styles.css /usr/share/nginx/html/ 
EXPOSE 80 
CMD ["nginx", "-g", "daemon off;"] 

This Docker file illustrates fundamental commands such as the choice of a base image, copying 

files, exposing ports, and default command. In the alpine version, the final image size has been 

significantly lowered as it is a low-resource Linux distribution [18]. The layer caching 

mechanisms even further reduce the time taken to rebuild by reusing common layers to earlier 

builds. The use of good sequence of commands in Docker files will help the maximum usage of 

the cache and the shortest time to build [19]. 



 

Figure 6: Docker Build Command 

Image Building Process 

Docker file instructions are executed one after the other by the Docker build command, which 

constructs intermediate containers and commits the outputs, as layers in the eventual image. 

Build context determination In Docker, build context determination happens when Docker 

transfers all files in the given directory to the Docker daemon that may be utilized in the image 

[20]. Docker considers every instruction during the build process and looks at any layer that is 

also found to be in cache as a result of the previous build and either uses up the existing ones or 

builds new layers. The parameters of different deployment scenarios are parameterized by build 

arguments and the environment variables [21]. 

Image Registry/Image Distribution- Docker registries represent a central source of container 

images in the development teams and deployment environments that store and release container 

images. Docker Hub is the biggest public hub that contains millions of official and user-created 

images [22]. Organizations use private registries to store proprietary images in safe areas and 

access them by using authentication solutions. Naming conventions Image naming follows the 



registry/repository: tag format where the tags name individual versions or variations of images 

[23]. 

 

Figure 7: Docker web interface 

Removing the images @ Docker Hub 

Publishing of pictures into DockerHub starts with the authentication into the registry with the 

help of Docker login and valid credentials. It is important to label the images with the 

appropriate tags including the DockerHub username and repository name to be pushed [24]. In 

my practice exercise, I labelled my personal webserver image with the following command: 

Docker tag webserver: latest username/webserver: v1.0. The Docker push command is used to 

push the layers of an image to DockerHub, which optimally transfers only modified layers to the 

registry, thereby avoiding the transfer of duplicate layers. Images published under different 

visibility settings of the repository are accessible to other users which promotes collaboration 

and sharing [25]. 

1.4 Container Volumes 

Persistent Storage Requirements 



Containers are disposable in nature that is, data contained in the writable layer of a container gets 

lost when the container is deleted. Most applications must have persistent storage that endures 

container lifecycle events such as stops, restarts and deletions [26]. Docker volumes offer the 

functionality of ensuring the persistence of data produced and consumed by containers, in a 

separate section of the host file system controlled by Docker. Volumes to a certain degree 

perform better than bind mounts or storing data in the container layer [27]. 

 

Figure 8: Docker container volume 

Development of Volume and Supply 

Docker volumes can be imposed manually through the Docker volume create command or can 

be implied once the containers with volume requirements are running. Named volumes are more 

portable and easier to handle in comparison with an anonymous volume that Docker auto 

generates [28]. To practice, during class, I used Docker volume create MySQL-data to generate a 

named volume within a database container where database files would be stored, which would 

withstand updates to the container. Volume inspection commands command display extensive 

details on the location of volume (mount point), driver and volume of the host system [29]. 

Volume Mounting Strategies 



The volumes can be accessed by containers via mount points indicated by the Docker files 

instruction VOLUME or by mount points indicated by the -v or -mount flag. The syntax used in 

configuring the volumes is more explicit and readable when using the -mount syntax in contrast 

to the older and still used -v flag [30].  

1.5 Container Networking 

Docker Networking Architecture 

Docker adopts a pluggable structure of network architecture that allows the use of several 

network drivers that determine the way in which containers can interact amongst themselves and 

with external infrastructure. The default bridge network gives the barebones connectivity to the 

containers on a single host, automatically allocating IP addresses using a private subnet [33]. 

Rubidium bridge networks are provided with more options such as automatic DNS resolution 

between containers on the basis of hostnames in the form of container names. The overlay 

networks facilitate communication between the containers within a swarm mode on different 

Docker hosts or between the containers and the external orchestrators [34]. 

 

Figure 9: Docker network creation 



Network Building, Networking. 

Custom Docker networks provide superior isolation and control as opposed to the default bridge 

network. The Docker network create command takes parameters, which include the network 

driver, subnet configuration and the gateway addresses [35]. In my actual application, I made my 

own bridge network with Docker network create -vie bridge -subnet 172.18.0.0/16 wasp-network 

to isolate my components of the web application. In custom networks, it is possible to selective 

connectivity, communication with only containers connected to the same network being able to 

establish a direct connection between them [36]. 

Container Network Attachment 

Containers may join a network at creation with the. Network flag or may join a network 

dynamically with the Docker network connect. A container can have multiple network 

attachments to directly communicate between network segments, which can be employed to 

build multi-tier architectures [37]. In my project in the class, I linked my web server container to 

an external network and an internal network without a gateway to access a database. Network 

aliases allow the use of various DNS names in one network by containers, facilitating load 

balancing and service discovery patterns [38]. 



1.6 Sample Implementation: Full Web Server Implementation. 

Project Overview and Architecture. 

My full practical illustration involves full deployment of a web server that puts into play all other 

concepts of Docker discussed. The project includes an nginx web server that provides a custom 

HTML page with corresponding CSS that is used to build an image, run containers with image, 

manage volumes, create network, and publish the images to DockerHub. This deployment is a 

sensible example of what happens when a cloud engineer encounters a practice in real life, where 

the use of containers enables the deployment of web applications to be easier [1]. 

 

Figure 10: Running container 

Docker file Development 

I created a Docker file that is based on best practices in creating effective and safe container 

images. The file is based on the official nginx: alpine base image to keep the size to a minimum 



and retain all the functionality [2]. Instructions also duplicate the custom index.html and other 

assets to the correct nginx directory hierarchy.  

Environment variables are used to configure the behaviour of nginx and the EXPOSE instruction 

is used to document the listening port of the container. The entire Docker file follows the 

philosophy of forming a minimal, focused image that is effective in carrying out particular 

functions. 

Building of the Image and Local Testing 

Running the build command Docker build -t custom-webserver: v1 converts the contents of the 

Docker file and creates the image with all of the named layers. Its building process was 

successful, as it made an image around 25MB in size because of the use of the alpine base [3]. 

Local testing entailed running the container under Docker run -d -p 8080:80 -n my-webserver 

custom-webserver: v1 that initialized the server in detached mode. Visiting the webserver at 

http://localhost:8080 ensured the web server properly served the custom HTML page with 

appropriate style and functionality. 

 

Figure 11: Docker output 



Content Management Volume Integration 

To show the use of volumes, I made a named volume Docker volume create web-content and 

adjusted the container deployment to mount this volume. The modified run command was 

Docker run -d -p 8080:80 -v web-content:/user/share/nginx/html custom-webserver: v1 that 

mounted the drive to the nginx content folder [4]. This setup allows updating the content without 

having to re-assemble the image or to re-launch the container. To check volume persistence, I 

halted and cleared the container and then generated another instance having the same volume and 

ensured that the content was retained across container lives. 

1.7 Video Demonstration 

A detailed video presentation has been made covering all practical examples as discussed in this 

report. The video tour has real-time demonstrations on how to create Docker files, build images, 

launch containers with different settings, create volumes and mounts, network, and the entire 

process of publishing to DockerHub. Troubleshooting, and discussing the best practice of each 

operation are also included in the demonstration. The video has been posted to YouTube as an 

unlisted source to ensure privacy but allow evaluation. 

Video Link: https://drive.google.com/file/d/1vPo1dQa_kDCdOai5xupHIpS_pwBNw04c/view?

usp=sharing 

The video presentation is logically developed through simple concepts to the complex 

implementations, thus making the viewer understand every part of the concept clearly. Terminal 

instructions are easily read, with descriptions of parameters and anticipated results. The 

demonstration will end with the verification procedures to assure the successful deployment and 

access to the web server application. 

https://drive.google.com/file/d/1vPo1dQa_kDCdOai5xupHIpS_pwBNw04c/view?usp=sharing
https://drive.google.com/file/d/1vPo1dQa_kDCdOai5xupHIpS_pwBNw04c/view?usp=sharing


2. Cloud Computing Core Concepts 

2.1 Load Balancing Implementation 

Load Balancing Fundamentals 

Load balancing spreads out the network traffic as it arrives at the endpoint onto several servers 

on the back-end so that a single server should not be overwhelmed by requests. This distribution 

makes the most out of its resources, maximizes the throughput, minimizes the response time and 

prevents overloading of a resource [7]. Current cloud load balancers work at various network 

layers with Layer 4 load balancers deciding routing decisions using IP addresses and TCP/UDP 

ports, whereas Layer 7 load balancers analyse application data and HTTP headers and cookies 

[8]. 

 

Figure 12: AWS console load 

Elasticity AWS Load Balancing Architecture 



Amazon Web Services delivers load balancing via Elastic Load Balancing (ELB) with three 

options; Application Load Balancer (ALB), Network Load Balancer (NLB) and Classic Load 

Balancer.  

Application Load Balancers are application-layer switches with high routing features that are 

admired on request content, and they can be configured to use path-based routing rules and host-

based rules [9]. Network Load Balancers operate in the transport layer, and they can support 

millions of requests per second at minimal latency, which is optimal when high-performance is 

absolutely necessary due to TCP traffic. Configuration entails the development of the load 

balancer [10]. 

Azure Load Balancer Solution 

Load balancing is done by Microsoft Azure to load balancing using Azure Load Balancer in 

scenarios of Layer 4 and using Azure Application Gateway in layer 7. Azure Load Balancer is 

used to distribute traffic of virtual machines in the same region based on hash-based distribution 

algorithms [11]. The service is compatible with the public load balancers to internet facing 

applications as well as internal load balancers to applications within virtual networks. The 

configuration of Azure Load Balancer requires the setup of frontend IP configurations, backend 

address pools, health probes and load balancing rules which indicate port mappings and 

distribution mechanisms [12]. 



 

Figure 13: Azure load portal 

Health Checks and Failover 

Backend servers are probed by load balancers to ensure their health constantly, with commands 

that can be configured with probes to send periodic requests to test the services. On a failed case 

that is identified by health checks, the load balancer itself will remove the failed case off the 

rotation and won't redirect traffic towards failures [13]. Parameters like check interval, time-to-

wait, and a set number of consecutive failures before an instance would be declared unhealthy 

are configurable. High availability is guaranteed with automatic failover, which diverts traffic a 

few seconds after failure detection to serve without the need to intervene manually [14]. 

2.2 Scalability in Cloud Environments 

Horizontal vs. Vertical Scaling 

Scalability is the capability of the system to scale at a higher load by increasing resources, which 

can be achieved either vertically or horizontally. Vertical scaling adds capacity by updating 

existing machines with more power (CPU, memory or storage) [17]. Horizontal scaling is used to 

increase capacity by instituting additional machines in the resource pool and spreading load 



among various instances. The horizontal scaling is more appropriate with cloud environments 

because of virtually unlimited capacity, increased fault tolerance and incremental scale based on 

accurate requirements [18]. 

 

Figure 14: AWS auto scaling group 

Auto Scaling Mechanisms 

Cloud platforms use auto scaling and can automatically increase or decrease resource capacity in 

response to specified metrics and policies. Auto scaling groups are used to maintain a predefined 

number of instances, where failed instances are replaced automatically as well as the number of 

instances is scaled based on the demand patterns [19]. Scaling policies determine threshold states 

like CPU usage of more than 70 percent, causing the addition of instances or less than 30 

percent, causing removals. Predictive scaling uses past trends in a proactive scaling of capacity 

ahead of the predicted demand variation and eliminates the backlog between demand peaks and 

capacity supply [20]. 



 

Figure 15: Azure monitor auto scale 

AWS Auto Scaling 

Amazon Web Services Auto Scaling is designed to combine with other services such as EC2, 

ECS, DynamoDB, and Aurora to offer extensive scaling services. EC2 Auto Scaling groups 

specify minimum, maximum, and desired capacity as well as launch templates that specify 

instance configuration [21]. The target tracking policies ease configuration by retaining a 

particular set of metrics like the average CPU use or request count per target.  

The step scaling policies will allow more fine-tuning with varying scaling adjustments depending 

on the severity of threshold violations. Configuration is also considered in terms of cooldowns, 

which inhibit consecutive scaling activities within a short time that may result in unstable 

conditions [22]. 

Azure auto scale Implementation 

Azure monitor auto scale is an auto scaling service available in Microsoft Azure which can scale 

up virtual machine scale sets, app service and other resources. Auto scale rules examine metrics 

within designated time frames, taking real-time actions to scale as conditions are defined [23]. 



Multiple conditions can be joined together in rules with logical operators to build complex 

scaling logic using different metrics at the same time. Profile based scaling can allow different 

scaling behaviour during particular time intervals or recurring schedules to achieve optimal costs 

by minimizing capacity when demand is known to be low [24]. 

2.3 Application Gateways 

Application Gateway Functionality- Application gateways are at the application layer and offer 

better traffic management functionalities than simple load balancing. Such services provide 

services such as SSL/TLS termination, web application firewall, URL-based routing, and the 

affinity of sessions [27]. SSL offloading in the gateway will distribute the processing load among 

its servers by moving encryption and decryption to the gateway. Path-based routing is one 

allowed to impact as many applications as possible to propagate requests to numerous backend 

pools by URL paths using a single gateway [28]. 

Azure Application Gateway Architecture- Azure Application Gateway is a managed Layer 7 

load balancer designed with inbuilt capabilities of delivering modern applications. The service 

comes with Web Application Firewall (WAF) that defends against typical web vulnerabilities and 

exploits that OWASP top 10 threats are [29]. Multi-site hosting is the ability of a single instance 

of a gateway to many websites with separate backend pools depending on hostname. 

Configuration takes on the specification of frontend configurations, backend pools, HTTP 

configurations, and routing policies which control how requests are handled [30]. 

AWS Application Load Balancer Features 

AWS Application Load balancer offers advanced request routing services on HTTP/HTTPS with 

the capability to support containerized applications/microservices. Content-based routing directs 

requests to other target groups either using hostname, path, header, query strings or source IP 

addresses [31]. Indigenous support of container orchestration platforms allows containerized 

tasks to be automatically registered and deregistered. It has more advanced capabilities such as 



redirects, fixed responses to particular request patterns and authentication integration with 

identity providers such as SAML, LDAP, and social identity providers [32]. 

 

Figure 16: Azure application gateway dashboard 

Protection and security features 

Application gateways have several security layers that safeguard the applications against diverse 

attack vectors. Firewalls in web applications check the incoming traffic with a set of rules that 

identify SQL injections, cross-site scripting, and other harmful patterns [33]. Custom rules allow 

organizations to provide application-specific protection policies that suit the unique security 

needs of an organization. The use of the SSL/TLS policy management guarantees high-quality 

encryptions whereas being compatible with all client capabilities. DDoS protection systems 

recognize and prevent distributed denial of service attacks before hitting the backend 

applications [34]. 

2.4 Complementary Nature of Load Balancing and Scaling 

Synergistic Relationship 

Load balancing and scaling are complementary terms which combine to provide highly available 

and high-performance applications. Load balancing manages the distribution of traffic across 



instances based on available instances and scaling governs the number of instances based on 

demand creating a dynamic system that keeps performance constant with variation in loads [37]. 

On the other hand, non-scaling load balancing fails to support users when the load is above the 

predetermined capacity of the available instances [38]. 

 

Figure 17: AWS ALB listener 

Dynamic Resource Management 

Auto scaling is a process that responds to the change in demand, adding and removing instances, 

whereas load balancers will automatically add instances to the endpoints and deflate unhealthy 

instances. This automation provides self-repairing infrastructure that does not need staff to keep 

the service up [39].  

Load balancers conduct health checks, which can be critical inputs when making scaling 

decisions, and can be used to understand when performance is getting worse due to lack of 

capacity, and when it is due to errors in the application. The combination allows infrastructure to 

dynamically respond to patterns of traffic between gradual trends and immediate spikes. 



2.5 Benefits of Combined Implementation 

High Availability Architecture 

The integration of load balancing, scaling, and application gateway leads to highly available 

architectures that are resistant to different failures. Application gateways offer built-in 

redundancy on entry point whereby traffic is distributed by load balancers over multiple 

availability zones [1]. Load balancers identify instances that fail and divert them but they auto 

scale unless the capacity is at risk due to the breakdowns. This multi-layered relieves single 

points of failure, and attains a level of availability of over 99.99 configured in geographical 

regions [2]. 

Enhanced Security Posture 

The combination implementation provides defence in depth with several layers of security. 

Application gateways verify and filter traffic containing malicious code before it is sent to load 

balancers or application instances [3]. Load balancer security groups only permit the traffic on 

authorized ports and protocols which have authorized sources. The backend instances are run on 

subnets that are not reachable to the internet except via the load balancers to avoid direct internet 

access which would provide chances to reveal vulnerability [4]. 

Efficiency and Management 

The operation of these three technologies is made easy under a single management as opposed to 

applying similar functionality with customized solutions. Cloud provider consoles provide 

integrated dashboards of metrics, health conditions, and settings of all the components [5]. 

Infrastructure-as-code tools, and automation frameworks, make deployment and management of 

configuration consistent across environments. These operational advantages minimize the 

management overhead and leads to enhance reliability and responsiveness to problems [6]. 



3. Cloud Computing Evolution and Server-less Paradigm 

3.1 The forces behind Cloud Expansion. 

Cost Reduction and Financial Flexibility 

The issues of costs can be considered one of the key contributors to cloud adoption since 

organizations have shifted their capital expenditure models to operational expenditure models. 

Cloud computing removes high initial expenditures on computer equipment, on data centres and 

peak load capacity planning [9]. Pay-as-you-go pricing means that the price matches actual usage 

allowing start-ups and small businesses to reach infrastructure commensurate of the enterprise 

without having to make the initial investments of an enterprise [10]. 

 

Figure 18: AWS LaMDA dashboard (myself). 

Business Agility and Time-to-Market. 

Cloud services have greatly shortened the infrastructure setup timeframe, which would have 

taken weeks or even months, down to minutes, speeding up the application development and 



deployment time. Development teams can access computing resources instantly and not based on 

procurements or delays during physical installation [11].  

This nimbleness facilitates fast experimentation, prototype building, and market experimenting 

without resource commitments. The rapid deployment of new services or the scaling of 

established services allows organizations to respond swiftly to the opportunities in the market, 

the threat or the need to adapt with the evolving business demands in a matter of hours [12]. 

 

Figure 19: AWS LaMDA function configuration 

International Accessibility and Geography. 

Cloud services also have data centres in various geographic locations, which allow organizations 

to leverage cloud services to place applications in any specific geographic location without 

building a physical facility. Geographic distribution eliminates latency by providing nearby users 

in the same location so as to serve better performance and customer experience [13]. The region 

selection to make sure that data is stored in certain jurisdictions makes compliant with the data 

residency requirements in a manageable way. Multi-region deployments enhance disaster 



recovery through regional failure or natural catastrophes to the region that would impact a 

particular location [14]. 

3.2 Server-less Functions Architecture 

Server-less Computing Fundamentals 

Server-less computing is a form of execution model in which cloud providers dynamically 

allocate infrastructure, letting the developer write code without worrying about infrastructure. 

Although it has a different name, servers are still run by the code, yet they are not provisioned, 

scaled or managed by developers [17]. Functions as a Service (Favas) services such as AWS 

Lambda and Azure Functions run code triggered by events like HTTP requests, changes in a 

database or a message queue. The platform automatically spins up compute resources, runs the 

operation and spins down resources when the operation completes [18]. 

 

Figure 20: Server-less vs container performance [10]. 

Event-Driven Execution Model 



Server-less functions can be based on an event-driven framework in which a particular event 

causes the execution of the functions. AWS lambda supports triggers of more than 200 AWS 

services and SaaS applications such as API Gateway, S3, DynamoDB, Event Bridge, and SNS 

[19].  

Azure Functions is tied to Azure services, HTTP endpoints, timers and third-party services with 

bindings that enable integration without writing any custom code. Functions operate in separated 

environments and with customizable memory settings, time limits and parallelism. When 

invoked, the platform loads and executes code, runs the logic, and provides results automatically 

logging execution metrics [20]. 

Resource Allocation and Pricing 

Server-less providers charge on a granular basis depending on actual time spent on executing in 

milliseconds as well as memory usage. AWS Lambda bills based on the number of requests and 

duration of time spent within the function rounded to the nearest millisecond and does not bill 

when functions are idle [21]. Free tiers offer ample amounts such as a million free requests and 

400,000 GB-s of compute time per month within AWS Lambda. Memory allocations affect cost 

and performance in that more memory allocations translate to more CPU power [22]. 



 

Figure 21: Multi region cloud architecture [22]. 

3.3 Comparative Analysis: Server-less vs Containerization 

Operational Overhead Comparison 

Server-less functions do not require operational overheads such as server administration, 

patching, and capacity planning, because cloud outfits address all infrastructure issues. 

Developers place their code in deployment without regard to underlying compute resources, 

scaling mechanisms or even availability zones [25]. Container-based solutions entail the 

administration orchestration systems such as Kubernetes or ECS, cluster-configuration, scaling 

policies, and container image maintenance. Containerization, though, offers more control over 

the runtime environments, networking settings, resource allocation. The organizations need to 

strike a balance between low operational burden and demands of certain configurations or 

customizations [26]. 



Cost Structure Differences- In server-less effectiveness models, there are no charges when the 

application is not in activity, eradicating expenses when it is not under used, a situation 

especially beneficial to applications with inactive or sporadic traffic. Container deployments in 

general are usually charged on a continuous basis with underlying compute instances even at 

zero request volumes [27]. Containerized methods can be more cost effective when there are 

highly utilized applications, since server-less costs are volume-dependent. This analysis should 

also take into consideration request rates, execution times, and memory usage to do break-even 

analysis. Server-less architecture removes the orchestration infrastructure charges, which might 

compensate greater per-request charges [28]. 

Latency and Performance 

Containerized applications ensure the existence of sustained processes that remove cold start 

latencies of server-less functions and ensure a consistent response that is essential in latency 

sensitive applications. Long-running containers retain dependencies in memory and pools of 

database connections [29]. Server-less cold starts, which mean that there is latency variation as 

platforms create new execution environments, can be reduced with warming strategies and 

provided concurrency, at extra cost. Containers are usually more predictable in terms of 

performance and can be used in applications with sub-100ms response times. Server-less is well 

suited to event-driven workloads and can tolerate startup latency learners in occasional situations 

[30]. 



Conclusion 

The report has shown the concept of Docker containerization by showing by example the 

images, volumes, networking, and registry publishing to prove that the overhead of containers is 

less than that of a conventional virtual machine and the boot time is faster. This analysis 

determined load balancing, scalability, and application gateways are complementary tools that 

need to be implemented together in production-ready clouds load balancing and auto-scaling 

shape the capacity dynamically, and application gateways are more sophisticated at handling 

traffic and security. Their integration provides high availability, improved security by defence in 

depth, and efficiency. The relative analysis of server-less functions and containerisation showed 

that server-less would remove infrastructure oversight and charge just the execution duration, 

which is best suited to intermittent loads, whereas containerisation would provide predictable 

low-latency efficiency and reduced marginal costs at full load. The factors that have been driving 

cloud growth are still cost flexibility, business agility, and global reach. Collectively, these 

findings can meet module learning outcomes by undertaking critical analysis and practice.  
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