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Introduction
Several recent articles have discussed the dan-

gers of Internet abuse in the workplace (Veres-
pej, 2000; Marsan, 2000). These commentaries
have highlighted among other issues the losses
in corporate productivity and the risks of damag-
ing lawsuits in the wake of such abuse. Many
companies, however, lack a clear vision of how
to cope with Internet abuse, though some, like
Xerox Corporation, are beginning to strictly
implement their Internet access policies by
taking measures such as firing employees who
violate them (Merlino, 2000).

Internet abuse may be viewed as a kind of
systems risk, i.e., the likelihood that a firm’s
information systems are insufficiently protected
against certain kinds of damage or loss. As with
systems risk, managers are generally unaware of
the full range of actions they can take to reduce
the problem (Straub and Welke, 1998). There-
fore, an examination of research theories that
have been applied to systems risk may prove
relevant to Internet abuse. The general deter-
rence theory, drawn from the field of criminol-
ogy, suggests that sanctions and disincentive
measures can reduce systems abuse by making
potential abusers aware that their unethical
behavior will be detrimental to their own good
(Pearson and Weiner, 1985).

According to this theory, strategies that can be
adopted to reduce systems risk fall into four
sequential activities: (1) deterrence, (2) preven-
tion, (3) detection, and (4) remedies (Forcht,
1994). Deterrent measures include policies and
guidelines for proper system use. These mea-
sures tend to be passive in that they have no
inherent provision for enforcement and depend
wholly on the willingness of system users to
comply. Preventive measures include locks on
computer room doors and password access
controls, for example. These are active measures
with enforcement that may ward off illegitimate
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use. If deterrent and preventive measures are
unsuccessful in containing abuse, then detection
measures can be deployed. These include proac-
tive security responses such as suspicious activ-
ity reports, system audits and virus scanning
reports, or reactive responses such as detective
work after a documented breach in security.
These measures gather evidence of abuse and
identify perpetrators. Finally, remedies are
measures that can correct the harmful effect of
an abusive act and punish the perpetrators.
Internal actions include warnings, reprimands,
and termination of employment. Legal actions
include criminal and civil suits (Straub and
Welke, 1998). Theoretically, these four kinds of
defense can help reduce Internet abuse.

A company can start by deploying deterrent
measures. If these are not successful, it can then
use preventive, detective, and finally remedial
measures. There is, however, limited evidence
available in practice to prove the effectiveness of
these four techniques despite their strong theo-
retical basis. This research, therefore, seeks to
empirically support the general deterrence
theory in the context of Internet abuse, to pro-
vide help for practicing managers.

Methodology

A two-stage methodology was adopted that
consisted of interviews with managers to gather
qualitative data, and a field survey of end users
to gather quantitative data. Structured interviews
were conducted with managers of 66 companies
that allowed their employees Internet access.
One manager from each of the companies was
interviewed for a total of 66 responses. Forty-six
of the companies were in the service sector, with
the remaining companies in the manufacturing
sector. The companies ranged in size from small
(<500 employees, n = 38, p = 113 employees),
to medium (between 500 and 1000 employees, n
= 16, p. = 871 employees), to large (>1000
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employees, n = 12, p = 12,517 employees). Of abuse by the employees. They identified 18

the managers interviewed, eight were in Infor- measures, which are shown in Table | and were
mation Systems (IS) and the remaining were used to develop the survey instrument for the
non-IS. These managers were asked to describe second stage of the study.

their companies’ measures to reduce Internet

Table 1
Measures to Reduce Internet Abuse Std.
(Percentage of companies using this measure) Mean | Deyv.
To block access to nonwork related and offensive web sites by using Internet Filters
(23.4%) 524 1.72
To terminate employees who abuse the Internet at work (22.4%) 5.01 1 1.94

To take away Internet privileges of employees who abuse the Internet at work (24%) | 4.87 | 1.64

To monitor with special software all the Web sites visited by employees (26.6%) 485| 1.53
To monitor with special software what every computer in the company is being used

for at a particular time (15.1%) 461 | 1.82
To monitor electronic files downloaded on the computers of employees to identify if

they are nonwork-related (16.7%) 4.60 | 1.71
To have managers reprimand employees who abuse the Internet at work (29.2%) 4.57 | 1.58
To monitor with special software all the e-mails of employees (20.8%) 451 | 1.74
To limit Internet access to only certain employees upon their supervisors’ consent

(25.0%) 430 | 1.86
To allow but limit personal Internet usage to employees in their free time, or after

work hours, or in emergencies (17.2%) 4.14 | 1.82
To have employees who access Internet-enabled computers at work to log their

name, time in, time out, and the reason for using the Internet (6.8%) 392 | 1.70
To watch on cameras all employees using computers (0.5%) 389 | 2.16
To use an ‘Internet cop’ to police the workplace for Internet Abuse (5.7%) 3.83 | 1.89

To have a written company manual/policy sheet/employee handbook/memorandum
stating that the Internet at work is to be used for work related purposes only (42.2%) 370 | 1.73

To have employees sign forms stating that they will abstain from visiting offensive

Web sites while at work (21.4%) 3.60 | 1.69

To have employees agree to accept the company’s ‘Internet Use Policy’ when

logging into their computers (18.7%) 355 | 1.65

To arrange seminars, staff meetings, and show videotapes to educate new and old

employees about Internet Abuse (4.7%) 209 | 1.55

To have employees with Internet access at work fill out weekly log sheets describing

their Internet usage (1.6%) 291 | 1.58
* Instrument Development agers in the first stage. This definition read
The survey instrument was divided into the “Internet abuse in the workplace is defined as
following major sections: sending or receiving nonwork-related e-mails,
(1) A definition of Internet abuse in the work- accessing nonwork-related Web sites, and sub-
place which evolved from interviews with man- scribing or contributing to nonwork-related

WINTER 2003 23




Internet discussion groups during work hours
while using the company’s electronic resources.”
(2) The list of 18 measures from Table 1. Re-
spondents chose from a 1 to 7 (1 being Not
Effective and 7 being Very Effective) Likert-
type scale to indicate in their opinion how effec-
tive each of the 18 measures would be in
reducing Internet abuse in their companies. A
nineteenth question allowed them to enter a
measure and rating in addition to the measures
from Table 1.

(3) Two questions that asked the extent to which
the employees would abuse the Internet at work
if (a) none of the 18 measures were in place, (b)
one or more of the 18 measures was in place. A
1 to 7 rating scale allowed the respondent to
indicate that extent.

(4) Questions for demographic purposes about
the organizations’ and subjects’ characteristics.
Seven end users affiliated with an organization
that provided Internet access at work volun-
teered to participate in a pilot of the survey
instrument. The pilots resulted in minor changes
to the contents and introduction to the survey.

» Subjects

Three instruments were personally administered
by each student (total number of students = 72)
enrolled in an undergraduate management infor-
mation systems class of a Mid-western univer-
sity to three office workers the student was
acquainted with. To ensure reliability and unique
responses, respondents were required to list their
names and telephone numbers at the end of the
survey. Completed surveys came from 192
subjects for a response rate of 89%.

Data Analysis

Table 1 reports the perceived effectiveness of the
18 measures in reducing Internet abuse and the
percentage of respondent companies actually
using each measure. Factor analysis reduces a
large number of items to a more manageable
number, making key themes visible (Nunnally,
1978). It reveals, in effect, the items that belong
together by showing which ones measure the
same theme and how much they do so. A factor
is thus a construct assumed to underlie a group
of items or an individual one. A factor loading
can be seen as the correlation between the item
and a factor. Eigenvalues represent the amount
of variance accounted for by given factors.
Cronbach’s alpha reliability coefficient measures
the extent to which the items that load on a
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factor correlate with one another.

The factor analysis revealed four factors and
explained 64.36% of the variance in the data.
Table 2 shows the factor loadings. Items with
loadings greater than .5 were retained, so of the
18 measures, two were dropped because of
inconclusive loadings. These were “terminate
employees who abuse the Internet at work™ and
“limit Internet access to only certain employees
upon their supervisors’ consent.” In performing
the factor analysis, we followed an iterative
approach of dropping inconclusive loadings as
described by Sethi and King (1994). To remove
any kind of subjectivity from the analysis, we
did not retain any measure that failed to load
significantly on a factor. Cronbach’s alpha
reliability coefficients are shown in the table.
The alpha values are greater than 0.6 indicating
that the items in each factor do belong together.
Table 2 also contains labels that the researcher
applied to the factors. In general, most of the
factors are meaningful sets of items, and the
labels synthesizing the measures were easily
identifiable because they tied in well with gen-
eral deterrence theory. One factor, “explicit
prevention and detection,” focused on the pre-
vention and detection of Internet abuse by moni-
toring the activities of employees. Another
factor, “coerced prevention and detection,”
included measures that appeared intimidating
with an intent to force employees not to abuse
the Internet. A third factor, “deterrence,” in-
cluded four measures that appear passive and
require the employee’s cooperation. The last
factor, “remedies,” included two measures to
punish offenders as well as one of cooperation
with employees to allay the problem.

Multiple regression analysis shows the rela-
tionship among variables in the form of an
equation. If an exact relationship does not exist,
regression analysis chooses the “best” equation
to describe the relationship. Regression coeffi-
cients are the coefficients of the explanatory
variables in this equation. A measure of how
well a multiple regression equation fits the data
is provided by the coefficient of determination,
R?, which represents the proportion of variation
in the dependent variable explained by the
regression. The F statistic provides an additional
measure of how well the multiple regression
equation fits the data. Nonsignificance of the
F-statistic implies that the explanatory vari-
ables in the regression equation are of little
or no use in explaining the variation of the
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Table 2

Factor 1: Explicit prevention and detection(>= = .87) 1 2 3 4
To monitor with special software all the Web sites visited by

employees 831 | 151 | -.04 | .143
To monitor with special software what every computer in the

company is being used for at a particular time 814 | 111 | (137 04
To monitor electronic files downloaded on the computers of

employees to identify if they are nonwork-related J84 | (122 | 229 | .130
To monitor with special software all the e-mails of employees J78 | 164 | 206 | .113
To block access to nonwork-related and offensive Web sites by

using Internet Filters 692 | 130 .09 194
Factor 2: Coerced prevention and detection (= = .80)

To watch on cameras all employees using computers 034 | 808 | .036 | .195
To have employees with Internet access at work fill out weekly log

sheets describing their Internet usage 099 | 792 | 171 | 092
To use an ‘Internet cop’ to police the workplace for Internet abuse A57 | 759 | (147 | 010
To have employees who access Internet enabled computers at work

to log their name, time in, time out, and the reason for using the

Internet 027 | 749 | .043 | 325
Factor 3: Deterrence (= =.75)

To have employees agree to accept the company’s ‘Internet Use

Policy’ when logging into their computers 105 | .08 | 781 | .253
To have a written company manual/policy sheet/employee

handbook/memorandum stating that the Internet at work is to be

used for work related purposes only 140 | .03 | 767 | (118
To arrange seminars, staff meetings, and show videotapes to

educate new and old employees about Internet abuse JA33 | .126 | .636 | .252
To have employees sign forms stating that they will abstain from

visiting offensive Web sites while at work 140 | 367 | 613 | -.07
Factor 4: Remedies (> = .67)

To take away Internet privileges of employees who abuse the

Internet at work 260 | .09 23 | 792
To have managers reprimand employees who abuse the Internet

at work 155 | 487 | (117 | .646
To allow but limit personal Internet usage to employees in their

free time, or after work hours, or in emergencies 109 | 06 | 321 | 617
Eigenvalue 1221 2.63 | 1.36 | 1.31
% of Total Variance Explained 3548 | 12,16 | 9.83 | 6.89
Cumulative Variance Explained 35.48 | 47.64 | 57.47 | 64.36

WINTER 2003

25




dependent variable.

Multiple regressions tested the relationship
between the four measure factors described
above and the (perceived) extent to which
Internet abuse had been reduced due to the

measures. Table 3 shows the results of the
regression including the individual regression
coefficients for each of the four factors. It also
shows each factor’s mean perceived effectiveness.

Table 3

Factor (Mean Importance) Regression Coefficients
1: Explicit prevention and detection (4.78) A180*
2: Remedies (4.53) 057
3: Coerced prevention and detection (3.63) 057
4: Deterrence (3.49) 014

R? 06

F 2.52%
P<L.05

Discussion and Implications

This research examined the general deterrence
theory to determine if it was relevant to Internet
abuse. It confirms that companies do indeed use
deterrent and remedial techniques to counter
Internet abuse as the theory predicts. However,
the other two techniques, detection and preven-
tion, do not show up as clearly in the factor
analysis. The results show that Factor 1, a
combination of detection and prevention mea-
sures, which we have called “explicit prevention
and detection techniques”™ (e.g., monitoring with
special software all the Web sites visited by
employees, monitoring what every computer in
the company is being used for at a particular
time, monitoring electronic files downloaded on
employee computers to identify if they are
nonwork related, monitoring all the e-mails of
employees, and blocking access to nonwork-
related and offensive Web sites by using Internet
Filters) is the only significant (p < .05) predictor
of reduction in Internet abuse. Surprisingly, the
other combined technique, “coerced prevention
and detection,” (Factor 2) and “remedial tech-
niques” (Factor 4) do not appear effective in
reducing Internet abuse. However, as predicted
by the general deterrence theory, deterrent tech-
niques (Factor 3) that lack inherent provisions
for enforcement are not perceived to be effective
in reducing Internet abuse.

This research demonstrates that the general
deterrence theory can be applied to Internet
abuse though its predictions are not entirely
supported. Future research, however, could
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refine and validate the measures developed here
and retest the theory. Perhaps a causal model
might shed light on understanding why the
theory was only partially supported. An interest-
ing point is that end users do not view coercive
techniques as effective in reducing Internet
abuse. Perhaps IS managers would have a differ-
ent viewpoint? Replicating the study using IS
managers as subjects might provide interesting
results and useful comparisons.

Conclusions

This research helps identify for a practicing
manager the measures that may be the most
effective in reducing Internet abuse. It also
provides a perspective of how other companies
and managers are coping with this problem. An
interesting revelation of the research is the wide
breadth of measures that companies are using to
reduce Internet abuse. Some of these may even
seem to infringe upon the rights of employees
(such as monitoring their screens and key-
strokes), which raises ethical concerns. Should
companies act as Big Brothers or could other
means be used? For instance, several companies
allow limited personal Internet usage to employ-
ees during their free time, after work hours, or in
emergencies. A ‘kinder, gentler’ corporate image
might in fact make employees loyal and more
productive.

An interesting point is that the most widely
used measure-having a written company policy
barring Internet abuse (used by nearly 42% of
the respondent companies)-is also considered

(continued on page 55)
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one of the least effective. This clearly suggests
that companies need to give teeth to their policy
statements rather than mere lip service.

In conclusion, it also helps to visit a practical
consideration. Most companies already have the
means to track the Internet usage of their em-
ployees but choose not to do so because of the
effort involved. Some practitioners we inter-
viewed estimated the average cost of Internet
abuse to their company (in terms of lost produc-
tivity) did not exceed the annual salary of one
employee. Therefore, it may not be cost justifi-
able to add a new staff member to the IS depart-
ment simply to monitor and eliminate the abuse.
Eventually, however, every company must
decide for itself if the risks from Internet abuse
exceed the costs of lost productivity and alien-
ated employees.
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