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1. Introduction

Malware is an increasing problem which can affect personal desktops to large corporations with its vast amount of strains and capabilities, some of which can lead to the loss of information and wealth. However this can be prevented when the right precautions are taken and the type of scams which cause them are understood. Some malware has 1 goal which is to cause as much damage as it can whilst others want to spread to as many devices it can reach either through sending emails with links that download more of itself. Ransomwares goal is to force the user to pay to get back access to their files which was encrypted by the ransomware.

2. Malware

2.1 Basics of malware

Malware is defined software performing actions intended by an attacker without consent of the owner [1, pp. 891-898] Malware is harmful in many ways to computers by either deleting system files rendering the pc useless or by tracking the user to steal important information such as bank details and home addresses. Malware is an unwanted guest which should be avoided by practicing safe use of computers and not following any questionable links.           

2.2 Types of malware

There are many different types of malware which use a variety of different methods to infect a device such as a computer. Some of these are called spyware worms Trojan and ransomware there are many more with different techniques and goals which all are negative. for example, spyware will log keystrokes meaning it will know if you type in any sensitive information such as credit card details and sometimes even be able to use the devices built in microphone or web camera making it very good for blackmailing. Trojans on the other hand pretend to be a required application or system driver meaning it would be hard to detect. Finally worms try to spread through the devices network using the original device as the host and constantly scanning for other devices to infect which can often lead to an increase in network demand slowing down Internet. [2] what makes this worse is that some worms also carry malware making it extremely devastating for offices as usually each computer is connected to the same network allowing worms to spread. ransomware on the other hand focuses on forcing the user to pay a sum of money in order to receive the files which have been encrypted by the ransomware the issue is that you are not guaranteed to receive your files even after you pay.

2.3 How a device gets infected

The main way a computer gets infected with the virus is when the user is unsafe about what they do such as downloading unofficial content or following links which are not secure all from a trusted source such as an email. This can sometimes lead to a malware being installed on their computer which might not be picked up as they do not have an antivirus to protect them from this issue. 

3. Cryptowall

Cryptowall is a well-known ransomware which encrypts the files on a computer meaning it cannot be accessed by the user. [3] the way these are encrypted means any decrypting software will struggle with this and trying to for example hard breaking the code will take a single computer years to crack meaning it is almost impossible.

3.1 How it works

Cryptowall is usually installed on a device by the user unintentionally through phishing scams (which are emails that falsely identify as a trusted source e.g. Microsoft or Netflix) and ask the user to follow the link which downloads the malware. This then results in cryptowall to encrypt the data on your computer which would make the files unidentifiable resulting in the second part which is asking for a ransom for your files to be decrypted however only 19% of people who do pay will have their files decrypted making the chance of retrieving your files extremely low.

3.2 The damage it has done

Due to more and more people using the internet, the amount of malicious software has only increased causing a boom in the number of devices that have suffered from ransomware such as Cryptowall. This means that the lethality of these has become much more prevalent with there being multiple variants of Cryptowall with the latest one being able to encrypt almost any file to an extent that only a backup stored somewhere separate is what remains. Over £230 Million pounds have been lost due to the latest Cryptowall since 2018 and %40 of all malware incidents are indeed ransomware, making it ever more crucial to protect yourself with an anti-virus.

4. Conclusion

Overall malicious software is something that is common within the Internet however it is something that you must know how to protect yourself before you use a device this can easily be done with anti-viruses such as Kaspersky which scans the contents of a device to ensure there are no malicious programmes as well as blocking any suspicious links which is extremely beneficial as even common Internet users might sometimes fall for a dangerous link. Backing up files is also crucial as if they are lost, they can easily be retrieved with the only drawback being the files only being up to date on the day they were backed up so it is beneficial to backup files regularly. These tips will help keep the device safe and ensure that the damage from malware is kept to a minimum and should always be practised. 
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