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1. Introduction

The following report will demonstrate the different types of constraints while being in the process of development to a project. Topics such as Risk Management, Ethical & Legal issues, Sustainability issues and Quality Assurance.


2. Risk Management

There are five common ways to manage a risk. They are: ‘risk identification, risk analysation, risk evaluation, treating the risk and risk monitoring’ [1]. The first risk while developing the network truck was the risk of going over the allocated budget provided by stakeholders. This becomes a risk if there is no financial manager employed to oversee the project budget. If there is a financial manager, then this is a potential risk if there is no link up between the financial manager and the project manager. Without constant dialogue between the personnel in these two roles, unwanted components could be purchased or there could be a potential overspending on certain components such as Routers, Switches or Access Points that are relatively cheaper than the price bought for. To ease the risk of overspending, a weekly meeting between the project manager and financial manager should be scheduled to plan ahead any purchases weeks in advance and discuss any emergency purchases that may be needed.
	The second risk while developing the network truck was the risk of schedule and timing to provide the system. As the main aim of the project is to portably provide internet access to anybody involved in a type of disaster there is always a risk that the location of the disaster is either unreachable or at a location that is a fair distance away from the network trucks depot. To overcome this risk, the company that oversee the deployment of the network truck should state their excluded cities to avoid any confusion of the reach of the network truck. Furthermore, to overcome the risk of the disaster location taking a long time to get to, specialised personnel could be employed to overlook traffic across the UK. This is a way to overcome the risk because when disaster occurs, the employed personnel that overlooks the traffic can map out the quickest way to reach the location. This essentially decreases the allotted time taken to get to the specific location.
	The third risk while developing the network truck was the availability of the system. There is a risk of a client being in need of the network truck but the truck being unavailable due to a network failure. The risk of a network failure is always likely to occur, but the situation can be easily managed. The best way to manage this potential situation is to employ a network manager to overlook the running of the network so if the network ever does become unusable the network manager can either fix the problem themselves depending on their skill set or call out an emergency network technician to fix the problem instead. The decision to employ a network manager that has the ability to fix major network problems all depends on the capability of the budget. This is a decision to be undertaken by a project manager and a potential financial manager.
	The next risk while developing the network truck was the risk of the network trick not being able to cover a larger geographical area. This infers that if the network truck was deployed at a certain location, the clients would have to move closer to the truck to get internet connectivity. This is not ideal for anybody involved in natural disaster as there may be movement limitations either around the geographical area or with the client themselves. The best way to prevent and manage this risk is to implement cloud networking into the network infrastructure. This is because cloud networking can cover a much larger geographical area than a ‘3G’ [2] router. The cloud networking router will have ‘4G’ [3]connectivity. Even though 3G and 4G have the same bandwidth speed ranging between ‘5-20MHz’ [4], 4G connectivity has a data rate ranging ‘up to 20mbps or more’ [4]while 3G only has a data rate ranging ‘up to 2mbps (384kbps WAN)’ [4]. 
	Another risk while developing the network truck was the risk of signal strength in particular locations. Signal strength affects many properties of internet connectivity such as bandwidth, data rate, top speeds and much more. The best way to overcome this risk is to include a ‘test day’ once every few weeks where the truck moves to different locations such as a hill, under a bridge etc. to get an idea of what the signal strength could be at these locations. The only constraint about this solution is that the network truck would not be available to clients for a few hours while this test day is being concluded. Furthermore, a 4G connectivity booster could be implemented into the network infrastructure
	The final risk while developing the network truck was the risk of quality assurance of the network truck. There was a risk that the network truck might not have the capability to deal with the event of a natural disaster. Due to natural disaster rarely ever occurring, preparing to deal with natural disaster becomes incredibly difficult due to natural disaster being very hard to recreate or re-enact. The best way to overcome this risk is to purchase the best available equipment for the networks such as Routers, switches, access points, cloud storage, signal boosters etc. that the budget can handle to ensure the network infrastructure has the best possible technology to deal with the impact of a natural disaster.

3. Code of Practice: Sustainability issues

During the process of project building, many issues have to be considered while moving forward with project development. Sustainability is one of these issues that need to be considered and discussed with project members throughout the development of the project.  Sustainability must not be disregarded due to potential environmental issues that the disregarding of the current issue would cause. The current network truck project could potentially cause a lot of sustainability issues due to emissions, power etc.
	One major sustainability issue while developing the network truck is the power that the truck will need to allow the network components to contribute to the infrastructure. The network truck will demand a significant amount of power to run the network equipment on board of the truck. The power required to run the network components within the infrastructure will be supplied by the interconnection of solar panels and a battery bank. The solar panels will be attached to the network trucks exterior (roof of network truck) for a source of renewable energy while the truck is outdoors. This ensures the truck always has power when disaster occurs due to the truck always being deployed outside a location without any need to be inside a building. Furthermore, the network truck will be provided with a backup option in regard to power. A power generator has been deployed and implemented into the network infrastructure in case of a need for more power or the current power management system being out of service. Due to the solar panels being eco-friendly, the generator remains the backup option. This current solution to a sustainable and eco-friendly power system has no emissions due to the implementation of solar panels which generate the energy while maintaining consistent charge due to the implementation of the battery pack to the trucks power infrastructure.

A major sustainability issue while developing the network truck is the emissions that the network truck gives off while being driven on road. The further the client’s distance from the network trucks depot the more fuel emissions the network truck will give off. Despite the previous fact stated in this section, the network truck currently does not give out any more fuel emissions than a regular road legal truck. If there was a decision made to further reduce emissions, the possibility of exploring the idea of an electric powered truck instead could become a good alternative.  The electric powered truck alternative would give off zero emissions due to the solution having no petrol/diesel fumes emitting from the vehicle. Another advantage of this electric solution is that there would be an extra source of power for a limited amount of time if the current implemented power system became faulty. This electric solution would be difficult to implement due to the pricing of electric vehicle technology. Due to the electric technology being fairly recent in release, the pricing for this technology remains costly. This is not ideal due to budget limitations. Moreover, the flexibility of charging the electric vehicle would be limited due to the restricted amount of charging stations available across the country.

4. Code of Practice: Ethical & Legal Issues

While in the process of project development, it is crucial that the project leaders underline the ethical and legal issues that the project may cause or come across while in operation. Every project manager must ensure that the project complies with the rules and regulations of the United Kingdom and any other country the project may operate in. Failure to comply to these regulations will likely hold severe consequences such as an expulsion of the project. A common example of this is the car transportation service ‘Uber’ [5]. ‘Uber’ [5] previously known as ‘UberCab’ [6] launched in 2009. Uber run a very successful car transportation service in the United States that averaged ‘75 million’ [7] users in 2017 and a 25 million increase in users with ‘100 million’ [7] users in 2018. The company operators of Uber decided to move into the UK market in 2012 operating only in London. After five years of continued operation in the UK, Uber had their transportation license relinquished for the failure to comply with the rules and regulations of transportation in the United Kingdom. A court ruled that their license would not be renewed after September 2017 due to the transportation service not being ‘fit and proper’ [8] to run in the United Kingdom. The company was accused of ‘inadequate background checks’ [8] while also being accused of ‘failing to report criminal activity’ [10] by ‘Transport for London’ [9].  After showing ‘Transport for London (TFL)’ [9] significant improvements the company was granted a ‘short term license’ [10] on the 26th June 2018.
The first potential legal issue that could hinder the operation of the network truck is the holding of the data supplied by the client that will be stored in the local storage within the network. This legal issue has been a major topic within recent years. A common example of this is the ‘Facebook’ [11] data protection issue that continues to be an issue to this day with Facebook currently several lawsuits hanging over the companies neck after ‘data breaches’ [12] and being accused of personal data being passed onto external companies. A current lawsuit that Facebook lost a battle in was on the 25th October 2018 where Facebook paid ‘£500,000 for failing to protect user data’ [13] by the United Kingdom. The plan of action taken by the project managers of the network truck project to avoid a legal issue due to unprotected/insecure data is the constant encryption of client data. Furthermore, client data will only be accessible by authorised members of the project. This can be guaranteed by creating user accounts for specific members and implementing the system to only allow these specific accounts access to client data.
	Network Security is another potential issue that could cause legal issues within the project. This is because if human controlled third-party applications/programs got into the network and extracted data from clients/former clients then potential lawsuits can arise depending on the severity of the breach and how far the client decides to take action on the company. The solution to this potential issue is to implement extra paid virus/malware protection into the system. Furthermore, a potential network manager should overlook and monitor the system constantly using the systems firewall to ensure no unauthorised access occurs.
	Another legal issue that potentially could occur is the possibility of the chosen vehicle not being road legal and complying with the rules and regulations of the United Kingdom. Due to a full network system being on board of the network truck, potential rules could be broken. To ensure this do not become an issue all members of the project involved in the implementation of the network onto the vehicle must thoroughly follow the ‘guidance and regulation’ [14] and ‘policy papers and consultation’ [14] sections provided by the government of the United Kingdom.
Additionally, it must be ensured that the vehicle chosen is road legal and has the authorisation to operate on the roads of the United Kingdom. This can be ensured by running a vehicle ‘MOT’ [15]. This gives members of the project that the vehicle is safe to be driven on road if the vehicle passes the test. This issue can also be resolved by paying adequate vehicle insurance as it is compulsory to have vehicle insurance in the United Kingdom.
	The final constraint regarding legal issues could be the driver of the network truck. The rules and regulations of the United Kingdom rule that a driver must have a separate truck license aside of their regular driver’s license if they wish to drive a truck that weighs more than ‘4.5 tonnes’ [16] at any point in the United Kingdom. This could become a legal constraint of the network truck loaded with the network components/infrastructure if the truck weighs over 4.5 tonnes at any point. The best way around this legal constraint is to employ a driver that has a truck driving license. This ensures that the driver is legally registered to drive a truck weighing more than 4.5 tonnes in the United Kingdom.
	

5. Quality Assurance

During the process of project development/implementation, project managers must insure that the quality throughout the project is up to an exquisite standard if the vision of the project developers is for the project to be ahead of their competitors in their specific market. The project developers must ensure that the clients/end users are receiving the best possible service from their distributors. As years pass, technology will continue to change. Due to the current project being based around technology, it could become increasingly likely that the technology retained by the project developers will not be the best technology available within a certain number of years. Competitors within the networking/data market could gain an edge due to constant upgrades to their systems with the new technology implemented into their network infrastructure. This could become increasingly likely if the budget given by stakeholders has a lot less value than the budget attained by the project’s competitors.
	To assure the quality of this product is immaculate, constant testing of the network components will occur daily to ensure the current technology available to the project remains valuable to both the company and the clients. The simplest way to test the technology is to use the truck as a hotspot to project members end devices. If the devices connect with ease with fairly responsive internet connectivity, then the technology remains fit for purpose. 
	To ensure quality remains adequate for the purpose of the project, the network truck should be capable to hold and transfer client’s data for a fair amount of allotted time so clients could upload large files/documents in state of emergency. If the bandwidth transfer rate was slow then the allotted time to transfer large amounts of data would be increased. Furthermore, if the cloud networking solution only had the capability of holding small amounts of data then potentially important large files may not be uploaded to the drive.






6. Conclusion

In conclusion, during the process of project development many factors must be considered. These include: The potential risks of the project, how sustainable the project will be while in operation, the legal and ethical issues the project may cause and also how the project will remain at an adequate standard during daily operation.
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