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Abstract – This paper aims to outline the architecture and design considerations of a centralised modern Campus Area Network (CAN) datacentre and the utilisation of emerging technologies such as containerisation as an open source alternative solution to Virtual Machines (VM), in order to further maximise hardware efficiency and overall productivity within a datacentre environment with budget constraints.
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I. INTRODUCTION TO DATACENTRE NETWORK

A modern datacentre can be defined as a medium to large  Local Area Network (LAN) that comprises of a multitude of    high specification server hardware, configured within a failover cluster that generally utilises a Type – 1 hypervisor for virtualisation [1], [2] of Operating Systems (OS) called Virtual Machines (VM)[3], this technology was developed to maximise hardware efficiency, throughput, ease of service deployment , network management, aggregation of servers and security within a datacentre. [4] 

Enterprise grade internetworking equipment i.e. Routers, Nexus Switches, hardware Firewalls and a large Storage Area Network (SAN) are also utilised within a modern datacentres core network infrastructure, these devices are predominantly configured for; ultra-fast throughput rates, high availability i.e. failover redundancy and maximum efficiency of hardware utilisation. [5]

The primary objective of a datacentre in reference to an Enterprise network or Campus Area Network (CAN) is to aggregate expensive hardware within a central location to provide many services such as; Application, Internal/External Web services, File Services, E-Mail and many more to end clients located locally and/or remotely across large geographical areas via a Wide Area Network (WAN) i.e. the Internet and/or WAN private leased line. [6] [7]

II. UWTSD DATACENTRE CASE STUDY

A case study was conducted within the design of a CAN for the UWTSD university. The university comprises of many campuses located across large geographical areas. The aim was to design a centralised network that would incorporate all of the campuses into a single multi campus network; for efficient network management, resource aggregation, economic and security purposes. [8]

The campuses that needed to be incorporated into the CAN are as follows:

1. Swansea Waterfront Campus: Hub (Central location of CAN containing the Datacentre which comprises of the Intranet/Extranet and failover cluster, also the De-Militarised Zone (DMZ) Internet server farm for public access – This site is the centralised Hub of the CAN) that also contains a LAN for the University building.
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Figure 1: Swansea Waterfront Campus  [9]

2. Swansea Business Campus – Spoke 1 (located 1.5 mile from Hub).
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Figure 2:Swansea Business Campus [9]



3. Swansea Art Campus – Spoke 2 (located 1 Mile away from – Hub).
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Figure 3: Swansea Art Campus [9]
4. Carmarthenshire Campus – Spoke 3 (located 30 Mile away from Hub).
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Figure 4: Carmarthenshire Campus [9]
5. Lampeter Partner Campus – Remote 1 (located 46 Mile away from Hub).
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Figure 5: Lampeter Campus [9]
6. London Partner Campus – Remote 2 (located 183 Mile away from Hub). 
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Figure 6: London Campus [9]
7. Malaysia Partner Campus – Remote 3 (located 6,600 Mile from Hub. 
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Figure 7: Malaysia Campus [9]

8. Cardiff – Offsite Backup location - Remote 4 (located 42 Miles from Hub).
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Figure 8:Cardiff Offsite Backup [9]
9. Private WAN: For local campus connectivity
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Figure 9: UWTSD Local Private WAN [9][10] 
10. Internet Public ISP WAN: For remote campus connectivity
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Figure 10: Internet Public ISP WAN [11]

Distance from Hub calculations were obtained using Google Inc Maps. [12]

An illustration of the entire UWTSD converged CAN can be found in Appendix-A of this paper.

Each of the aforementioned locations would all have to be designed individually as Local Area Networks (LAN) [13] that would each be further segmented using Virtual Local Area Networks (VLAN) [14] for throughput, security and network management purposes. Each of the campus LAN’s would  then be converged to the Hub to form the CAN.
 
This was achieved by utilising a private WAN [10] for each of the local spokes within 30 miles of the Hub and a public WAN i.e. the Internet for the remote locations with a distance greater than 30 miles, as a leased line for these locations would have a very high economic cost.

The overall goal of the CAN as previously discussed is to achieve high throughput, low latency connectivity and a packet loss of less <1% for each of the sites so that they are easily administered, highly available with a secure connection to and from the ‘Hub’. [15]

III. NETWORK ARCHITECTURE

The architecture and design of a network is the fundamental part of any networking project if it’s to be successful, as there are a lot of variables to consider that could conflict with each other during the implementation stage of the project if not carefully planned and foreseen at this stage.

a) Private Wide Area Network

A “Hub and “Spoke’ private WAN architecture was implemented within the CAN because this WAN architecture allows for a centralised network model privately and securely interconnecting and aggregating multiple LAN sites over a large geographical area, which is the key factor of the project in order to create the CAN. [16], [17]

b) Intranet and Extranet Datacentre Segment

The centralised Hub Intranet and Extranet datacentre contains 4 blade Dell servers [18] that each have 256 Gb of Random-Access Memory (RAM) and 4 Dual socket Xeon 16 core 3.2GHz Central Processing Units (CPU) with 45Mb of smart cache, each utilising a Tier-1 hypervisor [19] that are configured within a failover cluster [20], each running Windows Server 2016: Datacentre edition [21]. The clusters are connected to two Storage Area Networks (SAN) [22] that have a combined data capacity of 6 Petabytes. The SAN within a datacentre environment is also referred to as the storage layer of the network. ‘Dell EMC’ are the market leaders within blade server hardware and SAN’s that’s why this vendor was favoured for the datacentre server cluster and SAN. 
Nexus switches are Cisco propriety high end Layer-3 switches capable of ultra-fast-forwarding rates with a high port density, that range from 40GB-100GB/s depending on the model, these switches were designed for large datacentre environments that utilise an advanced Internetworking Operating System (IOS) called NX-OS, which has a Linux based architecture with many advanced features for granular configuration for maximum optimisation within a datacentre at Layer-2/3. Nexus switches are the most advanced and efficient  datacentre switches on the market and are the industry leader within datacentre switches, so these switches were favoured over other vendors because of this. [23]

The Cisco Spine and Leaf [24] datacentre design architecture was implemented at the Swansea Waterfront hub extranet, intranet, DMZ and internal backup location [25]. The Cisco three tier architecture [26] was also implemented within the campus segment of the hub to create a hybrid architecture as this design allows for more internetworking devices to be implemented and interconnected for high availability failover redundancy at each tier getting the best qualities out of both designs , because each of the spokes rely on the ‘Hub’ for network services, so high availability failover redundancy is an important factor at the Hub’s Datacentre.  [25], [27]

This design also allows for future scalability of the datacentre if more sites were to be introduced to the CAN, additional hardware i.e. Servers, Internetworking devices could be easily introduced to the existing infrastructure to accommodate the extra clients. An example of the Cisco Spine and Leaf datacentre architecture can be found in figure 11.
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Figure 11 : Cisco Datacentre Generic Spine and Leaf Architecture Example [28]
c) LAN Campuses 

Each LAN campus was designed using the Cisco three tier modular architecture as this design allows for scalability, high throughput and failover redundancy at each layer as previously discussed. [26]
d) IP Addressing Scheme

A key consideration for designing a CAN is to identify and outline each site clearly, treating each as a separate entity or as a single LAN, this allows the network architect to consider the unique requirements for each LAN site and also the WAN segment of the CAN for the convergence of all the campuses/spokes to the Hub Datacentre. Also, by identifying each of the sites at an early stage, the Internet Protocol (IP) address scheme can be considered which would allow for future growth and network scalability. [29]

A private IP address scheme of 172.[site ID].0.0/8 was chosen for the UWTSD CAN because it allows for 2^16 = 65,536 addresses per site ID /16 within the topology, which were further  sub-networked using Variable Length Subnet Mask (VLSM) calculations to allows for 256 subnets per site which would be the VLAN ID for that subnet that could each contain 254 available addresses per VLAN; each site was given an ID within the second octet of the IP scheme, each VLAN number was assigned to the third octet of the site ID with a /24 notation and the backbone area for each site ID was zero in the third octet with a /30 notation for point-to-point connections.  [30][29]

This IP scheme allows for future growth and scalability within the CAN that also simplifies device IP and VLAN management for the administrator at each of the LAN segments. The UWTSD CAN IP address scheme can be found in Table 1.

Refer to the Connectivity; VLAN section of this paper for a detailed explanation of VLAN’s within the UWTSD CAN. 

	UWTSD
Campus Locations
	Type 
	IP Scheme
	Backbone
Point-to-Point
	CIDR

	Swansea Waterfront
	Internal
	172.16. [VLAN].0/24
	172.16.0.0/30
	/16

	Waterfront Intranet/Extranet
Datacentre
	Internal
	172.16.110.0/24
	N/A
	/16

	Waterfront Datacentre Backup
	Internal
	172.16.120.0/24
	N/A
	/16

	Waterfront DMZ - Servers
	Internal
	80.0.1.0/24
	80.0.0.0/30
	/16

	
	
	
	
	

	Swansea Business
	Internal
	172.17. [VLAN].0/24
	172.17.0.0 /30
	/16

	Swansea Art
	Internal
	172.18. [VLAN].0/24
	172.18.0.0/30
	/16

	Carmarthen
	Internal
	172.19. [VLAN].0/24
	172.19.0.0/30
	/16

	Cardiff - Backup
	Remote
VPN
	172.20. [VLAN].0/24
	N/A
	/16

	London
	Remote
VPN
	172.21. [VLAN].0/24
	172.21.0.0/30
	/16

	Malaysia
	Remote
VPN
	172.22. [VLAN].0
	172.22.0.0/30
	/16

	Lampeter
	Remote
VPN
	172.23. [VLAN].0
	172.23.0.0/30
	/16

	Private WAN
	Internal
	10.0.0.0
	10.0.0.0 /30
	/24

	Internet WAN
	Remote
	90.0.0.0
	90.0.0.0 /30
	/24


Table 1: UWTSD CAN IP Scheme
e) IP Address Management
A Dynamic Host Configuration Protocol (DHCP) was also configured on each of the VLAN’s layer-3 Switched Virtual Interface (SVI) gateways and/or routed sub interface depending on the campus and its requirements to autonomously assign IP addresses to end devices within each of the VLANS for IP address management. DHCP has been implemented at each campus sites VLAN gateway to minimise traffic congestion at the datacentre segment. A DHCP relay agent has also been configured as a redundancy measure to direct DHCP requests to the Datacentre DHCP server in the event DHCP fails at the gateway for each VLAN. [31]

f) Cisco Hardware

Cisco hardware was chosen as the internetworking equipment to be used within the UWTSD CAN because they are the market leaders within internetworking equipment and own a majority of the market share within the networking industry, their hardware although expensive is highly reliable with many advanced features. The majority of network engineers are also trained within the Cisco iOS syntax and its functionality, because of this Cisco internetworking hardware has been implemented throughout the entire UWTSD CAN. Open vendor protocols were favoured over Cisco proprietary protocols for future scalability and interoperability in the event another vendor device was implemented within the CAN at a later date. [32]
IV. CONNECTIVITY

The amount of end clients that are utilising network resources at any time within a network will have a significant impact on the throughput and reliability of the infrastructure and the overall efficiency of the network. Future scalability of end devices is also an important design consideration within any network, because the available bandwidth within the network can be quickly depleted if the infrastructure cannot meet the demands of the additional end clients. [33]

a) Ethernet, Fibre Optic and Wireless Media

Within the UWTSD CAN project 1GB/s Catergory-5e Unshielded Twisted Pair (UTP) [34] ethernet cables were used at the access layer within each of the 802.3 wired LAN’s, the access switch ports were also aggregated within a 4 port etherchannel [35] to provide 4Gb/s of throughput at that layer, this equates to 204 Mb/s (20/4096 Mb) of throughput for each end client connected to a 24 port layer-2 access switch which more than meets the requirements of the business’s end users.

At the core and distribution layer of each of the spokes an 8Gb/s port channel was utilised to thicken the pipe for each of the Layer-3 Point-to-Point  links to prevent a bottleneck [36] at this layer as all the access layer traffic converge at this point. [35]

At the core and distribution layer of the Datacentre hub (Swansea-Waterfront) LAN, multi-mode fibre optic [37] would have been used within a 4-port fibre channel to create 40Gb/s of reliable throughput to service all of the spokes efficiently.

Fibre optic cabling would of only been used at this segment along with the private WAN due to the large economic cost within its implementation.

Packet Tracer 7.2 does not support fibre connections so was not implemented within the packet tracer topology along with layer-3 etherchannel because of the bug within PT 7.2..

802.11 2.4 GHz wireless access point (AP) [38], [39] were also implemented on each floor of the local campuses into the network for wireless users to access the UWTSD network, AP roaming was also considered within the design for users to stay connected to the network as they move around the building.

b) Virtual Local Area Network

VLAN’s are an integral part to all LAN topologies as they create broadcast domains that contains broadcast messages being sent by various protocols within each VLAN segment, without VLAN’s configured within a network the large amount of broadcast traffic that gets generated within a network would flood the entire LAN which could bring down that segment of the network and/or create high latency traffic flow. Utilising VLAN’s both data and voice within a network also makes network administration and security, easier to manage because of the micro segmentation of the network that VLAN’s provide, this gives an administrator granular control of each LAN segment. 

Data VLAN’s and voice VLAN’s [40] have been configured for each of the various departments within the UWTSD business along with each room that contains an access layer switch with end devices for efficiency, management and additional security. For the campuses that have a large amount of end devices and users, layer-3 switches were utilised at the distribution layer of the LAN with SVI’s configured for each VLAN to provide individual gateways to prevent bottlenecks, as a router on a switch topology creates when there is a large amount of VLAN’s and end user traffic within the LAN [14]

For the small LAN campuses with few VLAN’s and end users a router on a stick configuration was utilised for inter VLAN routing due to budget constraints at each of these segments partner campuses. Throughput will not be affected at these campuses because of the small number of users that utilise the network <254. If these campuses were ever to expand layer-3 switches could be easily implmneted at this point in time.

c) Voice over Internet Protocol

Voice over Internet Protocol (VoIP) [41] telephones were implemented within each of the LAN sites offices for internal communications for staff to utilise for their day-to-day job roles. Connectivity was achieved using a Private Branch Exchange (PBX) server [42] that utilises call manager software [43] to direct calls between LAN sites and the external ISP PBX provider via the Internet for external calls. A VoIP VLAN was created for each of the sites VoIP telephones and applied to the access ports of the switches the end devices were connected to as a separate voice VLAN to provide VoIP calls  with their own broadcast domain to reduce delay on time sensitive voice data, prioritisation was also given to voice traffic over data traffic using Quality of Service (QoS) configurations on both Layer-2/3 devices and routers within each segment to further reduce latency for the VoIP calls. [41]

Due to the large number of devices configured within the Packet Tracer UWTSD CAN design and the bugs and intermittent crashing, VoIP phones weren’t added to the simulation because PT 7.2 kept crashing. This can be viewed in Append-B of this paper.

d) Spanning-Tree Protocol

Spanning Tree Protocol (STP) provides a loop free solution at layer-2 of a LAN within a redundant mesh network. It functions by alternatively blocking a port within a layer-2 looped redundant topology. In order to fully utilise the redundant links an instance of Rapid Per VLAN Spanning Tree (RPVST+) was implemented for each VLAN path within the UWTSD CAN, to prevent all ports being blocked for all VLAN’s, the STP priority was changed for each VLAN where the access layer switch  connected to the distribution switch for the VLAN gateways allowing  all paths to be available at all times. [44]
e) Remote Connectivity

Within a CAN datacentre creating secure remote connections for external partners who require restricted access to the businesses network is referred to as an Extranet, because the internal infrastructure is accessed via the public WAN i.e. the Internet. This is achieved by creating a Generic Routing Encapsulation (GRE) [45] tunnel from both the ISP router of the hub and the ISP of the remote campus.  This method of a GRE tunnel allows the extranet users to traverse Network Address Translation (NAT) [46] and the hardware firewall to access the internal datacentre on a restricted basis by utilising Active Directory and Access Control Lists (ACL) [47] to manage accessibility and security for remote users 

The tunnel is then further secured using encryption standards at each end of the tunnel to create a Virtual Private Network [48], [49]. This method of remote access was utilised within the UWTSD CAN project to create an extranet for remote partners. The internal datacentre located in Swansea Waterfront i.e.  Intranet’s infrastructure was used to also create the extranet for economic costs and also ease of management within the centralised CAN, security applications and protocols such as ACL’s, AD and VPN were utilised to maintain security and partition the remote users from the Intranet datacentre data as previously discussed.

ACL’s and VPN’s will be discussed in further detail within the Network Security section of this paper.

The UWTSD CAN also required a public Internet access web server farm [50] for customers and/or UWTSD partners, this could not be housed within the Intranet/Extranet datacentre because of the potential security implications of the public Internet, so a Demilitarised Zone (DMZ) [27], [51] was created that housed the Internet web server farm. 

The DMZ was designed by placing two ASA 5600 [52] hardware firewalls in between the Internet server farm and the Internal network on the edge of the Swansea – Waterfront ISP router. A security level of 100 was applied to the internal facing interfaces and 50 for the DMZ server farm interfaces, the outside interfaces had a security level of 0 [53]. The firewall policy [54] was created to only allow outside user access from the Internet to the DMZ web servers using Hyper Text Transport Protocol Secure (HTTPS) [55] to prevent any malicious attackers entering the internal network. An ACL was also put in place to ‘Deny’ unauthorised IP ranges outside of the universities CAN and remote partners IP ranges from accessing the internal network for additional security.

A default gateway ISP was also created at each of the internal LAN sites within the CAN for users to have internet access, an ASA hardware firewall was placed at the network LAN/WAN boundary to provide default gateway routing and to enforce firewall polices within the network at this segment, a default static route was also configured here for internet traffic to be routed through the internet facing gateway.

Secure Shell (SSH); was also configured at each of the internetworking devices to provide remote access for the IT Management VLAN for troubleshooting/configuring the devices within the CAN.[56]

Remote Desktop Protocol (RDP); was also installed within each of the server cluster VM’s and at the IT management segment for remote access to the server cluster for network management and troubleshooting purposes.  [57]

f) Network Address Translation 

NAT is used to translate private IP addresses to public IP addresses. There are two main versions of NAT that are used within todays industry and they are;

Static NAT; Static NAT is predominantly used for  server access from outside of a LAN, it functions by mapping public-to-private IP addresses on a 1-to-1 bases to allow Internet users access to a DMZ server farm from outside of the internal network. [58]

Port Address Translation (PAT); PAT is commonly used for all web traffic leaving an internal network. It Maps private IP addresses to a single IP address and changes the source port to distinguish between each private IP address packet requests within the Internal network. This version of NAT was developed to minimise the amount of public IP addresses around the globe being distributed as there are a finite amount of available addresses within the Ipv4 address range 2^32 = 4.29 Billion. [59]

Within the UWTSD project Static NAT was utilised for the DMZ servers for public access and PAT was utilised at each site’s ISP Firewall/Router for Internal users that request foreign website addresses to allow access. A default static route was configured at the distribution switches to redirect unknown IP traffic destined for the Internet through the ISP gateway for each LAN. 

g) Domain Name System

Domain Name System (DNS) [60] server is utilised within networking to map IP addresses to domain names i.e. 8.8.8.8 – www.google.com for web server and/or internetworking device reachability, this is referred to as the Fully Qualified Domain Name (FQDN) [61]. Within the UWTSD CAN a DNS server has been implemented to direct traffic to the internal web and file server from the LAN sites. Traffic to the DMZ Internet web server would use an external Internet DNS server.
h) Dynamic Routing Protocols

Interior Gateway Routing Protocols (IGRP) and Exterior Gateway Routing Protocols (EGRP) are categorised as dynamic routing protocols because they autonomously learn about networks using various algorithms depending on which routing protocol is used.  [62]

IGRP learn subnetworks within an internal companies’ network in order to route packets to the correct destination. The three main IGRP’s currently used within industry today are;

Routing Information Protocol (RIP): This protocol is used for small networks with limited amount of internetworking and end devices, it is categorised as a distance vector protocol because RIP routes using hop count distances as its routing metric. RIP has a maximum hop count of 15 routers and uses the Bellman-Ford algorithm to route packets dynamically. [63]

Enhanced Interior Routing Protocol (EIGRP): This protocol is used for medium to enterprise sized networks, it is categorised as a hybrid protocol as it has many of the features of an advanced distance vector protocol and also a link-state protocol that  maintains a topology table of the entire network to make more intelligent routing decisions but also factoring distance within its routing metric. EIGRP also has security configuration capabilities. EIGRP uses the Defused Update Algorithm (DUAL) to route packets dynamically and also supports unequal load balancing by using the variance algorithm feature. [64]

Open Shortest Path First (OSPF): This protocol is a very advanced routing protocol used to route packets within large Enterprise or CAN. Its categorised as a link-state routing protocol because it maintains a database of the entire network topology on an elected router called the Designated Router (DR) and a second copy within the Backup Designated Router (BDR), the DR makes routing decisions for the entire network based on the shortest path to a destination. It has many advance features such as segmentation of dynamic routing called “Areas” and also encrypted security capabilities and many more. OSPF uses the Dijkstra SPF algorithm to dynamically route packets within a network. [65]

Within the UWTSD CAN, a separate process of OSPF was utilised for each LAN site, to root traffic between each of the individual local campuses. OSPF was utilised because of the complexity and amount of VLAN’s within the topology, so a link state IGRP i.e. OSPF was the preferred choice because of this. OSPF is the industry standard protocol used within enterprise and CAN’s as previously discussed. 

EGRP’s dynamically route between Autonomous Systems (AS) [66]. An AS within networking contains a large range of IP public addresses for a specific geographical area. BGP routes traffic within a WAN to interconnect distant LAN’s using AS to geographically locate public IP ranges in order to successfully route packets between distant LAN’s over large geographical areas. There is only one EGRP that is currently used within the networking industry by WAN providers i.e. Internet Service Providers (ISP) and that is external Boarder Gateway Protocol (eBGP) version 5.  eBGP also utilises the Dijkstra SPF algorithm to route traffic between AS. [67]

Within the UWTSD project eBGP was utilised within the private WAN where redistribution of each of the spokes IGRP OSPF processes was configured to achieve full convergence of the LAN campuses. 

eBGP was also utilised within the Internet WAN segment of the CAN topology to emulate real world traffic being routed across large geographical areas using AS and public IP addresses for remote connectivity.

i) Network Metrics

Connectivity within a large network can be analysed using three core metrics, that are used to benchmark and/or identify bottlenecks or configuration issues within a network, these metrics are as follows:

· Latency; Latency refers to the time it takes for a packet to traverse a network from its source to its destination. This metric is measured in seconds. [68]

· Throughput; This metric defines the speed in which the packet and/or frames traverse the network. This metric is measured in bits per second e.g. 1 Gb/s. [69]

· Packet Loss; This metric refers to a Bit Error Rate (BER) where packets intermittently get dropped or lost whilst traversing the network to its destination, this metric is viewed as a percentage. [70]

A network datacentre architect will aim to optimise the connectivity of a network to have very low latency, ultra-high throughput with a <1% BER. Using these metrics, a network engineer can verify if the network is operating at its full potential or if not, troubleshoot any issues using tools such as; Internet Control Message Protocol (ICMP) which is most commonly referred to as ‘Ping’ and ‘Trace Route’ to identify the source of the connectivity and/or bottleneck issue. More advanced software application tools are most commonly used such as; ‘SolarWinds’ for network management and troubleshooting. These tools will be discussed in further detail within the Network Management section of this paper.  [71]

V. FAULT TOLERANCE AND LOAD BALANCING

Fault tolerance within computer networking is also referred to as redundancy, in order to have a highly available network, redundant protocols and devices must be considered within the architecture. The industry standard for high availability is referred to as the five nines, this framework states that a datacentre network should be available 99.999% of the year, this percentage equates to 5 minutes network downtime per year which is a very high standard to meet. [72]

Within the UWTSD CAN, redundancy [5] has been built into the network topology at each segment. At the distribution layers of each LAN and the Intranet/Extranet datacentre, Hot Standby Routing Protocol (HSRP) [73] which is a First Hop Redundancy Protocol (FHRP) [74] has been utilised between two or more layer-3 switches and/or routers to create a virtual default gateway IP for end devices within each subnet and also the datacentre subnet, the protocol monitors each of the devices within the HSRP group by sending keep alive messages every 3 second between the devices in the HSRP group, in the event there is no response, the standby router and or L3 switch with the highest priority in the group assumes the role of the active default gateway. HSRP can also be configured for load balancing, by giving each of the devices in the HSRP group equal priority and load balancing traffic to the gateways at the access layer. This configuration allows all devices to be utilised within the network at the same time to achieve higher throughput and performance. This configuration has been applied at the UWTSD CAN project.

a) Datacentre Segment

Within the Datacentre SAN segment of the network each Solid-State Drive (SSD) disk has been configured within a Redundant Array of Independent Disks 1+0 (RAID-10) [75], [76] group for mirroring and striping. This approach at the SAN allows for faster Input and Output (I/O) of data as it logically combines and load balances the disk speeds of all the disks within the array, this reduces bottleneck at this segment of the datacentre because this is where the highest volume of traffic activity will be present for a large percent of the time. RAID-10 also mirrors/duplicates the data across the disk array which allows for live backup of the data within the SAN for data redundancy. Unfortunately, this configuration reduces the overall disk array data capacity by half because of the mirroring of the data, so the true data capacity of the SAN after RAID-10 was configured is 3 petabytes, which meets the requirements of the university. The trade-off of data redundancy outweighed the disk capacity loss during the design stage of the SAN. Also, RAID-10 is scalable, so disks can be added to the array in the future if extra data storage is needed.  In the event data was lost from both internal SAN’s, an offsite remote SAN has also been implemented within the design located in Cardiff for additional data redundancy.

Internet Small Computer System Interface (iSCSI) initiator  was also utilised for TCP/IP disk volume discovery from host to SAN for communication between the two nodes. [77][78]

Also within the datacentre segment of the network the Tier-1 hypervisor blade servers have been configured within a failover cluster [20] in the event one or more were to fail, the other servers within the cluster would live migrate the traffic being processed by the failed host to a healthy host within the cluster using quorum logic to determine what host takes responsibility of the traffic, this process is transparent to the end clients who are receiving services from the datacentre. 

b) Port Aggregation

Port-aggregation is most commonly known as Etherchannel within network engineering and Network Interface Card (NIC) teaming [79] within systems engineering. Port-aggregation is a technology that allows multiple ports within a router, switch and server to be logically aggregated to form one large data pipe, this technology allows a maximum of 8 interfaces to become a port channel which is viewed by the internetworking devices as one logical port, i.e. 8 x 1GB ports becomes one 8GB logical port. This allows for load balancing of multiple streams of traffic across all interfaces within the port channel, it also provides redundancy in the event that one of the ports failed, the connection would still be viable between the devices the port channel is facilitating minus the failed port.

The open vendor etherchannel protocol that is used to achieve this is called Link Aggregation Configuration Protocol (LACP). Cisco also have a propriety etherchannel protocol called Port Aggregation Protocol (PagP) which cannot be used with other vendors, that’s why LACP Etherchannel was applied at the core, distribution (layer-3) and access layers (Layer-2) within the UWTSD CAN for higher throughput and redundancy as previously discussed and also in the event that multiple vendor devices were to be installed within the future at the CAN LACP can seamlessly provide interoperability between those multiple vendor devices. [80]

Note please see Appendix – B – Packet tracer 7.2 bugs for issues with layer-3 Etherchannel and more.

Within systems engineering datacentre server OS’s, theirs an alternate to NIC-Teaming called Multipath Input Output (MPIO) [81] this technology also aggregates ports but unlike NIC-Bonding it does not load balance multiple streams of traffic between all ports within the MPIO group but instead utilises all the ports throughput for one traffic stream at a time, queuing any other traffic stream, this technology is predominantly utilised between a server cluster and a SAN for applications that utilise large amounts of data for each traffic stream. Within the UWTSD project MPIO would be configured at the server cluster to SAN.  [82]

Packet Tracer 7.2 does not include this technology so was not configured within the UWTSD project.
c) Load Balancing Device and Applications

A load balancing device is utilised within datacentres at the distribution layers in between the switches and the hosts where there are high volumes of traffic that acts as a reverse proxy, this is implemented at this segment to load balance or distribute traffic between blade server hosts within a cluster and also the SAN, this layer-4 (transport layer) protocol load balancing solution prevents high latency and allows for higher throughput by utilising all of the available hardware resources preventing a bottleneck. The industry standard configuration for load balancing is the round robbing algorithm that evenly distributes traffic between hosts within the server cluster. There are several other load balancing protocols that can also be used to route the network traffic more granularly if required.[83]

A load balancing application can also be installed at each of the blade servers to offload traffic to other hosts within the cluster if its processing threshold is nearly at full capacity to prevent traffic queue that create low latency for the end user. This is also referred to as layer-7 protocol load balancing (Application Layer). [84], [85]

Within the UWTSD CAN an F5 load balancing device would have been utilised at the intranet/extranet segment of the datacentre for load balancing purposes as previously discussed. F5 is the most utilised and reputable load balancing hardware device used within industry. Application load balancing would also have been configured at each of the server hosts for layer-7  load balancing redundancy. [86]

Packet Tracer 7.2 does not support load balancing devices or applications so was not included within the simulation design of the UWTSD CAN.

d) Redundant Power Supply Unit

A backup Uninterrupted Power Supply (UPS) solution should also be considered within the design of a datacentre. A large power generator is unrealistic for an Enterprise or CAN, that’s why a failover datacentre site is most commonly used within these types of datacentres. However if a hard shut down was to occur due to a power outage the very expensive hardware housed within the datacentre could be damaged, that’s why industry best practice states; there should be a small-to-medium sized UPS lithium-ion battery backup generator solution within the datacentre that is capable of keeping the hardware devices live whilst they automatically cycle through a soft shutdown which could take 10-15 mins. [87]

This solution mitigates the possible damage to the hardware within the datacentre if a power outage was to occur which could have large economic implications for the company if it were to get damaged. The average blade server at full capacity utilises on average 400W of power according to IBM. Within the UWTSD datacentre there are four blade servers and a SAN that utilises an average of 300W, that gives a combined power utilisation of 1900W for the UWTSD CAN datacentre, so a  to allow for power fluctuation and miscalculations the datacentre output, a recommended backup UPS of 3000W would be advised to allow for the devices to cycle through a soft shutdown to avoid damaging the hardware as previously discussed. [87]

VI. NETWORK SECURITY

Within modern computing, network security has become a cornerstone of every companies’ network infrastructure, as more malicious attackers i.e. hackers are infiltrating networks around the globe on a large scale to steal data for economic and/or political gain, because of this network security has never been as prominent within a networks design as it is within todays industry.

Within the UWTSD CAN security has been implemented at each layer of the Open Systems Interconnection (OSI) model from the physical layer to the Application layer.

a) Application Layer Security

Active Directory (AD): AD is utilised within a network as a Windows server database query service for network user/domain management and security. AD is a powerful tool that can group users within a network and apply network policies to each of the users within the AD group by utilising network AD Security Certificates (CS) which are referred to as tokens. AD can also be configured to create and manage multiple domains and isolate certain IP ranges from accessing sensitive segments of the network i.e. SAN data partitions etc. Within the UWTSD CAN, AD would have been implemented to control permissions of rights for various departments within the business i.e. Staff, Students, Accounts, HR and Extranet remote users. [88] [89]

Symantec End Point Security: Is an enterprise grade software firewall, antivirus and e-mail threat scanner that is placed on the server and pushed out to all end clients who join the network before full network access is available. Within the UWTSD CAN Symantec End point security would have been implemented for additional security at each of the end devices connecting to the network. Symantec End Point Security can also be utilised for wireless clients joining the network in conjunction with a Mobile Device Management (MDM) server such as ‘VMware: Airwatch’ on premise MDM solution. [90]
b) Transport Layer Security

SSL/TLS: Secure Socket Layer (SSL) and Transport Layer Security (TLS) is utilised as the security layer of a HTTPS web browser, it utilises port 445 for the security authentication  that provides end-to-end public key exchange encryption standards to issue security network certificates to authenticated end clients by utilising the globally renowned Certificate Authority (CA) [91]. SSL/TLS CA utilises the Advanced Encryption Standard (AES) [58] algorithm to achieve this which is the strongest encryption standards used within cryptography today.  [92]

SSH: Secure Shell (SSH) is a transport layer protocol that is predominantly used to access internetworking devices for remote configuration, it provides end-to-end encryption of data between clients providing a secure connection. SSH also utilises the AES-256-bit encryption for security. Within the UWTSD CAN project SSH was configured on all the Virtual Teletype (VTY) terminal lines within the internetworking devices. TELNET was also disabled on all of the VTY lines as this legacy protocol sends data across the network in plain text which is highly insecure. [93]

c) Network Layer Security

OSPF Authentication: OSPF authentication is a security configuration applied to the IGRP, this configuration allows routing table updates between routers within a LAN to receive encrypted updates using the Message Digest-5 (MD5) algorithm to prevent the routing table being intercepted by malicious actors. Within the UWTSD CAN OSPF authentication was applied at all LAN sites that utilised OSPF. [94]

Point-to-Point Protocol: PPP encapsulation is utilised between serial and fibre connections within a LAN’s core and a WAN for direct communication between devices. To prevent sensitive information being intercepted by a Man In The Middle (MITM) [95] Attack, a PPP security protocol was developed called Challenge Handshake Authentication Protocol (CHAP) [96] . CHAP functions by sending one-way MD5 hash algorithms of the preconfigured password to its neighbour that is also CHAP enabled, if the neighbour responds with a matching hash the link is created, this is called a four-way handshake within network security. Within the UWTSD CAN CHAP has been applied within the private WAN segment of the network for additional security. 

Virtual Private Network: A VPN [97] is utilised for remote communications over an unsecure network i.e. the Internet as previously discussed. A VPN is created when a GRE tunnel is secured either end with a suite of protocols called IP-Security (IPSEC) [48] the VPN is created in two phases. The first phase utilises Internet Security Association and Key Management Protocol (ISAKMP) [98] to establish a secure connection for the second phase of the negotiation parameters. The second phase utilises Rivest, Shamir, and Adelman (RSA) [99], [100] to negotiate the tunnel parameters and AES to encrypt/decrypt the traffic either end of the tunnel. Within the UWTSD CAN a VPN was created for remote partner sites to access the Extranet segment of the Internal datacentre securely across the Internet. [101]

Hardware Firewall: A Cisco ASA 5600 firewall was utilised at the DMZ segment of the UWTSD CAN and at the Internet gateways at each of the spokes. A hardware firewall inspects traffic that flows through it using predefined policies set by the security engineer, if any of the policies or rules are met then traffic is blocked from entering the network. A hardware firewall gives a security engineer granular control of traffic that enters a network by filtering by ports, protocols, IP addresses, MAC addresses and more. [53]

Access Control Lists: ACL are written as a small programme script and are applied within internetworking devices i.e. routers, switches at the interface and/or terminal lines. There are two main forms of ACL that are predominantly used within industry; the first is a standard ACL which is basic and matches IP ranges set to either permit an IP range or deny it. The second is an extended ACL which allows for more granular control of traffic filtering, as it allows a network engineer to match not only IP ranges but transport methods, ports and protocols. Within the UWTSD CAN project an ACL was applied at all of the VTY lines to only allow the IT Management subnet remote access to the internetworking devices. A second ACL was also applied at the DMZ firewalls to allow remote users access to the extranet segment of the datacentre. A third ACL was also used for PAT to allow all VLAN’s Internet access. [47]

Logging: Activity within network is a fundamental aspect of network security because in the event the network is breached, the  network engineer can view the log files to see if it was an internal breach or external breach and possibly trace the IP address of the malicious actor and also learn how the network was breached i.e. insecure service running, unused ports left open etc. This knowledge can be used to further secure the network to prevent any future breaches of that nature. Within the UWTSD CAN logging of all activity was configured on each of the Internetworking devices, all activity is then sent to the log server housed within the datacentre. Logging can also be used to troubleshoot any protocol issues or errors pertaining to the network. [102], [103]

An Authentication, Authorisation and Accounting (AAA) server was implemented at the UWTSD CAN datacentre to converge the security of user authentication, authorisation and accountability (logging) using Terminal Access Controller Access-Control System Plus (TACACS+) [104] to send and receive the data from the client, and internetworking devices to the server securely using MD5 encryption.  [105]

d) Datalink Layer Security

Switchport Security; Switchport security is configured at the access layer of a LAN within the Layer-2 switches for end devices connected to access ports configured interfaces. This security method allows a network engineer to configure a maximum amount of end devices that can be connected to that port by learning MAC addresses, if the security configuration rules are violated the ports will autonomously shutdown or limit connectivity depending on the configuration selected by the engineer. Within the UWTSD CAN switchport security was applied at all access ports with a maximum connection of end devices set to 1 and the violation rule set to restrict. [106]
 
Bridge Port Data Unit (BPDU) Guard; BPDU guard can be configured on all access switchports to prevent rogue switches/bridges being connected within a network causing a frame loop which is a form of Denial of Service (DoS) [107] attack against the network, by malicious actors or untrained network technicians. Within the UWTSD CAN BPDU guard was applied at all access switchports to prevent such an attack. [108]

DHCP Snooping; Is a layer-2 security technology like BPDU guard that can be applied to switchports, its objective is to discard any undesirable DHCP frames entering the network DHCP server which can also cause a (DoS) attack as duplicate IP addresses and different subnets could be applied to end devices preventing connectivity at the LAN segment. DHCP snooping was also applied at all access ports within the UWTSD CAN for additional security. [109]

Wireless Security 802.11; Wireless Protected Access 2 – Pre-Shared Key (WPA2-PSK) [110] was configured on each of the AP within the UWTSD CAN to prevent a MITM attack of data being transmitted across the airwaves. WPA-2 encrypts data before being transmitted from the wireless end device to the AP using the AES encryption. [111]

All unused switchports within the UWTSD CAN were also shutdown to prevent rogue devices entering the network for additional security.

e) Physical Layer Security

Physical layer security is often overlooked by network engineers, but it is a vital part of any network’s security as the majority of attacks within a network are internal. Within the UWTSD CAN within the datacentre room, Radio Frequency Identification (RFID) [112] locks were applied for ingress and egress of the datacentre where all the internetworking equipment is housed. Encrypted passwords were also applied on all internetworking devices for physical console access. Only authorised network engineering/administrator staff will have access to the datacentre room. [113]

Carbon Dioxide System; Within the UWTSD CAN a CO2 system would have been installed at the physical datacentre to act as a fire suppression system to prevent fire damaging the expensive datacentre hardware. The fire suppression system functions by sucking all of the oxygen out of the room and  spraying CO2 back into the room to extinguish a fire rapidly.  [114]

[bookmark: _GoBack]Cooling System: A fan cooling system is utilised within a datacentre physical room to stop the hardware devices from overheating that would cause them to fail and/or malfunction which would be economically expensive for a business. The industry standard optimal temperature for a server room is between 10 and 28 degrees. [115], [116]

f) End User Security

A network policy for end users within a network is often over looked by network professionals. It’s a key component that outlines a framework of rules that must be adhered to whilst using a company’s network. By implementing a network policy and having users read, understand and sign it. Not only educates the end users about their personal responsibility towards data security whilst connected to the network, but it also provides a legally binding contract between the employer and employee, so any violations of the network policy can result in an internal disciplinary procedure or criminal prosecution depending on the severity of the violation. [117]

VII. NETWORK MANAGEMENT

Network management is broken down and defined by the International Organisation for Standardisation (ISO) into five distinct categories that allows for a proactive and reactive approach to network management. These are; [118]

1. Fault Management; Is the framework of detecting and notifying the correct authority i.e. network administrator/engineer of any faults that occur within the network who is then responsible for isolating, troubleshooting, correcting and logging these faults that occur.

2. Configuration Management; Pertains to the creation and ongoing monitoring/updating of network configurations i.e. syntax configurations, additional hardware/software implementations and IOS upgrades along with a topological diagram of the network into a single document that can be accessed by all networking staff with authorisation to perform maintenance/troubleshooting of the network. This approach allows the network to be fully understood before any troubleshooting or changes can take place. This can be achieved autonomously using a network management platform such as; SolarWinds and Cisco Works.

3. Security Management; This network management framework is utilised to design the network to allow the administrator granular control of end client access to various domains, security zones and data assets such as partitions of a SAN within a datacentre for both internal and external (Remote) end users by utilising tools/protocols such as AD, ACL’s, AAA and network policies as previously discussed. Also, implementation and configuration of hardware and software firewalls along with Intrusion Prevention Systems (IPS) that are continually monitored using third party tools by utilising alarms/traps for notification of a breach of security within the network. This framework is even more important to a business with the advent of the new General Data Protection Regulations 2018 (GDPR) within Europe that can carry very large fines to a business in the event of user data being breach.

4. Performance Management; Is the process of continuously monitoring metrics within a network and managing any sub-optimal performance issues that may occur i.e. bottlenecks, high latency, low throughput etc. Identifying why these issues have occurred and then correcting the issue to ensure optimal network efficiency is maintained and/or restored.

5. Accounting Management; This framework allows an administrator to monitor services/infrastructure utilisation within each segment/businesses department of the network and also the users that utilise the most network resources within the network. This approach can identify if certain parts of a network need to be upgraded and/or scaled to accommodate for the large amounts of traffic within specific segments of the network that are being utilised for business purposes or to block certain high utilisation non-business applications/website from being used to preserve the bandwidth within that segment of the network.

Within the design and architecture of the UWTSD CAN network the Network Management ISO framework was integrated within the implementation of the network to comply with industry standard best practices for Datacentre Infrastructure Management (DCIM).[119]

As previously discussed within the UWTSD CAN, applications and protocols such as AD, logging, SSH and various other technologies have been configured for multipurpose functionality I.e. Remote connectivity, security and fault management/troubleshooting of the network. 

There are many tools available within today’s market for advanced network monitoring that facilitates a network administrator to manage the network efficiently, the most prominent tool used by IT professionals around the globe is ‘SolarWinds’ [120] which is an advanced Graphical User Interface (GUI)  that utilises Simple Network Management Protocol version 3 (SNMPv3) [121] along with other management tools to continuously monitor and build a topological view of the network that complies with the IOS framework previously discussed . SolarWinds is installed at the IT Management client machine and monitors the network using advanced techniques that analyse network traffic to identify any issues with network performance/security i.e. bottlenecks, throughput, high latency, BER, security violations, configuration issues etc as previously discussed. 

SolarWinds can be configured to produce graphs depicting the network activity and performance analysis over days, weeks and months using the data collected to correlate the information for a network engineer to analyse visually how the network performs over a period of time. [122]

SolarWinds also can be configured to send E-Mail/TXT alerts with different severity levels for the administrator to analyse once an issue occurs for reactive analysis and resolution of the issue. Utilising this functionality frees up the administrator’s time for other impending tasks within the network such as; creating VM’s for end users, configuring /adding new devices within the network etc. [123]

This network monitoring and management approach allows the network administrator to visualise the multiple LAN segments that together comprise the whole network, as one entity in order to efficiently analyse how and what kinds of traffic is flowing within the network as a whole in order to maintain maximum network efficiency and security. [124]

VIII. FUTURE GROWTH

As previously discussed, future growth within a network is fundamental in order for a network to evolve and grow at the same rate as the company it services. Economic costs are often a key factor when expanding the infrastructures end user capacity because networking hardware/software can be very expensive for enterprise grade networks. To combat budget costs, a network engineer may need to look at a cheaper or free (open source) alternative in order to strike a balance between budget and network requirements. [125]

Within the UWTSD CAN project future scalability has been factored in at each layer of the network, but in the event that budget constraints prevented purchasing additional hardware i.e. blade servers, Nexus switches, ISR routers etc as the business grows. Alternative open source technologies have been researched and analysed to evaluate if such technologies could be incorporated into the UWTSD CAN to maximise hardware efficiency by utilising the existing infrastructure to accommodate additional users. 

An alternative virtualisation technology was discovered called; ‘Containerisation’ [126] [127], which is an open source alternative approach to VM’s that are currently installed within the hypervisor cluster at the UWTSD CAN datacentre. VM’s are currently the industry standard for OS deployment within enterprise datacentres. 

a) CONTAINERISATION VS VIRTUAL MACHINES 

Virtual Machines (VM) were designed to be deployed by tier-1 or tier-2 hypervisors. For the purpose of this paper the hypervisor that will be analysed and discussed will be a tier-1 hypervisor as this category of hypervisor is designed for enterprise network use. A Tier-1 hypervisor which is also referred to as a bare metal installation, does not contain an OS, it interfaces directly to the hardware that it is housed within to maximise hardware resource efficiency. [128]

VM’s which are various OS’s packaged as ISO files are installed within the hypervisor. The blade server hardware the hypervisor resides is load balanced or manually allocated by the administrator to each VM installed within the hypervisor depending on the requirements the VM is being utilised for. [129] This approach centralises a datacentres core services infrastructure and the allows an administrator to create, deploy, aggregate and then collectively manage multiple OS’s more easily and efficiently within a central point of the network to provide services that can cater all segments within a large enterprise or CAN from a centralised point within the network. 

However the caveat to this approach is that every OS VM contain system processes, large OS files etc that makes the OS function but also utilise a lot of the  server hardware, when the  majority of VM’s are only deployed for one specific task, so when multiple server VM’s are running concurrently, all of the unwanted software and processes that are running on each of these VM’s are draining precious hardware resources  which can be very inefficient in a large scale network with limited available hardware resources. [130]

Containerisation functions similarly to VM’s in the fact that ‘Containers’ are deployed or ‘Spun up’ as it is referred to within the containerisation industry to service end users the same as VM’s. The subtle but very important difference to containers compared to VM’s is that they only utilise just one VM OS on a hypervisor or standalone server with a single OS. 

The technology is designed for a systems administrator to create a container for a specific service and/or task i.e. DNS, Application, DHCP services, Application/software etc to run on a single VM or standalone OS. This approach to providing large volumes of services to end clients is referred to as; ‘micro-services’ within the containerisation/virtualisation industry. The difference in architectures can be found in figure 12.

[image: ]
Figure 12: Virtual Machines VS Containers Architecture [131]
The benefits to this approach are that when a container is created, only the key processes and software that are needed for the service/task it was designed for to function adequately are packaged into the container. This approach to virtualisation negates the need to install a full OS for each service within the hypervisor that utilises valuable hardware resources which are not required for the specific task as previously discussed. By utilising containers within an enterprise network, the hardware resources are vastly maximised with very little resource wastage as opposed to the VM approach. 

A company could also vastly benefit economically from not utilising expensive hypervisor software and proprietary commercial server OS’s by instead utilising a standalone OS architecture with a containerisation approach implemented within an open source distribution of Linux.

b) CONTAINERISATION WITH DOCKER

The market leader within containerisation is ‘Docker Inc’, [132] they provide open source containerisation software for Linux, Windows and MAC OS. Docker allows users access to its vast library containing hundreds of thousands of pre-compiled containers for an administrator to easily download via the docker command line and then quickly implement them within their network. Docker also provide the bare processes that make up a container for administrators to easily build their own custom containers which cater for all OS’s i.e. Linux, Windows, Unix, MAC OS. Docker also provides functionality where two or more containers can be networked together for a specific task which is a very powerful feature. [133][126]

Containers within docker can be shut down and restarted within seconds causing no harm to other containers running within the OS or the server hardware. They can also be configured to run or shutdown at certain times of day or be single use containers if a software engineer was to use one as a test bed or sandbox such is the flexibility of the technology. Container templates can also be created and saved if multiple instances of a pre-compiled container are required at any specific time, to be instantly spun up to provide services f or a specific task for end users etc. [134]

The industry recommended underpinning OS to utilise Docker with is Linux, as this OS and software pairing maximises the hardware resources further due to Linux’s streamline tree like architecture as opposed to Microsoft’s bulky bloatware OS’s that consume alot of system resources. [135]

IX. CONCLUSIONS

Virtualisation within modern computing combined with the advent of ultra-high speed LAN and WAN network infrastructures, allows modern network architects the ability to centralise services within medium to large business’s which has become a key component of network functionality around the globe, as this centralised design not only aggregates expensive hardware into one location, it also allows network engineers/administrators to manage, configure/troubleshoot and scale datacentre networks a lot more efficiently and effectively. This results in economic savings within a business as less IT staff need to be employed to manage the infrastructure, less hardware needs to be purchased because the existing hardware is virtualised for   maximised efficiency. The end result of a centralised datacentre architecture leads to a high-speed network that’s highly available, highly accessible which when all are combined, this leads to higher productivity within a business which evidently leads to higher profits.

The emerging technology of containerisation when applied within a modern centralised datacentre environment will further bolster network flexibility, accessibility, OS deployment and hardware efficiency for networks around the globe. Once the technology is fully understood and adopted by network engineers and businesses around the globe it will become the future norm within all datacentre environments not just large enterprise networks.
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XI. Appendix -A: UWTSD Packet Tracer 7.2 Data Centre CAN Architecture
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Figure 13: UWTSD CAN Design Packet Tracer 7.2

XII. 
XIII. Appendix-B: Packet Tracer 7.2 Bugs
Routing Protocols flapping i.e. OSPF and BGP due to very slow intermittent connectivity and convergence times, partly because of the large number of devices installed within the datacentre campus and the bugs within the new version of PT 7.2 that was used. This also causes DHCP issues due to timing out because of the connectivity and convergence issues previously discussed.

Layer-3 Etherchannel port-channel configurations not applying to the interfaces resulting in not being able to configure Layer 3 Etherchannel within the Distribution and Core of the Network.

VPN tunnelling does not work correctly within PT 7.2 for end clients because a static route cannot be configured on the router/gateway to utilise the tunnel interface as the outgoing interface within the static route in order to route traffic through the tunnel which is how it should be configured using real networking devices. PT only allows a next hop IP address to be configured which does not work correctly when using the next hop of a connected tunnel interface which does not route through the tunnel correctly using this configuration.

Packet tracer 7.2 crashes on average every 5 minutes and/or sporadically when configuring a device due to the numerous 

bugs within this new version of packet tracer 7.2. 
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Figure 14: Packet Tracer 7.2 Intermittently Crashing Bug
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