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This report aims to cover two different areas in computer forensics. In task 1, five commonly used forensic tools; EnCase, Autopsy, FTK, Wireshark and Cellebrite. Each of these tools will be examined, detailing their use and analysing their pros and cons before being categorised. Task 2 focuses on a case study based on a real-world scenario, evaluating the forensics methodologies used and creating professional reports and invoices.
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Computer forensics is an essential part of modern-day policing, focusing of identifying and preserving digital evidence. As technology evolves, so does the tools used by forensics specialists, however, the core ideas stay the same. Task 1 includes research and categorisation of different tools, and their uses for different needs. Task 2 provides analysis of a case study based on a real-world scenario. Both tasks help to provide insight into both the practical and theoretical parts of forensics.
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EnCase is a tool developed by OpenText, and is one of the most widely used tools, often used by law enforcement, government agencies and in professional environments. It is estimated that over 90% of banks use EnCase, while 100% of federal agencies use EnCase [1]. One of EnCase’s biggest strengths is its ability to create exact images of digital files while preserving data integrity on the original file. This not only allows the ability to create exact replicas (including structure and metadata) of files, but also allows investigators to use various other tools to investigate the files without altering the original source files, allowing the evidence gathered to be able to be used in court as the files are considered unchanged from the time the data was seized. 
While EnCase is mostly recognised for its ability to create exact file replicas, it also has strong tools to analyse the duplicated data, allowing investigators to navigate the devices file systems, view deleted files, examine registry entries, and extract encrypted data. EnCase allows for a report to be generated depending on the specific information required, allowing for as much or as little data to be examined as necessary. [2] EnCase’s analysis tools are quite versatile and allows for the examination of several different file systems for several different operating systems. A few examples of this would be FAT, NTFS, exFAT, HFS+, and EXT2, EXT3, EXT4 [3].
As briefly mentioned previously, EnCase has powerful reporting system which is crucial for its use in court. EnCase can provide investigators with detailed and customised reports which are able to withstand scrutiny when needed, providing action logs, evidence recovered, and the conclusions drawn from each piece of evidence [1].
In spite of these great tools EnCase offers, there are still drawbacks to the software and the company itself. One of the major factors preventing companies and individuals from using EnCase is its pricy licensing costs, costing around £3000 per year, making it an expensive resource for smaller companies and individual users. On top of the initial cost of the software, hiring someone who has had the necessary dedicated training on the software can also be costly, due to its steep learning curve, simply pricing out potential buyers.
While this does mean smaller companies cannot afford the software, the companies who are able to afford EnCase can often justify its cost, being known as a reliable software accepted in courts makes it a fantastic candidate for those in forensic investigations. The many different tools of EnCase can match the power of several separate software applications in both speed and effectiveness.
In conclusion, EnCase stands out as a staple in the forensics world, and its powerful tools in imaging, data analysis and reporting make it a strong tool almost required for many companies and agencies. The cost for EnCase is a high investment, however, the benefits of EnCase far outweigh the cost for those who can afford it.
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Autopsy is an open-source forensics platform, developed by Sleuth Kit Labs. Autopsy acts as a GUI for the CLI based The Sleuth Kit (TSK), which itself is a collection of libraries and command line tools designed for analysis and data recovery. Autopsy is often used for its comprehensive hard drive and smartphone investigations by forensic specialists, with its user-friendly interface and the ability to code custom commands, it acts as a worthy tool widely used by both governments and corporations alike.
One of Autopsy’s strengths is, just like EnCase, its ability to support a wide range of file systems, such as, FAT and its versions, HFS+ and ext formats. This allows for a wide range of file systems to be analysed, and can do several different operations such as recovering deleted files, parsing emails and extracting file metadata [4]. One of its premiere features is its ability to create a detailed timeline for the device being analysed, allowing for clear analysis on the day-to-day use of the device and search for any anomalies. [5]
Another one of Autopsy’s tools is its keyword search capabilities and hash filtering tool, which allows for quick identification for critical evidence, allowing only “bad” files to be searched, reducing time taken for each search. Each filter can be individually set for different purposes, reducing overall search time, and can help focus on suspicious activity that is necessary for the investigation. Speaking of Autopsy’s filters, one of its major strengths against new challenges is the fact that it is open source, allowing its users to share different modules and features with one another, allowing specific devices to be more efficiently searched such as android/apple devices, performing searches for emerging file hiding tools, and flagging new, risky files for specialists to look out for. This ensures that the software is always updated against new threats and can be adapted to suit each users personal needs.
Even with all of Autopsy’s strengths, there are some issues that can turn potential users away from the software. In several academic studies, including one done by Victor Agboola, Jude Osamor and Funminiyi Olajide [6], it found that Autopsy struggled with handling extremely large data sets compared to commercial tools such as EnCase and FTK. Along with this, it has been noted that Autopsy struggles in efficiency when dealing with large, fragmented data, which can be an issue in certain time-sensitive situations.
Despite these weaknesses, Autopsy remains a powerful tool, especially for those who cannot and do not want to pay the large license fees for commercial tools, and its helpful community makes it a very user-friendly option compared to EnCase, which mentioned previously has had issues with its complexity for new users. 
Overall,  Autopsy offers a powerful tool in an open-source format, providing vast amounts of customisability and flexibility, while still providing effective solutions for those not using commercial tools.
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Forensic Toolkit, more commonly known as FTK, is a forensics software developed by AccessData and Exterro. It is one of the most common tools used in computer forensics, often used for its efficient tools for data acquisition and reporting for investigations. Compared to other data acquisition tools such as EnCase, FTK has a database-driven architecture, meaning it is great for indexing and sorting through large amounts of data for suspicious files, making it an ideal software for large scale investigations regarding large quantities of data. 
Like several other similar tools, FTK can process a variety of different file types, but has special tools regarding volatile memory captures [7]. While volatile memory captures are not limited to FTK, the ability to have this tool as a bundle along with other features makes the software very versatile. As previously mentioned, FTK allows for full-text indexing, which allows for rapid keyword searches compared to other applications. This lends itself to cases with extremely large amounts of data for enhances evidence retrieval.
Another key tool often used in FTK is its forensic imaging abilities. This, when paired with FTK Imager, can create bit-for-bit copies of storage devices, similar to EnCase, ensuring date integrity with different hash verification methods such as MD5, SHA-1 and SHA-256. This ensures that the data copied is an exact replication of the original drive, allowing for different test environments to be made to assess the drive while preserving file integrity for the courts.
While FTK is a powerful tool in forensics, it is not without its weaknesses. FTK, like EnCase, has quite high licensing costs, which can lock smaller companies or individuals from using the software. In other studies, FTK was reported to have high system resource consumption, which again, can price out smaller companies who are unable to afford the specialised equipment. Another common complaint for FTK is its complexity, and how its user interface is less than intuitive, which leads to having dedicated courses needing to be bought in order to fully utilise the system, which again, adds additional costs.
Nonetheless, for those who can afford it, FTK remains a powerful tool, especially considering its strong competitors such as EnCase and Autopsy. FTKs speed in keyword indexing compared to its competitors make it valuable for large investigations, and has an exceptional ability to retrieve erased and hidden files, even with extremely fragmented data, which can be crucial to an investigation.
To conclude, FTK remains a powerful tool for forensic specialists, with its ability to manage and index large data sets, as well as its extensive abilities to locate files that may be fragmented or hidden, making it a leading software in today’s world. While its initial cost of licensing and steep learning curve can reduce the amount of users able to access the software, those who can afford it will justify its cost due its power and applicability to many different cases.
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Wireshark is a popular open-source packet analyser, known for its critical role in cybersecurity and its forensic applications. Wireshark (known at the time as Ethereal), was created in 1998, and changed its name to Wireshark in 2006 after trademark issues, and has grown into an industry powerhouse for packet-inspection and data traffic analysis. Wireshark’s popularity also stems from its wide range of uses, from troubleshooting network problems to debugging, and also its security applications by being able to capture live packets and provide analysis of the protocols used in network communications [8].
One of Wireshark’s more popular strengths is its ability to analyse several hundreds of different network communication protocols, including TCP/IP, HTTP, FTP, DNS, etc. The ability to see and manage the different protocols used in communications makes it invaluable for detecting suspicious activity, including data retrieval attempts from outside the network, and general behaviour of potentially harmful software. Wireshark’s advanced filters make it easy to focus on specific data traffic streams, such as specific IP addresses or ports on a device. These filters can highlight potential issues much quicker, enabling a faster ability to deal with these suspicious activities. [9]
One particularly strong ability of Wireshark’s relating to forensics is its ability to rebuild TCP sessions and restore fragmented packets. This allows investigators to recreate a timeline of communications for a specific device, like emails and files, which can help analyse the behaviour of malware and other harmful software and help create better defences and identification of these malicious software.
Another asset of Wireshark is its ability to extract data objects from captured data packets. Analysts and forensics specialists can then retrieve and then analyse the data sent, which can help identify cases of insider data theft or malware identification. However, this ability to extract data can only happen across unencrypted protocols, like HTTP and FTP, and can struggle against its encrypted counterparts like HTTPS. Now, Wireshark can identify if a particular data stream is encrypted and record its limited metadata, but for full identification would require the encryption key, which is not always available. This can limit the information gathered from the packets, and can cause issues when trying to prove guiltiness in court.
The ability for Wireshark to check the metadata of the data packets is a huge benefit to forensic specialists, as with context, can reveal a lot of information about the data, including the source and destination addresses, the port number the packet was sent by, timestamps for the data as well as the protocol types used. This data can all be used to determine whether data is being sent by suspicious means and can determine which machine is sending the data, which in turn, can alert the forensics team to the person responsible for the insider attack. 
Overall, Wireshark remains a strong tool for digital forensics specialists, especially regarding analysis and reconstruction of network events. The fact that it is open source gives it great customisability for network professionals while still remaining accessible for those who would not normally be able to afford similar tools. While its use cases can be limited, its ability to deep inspect data packets can be invaluable when necessary in specific cases.
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Cellebrite is a digital forensics tools, that unlike most of the tools discussed in this report, is particularly acclaimed for its capabilities for mobile device forensics. Cellebrite, developed by Cellebrite Ltd since 1999, is often used by government agencies, law enforcement and corporations to extract data from and generate reports for digital devices, although is mostly known for its work on mobile devices.
Cellebrite is a particular useful tool for devices who are locked and protected, often by passwords, PINs, and particular patterns. This ability to bypass these device-level protections makes it particularly valuable for obtaining information from android and apple devices without the need for user identification methods. Cellebrite can not only create bit-by-bit replications of the targeted device, but also can extract file systems such as text messages, call logs, emails and recently social media content, which can be used in investigations for several different purposes [10].
For those operating in a forensic and by extension, legal contexts, Cellebrite is an effective tool for supporting investigations, particularly counterterrorism and data theft. Cellebrite’s ability to recover deleted data is also a tremendous help in this regard, and can often help to recover valuable information to criminal cases that would usually be unattainable via conventional methods. This lends itself to being used by agencies such as the FBI and local police forces which often rely on this data for criminal convictions.
However, while Cellebrite is a powerful collection of tools, it is often under heavy criticism, especially regarding its ability to bypass protection mechanisms, and can be troubling in cases where access to the devices has not have been explicitly given. As it is also a commercial tool, its price can be quite large for smaller corporations who might deal in sensitive data, and can lead to instances where necessary data for a criminal case is not available simply due to its pricing.
Despite this, Cellebrite continues to be a major force in the forensics community due to its ability to easily explore locked mobile devices, which can be a major help for digital forensic cases.
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	Tool
	EnCase
	Autopsy
	FTK
	Wireshark
	Cellebrite

	Type
	Commercial GUI for TSK
	Open-source GUI solution
	Commercial GUI
	Open-source GUI
	Commercial GUI

	Available Operating Systems
	Windows
	Windows, Linux, Mac
	Windows
	Windows, Linux, Mac
	Windows (host), iOS, Android

	Use case (primary)
	Full disk and file system forensics
	General system forensics, file recovery
	Email analysis, registry information, file forensics
	Network data traffic analysis, network session reconstruction
	Mobile device file forensics

	Strengths
	Large amount of supported file systems, court approved reporting
	Community created plugins, strong file recovery tools
	Powerful indexing/keyword searching tools, volatile memory analysis
	Real-time capture and analysis of data packets, metadata inspection
	Device-level security bypass, text message and call inspection

	Weaknesses
	High license costs, steep learning curve
	Less refined UI, less support for businesses
	High license costs, can require expensive hardware to run the software
	No disk/file analysis tools
	High license costs, trouble being used in legal settings

	Typical user types
	Law enforcement and corporations
	Students and individual users
	Digital forensic specialists
	Network security analysts
	Law enforcement, government agencies
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The following case study focuses on Rich Daley, a former employee of Cyfusion Mobile Manufacturing Company (CMMC), where he was accused of deleting designs for a GUI for a new phone, the Samsung Galaxy Z flip 6. The ensuing investigation aimed to investigate and provide evidence for corporate sabotage, as well as recovering the files that were previously deleted. This document will outline the forensic methodology used to obtain evidence of corporate sabotage as well as recovery of the design files.
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In order to investigate the suspected theft and deletion of sensitive GUI designs, a thorough forensic methodology approach was used. This methodology is based on commonly used models such as NIST (National Institute of Standards and Technology), and has been adjusted in order to fit this corporate investigation.
The investigation had two main aims:
1. To determine whether data for the new Galaxy Z flip 6 was intentionally stolen and deleted by Rich Daley, the former employee
2. To recover as much of the deleted data as possible from Rich Daley’s workstation
This section aims to summarise the steps taken by Troy Simpson, a CHFI and CEH certified investigator, to conduct the investigation, ensuring that all ethical and legal guidelines are followed.
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Before collection of evidence could have started, legal permission must first have been granted. In this case, it was CMMC’s CEO Ker Walters who gave permission for Troy Simpson to collect the needed evidence for the investigation. This allowed Troy to access Rich Daleys workstation, as well as all assets associated with his work. By ensuring that legal permission was obtained, it meant that local laws were satisfied, and any information initially obtained could be used in the court of law. The next part of the case was to clarify what information was deleted, so that it could then be identified and retrieved if found. In this case, the files were design files related to Autodesk Maya. These files were described as highly confidential and were subsequently not backed up to any additional storage devices. Using all this information, this led to the investigation being solely done on Rich’s company computer.
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After the initial preparations were completed, Troy could then identify the possible sources of evidence, from the hard drive that contained the design files, to the actual file systems themselves. For Troy, these included but was not limited to: the computer’s hard drive, the master file table, the storage directories for the design files, system logs and windows event logs. This provided a base for which evidence could be collected, as it was currently unknown the state of the files missing, so could have been hidden rather than strictly deleted.
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After the evidence sources have been identified, it is crucial to the investigation that these sources remain in an untouched state, lest the evidence gathered be inadmissible in court. In order for the investigation to continue, a bit-by-bit copy of the hard drive was created. This was done via a popular forensic tool called FTK, with a write-blocker enabled to ensure that the original hard drive remains unchanged. The created image was saved as an E01 file, a commonly used file format in law enforcement. After the image was created, a SHA-256 hash was calculated on both the original and image drive. This allowed Troy to verify that the image file is a direct copy of the original file, and therefore, could be used in analysis of the drive without needing to alter the original. Once the verification was completed, the original drive was locked in a secure location, to ensure that no tampering could occur and ensure all laws were followed. 
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Once the image drive was verified, the data collection and extraction part of the process began. A collection of different tools were employed in order to extract both available and hidden data from drive. This data included: file metadata, such as creation data and deletion data (if applicable), deleted files, temporary files, registry entries, and media logs for external devices, such as USBs.
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In order to create an accurate timeline for the events leading up to the stealing and subsequent deletion of the design files, artifacts and registry information is used in combination with Autopsy to create a visual timeline of events. In order for this to happen, a few key tools were employed. This included file system reconstruction, where any recovered file structures were compared against known locations to find any inconsistencies, and metadata correlation which included looking at windows event logs with USB usage to identify the possibility of data transfer.
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This particular methodology made sure that the investigation into Rich Daley was legal, thorough, and followed internationally used methods. The use of valid forensic tools helped to provide analysis and establish the evidence regarding the sabotage of the design files.

References

[1] 	N. P. Bhosale, “Evidence Recovery using EnCase and FTK in Forensic Computing,” International Journal of Scientific Research in Computer Science and Engineering, vol. 9, no. 4, pp. 8-13, 2021. 
[2] 	h. w. L. C. C. R. Hitesh Sachdev, “A New Framework for Securing, Extracting and Analyzing Big,” Journal of Digital Forensics, Security and Law, vol. 13, 2018. 
[3] 	RelativityOne, “Supported file types for processing,” RelativityOne, [Online]. Available: https://help.relativity.com/RelativityOne/Content/Relativity/Processing/Supported_file_types_for_processing.htm#:~:text=Processing%20supports%20.,see%20Multi%2Dpart%20forensic%20files.. [Accessed 28 April 2025].
[4] 	Autopsy, “Autopsy,” Autopsy, [Online]. Available: https://www.autopsy.com/. [Accessed 28 April 2025].
[5] 	A. A. A. A. H. S. B. G. Hassan Adamu, “Web Browser Forensic Tools: Autopsy, BHE and,” International Journal of Research and Scientific Innovation (IJRSI), vol. 8, no. 5, 2021. 
[6] 	J. O. F. O. Victor Agboola, “Evaluating the Efficiency of FTK, Autopsy, and Mobile Forensic Tools:,” International Journal of Intelligent Computing Research (IJICR), vol. 15, no. 1, 2024. 
[7] 	D. M. V. K. C. K. R. S. Kambiz Ghazinour, “A Study on Digital Forensic Tools,” IEEE International Conference on Power, Control, Signals and Instrumentation Engineering (ICPCSI-2017), pp. 3136-3142, 2017. 
[8] 	Wireshark, “Wireshark,” Wireshark, [Online]. Available: https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html#ChIntroPurposes. [Accessed 29 April 2025].
[9] 	U. K. S. P. Bindu Dodiya, “Malicious Traffic analysis using Wireshark by,” International Journal of Computer Applications, vol. 183, no. 53, 2022. 
[10] 	I. B. Tole Sutikno, “Capabilities of cellebrite universal forensics extraction device in mobile device forensics,” Computer Science and Information Technologies, vol. 5, no. 3, pp. 254-264, 2024. 




