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Scanning a Target Network

Scanning a network refersto a set ofproceduresfor identifying hosts, po/ts, and
Services running in a network.

Lab Scenario

Vulnerability scanning determines the possibility of network security attacks. It
evaluates the organization’s systems and network for vulnerabilities such as missing
patches, unnecessary services, weak authentication, and weak encryption.
Vulnerability scanning is a critical component of any penetration testing assignment.
You need to conduct penetration testing and list die direats and vulnerabilities
found in an organization’s network and perform port scanning, network scanning,
and vulnerability scanning ro identify IP/hostname, live hosts, and vulnerabilities.

Lab Objectives

The objective of diis lab is to help students in conducting network scanning,
analyzing die network vulnerabilities, and maintaining a secure network.

You need to perform a network scan to:
m  Check live systems and open ports
m  Perform banner grabbing and OS fingerprinting
m Identify network vulnerabilities

m  Draw network diagrams of vulnerable hosts

Lab Environment

111 die lab, you need:

m A computer running with Windows Server 2012, Windows Server 2008.
Windows 8 or Windows 7 with Internet access

m A web browser

m  Administrative privileges to run tools and perform scans

Lab Duration

Time: 50 Minutes

Overview of Scanning Networks

Building on what we learned from our information gadiering and threat modeling,
we can now begin to actively query our victims for vulnerabilities diat may lead to a
compromise. We have narrowed down out attack surface considerably since we first
began die penetration test widi everydiing potentially in scope.
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Note that not all vulnerabilities will result in a system compromise. When searching
for known wvulnerabilities you will find more issues that disclose sensitive
information or cause a denial of service condition than vulnerabilities that lead to
remote code execution. These may still turn out to be very interesting on a
penetration test. 111 fact even a seemingly harmless misconfiguration can be the
nuiiing pointin a penetration test that gives up the keys to the kingdom.

For example, consider FTP anonymous read access. This is a fairly normal setting.
Though FTP is an insecure protocol and we should generally steer our clients
towards using more secure options like SFTP, using FTP with anonymous read
access does not by itselflead to a compromise. 1f you encounter an FTP server that
allows anonymous read access, but read access is restricted to an FTP directory that
does not contain any files that would be interesting to an attacker, then die risk
associated with the anonymous read option is minimal. On die other hand, if you
are able to read the entire file system using die anonymous FTP account, or possibly
even worse, someone lias mistakenly left die customer's trade secrets in die FTP
directory that is readable to die anonymous user; this configuration is a critical issue.

Vulnerability scanners do have their uses in a penetration test, and it is certainly
useful to know your way around a few of diem. As we will see in diis module, using
a vulnerability scanner can help a penetration tester quickly gain a good deal of
potentially interesting information about an environment.

M diis module we will look at several forms of vulnerability assessment. We will
study some commonly used scanning tools.

Lab Tasks

Pick an organization diat you feel is worthy of your attention. This could be an
educational institution, a commercial company, or perhaps a nonprofit charity.

Recommended labs to assist you in scanning networks:
m  Scanning System and Network Resources Using Advanced IP Scanner
m Banner Grabbing to Determine a Remote Target System Using ID Serve
m Fingerprint Open Ports for Running Applications Using the Amap Tool
m Monitor TCP/IP Connections Using die CurrPorts Tool
m Scan a Network for Vulnerabilities Using GFI LanGuard 2012
m Explore and Audit a Network Using Nmap
m Scanning a Network Using die NetScan Tools Pro
m Drawing Network Diagrams Using LANSurveyor
m Mapping a Network Using the Friendly Pinger
m Scanning a Network Using die Nessus Tool
m Auditing Scanning by Using Global Network Inventory

m Anonymous Browsing Using Proxy Switcher
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m Daisy Chaining Using Proxy Workbench

m HTTP Tunneling Using HTTPort

m Basic Network Troubleshooting Using the MegaPing

m Detect, Delete and Block Google Cookies Using G-zapper
m Scanning the Network Using the Colasoft Packet Builder

m Scanning Devices in a Network Using The Dude

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posture and exposure duough public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Scanning System and Network
Resources Using Advanced IP
Scanner

-Advanced IP Scanneris afree nefirork scanner thatgivesyon various types of
information regarding local nehvork computers.

Lab Scenario

111 this day and age, where attackers are able to wait for a single chance to attack an
organization to disable it, it becomes very important to perform vulnerability
scanning to find the flaws and vulnerabilities in a network and patch them before an
attacker intrudes into the network. The goal of running a vulnerability scanner is to
identify devices on your network that are open to known vulnerabilities.

Lab Objectives

The objective of this lab is to help students perform a local network scan and
discover all the resources o11 die network.

You need to:
m  Perform a system and network scan
m  Enumerate user accounts
m  Execute remote penetration

m  Gather information about local network computers

Lab Environment
111 die lab, you need:

m  Advanced IP Scanner located at Z:\\CEHv8 Module 03 Scanning
Networks\Scanning Tools Advanced IP Scanner

m  You can also download the latest version of Advanced IP Scanner
from the link http://www.advanced-ip-scanner.com

Ethical Hacking and Countermeasures Copyright © by EC-Council
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If you decide to download the latest version, then screenshots shown
in the lab might differ

/7 Advanced IP Scanner

works on Windows Server . . . .
2003/ Server 2008 and on m A computer running Windows 8 as die attacker (host machine)

Windows 7 (32 bit, 64 bit). . L .
m  Another computer running Windows server 2008 as die victim (virtual

machine)
m A web browser widi Internet access

m  Double-click ipscan20.msi and follow die wizard-driven installation steps
to install Advanced IP Scanner

m Administrative privileges to run diis tool

Lab Duration
Time: 20 Minutes

Overview of Network Scanning

Network scanning is performed to collect information about live systems, open
ports, and network vulnerabilities. Gathered information is helpful in determining
threats and vulnerabilities 11a network and to know whether there are any
suspicious or unauthorized IP connections, which may enable data theft and cause

damage to resources.

Lab Tasks
S TASK 1 1 Go to Start by hovering die mouse cursor in die lower-left corner of die
desktop
Launching
Advanced IP
Scanner
FIGURE 11: Windows 8- Desktop view
2. Click Advanced IP Scanner from die Start menu in die attacker machine
(Windows 8).
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Star't Admin

WiInRAR Mozilla Command Fngago
Firefox Prompt Packet
builder
Nem i 2+
Computer Microsoft Advanced
Clip IP Scanner
. o .
m  With Advanced IP roanizer
Scanner, you can scan Sports ts m
hundreds of IP addresses
i Control Microsoft
simultaneously. N pane! Office 2010

fnilili

finance *

FIGURE 12. Windows 8- Apps

3. The Advanced IP Scanner main window appears.

You can wake any
machine remotely with
Advanced IP Scanner, if
the Wake-on™LAN feature
is supported by your

network card.
FIGURE 13: The Advanced IP Scanner mainwindow
4, Now launch die Windows Server 2008 virtual machine (victim’s machine).
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L _/ You have to guess a
range of IP address of
victim machine.

ik

o jfflck 10:09 AV J

FIGURE 14: The victimmachine Windows server 2008

a Radmin 2.x and 3.x

5. Now, switch back to die attacker machine (Windows 8) and enter an IP

Integration enable you to address range in die Select range field.

connect (if Radmin is

installed) to remote 6. Click die Scan button to start die scan.

computers with just one
dick.

The status of scan is
shown at the bottom left
side of the window.

7. Advanced IP Scanner scans all die IP addresses within die range and
displays the scan results after completion.
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Lists of computers
saving and loading enable
you to perform operations
with a specific list of
computers. Just save a list
of machines you need and
Advanced IP Scanner loads
it at startup automatically.

m  Group Operations:
Any feature of Advanced
IP Scanner can be used
with any number of
selected computers. For
example, you can remotely
shut down a complete
computer class with a few
dicks.

M TASK 2

Bxtract Victims
IP Address Info

a Wake-on-LAN: You
can wake any machine
remotely with Advanced IP
Scanner, if Wake-on-LAN
feature is supported by
your network card.
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Advanced IP Scanner
Fle Actions Settings View Heip

. . Like us on
J > scar ‘] | r:lgi rgo d |d 3 7 f | | = 1 Facebook
10.0.0.1-10.00.10
Resits | Favorites |
status | Manufacturer MAC address
o W 10.0.0.1 10.0.al1 Nictgear, Inc. 00:09:5B:AE:24CC
0 >E* WIN-MSSELCK4K41 100.32 Dell Inc D0:67:ES:1A:16:36
® & WINDOW S# 10.0.03 Microsoft Corporation 00:]5:5D:A8:6E:C6
WIN*LXQN3WR3RIM 10.0.05 Microsoft Corporation 00:15:5D:A8:&E:03
® 15 WIN-D39MR5H19E4 10.0.07 Dell Inc D1:3'E:D9:C3:CE:2D

5*iv*. Od«Jm Sunknown

FIGURE 16: The Advanced IP Scanner mainwindow after scanning

You can see in die above figure diat Advanced IP Scanner lias detected

die victimmachine’s IP address and displays die status as alive

Right-click any o f die detected IP addresses. It will list Wake-On-LAN. Shut
down, and Abort Shut down

5-

Advanced IP Scanner

Fie Actions Settings View Helo
= Like us on
Scan II p C Uu * *SS VviFacebook
10.0.0.1-10.0.0.10

Resuts Favorites |

Status Name n torufacturer MAC address
100.0.1 m Netgear. Inc 0G:09:5B:AE:24CC
HMItwW, - D07 E5[1A 1636
WINDOWSS8 t*pore Microsoft Corporation 00:15:xU ABdicC>

h ] WIN-LXQN3WR3  Copy Microsoft Corporation 00:15:SD:A8:6E:03

W IN-D39MR5HL< [} Dell Inc
Add to ‘Favorites'

CW:BE:D9:C3:CE:2D

Rescan selected

Sive selected...

Wdke On-LAN
Shut dewn...

Abort shutdcwn
Radrnir

5 alive. 0 dead, 5 unknown

FIGURE 17: The Advanced IP Scanner main windowwith Alive Host list

10. The list displays properties of the detected computer, such as IP

address. Name, MAC, and NetBIOS information.

11. You can forcefully Shutdown, Reboot, and Abort Shutdown die

selected victim machine/IP address

Ethical Hacking and Countermeasures Copyright O by EC-Council
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[/ -

& msi?>*
Shutdown options

File Actions Settings View Help

r Use V/jndo'AS autheritifcation
Like us on

Scan J ! ] . ] Jser narre: W\ Facebook
Dess*rord:
L i 110.0.0.1-100.0.10 3
Winfingerprint Input meoct (sec): [60
Options; Results | Favorites |
Message:
m P Range (Netmask and Status Name jrer MAC address
Inverted Netmask 1001 00;CO;5B:AE:24,CC
rted) 1P ListSmal ®a WIN-MSSELCK4K41 D0:67:E5:1A16:36
supported) Istomgle WINDOWS8 ition 00:15:3C:A0:6C:06
Host Neighborhood $ WIN-LXQN3WR3RIM Ition 00:15:5D:A8:6E:03
» a WIN-D39MRSHLIE4 D4:BE D$:C3:CE:2D
I'  Forced shjtdown
f" Reooot

SoJic, Odcad, 5 unknown
FIGURE 18: The Advanced IP Scanner Computer properties window

12. Now you have die IP address. Name, and other details of die victim
machine.

13. You can also try Angry IP scanner located at D:\CEH-Tools\CEHv8
Module 03 Scanning Networks\Ping Sweep Tools\Angry IP Scanner It
also scans the network for machines and ports.

Lab Analysis

Document all die IP addresses, open ports and dieii running applications, and
protocols discovered during die lab.

Tool/Utility Information Collected/Objectives Achieved

Scan Information:

m IP address

System name

MAC address
NetBIOS information
Manufacturer

System status

Advanced IP
Scanner
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Examine and evaluate the IP addresses and range of IP addresses.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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Banner Grabbing to Determine a
Remote Target System using ID
Serve

ID S Serve is usedto identify the make, model, and version of any website's server
sofhrare.

Lab Scenario

1M1 die previous lab, you learned to use Advanced IP Scanner. This tool can also be
used by an attacker to detect vulnerabilities such as buffer overflow, integer flow,
SQL injection, and web application o011 a network. If these vulnerabilities are not
fixed immediately, attackers can easily exploit them and crack into die network and
cause server damage.

Therefore, it is extremely important for penetration testers to be familiar widi
banner grabbing techniques to monitor servers to ensure compliance and
appropriate security updates. Using this technique you can also locate rogue servers
or determine die role of servers within a network. 111 diis lab, you will learn die
banner grabbing technique to determine a remote target system using ID Serve.

Lab Objectives

The objective of diis lab is to help students learn to banner grabbing die website and
discover applications running o11 diis website.
111 diis lab you will learn to:

m |dentify die domain IP address

m Identify die domain information

Lab Environment

To perform die lab you need:

ID Server is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Banner Grabbing Tools\ID Serve

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Identify website
server information

If an IP address is
entered instead of a URL,
ID Serve will attempt to
determine the domain
name associated with the
IP
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You can also download the latest version of ID Serve from the link

http:/ /www.grc.com/id/idserve.htm

If you decide to download the latest version, then screenshots shown

in the lab might differ
Double-click idserve to run ID Serve
Administrative privileges to run die ID Serve tool

Run this tool on Windows Server 2012

Lab Duration
Time: 5 Minutes

Overview of ID Serve

ID Serve can connect to any server port on any domain or IP address, then pull
and display die server's greeting message, if any, often identifying die server's make,
model, and version, whether it's for FTP, SMTP, POP, NEW'’S, or anything else.

Lab Tasks

1

Double-click idserve located at D:\CEH-Tools\CEHv8 Module 03 Scanning

Networks\Banner Grabbing Tools\ID Serve

1die main window of ID Serve show in die following figure, select die

Sever Query tab

i Enter o1 copy / paste an Internet server URL o* IP address here (example wwww nmerasoft com)
Il

| When an Intermet URL or IP has been provided above
r Query The Server n press this button to ntiate a query of the speahed server

The server identified <se* as

Copy goto ID Serve web page

FIGURE 21: Mainwindow of ID Senve

1
0 ID Serve -ro
Internet Server Identification Utility, v I .02
I D S e rve Personal Security Freeware by Steve Gibson
Copyright (c) 2003 by Gibson Research Cap.
Background ServerQuery | Q&A/Help

Efit

3. Enter die IP address or URL address in Enter or Copy/paste an Internal

server URL or IP address here:

Ethical Hacking and Countermeasures Copyright O by EC-Council
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r@ ID Serve

Internet Server Identification Utility, v1 .02

I D S e rve Personal Security Freeware by Steve Gibson

Copyright () 2003 by Gibson Research Comp.

Background ServerQuery | Q&Altjelp

Enter or copy | paste an Internet serve* URL or IP address here (example www rcrasoft com)
A Jwww certifiedhackercom[

When an Interet URL o* IP has been provided above,

ID Serve can accept Query The Server press this button 10 initiate a query o1 the specfod server
the URL or IP asa )
command-line parameter Server query processing
%
The server identified ilsef as
Copy Goto ID Serve web page Ejjit

FIGURE 22 Entering die URL for query
4. Click Query The Server; it shows server query processed information

ID Serve ’-r°] -

Internet Server Identification Utility, v I .02

I D S e rve Personal Security Freeware by Steve Gibson

Copyright (c) 2003 by Gibson Research Cofp

Background ServerQuery | Q&A/Help

Enter or copy / paste an Internet server URL or IP address here (example www nmycrasatt com)
<T lwww.certifiedhacker.com |
Q ID Servecanalso

connect with non-web S When an Intemet URL o* IP has been provided above,
servers to receive and r2 [ Query The press this button to initiate a query of the speeded server

report that server's greeting

message. This generally Server query processing

reveals the server's make, Initiating server query

model, version, and other Looking up IP address for domain www certifiedhacker com
potentially useful The IP address for the domain is 202.75 54 101
information. Connecting to the server on standard HTTP port: 80

Connected] Requesting the server's default page

The server identfied itself as
a Micro soft-115/6.0

Copy Goto ID Serve web page Exit

FIGURE 23: Server processed information

Lab Analysis

Document all the IP addresses, their running applications, and die protocols you
discovered during die lab.
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Tool/Utility Information Collected/Objectives Achieved

IP address: 202.75.54.101

Server Connection: Standard HT 1P port: 80

Response headers returned from server:

ID Serve ]

HTTP/11 200

Server: Microsoft-11S/6.0
X-Powered-By: PHP/4.4.8
Transfer-Encoding: chunked
Content-Type: text/html

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Examine what protocols ID Serve apprehends.

2. CheckifID Serve supports https (SSL) connections.

Internet Connection Required

O Yes
Platform Supported

0 Classroom

0 iLabs
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Fingerprinting Open Ports Using the
Amap Tool

-bnap determines applications running on each openport.

Lab Scenario

Computers communicate with each other by knowing die IP address in use and
ports check which program to use when data is received. A complete data transfer
always contains the IP address plus the port number required. 111 the previous lab
we found out that die server connection is using a Standard HTTP port 80. If an
attacker finds diis information, he or she will be able to use die open ports for
attacking die machine.

1M1 this lab, you will learn to use the Amap tool to perform port scanning and know
exacdy what applications are running on each port found open.

Lab Objectives

The objective of diis lab is to help students learn to fingerprint open ports and
discover applications 1inning on diese open ports.

hi diis lab, you will learn to:
m Identify die application protocols running on open ports 80

m  Detect application protocols

Lab Environment

To perform die lab you need:

®m  Amap is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Banner Grabbing ToolsVAMAP

m  You can also download the latest version of AMAP from the link
http:/ /www.thc.org dic-amap.

m |fyou decide to download the latest version, then screenshots shown
in the lab might differ

Ethical Hacking and Countermeasures Copyright © by EC-Council
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at TASK 1

Identify
Application
Protocols Running
on Port 80

Syntax: amap [-A|~
B|-P|-W] [-1buSRHUdqv]
[[-m] -o <file>]

[-D <file>] [-t/-T sec] [
cons] [-C retries]

[-p proto] [T <Eile>] [target
port [port]..]

For Amap options,
type amap -help.
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m A computer running Web Services enabled for port 80

m  Administrative privileges to run die Amap tool

m  Run diis tool on Windows Server 2012

Lab Duration
Time: 5 Minutes

Overview of Fingerprinting

Fingerprinting is used to discover die applications running on each open port found
ox die network. Fingerprinting is achieved by sending trigger packets and looking
up die responses in a list of response strings.

Lab Tasks

1

2.

33

Open die command prompt and navigate to die Amap directory. 111diis lab
die Amap directory is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Banner Grabbing Tools\AMAP

Type amap www.certifiedhacker.com 80, and press Enter.

Administrator: Command Prompt

[D:\CEH~Tools\CEHu8 Module 03 Scanning Network\Banner Grabbing Tools\AMAP>anap uw
[w.cortifiodhacher.com 80
Anap v5.2 <www.tbc.org/thc-amap> started at 2012-08-28 12:20:42 - MAPPING node

Jnidentified ports: 202.?5.54.101:80/tcp <total 1>.

*map v5.2 finished at 2012-08-28 12:20:53

D:\CEH-Tools\CEHv8 Module 03 Scanning Network\Banner Grabbing Tools\AMAP>

FIGURE 3.1: Amap with host name www.celtifiedllackel.comwith Port SO

You can see die specific application protocols running o11 die entered host
name and die port 80.

Use die IP address to check die applications running on a particular port.

1M die command prompt, type die IP address of your local Windows Server
2008(virtual machine) amap 10.0.0.4 75-81 (local Windows Server 2008)
and press Enter (die IP address will be different in your network).

Try scanning different websites using different ranges of switches like amap
www.certifiedhacker.com 1-200

Ethical Hacking and Countermeasures Copyright O by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited


http://www.certifiedhacker.com
http://www.tbc.org/thc-amap
http://www.ce1tifiedl1acke1.com
http://www.certifiedhacker.com

Module 03 - Scanning Networks

D:\CEH-Tools\CEHuU8 Module 03 Scanning Network\Banner Grabbing Tools\AMAP>amap If
.0.0.4 75-81
laroap 05.2 <www.thc.org/thc-anap) started at 2012-08-28 12:27:51 - MAPPING mode

Protocol on 10.

0.0.4:80/tcp natches http
Protocol on 10.0
n

~0.4:80/tcp natches http-apache-2
ot

Compileson all UNIX Wning: Could connect <unreachable> to 10.0.0.4:76/tcp, disabling port <EUN
based platforms - even m;ning: Could not connect <unreachable) to 10.0.0.4:75/tcp, disabling port <EUN
ME_iCOSX, Wgwm_on Wning: Could not connect <unreachable> to 10.0.0.4:77/tcp, disabling port <EUN
Windows, ARM-Linux and ing: Could not t hable) to 10.0.0.4:78/t disabli t <EUN
. N <|

PalmoOS ang. ou not connect (unreachable) to .0.0.4: cp, disabling por
WHing: Could not connect <unreachable> to 10.0.0.4:79/tcp, disabling port <EUN
0.4:81/tcp, disabling port <EUN

m;ning: Could not connect <unreachable> to 10.0.

Protocol on 10.0_0.4:80/tcp natches http-iis
Protocol on 10.0_0.4:80/tcp natches webmin

Unidentified ports: 10.0.0.4:75/tcp 10.0.0.4:76/tcp 10.0.0.4:77/tcp 10.0.0.4:78/
kcp 10.0.0.4:79/tcp 10.0.0.4:81/tcp <total 6>.

Linap 05.2 finished at 2012-08-28 12:27:54
b:\CEH-Tools\CEHv8 Module 03 Scanning NetworkNBanner Grabbing Tools\AMAP>

FIGURE 32 Amapwith IP address and with range of switches 73-81

Lab Analysis

Document all die IP addresses, open ports and their running applications, and die
protocols you discovered during die lab.

Tool/Utility Information Collected/Objectives Achieved
Identified open port: 80

WebServers:

m http-apache2”
m  http-iis
m  webmin

Amap Unidentified ports:

m 10.0.0.4:75/tcp
10.0.0.4:76/tcp
10.0.0.4:77/tcp
10.0.0.4:78/tcp
10.0.0.4:79/tcp
10.0.0.4:81/tcp
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Questions
1. Execute the Amap command for a host name with a port number other
than 80.
2. Analyze how die Amap utility gets die applications running on different
machines.

CEH Lab Manual Page 102

3. Use various Amap options and analyze die results.

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O iLabs
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Monitoring TCP/IP Connections
Using the CurrPorts Tool

CurrPorts is netirork monitoring soft!rare that displays the list of all currently
opened TCP/IP and UDPports onyour local computer.

Lab Scenario

111 the previous lab you learned how to check for open ports using the Amap
tool. As an ethical hacker and penetration tester, you must be able to block
such attacks by using appropriate firewalls or disable unnecessary services
running o1 the computer.

You already know that the Internet uses a software protocol named TCP/ IP to
format and transfer data. Au attacker can monitor ongoing TCP connections
and can have all the information in the IP and TCP headers and to the packet
payloads with which he or she can hijack the connection. As the attacker has all
die information o11 the network, he or she can create false packets in the TCP
connection.

As a network administrator., your daily task is to check the TCP/IP
connections of each server you manage. You have to monitor all TCP and
UDP ports and list all the established IP addresses of the server using the
CurrPorts tool.

Lab Objectives

The objective of diis lab is to help students determine and list all the TCP/IP
and UDP ports of a local computer.

111 in this lab, you need to:
m  Scan the system for currently opened TCP/IP and UDP ports
m  Gather information o11 die ports and processes that are opened
m Listall the IP addresses that are currendy established connections

m  Close unwanted TCP connections and kill the process that opened the
ports
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Lab Environment

To perform the lab, you need:

m  CurrPorts located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Scanning Tools\CurrPorts

m  You can also download the latest version of CurrPorts from the link
http: / /www.nirsoft.uiet/utils/cports.html

m Ifyou decide to download the latest version, then screenshots shown
in the lab might differ

m A computer running Windows Server 2012

a You can download

CuuPorts tool from m  Double-click cports.exe to run this tool

http://www.nirsoft.net.

m  Administrator privileges to run die CurrPorts tool

Lab Duration

Time: 10 Minutes

Overview Monitoring TCP/IP

Monitoring TCP/IP ports checks if there are multiple 1P connections established

Scanning TCP/IP ports gets information on all die opened TCP and UDP ports and

also displays all established IP addresses on die server.

Lab Tasks

The CurrPorts utility is a standalone executable and doesn require any installation
process or additional DLLs (Dynamic Link Library). Extract CurrPorts to die
desired location and double click cports.exe to launch.

TASK 1

IP and remote addresses, and their states.

Discover TCP/IP
Connection

File Edit View Option*

Help

XSD®vA ltaer4a-*

Process Na..
(T enroare.ere
f ctirome.ere
chrome.e5re
f ehrome.ere
CT chrome.«e
~irtfex ere
Efir«fex«xe
(Efir«fex «(«
fircfex.cxe
frcfexc.ce
firefcx cc
\s, httpd.exe
\thttpd.exe
Qlsass.occ
3I»55ae

»

<1

1

2m
2988
2988

2m
2m

54

Protocol
TCP
TCP

3343338

Local...

4119
4120
4121
4123
4148
381
%
4013
4163
4166
4168

1028
1028
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CurrPorts

Loc..  Local Address Rem.. Rem..
10007 80 http
10007 80 http
10007 80 http
10.00.7 80 http
100.0.7 43 https
127001 3932
127001 381
10.007 443 https
1000.7 a3 httpj
100.0.7 43 httpj
100.0.7 443 http;
00.0.0
0.0.0.0

1. Launch Currports. It automatically displays the process name, ports,

rr1"1* 1

Rercte Address  Remote Host Nam

173.194.36.26
173.194.3626
173.194.3626
215720420
173.194 3626
12700.1
12700.1
173.1943622
173.19436.15
173.194360
74.125234.15
0.0.00

0000

bcm04501.-in"f26.1
bom04s01-in-f26.1
bom045017in26.1
a23-57-204-20.dep
bomQdsOl -in-f26.1
WIN-D59MR5HLOF
WIN-D39MR5HLOE
bom01t017inf22.1
bom04!01 «in-fiS.1
bem04501 -in-f0. 1«
gra03s05in-f15.1e

NirSoft Freeware. htlp;/AnrA«v.rirsoft.net


http://www.nirsoft.net
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FIGURE 4.1 Tlie CuaPoits main windowwith all processes, ports, and IP addresses

2. CiirrPorts lists all die processes and their IDs, protocols used, local

é tan’daclgrlpe"gsca‘tt;gg isa and remote IP address, local and remote ports, and remote host
which doesn't require any names.
installation process or . . . .
additional DLLs. 3. To view all die reports as an HTML page, click View >HTML Reports
“All Items.
o_ 1
CurrPorts M X
File Edit | View | Options Help
XB 1 ShowGrid Lines
Process kia1~ | ShowTooltips Address Rem. Remote Address Remote Host Nam *
chrome. Mark Odd/Even Rows )7 http 173.1943526 bcmQ4s0l-in~f26.1
C*chromel HTML Report - All 'errs ).7 http 173.194.3526 bcm04s0l-in-f26.1
~ chrome. HTML Report - Selected tems )7 http 173.194.3526 bcm04s01 -in-f26.1
C* chrome. )7 http 23.5720420 a23-57-204-20.dep S
A chrome. Choose Columns )7 443 https ~ 173.194.3526 bom04501-in"f26.1
(Efircfex.c Auto Sze Columns a 3962 127001 WIN-D39MR5HLIE
gf-efcxe R"fr# {h . 01 381 127001 WIN-D39MR5HLOE
(pfircfox.elc 70 i —TVv0.7 443 https ~ 173.1943622 bem04s01-in-f22.1
(Bfaefcxue 1368 TCP 4163 10007 443 https  173.19436.15 bom04i017in*f15.1
JftfMcotae 1368 TCP 45 10007 443 https ~ 173.19436.0 bom04s0l*in-f0.1<
® frefcxete 138 TCP 4108 100.0.7 443 https ~ 741252*4.15 gruC3s05-1n°fl5.1e
\httod.exe 1800 TCP 1070 Qa0 0000
Vhttpd.exe 1800 TCP 1070
Qlsassete 564 TP 1028 aaao 000.0
Q In the bottom left of %61 ™ 1028
the CurrPorts window, the
status of total ports and 79Tctel Ports, 21 Remote Connection!, 1 Selected NirSoft Freeware. httpZwww rirsoft.net
remote connections
displays. FIGURE 4.2 The CunPorts with HTML Report- All ltems
4. The HTML Report automatically opens using die default browser.
Ee Ldr Mew Hstoy Bookmarks 100X Hdp
| TCPUDPRurts List it i
~ (3 ftelll Clusery Administralor/Desictop/ cpofts-xt>£,repcriditml T TETE. - Google P 7
TCP/UDP Ports List
Created bv using CurrPorts
E3 To check the
countries of the remote IP . RemoU’

. Protiti l.oral  lAral Port L Remote .
addresses, you have to P m «j .Name D Protocol Port Na*e Local Addivit Port '\Tort Rtmvl« Addrtit
download the latest IP to ame.

Country file. You have to chxamerxc 2988 TCP 4052 1000 7 443 htps 173194364 bo

put the IpToCountry.csv .

file in the same folder as chiome.exc 2988 TCP 4059 10.0.0.7 80 http 173.194.36.17 bo

cports.exe. chioinc.exe 2988 TCP 4070 10.0.0.7 80 http 173.194.36.31 bo
daome.exe 2988 TCP 4071 10.0.0.7 80 hitp 173.194.36.31 bo!
daome.exe 2988 TCP 4073 100.0.7 80 hitp 173.194.36.15 boi
daome.exe 2988 TCP 4083 10.0.0.7 80 http 173.194.36.31 bo!
cfcrorae.exe 2988 TCP 4090 100.0.7 80 hnp 173.194.36.4 bo!
chfomc.cxc 2988 TCP 4103 100.0.7 80 hitp 173.194.36.25 bo
chrome exe 2988 TCP 4104 1000 7 80 hnp 173 19436 25 bo

FIGURE 4.3: Hie Web browser displaying CunPorts Report - All Items

5. To save the generated CiirrPorts report from die web browser, click
File > Save Page As...CaS.
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TCP/UDP Ports List - Mozilla Firefox T35 m
PTlid* «&y> Hitory Bookmaikt Took Hrlp
m  CurrPorts allows you ewlib cwer
to save all changes (added Window/ Gt
and removed Connections) sfiDcsttop/q)D1ts-x64/rEpor: htm| c «11° Google [=] *
Cpen Fie Ccruo
into a log file. In order to S*.«PageAs. Cr1's
start writing to the log file, Send Link-
check the Log Changes' Pag* Setup-
option under the File PrmtPigKw
menu Errt.
. Kemotc
tl
!rotifjj >111e rrotocol toral loral Port Local Addrvu Remqte Port Keulul« Addnit
Port Name Pori
Name
ID
chiome.cxc 2988  TCP 4052 10.0.0.7 443 https ~ 173.194.36.4 oj
cRome.exe 2988 TCP 4059 10.0.0.7 80 http 173.194.36.17 bo:
chrome.exe 2988 TCP 4070 10.0.0.7 80 hnp 173.194.36.31 bo:
chrote.exe 2988  TCP 4071 10.0.0.7 80 http 173.194.36.31 boi
chrome exe 2988 TCP 4073 10007 80 http 173 194 36 15 boi
27y" By default, the log file chromeexe 2988  TCP 408; 10007 80 http 173 194 36 31 boi
is saved as cports.log in the chromeexe 2988  TCP 4090 10007 80 http 173 194 364 boi
same folder where
cports.exe is located. You chiome.cxe 2988 TCP 4103 10.0.0.7 80 http 173.194.36.25 boi
can change the default log daomeexe 2088  TCP 4104 10007 80 http  173.194.36.25 t8
filename by setting the
LogFilename entry in the
cports.cfg file. FIGURE 4.4: The Web browser to Save CurrPorts Report - All Items

6. To view only die selected report as HTML page, select reports and click
View > HTML Reports " Selected Items.

!
CurrPorts 1- 1°° x-
File Edit | View| Option) Help
XS @3 Show Grid LINK
ProcessNaP | ShowTooltips Address  Rem.. Rem.. RemoteAddress Remote Host Nam
AN Be aware! The log file C chrome. Mark Odd/Even Rows )7 80 http  175.19436.26 bom04s01-1n26.1
is updated only when you HTML Report - All Items )7 80 hitp 1731943626  bomDAsOL-InT26.1
refresh the ports list € chromel | peport mSelected terns = 80 http 1731943626 bem04s01-in"f26.1f
manua”y’ orwhen the O ‘chrome* 07 80 http 215720420 323-57-204-20.dep
Auto Refresh option is Choose Columns P7 443 http: 1731943526 bem04sOHin-26.1
turned on. ®firefcxe Auto Size Columns CirlesFls .01 3982 12700.1 WIN-D39MR5HLOE
(gfircfexe: Refresh 5 01 381 12700.1 WIN-D39MRSHLOE
fircfcx ev 7 143 https  173.1943622 bom04s01 -in-f22.1
fircfox.exe 1368 TCP 4163 1000.7 443 http;  173194,36.15 bomOIsOI -inf151
fircfcx.cxe 1368 TP 4166 1000.7 43 http:  173.194360 bomOIsOI -inf0.1c
Aircfex.ccc 1368 TCP 4165 100.0.7 43 hitps ~ 74125234.15 gruC3s05 in-f15.1c
httpd.exe 1000 TCP 1070 0.0.0.0 00.00
A httpd.exe 1000 TCP 1070 s
Qlsassexe 564 TCP 1028 00.0.0 0.0.0.0
Qlsawac 564 TCP 1028
« ——q mm———— 14nn Trn THe J— AAAA AAAA
79'ctel Ports. 21 Remote Connections, 3 Selected HirSoft Freeware. http.'www .rirsoft.net

FIGURE 4.5: CurrPortswith HTML Report - Selected ltems
a You can also right- . .
click on the Web page and 7. The selected report automatically opens using the default browser.
save the report.
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TCP/UDP Ports List - Mozilla. Firefox I InJ~X
ffi'g |d: \ies» Hatory Bookmeiks Toob Help
[ ] TOPIUDP Ports List |+
. . ~ W c/'/C/Iherv'Admin ktrotor/Dr5fctop/ cport5 T 64/rcpo Ti«0T1l (?~GoogleP |ft1
In the filters dialog
bos, you can add one or TCP/VDP Ports List
more filter strings
(separated by spaces,
semicolon, or CRLF). -
Created by ining CiirrPom
Process  Process Protocol Local IP ¢ Local  Reuiotv R}ejmotte Kvuiotc Remote Host N Stat
Name ID rotocol oyt Ot Address  Port or Address emote Host Name ate
.Name Name
dbiome.cxc 2988 TCP 4148 10.00.7 443 https 173.194.36-26 bom04sC1 m £26.1e100.net Established C:
firefox exe 1368 TCP 4163 10007 443 https 173 194 36 15 bom04s01 tn-fl 5. 1el00.net  Established C:
hUpd cxc 1800 TCP 1070 Listening C:

FIGURE 4.6: The Web browser displaying CuaPortswith HTML Report- Selected Items

I 1 The Syntax for Filter 8. To save the generated CurrPorts report from the web browser, click
String: [include | exclude]: o
[local | remote | both | File ™>Save Page As...Ctrl+S
rocess]: [tep | ud
?cpudp] ]: [[IPpRelmgepllPorts _ TOP/'UDP Ports List ~ Mozilla. Firefox ' r=>r* 1
Range]. Efe Vir* Hiory Boolvmki Took HAp
N T an-T [+ |
an*N -
e, Cbo iDeslctoplpos repwthtml fi
S*.« PageA. @is
Sir'd link-
Page :er.p.
Prnt Preview
PmL
ficit Offline
Local Local Toral Remote K;r;(:le Remote Remote Ilotl .Nioit
Name ID Pori Name Address  Port Name Address '
chtoxne.exe 2988 TCP 4148 1000.7 443 https 173.1943626 boxu04s01-ui-126. 1el00.net  Established C
fiiefox-cxc 1368 TCP 4163 100.0.7 443 https 173.19436 15 bom04s01-1a-115.lel00.net Established C
httpdexe 1800 Top 100
¥ Command-line option:
[stext <Fllename> means FIGURE 4.7: The Web brcnvser to Saw QirrPortswith HTML Report- Selected Items
save the list of all opened
TCP/UDP ports into a 9. To view the properties of a port, select die port and click File >

regular text file. .
Properties.
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r® CurrPorts -1 * m
1 FleJ Edit View Options Help
| PNctinfo CtrM
Close Selected TCP Connections Ctri+T Local Address ~ Rem.. Rem.. RemoteAddress Remote HostNam 't 1
Kill Processes Of Selected Ports 10007 0 hitp  173.194.3626 bom04301 -in26.1
Save Selected Items ctius 10007 80 http 1731943626  bom045017in-f26.1
X -in-1
Properties AEntei 1 100.0.7 80 http 1/3.194.36.26 bom04s01-in-f26.1
] ) 10007 80 http  2357.20420  a23+57204-20".dep W
b&i Command-line option: Process Properties ctiup 10007 43 htps 1T 1943626  bom04sOl-inf2M
/stab <Filename> means Log Changes 127001 3982 127.aal WIN-D39MR5HI9f
save the list of all opened Open Log File 56060-71 43;1;1 ot ﬂwm w2 \S"MBGO 1“' EST;ZO';
TCP/UDP ports into a Clear Log File 9 po Om04e01-m 122
tab-delimited text file. Advanced Options Ctruo 10.00.7 43 https ~ 173.194.3615 bom04s01-in-f15.1
. ) 10.0.0.7 443 https ~ 173.194.360 bom04s01 m0.1c
Bxit 100.0.7 43 https ~ 74.12523415 gru03s05-in"f151e
\ j ttid.exe 1800 TCP 1070 0aa0 0DS)S)
\httod.exe 180 TCP 1070 i
O lIsassexe 564 TCP 1028 aa0.0 0DsJ3)
Qlsass-exe 4 TCP 1028 r.
n -I-
>
|79 Tctel Ports, 21 Remote Connections, 1Selected NirSoft Freeware, http:/wvrw.nircoft.net

FIGURE 4.8: CunPorts to view properties for a selected port

10. The Properties window appears and displays all the properties for the
selected port.

11. Click OK to close die Properties window

Properties *

Process Name: firefox.exe

Process ID: 1368

Protocol: TCP

Local Port: 4166

Local Port Name:

Local Address: 10.0.0.7

Remote Port: 443

Remote Port Name: [https
Command-line option:

Remote Address: 1173.194.36.0

/ shtml <Filename> means
save the list of all opened Remote Host Name: bom04s01-in-f0.1e100.net
TCP/UDP ports into an

HTML file (Horizontal). State: Established
Process Path: C:\Program Files (x86)\MOzilla Firefox\firefox.exe
Product Name: Flrefox
File Description: Firefox
File Version: 14.0.1
Company: Mozilla Corporation

Process Created On: 8/25/2012 2:36:28 PM

User Name: WIN-D39MR5HL9E4\Administrator
Process Services:

Process Attributes:

Added On: 8/25/2012 3:32:58 PM

Module Filename:

Remote IP Country:

Window Title:

FIGURE 4.9: Hie CunPorts Properties window for the selected port
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12. To close a TCP connection you think is suspicious, select the process

and click File =>Close Selected TCP Connections (Or Ctrl+T).
S TASK 2

CurrPorts T ) T
Close TCP
Connection IPNetinfo Qrfemi
Close Selected TCP Connections Ctrl-T Local Address ~ Rem.. Rem.. RemoteAddress Remote Host Nam 't |
Kill Processes Cf Selected Ports 10007 [:9) http  173.19436.26 bom04s01-in26.1
SaveSelected Iterms CiH-S 10007 8  htp 1731943626  bom04sOLinf261
Properties AH-Enter 10007 a0 http 173.19436.26 bom04sCl in26.1
. Cirip 10.00.7 a0 http 23.5730430 023-57 204 2C.dep =
Process Properties ! 10007 A3 nttps 1731943626  bom04sOl in1261
Log Changes 127.00.1 3R 127001 WIN-D39MR5HL9e
Cpen Log File 127.00.1 331 127001 WIN-D39MR5HLOE
Clear Log File 10.00.7 ﬁ http: 173.19436.22 bon’O4-SOl-.|n—f22.l
Ad/snced Options Ctrio 1000.7 https  173.19436.15 bomO4sOl»||_‘1—f15.l
“3 https ~ 173.19436.0 bom04s01 min-0.1s

Bxt 10007 43 https ~ 74.125.234.15 gru03s05-in-f151e

A httpd.exe 1£03 TCP 1070 0D.0.0 00.00

httpd.exe 1800 TCP 1070 r

Oisass”xe 564 TCP 1028 omo 0.aa0

QtoSfcCNe 564 TCP 1Q8 r

" J n a" 1>

72 Tot«d Porte, 21 Remote Connection! 1 Selected HirSoft freeware. r-tto:'v/Yv*/n rsott.net

FIGURE 4.10; Hie CunPoits Close Selected TCP Connections option window

13. To kill the processes of a port, select die port and click File => Kill
Processes of Selected Ports.

CurrPorts I~Inp' *
. File j Edit View Options Help
f ! TAS K 3 PNetinfo ml
Kill Process Close Selected TCP Connection! QT Loral Addrect ~ Rem.. fam.. Remote Addrect Remote Host Nam *
kin Processes Of Selected Ports 10.0.07 80 http 173.14436.26 bom04t01%in-f26.1
Save Selected ltems cuts 10007 @  htp 1731943626 bomCAOLiNE1
bropertes AtEnter 10007 80 http 1731943626  bomC4j01L-in-26.1
10.00.7 80 http 215720420 a23-57-204-20.dep s
Process Properties Curkp 10007 43 hitps 1731943636 bemCAsO1-in26.1
Log Changes 127.001 39%62 127.001 WIN-D39MR5HLOE
Open Log File 127.001 3,81 127001 WIN-D39MR5HLOE
Clear Log file 10007 43 hips 1731943632 bomCAsOLin-22.1
. 100.0.7 443 https  173.19436.15 bom04s017in~f151
Advanced Options )
10007 43 https ~ 173.19436.0 bom04s017in-f0.1e
Bxit 10007 43 hitps 7412533415  gru03s05-In-MG.le
V htt3d.exe 180 TCP 10710 QQQO 0.000
Vbttpd.exe 1800 TCP 1070
Ol«ss.ete 564 CP 1028 0.0
0 katc*1* 561 P 1028
_ NAAA
1 [
79 Tctel Ports, 21 RemoteConnections, 1 Selected MirSoft Freeware. http-Jta/ww.rirsoft.net

FIGURE 4.11: The CurrPorts Kill Processes of Selected Ports Option Window

14. To exit from the CurrPorts utility, click File > Exit. The CurrPorts
window closes.
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!
CurrPons 1- 1° -7
Fle Edit View Options Help
PNetinfo QH+l
Close Selected TCP Connections CrKT  |ocal Address Rem.. Rem’ RemcteAddress Remcte Host Nam
Kil Processes Of Selected Ports 10007 8 hitp  173194.36.26 bom04s01-in-26.1
hid Command-line option: Save Selected Items Qrfes 10007 80 htp 1731943626 bom04s01-in-26.1
[sveihiml <Filename> Prpertes agaer 00 % mu smmom mosrmmd
Save the list of all opened o0ess i . ool 5 i
TCP/UDP ports in‘t)o Process Properties Q<P 10007 43  hips 1731943626  bomO4OLinf26.1|
HTML file (Vertical) log Changes 127001 3087 127DD.1 WIN-D39MR5H19P
' Open Log File 127001 kel 127X10.1 WIN-039MR5HLIE
Qlear Log File 10007 43 hitps 173194362 bomC4101-in-22.1
Advanced Option! CiH-0 10007 43 htps  1731.361S bomC4i01 inf15.1
' 10.00.7 43 https ~ 173.194.36i) bemC4s0L in f0.1q
Bxt 1 10007 43 hitps 7412523415 gru03sGsin-f15.1e
\thttpd.exe 1800 TP 1070 0000 0000
\thttpd.exe 1800 TCP 1070 = =
Qlsasé&cxe 564 TCP 1028 0.0.00 0000
Hlsais-ae 564 TCP 1028 =
- n rn itnt _ Nhal\a AAAA
79 Tctal Ports. 21 Remote Connections. 1Pieced NilSoft freewere. Mtpy/vwwvv.ritsoft.net

FIGURE 4.12: The CurrPoits Exit option window

Lab Analysis

Document all die IP addresses, open ports and dieir running applications, and
protocols discovered during die lab.

feUl In command line, the

syntax of / close Tool/Utility Information Collected/Objectives Achieved
command:/close <Local

Address> <Local Port> Profile Details: Network scan for open ports
<Remote Address>

<Remote Port,- Scanned Report:

Process Name
Process ID
Protocol

Local Port

Local Address
Remote Port
Remote Port Name
Remote Address
Remote Host Name

CurrPorts
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Analyze the results from CurrPorts by creating a filter string that displays
Q CurrPorts allows you

1o easily translate all menus only packets with remote TCP poit 80 and UDP port 53 and running it.
dialog boxes, and strings t . . . .
o't?]:ﬂa,?;f;g:: Sngs o Analyze and evaluate die output results by creating a filter that displays only

die opened ports in die Firefox browser.

5. Determine the use of each of die following options diat are available under
die options menu of CurrPorts:

a. Display Established
b. Mark Ports O f Unidentified Applications
Display Items Widiout Remote Address
d. Display Items With Unknown State
Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Valuable
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Test your
knowledge

Web exercise

Q Workbook review

ZU Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 03
Scanning
Networks
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Scanning for Network
Vulnerabilities Using the GFlI
LanGuard 2012

GFILAN gw rd scans networks andports to detect, assess, and correctany security
wulnerabilities that arefound.

Lab Scenario

You have learned in die previous lab to monitor TCP IP and UDP ports o011 your
local computer or network using CurrPorts. This tool will automatically mark widi a
pink color suspicious TCP/UDP ports owned by unidentified applications. To
prevent attacks pertaining to TCP/IP; you can select one or more items, and dien
close die selected connections.

Your company’s web server is hosted by a large ISP and is well protected behind a
firewall. Y our company needs to audit the defenses used by die ISP. After starting a
scan, a serious vulnerability was identified but not immediately corrected by the ISP.
An evil attacker uses diis vulnerability and places a backdoor on the server. Using
die backdoor, the attacker gets complete access to die server and is able to
manipulate the information o011 the server. The attacker also uses the server to
leapfrog and attack odier servers o11 the ISP network from diis compromised one.

As asecurity administrator and penetration tester for your company, you need to
conduct penetration testing in order to determine die listof threats and
vulnerabilities to the network infrastructure you manage. 111 diis lab, you will be
using GFI LanGuard 2012 to scan your network to look for vulnerabilities.

Lab Objectives

The objective of diis lab is to help students conduct vulnerability scanning, patch
management, and network auditing.

111 diis lab, you need to:

m  Perform avulnerability scan

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Q You can download
GFI LANguard from
http:/ lwwwgfi.com.

Q GFI LANguard
compatibly works on
Microsoft Windows Server
2008 Standard/Enterprise,
Windows Server 2003
Standard/ Enterprise,
Windows 7 Ultimate,
Microsoft Small Business
Server 2008 Standard,
Small Business Server 2003
(SP1), and Small Business
Server 2000 (SP2).

C-J GFI LANguard
includes default
configuration settings that
allow you to run immediate
scans soon after the
installation is complete.
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m  Audit the network
m  Detectvulnerable ports
m  |dentify sennit} vulnerabilities

m  Correct security vulnerabilities with remedial action

Lab Environment

To perform die lab, you need:

m  GFI Languard located at D:\CEH-Tools\CEHv8 Module 03 Scanning
NetworksWulnerability Scanning Tools\GFI LanGuard

m You can also download the latest version of GFI Languard from the
link http://www.gfi.com/laiuuetscan

m Ifyou decide to download the latest version, then screenshots shown
in the lab might differ

m A computer running Windows 2012 Server as die host machine
B Windows Server 2008 running in virtual machine
m  Microsoft mNET Framework 2.0

m  Administrator privileges to run die GFI LANguard Network Security
Scanner

m It requires die user to register on the GFI website
http: / /www.gii.com/laietscail to get a license key

m  Complete die subscription and get an activation code; the user will receive
an email diat contains an activation code

Lab Duration

Time: 10 Minutes

Overview of Scanning Network

As an adminisuator, you often have to deal separately widi problems related to
vulnerability issues, patch management, and network auditing. It is your
responsibility to address all die viilnerability management needs and act as a virtual
consultant to give a complete picture of a network setup, provide risk analysis, and
maintain a secure and compliant network state faster and more effectively.

Security scans or audits enable you to identify and assess possible risks within a
network. Auditing operations imply any type of checking performed during a
network security audit. These include open port checks, missing Microsoft patches
and vulnerabilities, service infomiation, and user or process information.
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B TASK 1

Scanning for
Vulnerabilities

Zenmap file installs
the following files:

m Nmap Core Files
m Nmap Path
m WinPcap 41.1

m Network Interface
Import

Zenmap (GUI frontend)

Neat (Modern Netcat)
m Ndiff

/| To execute a scan
successfully, GFI
LANguard must remotely
log on to target computers
with administrator
privileges.
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Lab Tasks

Follow die wizard-driven installation steps to install die GFI LANguard network
scanner on die host machine windows 2012 server.

1. Navigate to Windows Server 2012 and launch the Start menu by
hovering the mouse cursor in the lower-left corner of the desktop

FIGURE 5.1: Windows Server 2012- Desktop view

2. Click the GFI LanGuard 2012 app to open the GFI LanGuard 2012
window

Windows Google
Marager

bm r * *

FT- £ S

2)G

0

FIGURE 5.2 Windows Server 2012- Apps

3. The GFI LanGuard 2012 main window appears and displays die Network
Audit tab contents.
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mThe default scanning
options which provide

quick access to scanning
modes are:

m Quick scan
m Full scan
m Launch a custom scan

m Setup aschedule scan

m  Custom scans are
recommended:

m When performing a
onetime scan with
particular scanning
parameters/profiles

m When performing a scan
for particular network
threats and/or system
information

m To perform atarget
computer scan using a
specific scan profile

A Ifintrusion detection
software (IDS) is running
during scans, GFI
LANguard sets off a
multitude of IDS warnings
and intrusion alerts in these
applications.

Module 03 - Scanning Networks

GFI LanGuard 2012

- dashboard ~ Seen  Remedy  ActMty Monitor  Reports  Configuration  UtSties W D13CIA3this m

Welcome to GFI LanGuard 2012

GFI LanGuard 2012 is ready to audit your network iw rtireta&dites

Local Computer Vulnerability Level
View Dashboard

use Nana9*gents~or Launch a scan” options 10,
1
the entile network. Investlgate netvuor*wjinprawiir, status and autil results

Remodiate Security Issues
Deploy missing patches untnsta<wwuihOrt»d30*1a"e. turn on ondviius and more

‘Mow . ’
e — iitjlm

Manage Agents
0 Enable agents to automate ne*vroric secant? audi and to tfstribute scanning load
CunentVulnerability Level is: High

across client macrones

Launch a Scan
Manually set-up andtnuser an aoerSess ne*rrxfcseajrit/ audit

LATES1 NLWS
V# ?*-Ajq-7017 - Patch MmuxirTimri - N n pitxkul asnted IDI-Xljunjp W bm 2 1 7(ftm» lar = Iw  mr»
1( 74Aq 701? Patch Mnrvignnnnl Added MCOort for APS81? IS. Mohr. Arrvhm 1)5 2 Proand Standivri  tr.vi+n-

V%, 24-AJO-2012 - Patch M4 uu«m< -Add'd nuw | 1( APS812-1S. Mobm Acrobat 10.1.4 Promtd St—a-0 - -Mj ut

FIGURE 5.3: Hie GFI LANguard mamwindow

4. Click die Launch a Scan option to perform a network scan.

GFI LanGuard 2012

Ooshboerd Scan Remediate AdMty Monitor Reports Configuration Ut*ties «t Di»el«s thb version

Welcome to GFl LanGuard 2012

GFI LanGuard 2012 K ready to audit your network V* *AmabMws

Local Computer Vulnerability Level

use Vvana;# Agents~or Launch a scan~ options 10 auoa
the entire network.

View Dashboard
Investigate network! wjineraMit, status andauairesults

Remediate Security Issues
9 Deploy missing patches uninsiam un8uv>o<UedsoS«rare. turn on antivirus ana more

t- & ALt iimjiM

Manage Agents
% Enable agents to automate noteror* secant* aud* and to tfstnbute scanning load

Cunent Vulnerability Lovel is; High across client machines

Launch a Scan
Manually *<rt-up andtnooer anagerttest iwtwj'»»taint/ audit

LAILSI NLWS

<j ?4-Ajg-201? -faith M<au»)«nenl - N r. pnxkjrf I"ported POF-XDumArMena 2% TObmeula - Rmi
V* 24Ajq2012 Patch Management Added support for APS812-16. Adobe Acrobat 9 5 2 Pro and Standard &

24-Aju-2012 - Patch MdHdumuiri - Added suvoit lor APS812-16. Adobe Acrobat 10.1.4 Pro and Standcffd - F=ad “»m

FIGURE 54: The GFI LANguard main window indicating die Launch a Custom Scan option

5. Launch a New scan window will appear

i.  1ldie Scan Target option, select localhost from die drop-down list
ii. M die Profile option, select Full Scan from die drop-down list

iii. 111 die Credentials option, select currently logged on user from die
drop-down list

6. Click scan.
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GF! LanGuard 2012 ’ | ° rXx
>l | Dsbad  San Ranvdijle  AdivtyMoritr Ryots Grfigradn 11141m g Uisswitml
tauadiatneSan
SCar~aro2t: pooac:
bate: v oy dF3stn v,
Ot0en:fc- 2axrrard
K/ Tert(r ockeC on uso™ v " . M
Scar Qaccre...
Son mndtiOvrrvlew SOM R ru Iti Ortal<

m  For large network
environments, a Microsoft
SQL Server/MSDE
database backend is
recommended instead of
the Microsoft Access
database.

FIGURE 55: Selectingan option for network scanning

7. Scanning will start; it will take some time to scan die network. See die
following figure

m  Quick scans have
relatively short scan
duration times compared to
full scans, mainly because
quick scans perform
vulnerability checks of only
a subset of the entire
database. It is
recommended to run a
quick scan at least once a
week.

8. After completing die scan, die scan result will show in die left panel
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M Types of scans:

Scan a single computer:
Select this option to
scan a local host or one
specific computer.

Scan a range of
computers: Select this
option to scan a number
of computers defined
through an IP range.

Scan a list of computers:
Select this option to
import a list of targets
from a file or to select
targets from a network
list.

Scan computers in test
file: Select this option to
scan targets enumerated
in a specific text file.

Scan a domain or
workgroup: Select this
option to scan all targets
connected to a domain
or workgroup.
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CA Lar>Guard2012 ,T 10 T x
y I | Dashboard ~ Scan  Rcfnrdutr  Actwty Monitor ~ Reports  Configuration Litrfrtm
tauKkalnikin
ScanTarget Kate:
ceaftoct v | Falsar H
jecl'«arr: Eaasword:
Cj-rr&t beaed on iser v "

Scan Rnakiovrrvirw ScanR raki Detail*

4 eteam target: lor.ilhost

1000 7 |WM-D39MRSIILOI4L (Wiixdwwa . Scan completed!

SutnmwY 8f *ear resuts 9enerafo<duT >51

Vulnerability level:

i:ia\@rag,eyuln fabilty B ior tus sea™nr s 1

JJJjttia

Results statistics

Audit operations processed; + operations processed

LKssina software updates:

Other vulneraNithcs: 1313 Crecol-.gh)

Potential vulnerabilities: 3
Scanner ActMty Wkxkm

T Canptdar Citar
VJUH>raWJt«!a *nan? pifctv* scar fhe li<t4i:ate 101 fr s q v aftwmrmwunrisatvaM or not found I

FIGURE 5.7: The GFI LanGuard Custom scan wizard

9. To check die Scan Result Overview, click IP address of die machinein die
right panel

10. It shows die Vulnerability Assessment and Network & Software Audit:
click Vulnerability Assessment

GFI LanGuard 2012
I -3 Daihboaid ~ Sean RannU( AdMyMorilor  Reports  Configuration  Utddcs W,  Discum tvs vissaan
SCafiTaroiC: Piofe:
ocafost v o] Fist” 1.
Qederufe: Userrvaae: 2a££0. rd:

Cj end, beaec on user A
i " J 1 1

1Results Details

# Vantnryt: lornlhost |
|- 010071V [WIW-OJIMIOHLILA| (Wimkms J] j
, waHlywAnrent|
n Net-war & Softwire Audit

' [YVM-039MR%ML<H4| (Windows Server 2017? 164)

Vulnerability level:

fi- corrvwar dues not have aVuhe'aHty te.el sVII. *
Yfcatdim  iraan?

Possible reasons
t. Thascan b notinched yet.
2. OsCectbn of missing patches and vuinerabif.es 8 3«at>«d *am na scannira profle used to perform the scan.
3" The credentfeia used 10 3c8n this compute’ 41 nor »»:«* « * w arty ecamer 10 refrteve 8llrequired hformaton tor
eumatro we VutteroBlty Level An accountwth saunrra, :rs-eoei or me target computeris requred
* Certan securty srttngs on the remote CDirputer Dioct * access of Ite security scanner. Betam s a fat of msst

Scaruicr ActMty Window

fiteetik M Q L Hirved | (kill) U."M  <mv> llc—tfiisldrilftwwl

FIGURE 5.8: Selecting Vulnerability Assessment option
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/7 During a full scan,
GFI LANguard scans
target computers to retrieve
setup information and
identify all security
vulnerabilities including:

m Missing Microsoft
updates

m System software
information, including
unauthori2ed
applications, incorrect
antivirus settings and
outdated signatures

m System hardware
information, including
connected modems and
USB devices

Due to the large
amount of information
retneved from scanned
targets, full scans often
tend to be lengthy. It is
recommended to run a full
scan at least once every 2
weeks.
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11. 1t shows all the Vulnerability Assessment indicators by category

\Y
Ld >«

“Thl™x ©

GFI LanGuard 2012

Dashboard ~ Sun  R&neddte  Activity Menltot  Reports  Configuration  JUbties W,  DIBCUBS+as v«acon.
laaodi a Merc Scan
Bar Target; »roS»:
“lj.. Mscar- 3 $

cliomess Jgynang: Password:
[curfrSr twftfonutier \Z_ 0r
Scan IUnutti Overvttm StanRevifttOeUNa

A $uaUrcet:IQuimi -

f SIS MI(MR-KMMUHUMJ(WMtom. Vulnerability Assessment

« «uhefeblty Astastrocnt S«tea ene of the 4U01MY) wifcerabilry 30

A ™+ securitywirerablofa(3)
J1 MQarScanty Vuherabirtes (6)
j. lowSearity Viinerablitfes (41
4 PofanBd Vuherabltea (3)
t Meshc service Packsand Usdate =&u>s (1}
# Msarvs Security Lfxlates (3)

- _* Hec*alt&SoftAareAlrft

thread I (Idle) |Scan Pvead 7(dt'

*qn security Vumerabtmes (3)
X bu you to analyze the I O secuirty v jre th ia

~ mJedium Security VulneraMKies (6)
ilo«.sycutoanalyethsrr«lun kclityvurerai>iSes

Low Security Vulnerabilities 14(
n yeutoa'liy » thelc« Seculty

Potential vulnerabilities )1(
Xb>.5 yeu to a-elvre tiie informationsecurity al™o

ttit-fung Stiivfca Packs and Updalo Rollups (1)
U>»3ycutoane(yK thermeiroiervmpKtsnVmevn

I5untl«: 3Qfiq Bras

FIGURE 5.9: List of Vulnerability Assessment categories

12. Click Network & Software Audit in die right panel, and dien click System
Patching Status, which shows all die system patching statuses

cri LinOuard 2012

tom >, 1 Dmhboard ~ Sran  Re’»*Aate  ActivityMonitor ~ RYpOiti  Configuration  IMairt <) Hiirinitnvnwm
tauadts New Scan
Scar'e0e: Hoft*
o - ez
Oafattab: Jsenre; Pais/.ord:
0 rren#» ogc«or uer - Sari
Scan Resafe Overview 1Remits Detais
- 9 Scantarvet iocalhost
- 318 IM A /[W»03INRSW«4] (IM ItK - m System Patching Status

5 4 MiiaebitvtonTeil
A ~,C*Seculty ViiieraMitte( (3)
rvr4un security vUrcrabilBes (6)
taw Security V\J*»abltiis (4)
Conxaal vunrrahltifé (3)
“toarq Service Pata wv4 itodate RaJl«M {1)
>W <1SagL UyUDOcUfctt)

\ftarya”V flfc nufitl

-~ X X X

% Ports
?. rtor&Atre
- I Software

2 Cco

system inlbnnaaon

Scanner Actmty Waitkm

Starting security scan of hoar WIL-139MVISMI 9t 4[1¢0.0 /]
lane: IM 1tU PM

:1.v'ry Scanthread 1(idle) Scitraa: I(d*:

Selectone of tte M tahg systemwtchro M U

Minting Servlet Pack* mnit Update RoSupa (1)
AlsmyeutaaiYilyiethrrnaingap'verpttiMnfarmaw

Mk Missing Security Updates (,J)
Alowt Mu U nWy.'t Uk miBtfiOMcvItv updatat »ifo Tnalor

m  Missing Non-Security Updates (16)
Alan* you to analyie the rwn-securityipaatea rfamssen

J%  staled Security Updates (2)

JUave you b an4>2s tiicilitaifed security U>Cax hftmalam

\P/Oinstated Non-Security Updates (1)
Alo5'" you to analyze the nstalicd nor-setuity

Hm~1ts. 3 gt

FIGURE 5.10: System patching status report

13. Click pPorts, and under diis, click Open TCP Ports
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m A custom scanis a
network audit based on
parameters, which you
configure on the fly before
launching the scanning
process.

Vanous parameters can be
customized during this type
of scan, including:

m Type of scanning profile
(Le,, the type of checks
to execute/type of data
to retrieve)

m Scan targets

m Logon credentials

L/ The next job after a
network security scan is to
identify which areas and
systems require your
immediate attention. Do
this by analyzing and
correctly interpreting the
information collected and
generated during a network
security scan.
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FIGURE 5.11: TCP/UDP Ports result

14. Click System Information in die light side panel; it shows all die details of
die system information

15. Click Password Policy

=-=0
GH LanGuard 2012 r nn

E B >14-1 Dathboatd ~ Scan  Ravrwifcalr  ActHity Monitor ~ Reports  Configuration  UaUwt W DI lewsce m uii
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Z-M~CTt, beeed on toe™ v 1013 1
SarCofanu...
Scan Retakt Ovnvmn Scanlrak i Detalie

% openIXP Ports (5) J **Irun poaawd length: Ochar-

gcA 4/ «e J Vaxnuri EMSSiwrd age: 42days
I J **71"unoaa‘'wordsgeiodays
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LRI , VInthrvxd | (kllr) ScanthefluC®) if<* 411" A) '™

FIGURE 5.12 Information of Password Pohcy

16. Click Groups: it shows all die groups presentin die system
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m A high vulnerability
level is the result of
vulnerabilities or missing
patches whose average
severity is categorized as

high.

A scheduled scanis a
network audit scheduled to
run automatically on a
specific date/time and at a
specific frequency.
Scheduled scans can be set
to execute once or
periodically.

m It is recommended to
use scheduled scans:

m To perform
periodical/regular
network vulnerability
scans automatically and
using the same scanning
profiles and parameters

« To tngger scans
automatically after office
hours and to generate
alerts and auto-
distribution of scan
results via email

To automatically trigger
auto-remediation
options, (e.g., Auto
download and deploy
missing updates)
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"To-
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FIGURE 5.13: Information of Groups

17. Click die Dashboard tab: it shows all the scanned network information

'
GA LanGuard 2012 1°n”
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FIGURE 5.14: scanned report of the network

Lab Analysis

Dociunent all die results, dueats, and vulnerabilities discovered during die scanning
and auditing process.
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Tool/Utility Information Collected/Objectives Achieved
Vulnerability Level
Vulnerable Assessment
System Patching Status
Scan Results Details for Open TCP Ports

Scan Results Details for Password Policy
GFI LanGuard

2012 Dashboard - Entire Network

m  Vulnerability Level

Security Sensors

Most Vulnerable Computers

Agent Status

Vulnerability Trend Over Time
Computer Vulnerability Distribution
Computers by Operating System

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1 Analyze how GFI LANgtiard products provide protection against a worm.

2. Evaluate under what circumstances GFI LAXguard displays a dialog during
patch deployment.

3. Canyou change die message displayed when GFI LANguard is performing
administrative tasks? Ifves, how?

Internet Connection Required

O Yes 0 No
Platform Supported

O Classroom O iLabs
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ICON KEY

Valuable
information

Test vour
knowledge

S  Web exercise

U workbook review
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Exploring and Auditing a Network
Using Nmap

N/nap (Zenmap is the official A'map GUI) is afree, open source (license) utilityfor
netirork exploration and security auditing.

Lab Scenario

111 die previous lab you learned to use GFI LanGuard 2012 to scan a network to
find out die vulnerability level, system patching status, details for open and closed
ports, vulnerable computers, etc. A1 administrator and an attacker can use die same
tools to fix or exploit a system. If an attacker gets to know all die information about
vulnerable computers, diey will immediately act to compromise diose systems using
reconnaissance techniques.

Therefore, as an administrator it is very important for you to patch diose systems
after you have determined all die vulnerabilities in a network, before the attacker
audits die network to gain vulnerable information.

Also, as an ethical hacker and network administrator for your company, your job
is to carry out daily security tasks, such as network inventory, service upgrade
schedules, and the monitoring of host or service uptime. So, you will be guided in
diis lab to use Nmap to explore and audit a network.

Lab Objectives

Hie objective of diis lab is to help students learn and understand how to perform a
network inventory, manage services and upgrades, schedule network tasks, and
monitor host or service uptime and downtime.

hi diis lab, you need to:
m  Scan TCP and UDP ports
m  Analyze host details and dieir topology

m  Determine the types of packet filters
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—j Tools
demonstrated in
this ldb are
available in
D:\CEH-
Tools\CEHv8
Modulle 03
Scanning
Networks

.Q Zenmap works on
Windows after including
Windows 7, and Server
2003/2008.

TASK 1
Intense Scan

Module 03 - Scanning Networks

Record and save all scan reports

Compare saved results for suspicious ports

Lab Environment

To perform die lab, you need:

Nmap located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Scanning Tools\Nmap

You can also download the latest version of Nmap from the link
http:/ /nmap.org./

If you decide to download die latest version, dien screenshots shown in
die lab might differ

A computer running Windows Server 2012 as a host machine
Windows Server 2008 running on a virtual machine as a guest
A web browser widi Internet access

Administrative privileges to run die Nmap tool

Lab Duration

Time: 20 Minutes

Overview of Network Scanning

Network addresses are scanned to determine:

W hat services application names and versions diose hosts offer
W hat operating systems (and OS versions) diey run

The type of packet filters/firewalls that are in use and dozens of odier
characteristics

Lab Tasks

Follow the wizard-driven installation steps and install Nmap (Zenmap) scanner
in die host machine (Window Server 2012).

1

CEH Lab Manual Page 123

Launch the Start menu by hovering die mouse cursor in the lower-left
corner of the desktop

FIGURE 6.1: Windows Server 2012—Desktop view
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1__ Zenmap file installs
the following files:

m Nmap Core Files
m Nmap Path
m WinPcap 41.1

m Network Interface
Import

m Zenmap (GUI frontend)
m Neat (Modem Netcat)
m Ndiff

! Nmap Syntax: nmap
[Scan Type(s)] [Options]
{target specification}

/ In port scan
techniques, only one
method may be used at a
time, except that UDP scan
("sU) and any one of the
SCI1P scan types (7sY, -s2)
may be combined with any
one ofthe TCP scan types.
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2. Click the Nmap-Zenmap GUI app to open the Zenmap window

St3ft Administrator
Server Windows Google Nmap -
Manager PowrShell Manager Zenmap
Se m * '

Control Hyp*V
Panel Virtual
Machine..
0] W
Command
Prompt Frtfo*
“n ©
Me”sPing HTTPort
iSWM
CWto* K P

FIGURE 6.2 Windows Server 2012- Apps

3. The Nmap - Zenmap GUI window appears.

FIGURE 6.3: The Zenmap mainwindow

4. Enter the virtual machine Windows Server 2008 IP address (10.0.0.4)

tite j arget: text field. You are Performing a network inventorg for
the virtual I1lacllille.

5. 1lthis lab, die IP address would be 10.0.0.4; it will be different from

your lab environment

6. 11ithe Profile: text field, select, from the drop-down list, the type of

profile you want to scan. 111diis lab, select Intense Scan.
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While Nmap attempts
to produce accurate results,
keep in mind that all of its
insights are based on
packets returned by the
target machines or the
firewalls in front of them.

'S "The six port states
recognized by Nmap:

m Open
m Closed
m Filtered

m Unfiltered

Open |Filtered
m Closed |Unfiltered

Nmap accepts
multiple host specifications
on the command line, and
they don't need to be ofthe
same type.
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7. Click Scan to start scantling the virtual machine.

Zenmap "oy x
Scan lools Profile Help
Target: 110.0.04| Profile:  Intense scan
Command: nmap -T4 -A -v 10.0.0.4
Host! Seniices | Nmap Output  Ports f Hosts | Topology | Host Details | Scans

OS < Host

FIGURE 64: The Zenmap mainwindowwith Target and Profile entered

8. Nmap scans the provided IP address with Intense scan and displays
the scan result below the Nmap Output tab.

Zenmap . eroox
Scan lools Erofile Help
Target:  10.0.04 \ Profile:  Intense scan Scan:
Command: nmap -T4 -A -v 10.C.0.4
Nn mpOutput [ports/ Hosts | Topolog) | Host Details | Scans
0S < Host nmap-T4 +A-v 10.00.4 n | | Details
" 10.0.0.4
Storting Nmap C.Ol ( http://nmsp.org ) at 2012 08 24
NSE: Loaded 93 scripts for scanning.
MSE: Script Pre-scanning.
Initiating ARP Ping Scan at 15:35
Scanning 10.0.0.4 [1 port]
Completed ARP Pine Scan at 15:35, 0.17s elapsed (1 total
hosts)
Initiating Parallel DNS resolution of 1 host, at 15:35
Completed Parallel DNS resolution of 1 host, at 15:35,
0.50s elapsed
Initiating SYN Stealth Scan at 15:35
Scanning 10.0.0.4 [1000 ports]
Discovered open portl35!'tcp on 16.0.0.4
Discovered open portl139/tcp on 10.0.0.4
Discovered open port4451'tcp on 16.0.0.4
Increasing send delay for 16.0.0.4 fro« O to X dee to 72
out of 179 dropped probes since last increase.
Discovered open port49152/tcp on 10.0.6.4
Discovered open port49154/tcp on 10.0.6.4
Discovered open port49153/tcp on 10.0.6.4
Discovered open port49156/tcp on 10.0.6.4
Discovered open port49155/tcp on 10.0.0.4
Discovered open port 5357/tcp on 10.6.0.4
Filter Hosts

FIGURE 6.5: The Zenmap mainwindowwith the Nmap Output tab for Intense Scan

9. After the scan is complete, Nmap shows die scanned results.
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a The options available
to control target selection:

-iL <inputfilename>
-R <num hosts>

-exclude
<host1>[,<host2>[,..]]

-excludefile
<exclude file>

Q  The following
options control host
discovery:

-sL (list Scan)
-sn (No port scan)
-Pn (No ping)

S <port list> (TCP
SYN Ping)

-PA <port list> (TCP
ACK Ping)

-PU <port list> (UDP
Ping)

-PY <port list> (SCTP
INTT Ping)

-PE;-PP;-PM (ICMP
Ping Types)

-PO <protocol list> (IP
Protocol Ping)

-PR (ARP Ping)

—traceroute (Trace path
to host)

-n (No DNS resolution)

-R (DNS resolution for
all targets)

-system-dns (Use
system DNS resolver)

-dns-servers
<serverl>[,<server2>[,
.J] (Servers to use for
reverse DNS queries)
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Zenmap T=I
Scan lools £rofile Help
Target: Scan!  Cancel

Command: nmap -T4-A -v 10.C04

Nrr*p Output | Ports/ Hosts | Topolog) JHost Details | Scans

OS < Host nmap T4 +A mv 10.0.04 5D 1 Details
""" 10004 139/tcp open netbios-ssn
445]/tcp open ncthios ssn
5357/tcp open http Microsoft HTTPAPI httpd 2.0
(SSOP/UPNP)

|_http "m«thods: No Allow or Public h«ad«r in OPTIONS
response (status code 503)
|_rrttp-title: Service Unavailable

49152/tcp open msrpc Microsoft Windows RPC

49153/tcp open msrpc Microsoft Windows RPC

49154/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft Windows RPC n
MAC Address: O( 15:5D: ;07:10 (Microsoft)

Device type: general purpose

Running: Microsoft WindONS 7|2008

OS CPE: cp«:/o:nicrosoft:windows_7 cpe:/
o:»icrosoft:windows_server_2008::spl

(? details: Microsoft Windows 7 or Windows Server 2008 SP1
Uitime glﬁSS: 0.2561days (since Fri Aug ?4 09:27:40 2012)

]
TCP Sequence Prediction: Difficulty-263 (Oood luck!)

IP IP Sequence Generation: Incremental
Service Info: OS: Windows; CPE: cpe:/o:nicroscft:windows

Filter Hosts

FIGURE 6.6: The Zenmap mainwindowwith the Nmap Outputtab for Intense Scan

10. Click the Ports/Hosts tab to display more information on the scan
results.

11. Nmap also displays die Port, Protocol, State. Service, and Version of
the scan.

Zenmap I T
Scan lools Profile Help
Target: 10.0.04 Scan Cancel
Command: nmap -T4 -A -v 10.0.04
Services Nmgp Outp u ( Tu[.ululjy Hu~t Details Skm:
OS < Host
" 10004 135 tcp open rmtpc Minoaoft Windows RPC
139 tcp open  netbios-ssn
45  tcp open  netbios-ssn
5337 tcp open  http Microsoft HTTPAPI httpd 2.0 (SSD
49152 tcp open  msrpc Microsoft Windows RPC
49153 tcp open  msrpc Microsoft Windows RPC
49154 tcp open  msrpc Microsoft Windows RPC
49155 tcp open  msrpc Microsoft Windows RPC
49156 tcp open  msrpc Microsoft Windows RPC

FIGURE 6.7: The Zenmap mainwindowwith the Ports/Hosts tab for Intense Scan
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12. Click the Topology tab to view Nmap’s topology for the provided IP
address in the Intense scan Profile.

7 "t By default, Nmap
performs a host discovery
and then a port scan
against each host it
determines to be on line.

FIGURE 6.8: The Zenmap mainwindowwith Topology tab fot Intense Scan

13. Click the Host Details tab to see die details of all hosts discovered
during the intense scan profile.

Zenmap r~rerx 1
Scan lools Profile Help
Target:  10.0.04 Scan Conccl
Command: nmap -T4 -A -v 10.0.04
Hosts || Services | | Nmap Output! Porte/ Hoctt | Topologyf* Host Detail: Scan?
OS < Host 13.0.c.4
4710004 H Host Stat
77 ' By default, Nmap e
? ate: up
determines your DNS
Open portc Q

servers (for DNS

resolution) from your Filtered poits: 0

resolv.conf file (UNIX) or Closed ports: 991

the Registry (Win32). Scanned ports: 1000
Uptime: 22151 #
Last boot: FriAug 24 09:27:40 2012

B Addresses
IPv4: 10004

IPv6:  Not available
MAC: 00:15:50:00:07:10

- Operating System
Name: Microsoft Windows 7 or Windows Seiver 2008 SP1

Accuracy:

Ports used
Filter Hosts

FIGURE 6.9: The Zenmap mainwindowwith Host Details tab for Intense Scan
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14. Click the Scans tab to scan details for provided IP addresses.

Zenmap 1- 1°' x
Scan Tools Profile Help
Target: 10.0.04 Profile:  Intense scan Cancel
a Nmap offers options Command:  nmap *T4 *A -v 100.0.4
for specifying winch ports
are scanned and whether Hosts |[ Serices |  Nmap OutputJPorts.' Hosts | Topology | Host Detail;| S:an;
the scan order is Stalus  Com'rard
' . OS < Host
random!2ed or sequential. 10004 Unsaved nmap -14-A sv 10.00.4

ifm Append Scan » Remove Scan Cancel Scan

a In Nmap, option -p
<port ranges> means scan
only specified ports.

FIGURE 6.10: The Zenmap main windowwith Scan tab for Intense Scan

15 Now, click the Services tab located in the right pane of the window.
This tab displays the list of services.

16 Click the http service to list all the HTTP Hostnames/IP addresses.
Ports, and their states (Open/Closed).

Zenmap Tren*T
Scan Tools Profile Help
Target:  10.0.04 v] Profile:  Intense scan v| Scan| Cancel
Command: nmap *T4 -A -v 10.0.04 I
Hosts | Services Nmap Output Ports/ Hosts Topology JHoctDrtaik | S*ant
Service '< Hostname A Port < Protocol « State « Version
| 10.0.04 5357 tcp open  Microsoft HTTPAPI hetpd 2.0 (S3
msrpc
netbios557n
Q InNmap, option -F
means fast (limited port)
scan.
<
FIGURE 6.11: The Zenmap mainwindowwith Services option for Intense Scan
CEH Lab Manual Page 128 Ethical Hacking and Countermeasures Copyright O by EC"Councll

All Rights Reserved. Reproduction is Strictly Prohibited



In Nmap, Option —
port-ratio <ratio><dedmal
number between Oand 1>
means Scans all ports in
nmap-services file with a
ratio greater than the one
given. <ratio> must be
between 0.0and 1.1

hid In Nmap, Option -r
means don't randomiz2e
ports.

TASK 2

Xmas Scan

CEH Lab Manual Page 129

Module 03 - Scanning Networks

17. Click the msrpc service to list all the Microsoft Windows RPC.

Zenmap L N

Scan lools Profile Help

Target: 10.0.04 . Profile:  Intense scan Scan]

Command: nmap -T4 -A -v 10.0.04

Services Nmcp Output Ports/ Hosts  Topology | Host Details *Scans

Service 4 Hostname * Port < Protocol * State « Version

http . 100.0.4 49156 Up open  Mkroioft Windoro RPC
. 100.0.4 49155 tcp open  Microsoft Windows RPC

netbios-ssn . 100.04 49154 tcp open  Microsoft Windows RPC

100.04 49153 tcp open  Microsoft Windows RPC

. 100.04 49152 tcp open  Microsoft Windows RPC
. 100.0.4 135 tcp open  Microsoft Windows RPC

FIGURE 6.12 The Zenmap mainwindowwith msrpc Service for Intense Scan

18. Click the nethios-ssn service to list all NetBIOS hostnames.

Zenmap I I I

Scan Icols Erofile Help
Target: 10004 Scan Cancel
Command: nmap -T4 -A -v 10.0.04

Hosts || Services | Nmap Output  Ports f Hosts  Topology Host Deoils  Scans
Service
hitp 100.0.4 445  tcp open
mstpc 100.04 139 tcp open

FIGURE 6.13: The Zenmap main window with netbios-ssn Service for Intense Scan

19. Xmas scan sends a TCP frame to a remote device with URG, ACK, RST,
SYN, and FIN flags set. FIN scans only with OS TCP/IP developed
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according to RFC 793. The currentversion of Microsoft Windows is not
supported.

20. Now, to perform a Xmas Scan, you need to create a new profile. Click
Profile > New Profile or Command Ctrl+P
y ' Xmas scan (-sX) sets
the FIN, PSH, and URG
flags, lighting the packet up
like a Christmas tree.

m  The option —max-
retries <numtries>
specifies the maximum
number of port scan probe
retransmissions.

21. On the Profile tab, enter Xmas Scan in the Profile name text field.

Profile Editor

'Imap -T4 -A -v 10.0.0.4

Profile  scan | Ping| Scripting | Target | Source[ Other | Timing Help
Description
Profile Information
The description is a full description
Profile name  XmasScanj Oevvhac the scan does, which may
be long.
D*ceription

m  The option -host-
timeout <time> gives up
on slow target hosts.

caned Osavechanges

FIGURE 6.15: The Zenmap Profile Editor window with the Profile tab
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UDP scan is activated
with the -sU option. It can
be combined with a TCP
scan type such as SYN scan
("sS) to check both
protocols during the same
run.

Q  Nmap detects rate
limiting and slows down
accordingly to avoid
flooding the network with
useless packets that the
target machine drops.

Q Youcan speed up
your UDP scans by
scanning more hosts in
parallel, doing a quick scan
of just the popular ports
first, scanning from behind
the firewall, and using
host-timeout to skip slow
hosts.
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22. Click the Scan tab, and select Xmas Tree scan (sX) from the TCP

scans: drop-down list.

'
Profile Editor 1.TO' x
Imap -T4-A -v 10004
X " - - Help
Profile  Scan | Ping| Scripting | Target | Source | Other Timin
I I Ping| Scripting | Target | Source | 'ming Enable all ad/anced/aggressive
Sun optk>m options
Target? (optional): 10.00.4 Enable OS detection (-0). version
detection (-5V), script scanning (-
TCP scam None H  sOvand traceroute ("traceroute).
Non-TCP scans: None
Timing template: ACK scan (-sA)
' FINscan ( sP
Mamon scan (-sM)
O Version detection (-sV) Null scan (-sN)
n Idle Scan (Zombie) (-si) TCP SYN scan (-59)
O FTP bounce attack (-b) TCP connect >can (™»T)
O Disable reverseDNSresc - Window scan (-sW)
D IPv6 support (m6) | Xmas Tree scan ("sX)

Cancel O Save Changes

FIGURE 6.16: The Zenmap Profile Editor windowwith the Scan tab

23. Select None in die Non-TCP scans: drop-down list and Aggressive (¢

24.

T4) in the Timing template: list and click Save Changes

. . = AN
Profile Friitor 1 | 0 '
nmap «sX *T4 -A mv 10004
Profile Scar Ping | Scripting [ Target Source | Other | Timing Help X
Enable all ad/anced/aggressive

Scan option* options

Target? (optional): 1D.0D4 Enable OS detection (-0). version

) _ detection (-sV), script scanning (-

TCP scan: Xmas Tlee scan ("sX) vl SQ and traceroute(--traceroute).

Non-TCP scans: None V']

Timing template: Aggressive (-T4) [v]

@ Enable all advanced/aggressve options (-A)

O Operating system detection (*O)

O Version detection (-sV)

O Idle Scan (Zombie) (-51)

O FTP bounce attack (-b)

O Disable reverse DNS resolution (n)

N IPv6 support (-6)

Cancel O Save Changes

FIGURE 6.17: The Zenmap Profile Editor windowwith the Scan tab

Enter the IP address in die Target: field, select the Xmas scan opdon
from the Profile: held and click Scan.
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Zenmap
Scan Tools Profile Help
Target:  10.0.04 |v| Profile- | Xmas Scan |v| |Scan| Cancel|
Command: nmap -sX -T4-A -v 100.0/
( Hosts || Services |  NmapOutput Potts/Hosts | Topology Host Details| Scans
05 < Host A v 1 | Details]

In Nmap, option -sY
(SCTPINIT scan) is often
referred to as half-open
scanning, because you donft
open a full SCTP
association. You send an
INIT chunk, as if you were
going to open areal
association and then wait
for a response.

Filter Hosts

FIGURE 6.18: The Zenmap main window with Target and Profile entered

25. Nmap scans the target IP address provided and displays results on the
Nmap Output tab.
£Q! When scanning

systems, compliant with Zenmap 1zc
this RFC text, any packet Scan Tools Profile Help
not containing SYN, RST, Target  10.0.0.4 vl Profile.  Xmas Scan Scani
or ACK bits results in a arget WO -amas IScaril
returned RST, if the port is Command:  nmap -sX -T4 -A -v 100.0/
closed, and no response at
all, if the port is open. Hosts Services N-nap Output Ports/ Hosts | Topology Host Details | Scans

0S « Host nmap -sX -T4 -A -v 10.0.0.4

* 10.0.0.4

Starting Nmap 6.01 ( http://nmao.org ) at 2012-08-24

N<F> loaded 93 scripts for scanning

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 16:29

Scanning 10.0.0.4 [1 port]

Completed ARP Ping Scan at 16:29, 0.15s elapsed (1 total

hosts)
Initiating Parallel DMS resolution of 1 host, at 16:29
completed Parallel dns resolution of | nost. at 16:29,

0.00s elapsed

Initiating XMAS Scan at 16:29

Scanring 10.0.6.4 [1090 ports]

Increasing send delay for 10.0.0.4 from 0 to 5 due to 34

a ) out of 84 dropped pro&es since last increase.
The Op“on,'SA(TCP Completed XMAS Scan at 16:30, 8.36s elapsed :1000 total
ACK scan) is used to map PO i ¢ 16:30

- nitiating crvice scon o N
OUthre_W_a" rUlesetS, Initiating OS detection (try #1) agairst 10.0.0.4
determining whether they NSE: Script scanning 10.0.0.4.
are stateful or not and Initiating MSE at 16:30

Completed NSE at 16:30, 0.00s elapsed
Nnap scon report for 10.0.0.4
Host is up (0.e0020s latency).

which ports are filtered.

FIGURE 6.19: The Zenmap main windowwith the Nmap Output tab

26. Click the Services tab located at the right side of die pane. It displays
all die services of that host.
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Zenmap 0 = 1
Scan lools Profile Help
Target:  10.0.04 ~  Profile  Xmas Scan | |Scan|
Command: nmap -sX -T4 -A -v 10.0.04
Hosts | Services | Nmap Output Ports/ Hosts | Topology | Host Dttails | Scans
nmap -sX T4 -A -v 10.0.04 Details
Starting Nmap 6.01 ( http://nmap.org ) at 2012*08-24 n

: Loaded 03 scripts for scanning.
NSE: Script Pre-scanning.
Initiating ARP Pirg Scan at 16:29

Scanring 10.0.0.4 [1 port] m
Completed ARP Ping Scan at 16:29, 8.15s elapsed (1 total
hosts)

Initiating 3arallel DNS resolution of 1 host, at 16:29
Completed P arallel DNS resolution O-f 1 nest, at 16:29,
0.00s elapsed

Initiating XMAS Scan at 16:29

Scanring 10.0.0.4 [1000 ports]

Increasing send delay for 10.0.0.4 from e to 5 due to 34
out of 84 dopped prooes since last increase.

Completed XHAS Scan at 16:30. 8.36s elapsed (1000 total
ports)

Initioting Service scan at 16:30

Initiating OS detection (try #1) against 10.0.0.4

NSE: Script scanning 10.0.0.4.

Initiating USE at 16:30

Completed NSE at 16:30, 0.0es elapsed

Nnap scan report for 10.0.0.4

Host is up (0.00020s latency). \

FIGURE 6.20: Zenmap Main windowwith Services Tab

S TAsk 3 27. Null scan works only if the operating system’s TCP/IP implementation

Null Scan is developed according to RFC 793.111 a 11111 scan, attackers send a TCP
frame to a remote host with NO Flags.

28. To perform a 11111 scan for a target IP address, create a new profile.

Click Profile > New Profile or Command Ctrl+P
The option Null Scan

("sN) does not set any bits Zenmap
(TCP flag header is 0).
[ New ProfJe or Command CtrkP | nas Ssean v Scan |Cancel|
9 £dit Selected Prof<e Qrl+E
| Hosts || Scrvncct Nmap Output Portj/ Hosts | Topology] HostDetoScent
CS « Host
w  10.004

m  The option, -sZ
(SCTP COOKIE ECHO
scan) is an advance SCTP
COOKIE ECHO scan. It
takes advantage of the fact
that SCTP implementations
should silently drop packets
containing COOKIE
ECHO chunks on open
ports but send an ABORT
if the port is closed.

FIGURE 6.21: The Zenmap main windowwith the New Profile or Command option
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29. On die Profile tab, input a profile name Null Scan in the Profile name

text field.
Profile Editor L "I
a The option, -si nmap -sX -T4 -X -v 10.0.0.4
<zombie
host>[:<probeport>] (idle Profile  Scan| Ping | Scripting | Target| Source | Othc | Timing” Help.
i Profile name
scan) is an advanced scan ) )
Profile Information
method that allows for a This is how the profile viill be
truly blind TCP port scan Profile name | Null Scanj—]| identfied in the drop-down combo
of the target (meaning no boxiin the scan tab.

Description

packets are sent to the
target from your real IP
address). Instead, a unique
side-channel attack exploits
predictable IP
fragmentation ID sequence
generation on the zombie
host to glean information
about the open ports on
the target.

FIGURE 622: The Zenmap Profile Editor with the Profile tab

30. Click die Scan tab in the Profile Editor window. Now select the Null

M The option, -b Scan (sN) option from the TCP scan: drop-down list.
<FTP relay host> (FTP

bounce scan) allows a Profile Editor

user to connect to one nmap -eX -T4 -A -v 10004
FTP server, and then
ask that files be sentto a Profile] Scan | Ping | Scripting| larget | Source Jther Timing Help
_ Profle name
third-party server. Such Scan options
a feature is ripe for Thisis how the profile will be
Targets (optional): 1C.0.04 identified n the drop-down combo

abuse on many levels, so box n the scan tab.

most servers have TCP scan: Xmas Tree scan (-sX) v
ceased supporting it. Non-TCP scans: None
Timing template: ACKscen ( sA)

[Vi Enable all advanced/aggressu FN scan (“sP

O Operating system detection (~ Maimon «can (+?M)

O Version detection (msV) Null scan (ssN)
(71 Idle Scan (Zombie) (esi) TCP SYN scan(-sS)
O FITP bounce attack (-b) TCP connect scan (7sT)
(71 Disable reverse DNSresolutior Wincow scan ("sW)
The option, -r (Don't 1 1IRy6 support (-6) Xma; Tree Ican (-sX)
randomize ports): By
default, Nmap randomizes Cancel Save Changes
the scanned port order
(except that certai_n
commonly accessible ports FIGURE 6.23: The Zenmap Profile Editor with the Scan tab
are moved near the
E:ags'ggs')”ngh‘)i;emc'e”CV 31. Select None from the Non-TCP scans: drop-down field and select
randomization is normally Aggressive (-T4) from the Timing template: drop-down field.
desirable, but you can . .
specify -r for sequential 32. Click Save Changes to save the newly created profile.
(sorted from lowest to
highest) port scanning
instead.
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In Nmap, option —
version-all (Try every single
probe) is an alias for --
version-intensity 9,
ensuring that every single

Module 03

nmap -sN -sX -74 -A -v 10.0.0.4

Profile Scan

Scan options

Targets (opbonal):

Ping | Scripting | Target | Soiree[ Cthci | Timing

- Scanning Networks

Profile Editor

Help

IT -

|Scan[

Disable reverse DNS resolution

Neler do reverse DNS. This can

10.0.0.4

probe is attempted against TCP scan: Nul scan (+sN) v
each port. Non-TCP scans: None v
Timing template: Aggressive (-T4) v

slash scanning times.

C Operating system detection (-0)
[Z Version detection (-5V)
I Idle Scan (Zombie) (-si)
Q FTP bounce attack (-b)

| ! Disable reverse DNS resolution (-n)

O  IPv6 support (-6)

£oncel  Erj Save Change*
m  The option,-"top-
ports <n> scans the <n>
highest-ratio ports found in
the nmap-services file. <n>
must be 1 or greater.

FIGURE 6.24: The Zenmap Profile Editor with the Scan tab

33. 1M the main window of Zenmap, enter die target IP address to scan,

select the Null Scan profile from the Profile drop-down list, and then

click Scan.

Zenmap
Scfin  lools Erofile Help
Target | 10004 Profze:  Null Scan

Command: nmap -sN sX *T4 -A *v 10.00.4

Hosts Services Nmap Outpjt Ports/ Hosts Topology | Host Detais ( Scans

< Port < Prctoccl < State < Service < Version
0S < Host

*U 10.00.4

Q  The option -sR (RPC
scan), method works in
conjunction with the
various port scan methods
of Nmap. It takes all the
TCP/UDP ports found
open and floods them with
SunRPC program NULL
commands in an attempt to
determine whether they are
RPC ports, and if so, what
program and version
number they serve up.

Filter Hosts

FIGURE 6.25: The Zenmap main windowwith Target and Profile entered

34. Nmap scans the target IP address provided and displays results in Nmap
Output tab.
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Zenmap B Q u

Scan Tools Profile Help
Target 10004 v Profile:  Null Scan Scan!  Cancel
Command: nmap -sN -T4 -A -v 10.C.0.4

Hosts Services Nmap Output | Ports/ Hosts ] Topology [ Host Details | Scans
0S < Host nmap -sN T4 *A-v 10.0.04 |D Details

IM  10.0.04

Starting Mmap 6.01 ( http://nrap.org ) at 2012 08 24 n

NSt: Loaded 93 scripts for scanning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 16:47

Scanning 10.6.0.4 [1 port]

Conpleted ARP Ping Scan at 16:47, 0.14s elapsec (1 total
hosts)

Initiating Parallel DNS resolution of 1 host, at 15:47
Conpleted Parallel DNS resolution o-F 1 host, at 16:47,
0.28s elapseti

initiating null scan at 16:47

Scanning 10.0.0.4 [1000 ports]

Increasing send delay for 10.0.0.4 -from 0 to 5 due to 68
out of 169 dropped probes since last increase.

Conpleted NULL Scan at 16:47, 7.7Bs elapsed (1000 total

ports)
Initiating Service scan at 16:47
TheOptiOn -version- Initiating OS detection (try *1) against 10.0.0.4
trace (Trace version scan NSE S e L0
activity) causes Nmap to Conpleted NSE at 16:47, 0.00s elapsec
pnnt out extensive Nmap scan report for 10.0.0.4
debugginginfo about what Filter Hosts Host is up (0.000068s latency).

version scanning is doing.
It is a subset of what you

getwith —packet-trace FIGURE 6.26: The Zenmap main windowwith the Nmap Output tab

35. Click the Host Details tab to view the details of hosts, such as Host
Status, Addresses. Open Ports, and Closed Ports

! 1
Zenmap - [ nrx
Scan Tools £rofle Help
Target 10004 Profile:  Null Scan Cancel
Command: nmap -sN -T4 <A -v 10.0.0.4
Hosts Senlices Nmap Output | Ports/ Hosts | Topology Host Details | Scans
OS « Host - 10.0.04!
* 10004 B Host Status
State: up
Open ports: 0 i e
ports: O

Closed ports: 1000
Scanned ports: 1000
Uptirre: Not available
Last boot: Not available

S Addresses
IPv4:  10.0.04

IPv6:  Not available

MAC: 00:15:5D:00:07:10

« Comments

Filter Hosts

FIGURE 627: 'Hie Zenmap mainwindowwith the Host Details tab

TASK 4 36. Attackers send an ACK probe packet with a random sequence number.

ACK Flag Scan No response means the port is filtered and an RST response means die
port is not filtered.
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m  The script: —script-
updatedb option updates
the script database found in
scripts/script.db, which is
used by Nmap to
determine the available
default scripts and
categories. It is necessary to
update the database only if
you have added or
removed NSE scripts from
the default scripts directory
or if you have changed the
categories of any script.
This option is generally
used by itself: nmap —
script-updatedb.

The options: -min-
parallelism <numprobes>;
-max-parallelism
<numprobes> (Adjust
probe parallelization)
control the total number of
probes that may be
outstanding for a host
group. They are used for
port scanning and host
discovery. By default,
Nmap calculates an ever-
changing ideal parallelism
based on network
performance.
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37. To perform an ACK Flag Scan for a target IP address, create a new
profile. Click Profile ™ New Profile or Command Ctrl+P.

A
Zenmap moT
i Edit Selected Profile Ctrl+E
Command:  !'mop mv» mn* ™.y
Hoete Senvices ] Nmip Ojtput Porte/ Hoete Topology | Hod Details JScant

0OS < Host 4 Po't 4 Protocol 4 Statt 4 Service < Vtrsicn

M 10.0.04

Filter Hosts
FIGURE 6.28: The Zenmap main windowwith the New Profile or Command option
38. On the Profile tab, input ACK Flag Scan in the Profile name text field.

Profile Editor Tan
nmap -sN -T4 -A -v 10.0.04

Profile [scan | Ping | Scripting | Target | Soiree[ Cthei | Timing Help L

Description

Profile Information

The descr ption is afull description
of what the scan does, which may

be long.

Profile name |ACK PagScanj

Description

£ancel 0 SaveChanges

FIGURE 6.29: The Zenmap Profile Editor Windowwith the Profile tab

39. To select the parameters for an ACK scan, click the Scan tab in die
Profile Editor window, select ACK scan (sA) from the Non-TCP
scans: drop-down list, and select None for all die other fields but leave
the Targets: field empty.
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[

Profile Editor I-1rgrr x
nmap -sA -sW -T4 -A -v 10.0.0.4 [Scand
The option: —min-rtt- Profile| Scan Ping Scnpting T3rg=t Source Other Timing Help
R X : Enable all advanced, aggressive

timeout <time>, —max-rtt- Scan options options
timeout <time>, —nitial-
rtt-timeout <tIme> (Adjust Targets (optional): 10004 Enable OS detection (-0), version

. ) detection (-5V), script scanning (@
pro_be ti meouts). Nmap TCP scan: ACK scan (-sA) IVI' o), and traceroute (“ttaceroute).
maintains a running Non-TCP scans: None
tlmeou_t \_/alue for ) Timing template: ACKscan( sA)
determining how long it )
waits for a probe response [34 Enable all advanced/aggressi\ FIN scan (-sF)
before giving up or O Operating system detection (- Maimon scan (-sM)
retransmitting the probe. O Version detection (-5V) Null scan (-sNI
This is calculated based on O Idie Scan (Zombie) ('s)  TCP SYN scan (59)
the response times of

O FTP bounce attack ("b) TCP connect scan (-sT)

previous probes. i
f1 Disable reverse DNS resolutior VPINCOW scan (-sW)

1 1IPv6 support (-6) Xmas Tree scan (-5X)
fancel Q Save Changes

FIGURE 6.30: The Zenmap Profile Editor windowwith the Scan tab

40. Now click the Ping tab and check IPProto probes (-PO) to probe the IP
address, and then click Save Changes.

Profile Editor

nmap -sA -sNJ -T4 -A -v -PO 100.0.4 [Scan]
i i imi Help
. Profile Scan Ping Scnpting| T: So Other Ti
G The Option: -max- roe ing  Senpting| Target | Source | Other  Timing ICM P tam «Etamp réqu st
retries <numtries> (Specify Ping options »
the maximum number of Send an ICMP timestamp probe to
O Don't ping before scanning ("Pn) see| targets are up.
port scan probe )
retransmissions). When I 1 ICMP ping (-PE)
Nmap receives no response Q ICMP timestamp request (-PP)
to aport scan probe, it can I 1 ICMP netmask request [-PM)

mean the port is filtered. O ACKping (PA)
Or maybe the probe or )
response was simply lost B SWNping (PS)
on the network. Q UDP probes (-PU)

0 jlPProto prch«s (-PO)i
(J SCTP INIT ping probes (-PY)

Cancel Save Changes

FIGURE 6.31: The Zenmap Profile Editor window with the Pmg tab

41. 11 the Zenmap main window, input die IP address of the target
machine (in diis Lab: 10.0.0.3), select ACK Flag Scan from Profile:
drop-down list, and then click Scan.
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£ 3 The option: -"host-
timeout <time> (Give up
on slow target hosts). Some
hosts simply take a long
time to scan. Tins may be
due to poody performing
or unreliable networking
hardware or software,
packet rate limiting, or a
restrictive firewall. The
slowest few percent of the
scanned hosts can eat up a
majority of the scan time.

The option: —scan-
delay <time>; --max-scan-
delay <time> (Adjust delay
between probes). This
option causes Nmap to
wait at least the given
amount of time between
each probe it sends to a
given host. This is
particularly useful in the
case of rate limiting.
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Zenmap D
Scan Tools Profile Help
Target:  10.0.04 v Profile: ACK Hag Scan 35 Scan Cancel
Command: nmap -sA -PO 10.0.0.4
Hosts Services Nmap Output Ports/ Hosts | Topology] Host Details Scans J
Details
Filter Hosts

FIGURE 6.32: The Zenmap mainwindowwith the Target and Profile entered

. Nmap scans die target IP address provided and displays results on

Nmap Output tab.

r Zenmap X
Sc$n  Tools £rofle Help
Target:  10.0.0.4 Profile: ~ ACK Hag Scan Cancel
Command: nmap -sA -P0 10.0.0.4
Hosts Senvices NmapOutputj Ports/Hosts[ Topology Host Details Scans
0S < Host nmap -sA -PO 10D.0.4 Details
* 10.0.04
Starting ~map 6.01 ( http://nmap.org ) at 2012-08-24 17:03
India Standard Tine
Nmap scan report for 10.0.0.4
Host is u9 (0.00000301 latency).
A1l 1000 scanned ports on 10.0.0.4 are unfiltered
WAC Address: 30:15:50:00:07:10 (Microsoft)
Nmap done: 1 IP address (1 host up) scannec in 7.57 seconds
Filter Hosts

FIGURE 6.33: The Zenmap main windowwith the Nmap Output tab

. To view more details regarding the hosts, click die Host Details tab
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Q  The option: —min-
rate <number>; —mas-rate
<number> (Directly
control the scanning rate).
Nmap's dynamic timing
does a good job of finding
an appropriate speed at
which to scan. Sometimes,
however, you may happen
to know an appropriate
scanning rate for a
network, or you may have
to guarantee that a scan
finishes by a certain time.

CEH Lab Manual Page 140

Module 03 - Scanning Networks

Zenmap
Scan Tools Profile Help
Target: 10.0.04 [+H Profile:  ACK Flag Scan Scan  Cancel
Command: nmap -sA-PO 10.0.04
Hosts || Services | Nmap OutputJPons/ Hosts JTopoIogy HostDetals Scans
OS « Host - ,;10.0.04
* 10004 5 Host Status
btate
Open portc: IS
Filtered ports:
Closed ports:
Scanned ports: 1000
Uptime: Not available
Last boot Not available
B Addresses
IPv4:  1a0.0.4
IPv6:  Not available
MAC: 0Q15:50:00:07:10
+ Comments
Filter Hosts

FIGURE 6.34: The Zenmap mainwindowwith the Host Details tab

Lab Analysis

Document all die IP addresses, open and closed ports, sendees, and protocols you

discovered during die lab.

Tool/Utility

Information Collected/Objectives Achieved

Types of Scan used:

Intense scan
Xmas scan
Null scan
ACK Flag scan

Intense Scan —N'map Output

Nmap u

ARP Ping Scan - 1host

Parallel DNS resolution of 1 host

SYN Stealth Scan

e Discovered open port on 10.0.0.4
o 135/tcp, 139/tcp, 445/tcp, ...

MAC Address

Operating System Details

Uptime Guess

Network Distance

TCP Sequence Prediction

IP ID Sequence Generation

Service Info
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YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO
THIS LAB.

Questions

1 Analyze and evaluate the results by scanning a target network using;
a. Stealth Scan (Half-open Scan)
b. nmap -P

2. Perform Inverse TCP Flag Scanning and analyze hosts and services for a
target machine in die network.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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ICON KEY

23-Valuable
information

Test your
knowledge

0 web exercise

M Workbook review
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Scanning a Network Using the
NetScan Tools Pro

iMtScanT0O01s Pro is an integrated collection of internet information gathering and
netirork troubleshooting utilitiesfor Netirork PA/fessionals.

Lab Scenario

You have already noticed in die previous lab how you can gadier information such
as ARP ping scan, MAC address, operating system details, IP ID sequence
generation, service info, etc. duough Intense Scan. Xmas Scan. Null Scan and
ACK Flag Scan 11 Nmap. An attacker can simply scan a target without sending a
single packet to the target from their own IP address; instead, they use a zombie
host to perform the scan remotely and if an intrusion detection report is
generated, it will display die IP of die zombie host as an attacker. Attackers can
easily know how many packets have been sent since die last probe by checking die
IP packet fragment identification number (IP ID).

As an expert penetration tester, you should be able to determine whether a TCP
port is open to send a SYN (session establishment) packet to the port. The target
machine will respond widi a SYN ACK (session request acknowledgement) packet if
die port is open and RST (reset) if die port is closed and be prepared to block any
such attacks o11 the network

M this lab you will learn to scan a network using NetScan Tools Pro. You also need
to discover network, gadier information about Internet or local LAN network
devices, IP addresses, domains, device ports, and many other network specifics.

Lab Objectives

The objective of diis lab is assist to troubleshoot, diagnose, monitor, and discover
devices o011 network.

111 diis lab, you need to:

m Discovers IPv4/IPv6 addresses, hostnames, domain names, email
addresses, and URLS

Detect local ports
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S T7Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 03
Scanning
Networks

S TASK 1

Scanning the
Network

A Active Discovery and
Diagnostic Tools that you
can use to locate and test
devices connected to your
network. Active discovery
means that we send packets
to the devices in order to
obtain responses..
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Lab Environment
To perform die lab, you need:

m  NetScaii Tools Pro located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Scanning Tools\NetScanTools Pro

m  You can also download the latest version of NetScan Tools Pro from
the link http://www.uetscantools.com/nstpromaizt.html

m [fyou decide to download die latest version, dien screenshots shown in die
lab might differ

m A computer running Windows Server 2012

m  Administrative privileges to run die NetScan Tools Pro tool

Lab Duration

Time: 10 Minutes

Overview of Network Scanning

Network scanning is die process of examining die activity on a network, which can
include monitoring data flow as well as monitoring die functioning of network
devices. Network scanning serves to promote bodi die security and performance
of a network. Network scanning may also be employed from outside a network in
order to identify potential network vulnerabilities.

NetScan Tool Pro performs the following to network scanning:
m  Monitoring network devices availability

m  Notifies IP address, hostnames, domain names, and port scanning

Lab Tasks

Install NetScan Tool Pro in your Window Server 2012.
Follow die wizard-driven installation steps and install NetScan Tool Pro.

1 Launch the Start menu by hovering die mouse cursor in the lower-left
corner of the desktop

4 Windows Ser\*f 2012

o * taataiermXni faemeCueidilcOetoceitc
T EMtuaian copy, luld M>:

FIGURE /.1: Windows Server 2012- Desktop view

2. Click the NetScan Tool Pro app to open the NetScan Tool Pro window
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£l) Database Name be
created in the Results
Database Directory and it
will have NstProData-
prefixed and it will have the
file extension .db3

i— USB Version: start the
software by locating
nstpro.exe on your USB
drive ~itis normally in the
Instpro directory p
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Start Administrator A
Server Windows Google Hjperv NetScanT...
Manager PowwShel Chrome kWvwcr Pro Demo
h m o ! | f*

Control Mjrpw-V
Pan*l

Mdchir*,
(onviund
't. n".

e wrr © *I
T e ©

2012
X-X-ac n 9

FIGURE 7.2 Windows Server 2012- Apps

3. Ifyou are using the Demo version of NetScan Tools Pro, then click
Start the DEMO

4. The Open or Create a New Result Database-NetScanTools Pro
window will appears; enter a new database name in Database Name
(enter new name here)

5. Seta default directory results for database file location, click Continue

Open or Create a New Results Database - NetScanTools® Pro *

NetScanToote Pro automatical saves results n a database. The database «requred.

Create a new Results Database, open a previous Resdts Database, or use this software r Tranng Mode with a
temporary Results Database.

miTrainrtg Mode Qutdc Start: Press Create Training Mode Database then press Continue.
Database Name (enter new name here) A NEW Results Database w | be automabcaly prefixed with

MstProOata-' and w i end with ,.db?. No spaces or periods are allowed

Test] when enterng a new database name.

Select Another Results Database Results Database File Location

Results Database Directory

"*Create Trainmg Mode Database
9 C :~Msers\Administratordocuments

Project Name (opbonal) Set Default Di
et Default |rectory

Analyst Information (opbonal, can be cisplayed r\ reports if desired)

Name Telephone Number
Fitie Mobile Number
Organization Email Address

Update Analyst Information

Use Last Results Database Continue Exit Program

FIGURE 7.3: setting a new database name for XetScan Tools Pro

6. The NetScan Tools Pro main window will appears as show in die
following figure
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test « NetScanTools* Pro Demo Version Build 8-17-12 based on version 11.19 -

file Eflit Ac«es51b!llty View IP<6 Help

— IP version 6 addresses

have a different format

from IPv4 addresses and

they can be much longer or

far ShOI’tel‘ IPV6 addresses TWhE.VL;cur\rl\louéal:lrrr\mslcbasn;tiil:’e[;)Jw[V:lj) z?geﬂ:z 11 THl @Kwirenadrro ro< k>* sre* TOOf Cut todi have niror luiti
always contain 2 or more

colon characters and never

H m xxd onmhrAJoited cr Vtao.a lads cr 108l1groined by fmdian on the kft panel

RO03 iso- root carract : "« ta"oet. orwn icon :coa I8en to noucrktniffc.

contain periods. Example: ttu; icon 000 1+® * ey 0| oca sy’em. endgroy con 100b contact ihid party
2001:4860:b006:69 Atomated 100l Fleet'it Fl '« tovie” e<? atergh* local help ircLidng Gerttirg Suited >randtiai
(ipv6.google.com) M3nu3l tool: 131
or ::1 (internal fworne tools
loo p back address *LCrre Ditcover/tools
Passre 0'scowy rools
Otis 00151

P3«et lev* tools
txtmul tools

prootam into

FIGURE 7.4: Main window of NetScan Tools Pro

7. Select Manual Tools (all) on the left panel and click ARP Ping. A
window will appears few information about die ARP Ping Tool.

8. Click OK

=0
test NetScanToois® Pro Demo Version Build 8 17 12 based or version 11.19 TN e -1

File fdit A<<f\lbilly Virw IP6 MHp

KlirtiiianTooltS Pio 'J
m
Automatatt Tool b o ut the ARP Ping Tool
Manual Tool( MI
use this tool to "PiMti‘ an IPv4 address on your subnet usino arp paefcrts. ese!ron your
LAN to find the 1a4>:"a tkne o' a device to an ARP_REQI)EST jacket evai if '« d&rce s hidden and
does not respond to ‘egua Png.
* ARP Pina require*,A target IPv4 address on your Lan
Don't miss this special feature in this tool: Identify duplicate IPv4 addressby ‘singing* a ssecfic
IPv4 address. If more th2- Gne device (two or rrore MAC addresses} responds, you are shown the
mac address of eech ofthe deuces
Don'tforget to rightdk* in the results for a menu with more options.

£7 Arp Ping is auseful 'm W oemo imitations
tool capable of sending Apsean MACEE 7 None.

ARP packets to a target IP iJm

address and it can also Cache Fnnitd

search for multiple devices ¢

sharing the same IP address COmetyOrt Monrt

on your LAN Pjv<mKc Tooll

Allive Dheenrery To'
Piss "re Qacovety T«

asiak
R |adiad:

Pro0r3m Into

| (<xHelp pres? FI
FIGURE 7.5: Selecting manual tools option

9. Select the Send Broadcast ARP, then Unicast ARP radio button, enter
the IP address in Target IPv4 Address, and click Send Arp
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. ) : [ -
test NetScanTools® Pro Demo Version Build 8 17 12 based on version 11.19 - | S 1

File Fdit Accessibility View IPv6 Help

Q Send Broadcast ARP,

and then Unicast ARP - Automated Tools
this mode first sends an Tl ) oy Ry 5, S A0 R0CTARR, then intost AR
et Y O send BoaCeaerarp cnly Dupizajes $cn
ARP packet to the IPv4 O et for Ditcat P Addescs 0Q00 341® To Aatom*ted |
. e ipicate -
address using the broadcast AT Fot?
ARP MAC address. Once it U Target IPva Aadett Q Addto Psvorftac
receives a response, it sends ARPPing index ip Address mac Address Response Tine (aseci Type
subsequent packets to the atidc 0 10.0.0.1 - e e* e - cC 0.002649 Broadcast
responding MAC address u 1 10.0.0.1 T o<t cc :.o:»to Unicast
Th IP add o AfIP2ean|MAC i< 1) Stop 2 10.0.0.1 - - m+ ce 0.003318 Onicaat
e S.OUI‘CG adadress I_S Nirbn to Send 3 10.0.0.1 cc 0.002318 Unicast
your interface IP as defined lﬁl 4 10001 - cc 0.0:69+3 uricaat
in the Local IP selection Cache Forensic! odeTne (19 5 10.0.0.1 S e —e cc 0.007615 Crleast
box P f 10.0.0.1 cc 0.0C2IC Cr.caat
I @) E] bl 10.0.0.1 - Fe ¥ <y cc 0.00198C (Inicaat
Co" n«t»on Monitor |v | WhPcap | Tafe<T P 8 10.0.0.1 ee» +”e¢ "' cc o0.00iesS Onicaat
Fawonte Tooli 3 10.0.0.1 - esek» e cc 0.0:2318 Uricaat
10 10.0.0.1 cc 0.0:26*9 Ur.icaat
Aalre DHtovery Tool! . L
Pil1ix< Qiiovery Tooli n 10.0.0.1 - a m*<» - cc 0.0:2649 tinicaat
I 4 12 10001 - . cc 0.002318 (Thicaat
Ot Tools 13 10.0.0.1  eeeceen«e’ cC 0002318 Unieaat
Pac« level rools 14 10001 - cc :.0:2649 Vnicaat
treemi looit 15 10.0.0.1 cricaat

f*coram Into

FPuiger 7.6: Result of ARP Ping

10. Click ARP Scan (MAC Scan) in the left panel. A window will appear
with information about the ARP scan tool. Click OK

test - NetScanTools® Pro Demo Version Build 8-17-12 based on version 11.19

File Fdit Accessibility View IPv6 Help

1al Tools « ARP Ptiry J

Automated Toot About the ARP Scan Tool
¥ ARP Scan (sometimes + Use Uib tool lo send an ARP RoqiM&t to evury IPv4 addrtsA on your LAN. IPv4 connected
devi trtArtsfrom ARP . K d must d with thef IPend MAC *dfire*e.
called a MAC Scan) sends + Unchock we Resolce 55 box for fssrt stan covpieon ome. !
ARP packets to the range « Don't Cometto lio : dtk n the 1e>ute for a menu with moio options.
of IPv4 addresses specified y
by the Start and End IP Mo Limitations. P"d
. t
Address entry boxes. The o
purpose of this tool is to ARPStan nac sea least
rapidly sweep your subnet least
for IPv4 connected devices. lease
Ca<rxe ForensKs icast
icaat
least
least
icaat
Attn* Uncovery 10 east!
relive I5<Os1y ke east!
least
icaat

Tool

FIGURE 7.7: Selecting ARP Scan (MAC Scan) option

11. Enter the range of IPv4 address in Starting IPv4 Address and Ending
IPv4 Address text boxes

12. Click Do Arp Scan
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ar The Connection
Detection tool listens for
incoming connections on
TCP or UDP ports. It can
also listen for ICMP
packets. The sources of the
incoming connections are
shown in the results list and
are logged to a SQLite
database.

LJ DHCP is a method of
dynamically assigning IP
addresses and other
network parameter
information to network
clients from DHCP serv.
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ii/tonated Toots

Manual Tools lalf)

ARP Ping

Ac«P*cam(WAC5<an)

Cache forensic(

Connection Monitor

FawxKe Tools
Active Discovery Tool!
PAiiixe Discovery Too 1l

otis roois
PSCttt LOV(I Tools
exttmai toon

»0""gram into

Accembility  View
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test NetScanTools* Pro Demo Version Build 8-17 12basedOnvefs»0n !1.19

PV Help

Uge thE tod a fine al
active IPva driers o'
you! nim-t.

Staroic Fv4 Acerea™

ipvi M w e Adflreofl
10.0.0.1  0( ' «-
10.0.0.2 EC .

iViwriafaS

110.0.0.7

SconOSsy Tnc )

2w

0 Resolve Ps

e T

Manual Too 4 - ARP Scan (MAC Stan) $

Ao

[Jj'p 0 "Al2raal

| Jatiaa

r/r M4nur*cf3rer BcttaMC Entry Type I>5ce!
net;car, lac. 1 dyr.arie 10.0.0
&»11 lac vm-MSSCL. dynaxac 10.0.0

FIGURE 7.8 Result of ARP Scan (MAC Scan)

13. Click DHCP Server Discovery in the left panel, a window will appear
with information about DHCP Server Discovery Tool. Click OK

f4e Ed* Accessibility View

*u»0*n8ted lool
Manual 10011 tall

Catha Forrniict

¢

Connection Monitc
O KPSfwr Oucorc

DNS-Tam$s-core

J

Pntnr Ditcaveiy Tc

P«lrl level Tool

External Too 1

test - NetScanTools® Pro Demo Version Build 8-17-12 based on version 11.19 1= n' *

IPv6  He#

About Hit* DHCP SorvI*f Discovery Tool

RPSean tMAC Son,

Use Uib 1004 to jitnniy toute DHCP aanrors (IPv1 only) on your local network. Itiftom the

P addrau and k«:"g» *» beng landed outby DHCP
or rooue' DHCP *rverj.

Ihit too! an ato find unknown

Don't lotget to rightdck n the results for a menu with more options.

Dano limitations.
None.

cry Type local
naxle 10.0.0

naxic 10.0.0

FIGURE 7.9: Selecting DHCP Server Discovery Tool Option

14. Select all the Discover Options check box and click Discover DHCP

Servers
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\Y% test - NetScanTools* Pro Demo Version Build 8-17-12 based or version 11.19
Aurcmated To015
Fnri DHCP Serversan fa r Add Itoie
Q NetScanner, this is a Forkido. press M A *rtonoted
Ping Scan or Sweep tool. It Cache Forenjio
can optionally attempt to Ode or mtrrfacc bdow then crcos Discover QAddtoP®»finres
use NetBIOS to gather ncoroa Monitor Discower (X P Sefver” T Address KIC Addreas Interfare Description
MAC addresses and Stop 10.0.0.7 L. A A « Il iD HyperV Virtas! Ethernet Adapter #2
Remote Machine Name
Tables from Windows DHCR St 1 ' Doy W4 THTR (20
targets, translate the . S RexordnG DHGP Servers
respondlng IP addresses to PlISTook - Cole EHCr Server IP Server Hd3LnoM O ffered 1? O ffered Subnet Mask IP Address |
hOStnamesi query the target \‘/’ ;ﬁ?ﬂr‘::?r 10.0.0.1 10.0.0.1 10.0.0.2 1 8S8.28S.2SS.0 3 days, 0:0(
for a SUbnet maSk USIng DMSloo's mAdvanced V Donor ftairc
ICMP, and use ARP ol Tools :: ansp
packets to resolve IP Astice Dii coveiy Tools geKTPServers
address/MAC address Paisiv* Discovery Tools
associations DNS Toolt
Crrtl Tooli

W * 111 Tools

Piogrtm Inro

FIGURE 7.10: Result of DHCP Server Drscovery

15. Click Ping scanner in the left panel. A window will appear with
information about Ping Scanner tool. Click OK

test NetScanTools® Pro Demo Version Build 8-17-12 based on version 11.19

Fge EdK Atcesiiblfity Vitw 1PV Hap
A j.jAalcC

WtKoIM NttSunTooii* Plo S?
AUtOIMt«d ToOh )
« 1o About the Ping Scanner (aka NetScanner) lool
Mingjl TOOK @1

use rim rod ro pmg a ranoe or Im of IPv4 addresses. thistool showsyou ch compuw's
r&m are acOve w tliil 20 * 106, ht(:re» hav« to rapond to ping). Uso it *vith an* u to f F
adflf«s«. To **eafl ee* c*s n your subrtrt indudmg trios*blocking ping, you canj m um ARP Son
Ry
You can mnport a text lest of IPv4 addresses to pmg.
Don't mres this spwal feature m this took use the Do SMB/NBNS Scan to per NetBIOS rcoom«5

Wy - Graphical fiom unprotected Windo** corrputé&s.
Don't forget td nghtdtdc m the results for a menu with more opaons.

£0 Port Scanner is a tool a Demo Imitations.

; i . Packet Delay (time between sending each pmg) is limited to a lower tamt of SO
des_lgned to determine nulliseconds. Parker Delay can be as low as zero (0) ms m the fill version. In other words,
which ports on a target the full version w i be a bit faster

Port Scanner

computer are active Le.
being used by services or .
daemons. P'oamuoin Modf <
raaitctom
M'[IIiDHyD’
Disoay D
DNS 10011

Pxtet Ltrti tooii

°rooram inro

FIGURE 7.11: selecting Ping scanner Option

16. Select the Use Default System DNS radio button, and enter the range
of IP address in Start IP and End IP boxes

17. Click Start
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CQ Traceioute is a tool that
shows the route your
network packets are taking
between your computer
and a target host. You can
determine the upstream
internet provider(s) that
service a network
connected device.

Whois is a client utility
that acts as an interface to a
remote whois server
database. This database
may contain domain, IP
address or AS Number
registries that you can
access given the correct

query
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«e 6dK  Accessibility

Aurcmated To015

©

Port Scanner

m

Pro»ucuou5 Mode S<onr”

FaroiK« Tools
Attfci* Oil cover? Tools
Pais** Discovery Tools

DNS Tooll
$*J «l L*vtl Tooll

M *inal Tools

Pfogre!* Info

18. Click Po
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test - NetScanTools* Pro Demo Version Build 8-17-12 based or version 11.19

View  IPv6

StartiP 10.0.0 i " Lke Defadt System DN5j
nn

O Use Specific DNS:
EndJP  10.0.0.S0 IH P
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FIGURE 7.12: Result of sail IP address

rt scanner in the left panel. A window will appear with

information about die port scanner tool. Click OK

F
rih 3aoin

WeKom*

Fie EdIl Accembilty View

Automated TOOLL

Mc«nu«ITouU lall

PW0  tnnanced

Pnq Scanner

Port Scanner

PO1»KUOut Mode *

test NetScanTool'$ Pro Demo Version Build 8-17-12 based on version 11.19 -

IPV6  Help

unnti/NetSunnei 9
About the Port Scanner lool \
NEVER SCAN A COMPUTER YOU DO NOT OWN OR HAVE THE OWNER’S PERMISSION TO SCAN.

« use rtm Tool to scan 1target for icp or 1AI* ports that 2In listening (open with senna*
festening).
lypes of scanning supported: "ull Connect TCP Scan (see notes below}. UOP port u'reochasle
scan, combined TCP ful correctand UOP scan, TCP SYN only scan and tcp OT erson
Don't miss this special ledture in th's tool: After a target has been scanned, an a"alfss .vineow
will open in >our OehJt web browser.
Don'tforgetm nghtc*<k n we resjits for 3 menu with more options

Notes: settings that strongly affect scan speed:
+  Come:ton Timeout use 200c* less on a fastnetwork correction yjdhneaiby co'p.te i. _  * 3
more onadau: conneoo”
+  Wot After Connect - J is c- 80" <long each port test waits before deoting thot ih; portis oraoe.
+  seffincA>ebv settee* ccmeexns. Try O, (hen(ry lire. Notice the dfferexe.
SfetU»° M G m ecjir*

) 3003 * seconds) or

Domo KmiUtlons.
*  Hone.

FIGURE 7.13: selecting Port scanner option

19. Enter the IP Address in the Target Hostname or IP Address field and
select the TCP Ports only radio button

20. Click Scan Range of Ports
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1-1°- not

Manual Fools - Port Scanner ~

PoreRange are! Sarvfcafc
1+m'TCPPortsl
LDP P3te Cny AripTO *utOHMted |

O TCP4UJPPorts  ( 1

0
OI%\/I O to™onte

Start 1

B'd fa

Show Al Sanr«d Ports, Actlvi 0TNot

Oate R» ».v»d

TCP Port Active

FIGURE 7.14: Result of Port scanner

Lab Analysis

Document all die IP addresses, open and closed ports, services, and protocols you
discovered during die lab.

Tool/Utility

Information Collected/Objectives Achieved

ARP Scan Results:

NetScan Tools

pro

IPv4 Address
MAC Address
I/F Manufacturer
Hostname

Entry Type

Local Address

Information for Discovered DHCP Servers:

IPv4 Address: 10.0.0.7

Interface Description: Hyper-V Virtual
Ethernet Adapter #2

DHCP Server IP: 10.0.0.1

Server Hostname: 10.0.0.1

Offered IP: 10.0.0.7

Offered Subnet Mask: 255.255.255.0
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YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO
THIS LAB.

Questions

1 Does NetScaii Tools Pro support proxy servers or firewalls?

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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ICON KEY

27 Valuable
information

Test your
knowledge

0 web exercise

M Workbook review
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Drawing Network Diagrams Using
LANSurveyor

I"42\s/nvejor discovers a nehvork andproduces a comprehensive nehvork diagram
that integrates OSI Layer 2 and Lajer 3 topology data.

Lab Scenario

Ail attacker can gather information fiom ARP Scan, DHCP Servers, etc. using
NetScan Tools Pro, as you have learned in die previous lab. Using diis information
an attacker can compromise a DHCP server o11 the network; they might disrupt
network services, preventing DHCP clients from connecting to network resources.
By gaining control of a DHCP server, attackers can configure DHCP clients with
fraudulent TCP/IP configuration information, including an invalid default gateway
or DNS server configuration.

111 diis lab, you will learn to draw network diagrams using LANSurveyor. To be an
expert network administrator and penetration tester you need to discover
network topology and produce comprehensive network diagrams for discovered
networks.

Lab Objectives

The objective of diis lab is to help students discover and diagram network topology
and map a discovered network.

111 diis lab, you need to:

m  Draw’a map showing die logical connectivity ofyour network and navigate
around die map

m Create a report diat includes all you! managed switches and hubs
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zzy Tools Lab Environment

Sheir: Far:)s;rrited " 10 perform die lab, you need:

available in m LANSurveyor located at D:\CEH-Tools\CEHv8 Module 03 Scanning
D:\CEH- Networks\Network Discovery and Mapping Tools\LANsurveyor
Tools\CEHv8 . -
Module 03 m You can also download the latest version of LANSurveyor from die link
Scanning http: / /www.solarwiuds.com/

Networks m  Ifyou decide to download die latest version, dien screenshots shown in die

lab might differ
m A computer miming Windows Server 2012
m A web browser widi Internet access

m  Administrative privileges to mil die LANSurveyor tool

Lab Duration

Time: 10 Minutes

Overview of LANSurveyor

SolarWinds LANsurveyor automatically discovers your network and produces a
comprehensive network diagram that can be easily exported to Microsoft Office
Visio. LANsurveyor automatically detects new devices and changes to network
topology. It simplifies inventory management for hardware and software assets,
addresses reporting needs for PCI compliance and other regulatory requirements.

Task 1 Lab Tasks
Draw Network Install LANSurveyor on your Windows Server 2012
Diagram
Follow die wizard-driven installation steps and install LANSurvyor.

1. Launch the Start menu by hovering die mouse cursor in the lower-left
corner of the desktop

4 \Windows Server 012

«mm tow JOii <*<*+* Cecrltr Ocjce'<m
(vafertun copy. lull) +40:

FIGURE 81: Windows Server 2012- Desktop view

2. Click the LANSurvyor app to open the LANSurvyor window
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LANsurveyor's Administrator £
Responder client Manage Start
remote Windows, Linus,
and Mac OS nodes from
the LANsurveyor map, serw Windows  Goo* Hopev IANSwY
. . : Moraler PowetShd Chrwne EXVjj
including starting and
stopping applications and b m o . .
distributing files

Pamit
Q w v
e £27 woia
rwn«t hptom "9 i
Megafing NeeanL

Pto Demo

FIGURE 8.2 Windows Server 2012- Apps

3. Review the limitations of the evaluation software and then click
Continue with Evaluation to continue the evaluation

Solarwinds LANsurveyor |-'or *n
[fie Edt Menage Mcenitoi Report Tods Window Help

solarwinds

~ LANsurveyor uses an
almost immeasurable
amount of network
bandwidth. For each type
of discovery method
(ICMP Ping, NetBIOS,

SIP, etc.)
FIGURE 8.3: LANSurveyor evaluation window
4. The Getting Started with LANsurveyor dialog box is displayed. Click
Start Scanning Network
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fi LANsurveyor uses a
number of techniques to
map managed switch/hub
ports to their
corresponding IP address
nodes. It's important to
remember switches and
hubs are Layer 2 (Ethernet
address) devices that don't
have Layer 3 (IP address)
information.
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r Getting Started with LANsurveyor = a u

solarwinds7'

What you can do with LANsurveyor.

Scan and map Layer 1. 2. 3 network topology
&] Export maps to Microsoft Vtito » View example mgp

"2 Continuously scan your network automatically

Onca aavod, al cuatom nepma car be uotd m Selarv/inda not/.o'k and opplcator

managerrcnt software, learn more » .
9 Viatch a vdae nt'oto barn more

» thwack LANsurveyor forum
thwack is 8 community site orovidiro SobrtVrds jse s with useful niomaton. toos and vauable reso jrces

» Qnfcne Manual
For additional hep on using the LAlIJsuveyor read the LANSurveyor Administrator Gude

» Evaluation Guide
Tha LAMaurvayor Evaiuabon Guida prcvdaa an irtr»dl»cton to LAMaurvayor faaturaa ard ratnicbcna fer nttalinj. confgurnj, and
jsmg LAHsurveyor.

» Support
TheSohrwinds SupoorlWeb*i» offer* a senprehersve set oftool*to helpyou nanaoea'u nartam yo»r SohrWind* appleations

vbt tne <iitydfalf.ea2s, fic~ ty Quy»t9»». or Jpoaic

I IDontshow agah Start Scanrirg flet..o k ] [

FIGURE 8.4: Getting Started with LANSurveyor Wizard

5. The Create A Network Map window will appears; in order to draw a

network diagram enter the IP address in Begin Address and End
Address, and click Start Network Discovery
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— LANsurveyor's network
discovery discovers aJ
network nodes, regardless
ofwhether they are end
nodes, routers, switches or
any other node with an IP
address

03 LANsurveyor rs
capable of discovering
and mappmg multiple
VLANSs on Layer 2. For
example, to map a
switch connecting
multiple, non-
consecutive VLANS
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Create A New Network Map n

Netuioik Paraneetr

EecinAcdies; Erd Address
10.00.1 10.D.0.254

Enter Ke>t Address Here Hops

(Folowtrg cuter hopj requires SNIVP fouler access!
Rotfers. Switches andTCher SNIVP De/ice Dijcovery
-V 0 SNMPVI D*vk#j = SMMP/I Commrunity Strng(*)
== [ ptfefc private
QSHWP\2c Devices « SNMPv2c Comunity Strngfs)
| pubiu. pmats
QSNNPvV3 Devices | SNMPV3 Options..
Other IP Service Dixovery

Ivi LANsuveya Fejpcnder;
1 P LANsurvefo* Responder Password:

SICMPprg)
ONel8ICS Ciws

MSPCSer* I 1Actve Directory DCs

Mapping Speed

Slower Faster
0
Configuration Maaperon*
Save Oixovery Confgwaiion. | Discovery Donf/uiaiijn..
| Cored Start Notwwa*k Diocolcry

FIGURE 85: New Network Map window

6. The entered IP address mapping process will display as shown in the

7.

following figure
Mapping Progress

Searching for P nodes
HopO: 10.0.0.1- 10.0.0.254

SNMP Sends
SNMP Recess:
ICMP Ping Sends:
ICMP Receipts
Subnets Mapped

Nodes Mapped WIN-D39MR5HLI9E4
Routers Mapped

Last Node Contacted:

Switches Mapped

Cancel

FIGURE 8.6: Mapping progress window

LANSsurveyor displays die map of your network
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Q LANsurveyor
Responder Clients greatly
enhance the functionality
of LANsurveyor by
providing device inventory
and direct access to
networked computers.
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SclaAVinds LANsurveyor - [Map 1]

W Me Edit Manage Monitor Report Tools Avdow Help

1 &N o
KH>e ©. id *T [100%
ti=d Network Segments (1}

P Addresses (4)

Domain Names (4)
- 4 Node Names (4)

fP Reuter

LANjurveyor Responder Nodes

i» Isivs3a0as i&O

ik

inESHiko veisor

WIN-DWIIR»ILSt4
WIN D3JI H5HJ * «

A = X

S L

.
solarwinds ¢

Overview ~

SNMP Nodes
E;—SNMP SvntchesHubs
hC sip(vora Nodes
as |ayerJ Nodes
* actrve Directory DCs

Groups

-1.2.0.0- + (.0.0.255

10006

!

o

10091

12-

FIGURE 8.7: Resulted network diagram

Lab Analysis

Document all die IP addresses, domain names, node names, IP routers, and SNMP

nodes you discovered during die lab.

Information Collected/Objectives Acliieved

IP address: 10.0.0.1 -10.0.0.254

ICMP Ping Send 31~
ICMP Receipts 4 ~

Tool/Utility
IP Nodes Details:
m SNMP Send - 62
| |
| |
LANSurveyor .

Nodes Mapped 4 -

Network segment Details:

m [P Address - 4
m Domain Names - 4
m Node Names -4
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YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO

THIS LAB.
Questions
1 Does LANSurveyor map every IP address to its corresponding switch or
hub port?

2. Can examine nodes connected via wireless access points be detected and
mapped?

Internet Connection Required

O Yes 0 No
Platform Supported

O Classroom O iLabs
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Mapping a Network Using Friendly
Pinger

Friendly Pingeris a user-friendly applicationfo r network administration, monitoring,
and inventory

Lab Scenario

1M die previous lab, you found die SNAIP, ICMP Ping, Nodes Mapped, etc. details
using die tool LANSurveyor. If an attacker is able to get ahold of this information,
he or she can shut down your network using SNMP. They can also get a list of
interfaces o11 a router using die default name public and disable diem using die read-
write community. SNMP MIBs include information about the identity of the agent's
host and attacker can take advantage of diis information to initiate an attack. Using
die ICMP reconnaissance technique an attacker can also determine die topology of
die target network. Attackers could use either die ICMP Time exceeded" or
"Destination unreachable” messages. Bodi of diese ICMP messages can cause a
host to immediately drop a connection.

As an expert Network Administrator and Penetration Tester you need to discover
network topology and produce comprehensive network diagrams for discovered
networks and block attacks by deploying firewalls 011 a network to filter un-wanted
traffic. You should be able to block outgoing SNMP traffic at border routers or
firewalls. 111 diis lab, you will leani to map a network using die tool Friendly Pinger.

Lab Objectives

The objective of diis lab is to help students discover and diagram network topology
and map a discovered network.

hi diis lab, you need to:
m  Discover a network using discovery techniques
m Diagram the network topology
m  Detect new devices and modifications made in network topology

m  Perform inventory management for hardware and software assets
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ZZ71 Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 03
Scanning
Networks

task 1

Draw Network
Map
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Lab Environment

To perform die lab, you need:

Friendly Pinger located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Network Discovery and Mapping Tools\FriendlyPinger

You can also download the latest version of Friendly Pinger from the
link http://www.kilievich.com/fpingel7do\vnload.htm

If you decide to download the latest version, dien screenshots shown in die
lab might differ

A computer running Windows Server 2012
A web browser widi Internet access

Administrative privileges to run die Friendly Pinger tool

Lab Duration

Time: 10 Minutes

Overview of Network Mapping

Network mapping is die study of die physical connectivity of networks. Network
mapping is often carried out to discover servers and operating systems ruining on
networks. This tecluiique detects new devices and modifications made in network
topology You can perform inventory management for hardware and software

assets.

Friendly Pinger performs the following to map the network:

Monitoring network devices availability
Notifies if any server wakes or goes down
Ping of all devices in parallel at once

Audits hardware and software components installed on the computers
over the network

Lab Tasks

Install Friendly Pinger ox your Windows Server 2012
Follow die wizard-driven installation steps and install Friendly Pinger.

Launch the Start menu by hovering die mouse cursor in die lower-left
corner of the desktop
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A You are alerted when
nodes become
unresponsive (or become
responsive again) via a
variety of notification
methods.

Friendly Pinger will
display IP-address of your
computer and will offer an
exemplary range of IP-
addresses for scanning

& To seethe route to a
device, right-click it, select
"Ping, Trace" and then
"TraceRoute".

In the lower part of the
map a TraceRoute dialog
window will appear.

In the process of
determination of the
intermediate addresses,
they will be displayed as a
listin this window and a
route will be displayed as
red arrows on the map
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FIGURE 9.1: Windows Server 2012- Desktop view

4. Click the Friendly Pinger app to open the Friendly Pinger window

- N
Start Administrator
Sen*r Windows GOOQte Uninaall
Manager PowerSMI Chrome
* &
r_ m %
Compiler Control Hyp«V
Panol
Machine.
Command M@la Path
Prompt Firefbx Anar/zer
£ Pro2.7
h e
Eaplewr H il
L] Km
SmnfcoL Fnendty
PWA
1S
ortef (0] |

FIGURE 9.2 Windows Server 2012- Apps

5. The Friendly Pinger window appears, and Friendly Pinger prompts you
to watch an online demonstration.

6. Click No

Friendly Pinger [Demo.mapl -
fife Edit View Ping Notification Scan FWatchcr Inventory Help

XO&-y a fit .

V Doto *
1
Demonstration
map
Inland M.ui
S - Shullcut Smvti
WoikStation
WhndcStation
(*mall)
dick the clientorco to add a new derice... N 2124137 & (O300:35

FIGURE 9.3: FPinger Main Window
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7. Select File from the menu bar and select die Wizard option

H !
I Friendly Pinger [Demo.map] L-T»] X
File | Edit View Ping Notification Scan F/fatcl'»er Inventory Help
0 Scanning allows you to * *0hINft X
know a lot about your o wen CtrUN
network. Thanks to the tfr Open.. Ctilo
unique technologies, you Reopen
may quickly find all the | Uadate asu
HTTP, FTP, e-mail and
. U Save Ctrus
other services present on Sevent.
your network Clow
tb Closeall
fcv Save As Image... ) £
~ Print... | S
~  Lock CtrI'-B
~  Create Setup... 5T Inland
. fri Sciyci
0 Options... F9
XL Frit Alt<mm)( Internet  Hail
Hob e Shoitcul Server
i
J J rnem
Wikgtion
W\nkIS!atiun
fim |
ChiJ dilinitial HidL
C] Map occupies the most
part of the window. Right- FIGURE 9.4: FPinger Starting Wizard
clickit. In the appeared Lo i
contest menu select "Add” 8. To create initial mapping of the network, type a range of IP addresses
n H n . .- . - - . .
and then “Workstation”. A in specified field as shown in the following figure click Next
Device configuration dialog
window will appear. Specify o
the requested parameters: Wizard
device name, address,
description, picture
Local IP address: 10007
The initial map will be created by query from DNS-server
the information about following IP-addresses:
10.0.0.12d
You can specify an exacter range of scanning to speed up
this operation. For example: 10.129-135.1 «5.1+10
| 1Timeout 1000
The.dEVice IS dlsplayed Timeout allows to increase searching,
_aS a_n animated plcture, ifit butyou can miss some addresses.
is pinged, and as a black
and white picture if it is not
pinged
? Help 4* gack =phdt X Cancel
FIGURE 9.5: FPinger Intializing IP address range
9. Then the wizard will start scanning of IP addresses 11 die network, and
list them.
10. Click Next
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Wizard
IP address Name
0 10002 WIN-MSSELCK4K41
0 10.0.0.3 Windows8
0 10.0.0.5 W1N-LXQN3WR3R9M
O 10.0.0.7 WIN-D39MRSHLIE4

£1) Press CTRL+I to get
more information about
the created map. You will
see you name as the map
author in the appeared
dialog window

The inquiry is completed. 4 devices found.

Remove tick from devices, which you
dont want to add on the map

?  Help 4 * Back 37 » Next X Cancel

FPinger 9.6: FPmger Scanning of Address completed

11. Set the default options in the Wizard selection windows and click Next

Wizard
£0 Ping verifies a
connection to a remote
host by sending an ICMP Qevices type: Workstation

(Internet Control Message
Protocol) ECHO packet to
the host and listening for

an ECHO REPLY packet.

Address
O Use IP-address

A message is always sent to |® Use DNS-name |
an IP address. If you do
not specify an address but a Name

hostname, this hostname is
resolved to an IP address
using your default DNS
server. In this case you're
vulnerable to a possible

N Remove DNS suffix

invalid entry on your DNS Addrion
(DOmain Name Ser\/er) O Add devices to the new map
server. (+> Add devices to the current map
7 Help I» Next X cancel

FIGURE 9.7: FPinger selecting the Devices type

12. Then the client area will displays the Network map in the FPinger
window

CEH Lab Manual Page 163 Ethical Hacking and Countermeasures Copyright © by EC™Councll
All Rights Reserved. Reproduction is Strictly Prohibited



Module 03 - Scanning Networks

v Friendly Pinger [Default.map] oL ox

File Edit View/ Ping NotificaTion Scan FWatcher inventory Help

H "> £ftI*&g

0 Ifyouwantto ping
inside the network, behind
the firewall, there will be no
problems If you want to
ping other networks behind
the firewall, it must be
configured to let the ICMP
packets pass through. Your
network administrator
should do it for you. Same
with the proxy server.

FIGURE 9.8 FPmger Client area with Network architecture

13. To scan the selected computer in the network, select die computer and
select the Scan tab from the menu bar and click Scan

Friendly Pinger [Default.map]
file Edit View Ping Notification Scan FWrtchp Inventory Help

A You may download the bn -ya* ?MSan. F61 SFm
latest release:
http:/ www. kilievich.com/
fpinger.
clickthe clicnt area to add Snew devicc.. 233:1 3/i/4 A 00:00:47

Q Select "File | Options,
and configure Friendly FIGURE 9.9: FPinger Scanning tlie computers in the Network

Pinger to your taste. . o . .
14. 1t displays scanned details in the Scanning wizard
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Scanning
Service Compute Command fa
& JHTTP WI1N-MSSELCK... http://IWIN-MSSELCX4M1
£ JHTTP WIN-D39MR5H...  http://WIN-D39MR5HLIE4

£0 Double-click tlie device
to open it in Explorer.

Scanning complete

!
Progress NIBsen
? Hip y ok X Caned

FIGURE 9.10: FPinger Scanned results

15. Click the Inventory tab from menu bar to view die configuration details
of the selected computer

A -
V Friendly Phger fDefault.mapl T rr
£00 Audit software and Pk Edit Vlw Ping Notification S<n FWatcher Irventory \ Ndp
hardware components % Al %
installed on tlie computers ml Car*BSJ \&Y - onionl®  Cilr#
over the network nventory Option’.” - CtiH
Tracking user access
and files opened on your
computer via the network FIGURE 9.11: FPinger Inventory tab

16. The General tab of the Inventory wizard shows die computer name
and installed operating system
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W Inventory

File Edit View Report Options Help

lae: 0 S?11 mE
WIN-D39MRSHLIE4 lg Generall Misc| M j Hardware] Software{ _v) History|] ~ K >
Computer/User
CQ Assignment of external Hos* name [WIN-D39MR5HLOE4
commands (like telnet, User name |Administrator

tracert, net.exe) to devices

Windows
Name |Windows Server 2012 Release Candriate Datacenter

Service pack

Cotecton tme

Colecbon time 18/22/201211:22:34 AM

FIGURE 9.12: FPinger Inventory wizard General tab

17. The Misc tab shows the Network IP addresses. MAC addresses. File
System, and Size of the disks

Inventory X
5 Search of o .
HTTP. ETP | File Edit View Report Options Help
e-mal .
! ’ eig 0 W *aa ©
and other network
- G fieneraj Misc hardware | Software | History |
Services
Network
IP addresses 110.0.0.7
MAC addresses D4-BE-D9-C3-CE-2D
Jotal space 465.42 Gb
Free space 382.12 Gb
Display $ettng$
display settings [1366x768,60 Hz, True Color (32 bit)
Disk Type Free, Gb Size, Gb £ File System A
3C Fixed 15.73 97.31 84 NTFS
Function "Create s D Fixed 96.10 97.66 2 NTFS
Setup” allows to create a - - -

lite freeware version with
your maps and settings

FIGURE 9.13: FPinger Inventory wizard Misc tab

18. The Hardware tab shows the hardware component details of your
networked computers
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File Edit View Report Options Help

071310

H w IN-D39MFS5HLOE4|| General Miscl M Hardware["] Software History | < > 1

4x Intel Pentium 1l Xeon 3093
B Memory
44096 Mb
- Qj BIOS
AT/AT COMPATIBLE DELL +6222004 02/09/12
- £)' Monitors
Genetic PnP Monitor
- mV Displays adapters
Bj) Inte<R) HD Graphics Family
E O Disk drives
q ST3500413AS (Serial: W2A91RH6)
Network adapters
il @netrt630x64.inf,%rtI8168e.devicedesc%"ealtekPQeGBE Family Controller
- SCSI and RAID controllers
@spaceport.inf,%spaceport_devicedesc%;Micro$oft Storage Spaces Controller

FIGURE 9.14: FPinger Inventory wizard Hardware tab
19. The Software tab shows die installed software on die computers

Inventory =~ =m=mmmmmmmmmemeeee H

File Edit View Report Options Help

B & 0€13 10

WIN-D39MR5HLIE4 G§* general | M'sc\ H«fdware| S Software History | QBr < >

Adobe Reader X (10.1.3) A
eMaiTrackerPro

EPSON USB Display

Friendfy Priger

IntelfR) Processor Graphics

Java(TM) 6 Update 17

Q V |Sua| |Zat| On Of Microsoft .NET Framework 4 Multi-Targeting Pack

Microsoft Appfcation Error Reporting

yOU rcom p uter Microsoft Office Excel MUI (English) 2010

Microsoft Office OneNote MUI (English) 2010

n etWO I’k as a Microsoft Office Outlook MUI (English) 2010

Microsoft Office PowerPoint MUl (English) 2010

beautlful Microsoft Office Proof (English) 2010
Microsoft Office Proof (French) 2010

an I m ated SC ree n Microsoft Office Proof (Spanish) 2010 M

Off*** Prnnfirxi (Pnnli~hl 2 flIfl
TetaS

Name
Version
Developer

Homepage |ft Go

FIGURE 9.15: FPinger Inventory wi2ard Software tab

Lab Analysis

Document all die IP addresses, open and closed ports, services, and protocols you
discovered during die lab.
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Tool/Utility Information Collected/Objectives Achieved

IP address: 10.0.0.1 -10.0.0.20
Found IP address:

10.0.0.2
10.0.0.3
10.0.0.5
10.0.0.7

Details Result of 10.0.0.7;

FriendlyPinger

YOUR INSTRUCTOR

Questions

Computer name
Operating system

IP Address

MAC address

File system

Size of disk

Hardware information
Software information

IF YOU HAVE QUESTIONS RELATED TO

THIS LAB.

1 Does FPinger support proxy servers firewalls?

2. Examine the programming of language used in FPinger.

Internet Connection Required

O Yes
Platform Supported

0 Classroom

0 iLabs
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Lab

Scanning a Network Using the
NessusTool

Nessus allowsyou to remotely audita netirork and determine if it has been broken
into or misused in some nay. It alsoprovides the ability to locally audit a specific
machinefo r vulnerabilities.

Lab Scenario

111 the previous lab, you learned to use Friendly Pinger to monitor network
devices, receive server notification, ping information, track user access via the
network, view grapliical traceroutes, etc. Once attackers have the information
related to network devices, they can use it as an entry point to a network for a
comprehensive attack and perform many types of attacks ranging from DoS
attacks to unauthorized administrative access. If attackers are able to get
traceroute information, they might use a methodology such as firewalking to
determine the services that are allowed through a firewall.

If an attacker gains physical access to a switch o1 other network device, he or
she will be able to successfiUly install a rogue network device; therefore, as an
administrator, you should disable unused ports in the configuration of the
device. Also, it is very important that you use some methodologies to detect
such rogue devices o11 the network.

As an expert ethical hacker and penetration tester, you must understand how
vulnerabilities, compliance specifications, and content policy violations are
scanned using the Nessus rool.

Lab Objectives

This lab will give you experience o11 scanning the network for vulnerabilities,
and show you how to use Nessus. It will teach you how to:

m  Use the Nessus tool

m Scan the network for vulnerabilities
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£ 1Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 03
Scanning
Networks

m  Nessus is public
Domain software related
under the GPL.

8 TAsK 1

Nessus
Installation

"AT Nessus is designed to
automate the testing and
discovery of known
security problems.
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Lab Environment
To cany out die lab, you need:

m  Nessus, located at D:\CEH-Tools\CEHv8 Module 03 Scanning
NetworksWulnerability Scanning Tools\Nessus

m  You can also download the latest version of Nessus from the link
http: / /\vw\v.tenable.com/products/nessus/nessus-download-
agreement

m Ifyou decide to download the latest version, then screenshots shown
in the lab might differ

m A computer running Windows Server 2012
m A web browser with Internet access

m  Administrative privileges to run the Nessus tool

Lab Duration

Time: 20 Minutes

Overview of Nessus Tool

Nessus helps students to learn, understand, and determine vulnerabilities and
weaknesses of a system and network 11 order to know how a system can be
exploited. Network vulnerabilities can be network topology and OS
vulnerabilities, open ports and running services, application and service
configuration errors, and application and service vulnerabilities.

Lab Tasks

1. To install Nessus navigate to D:\CEH-Tools\CEHv8 Module 03
Scanning NetworksWulnerability Scanning Tools\Nessus

2. Double-click the Nessus-5.0.1-x86_64.msi file.

3. The Open File - Security Warning window appears; click Run
5

Open File Security Warning

Do you wantto run this fie?

flane” /lIkgrt\AdminirtratOr\DetHOD'vNecs1K-502-6 £&T.rrK

Pudsht's IcnaMc Network Security Int.
Type Windows Installer Package

From; C;\IbcmAdmini3t'atol\Doklop\Ne11u1-5.02-*66 $4-.
Run CencH
V Always esk cefcre opening the file

Wh Jr fiz« from the Int&netcan be useful, this file type can potentially
harm >our computer Only run software from publtihen yen trust
~ Whats the nsk?

FIGURE 10.1: Open File ~ Security Warning
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m  The updated Nessus
security checks database is
can be retrieved with
commands nessus-updated-
plugins.

Q  Nessus has the abilityto
test SSLized services such as
http, smtps, imaps and more.

Nessus security scanner
includes NASL (Nessus
Attack Scripting Language).
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The Nessus - InstallShield Wizard appears. Dining the installation
process, the wizard prompts you for some basic information. Follow
die instructions. Click Next.

$ Tenable Nessus (x64) - InstallShield Wizard

Welcome to the InstallShield Wizard for
Tenable Nessus (x64)

The InstalShleld(R) Wizard wdl nstal Tenable Nessus (x64) on
your computer. To continue, ddc Next.

WARNING: Ths program is protected by copyright law and
nternational treaties.

< Back Next > Cancel

FIGURE 10.2: The Nessus installation window

Before you begin installation, you must agree to the license agreement
as shown in the following figure.

Select the radio button to accept the license agreement and click Next.

1 Tenable Nessus (x64) - InstallShield Wizard

License Agreement

Please read the following kense agreement carefully.

Tenable Network Security, Inc.
NESSUS®
software license Agreement

This is a legal agreement (“"Agreement’) between Tenable Network
Security, Inc., a Delaware corporation having offices at 7063 Columbia
Gateway Drive. Suite 100, Columbia, MD 21046 (“Tenable™), and you,
the party licensing Software (*You"). This Agreement covers Your

ermitted use of the Software BY CLICKING BELOW YOU
lunir.ATF vm iB Ar.r.FPTAMr.F np W/.gArtPFPMFUT auh O

accept the terms in the kense agreement Print

O | do notaccept the termsn the kense agreement

InstalShiekJ

< Back Next > Cancel

FIGURE 10.3: Hie Nessus Install Shield Wizard

Select a destination folder and click Next.
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Tenable Nessus (x64) - InstallShield Wizard

Destination Folder
Click Next to instal to this folder, or ckk Change to instal to a different folder.

Instal Tenable Nessus (x64) to:

Ibdl Nessus gives you the £> C:\Program Ftes\TenableNessus\ Change...
choice for performing regular
nondestructive security audit
on aroutinely besis.
InstalShield
< Back Next > Cancel

FIGURE 104: Tlie Nessus Install Shield Wizard

8. The wizard prompts for Setup Type. With die Complete option, all
program features will be installed. Check Complete and click Next.

Tenable Nessus (x64) ™ InstallShield Wizard

Setup Type

Choose the setup type that best smts your needs.

Q  Nessus probes arange
of addresses on a network to
determine which hosts are
alive.

FIGURE 10.5: The Nessus Install Shield Wizard for Setup Type
9. Tlie Nessus wizard will prompt you to confirm the installation. Click
Install
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Tenable Nessus (x64) - InstallShield Wizard

Ready to Install the Program

Nessus pI'ObES network The wizard is ready to begn nstalation.
services on each host to
obtain banners that contain

software and OS version
informatioa If you want to review or change any of your installation settings, dfck Back. Ckk Cancel to
exit the wizard.

Click Instal to begn the nstalatoon.

InstalShield
< Back Instal Cancel
FIGURE 10.6: Nessus InstallShield Wizard

10. Once installation is complete, click Finish.

Tenable Nessus (x64) ™ InstallShield Wizard

InstalShield Wizard Completed

The InstalShield Wizard has successfuly nstaled Tenable
é?rect;iﬂf‘o?f,'v\i‘rfzmhome Nessus (x64). Ckk Finish to exit the wizard.

\programfiles\tanable\nessus

Cancel

FIGURE 10.7: Nessus Install Shield wizard
Nessus Major Directories

m  The major directories of Nessus are shown in the following table.
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Nessus Home Directory Nessus Sub-Directories Purpose
1Windows
\Program \conf Configuration files

Files\Tenable\Nessus

. . . \data Stylesheet templates
feUl During the installation Y P

and daily operation of \nessus\plugins Nessus plugins
Nessus, manipulating the

A \nassus\us«rs\<username>\lcbs
Nessus service is generally not « User knowledgebase

saved on disk

required
\no33us\logs 7 Nessus log flies
TABLE 10.1: Nessus Major Directories
11. After installation Nessus opens in your default browser.
12. The Welcome to Nessus screen appears, click die here link to connect
via SSL
welcome to Nessus!
PIm m connectvia SSL by clickincJh»r«
You are hkely to get a security alert from your web browser saying that the SSL certificate is invalid. You may either choose to temporarily accept the risk, or
can obtain a valid SSL certificate from a registrar. Please refer to the Nessus documentation for more information
FIGURE 10.8: Nessus SSL certification
13. Click OKin the Security Alert pop-up, if it appears
Security Alert
— The Nessus

Server Manager Jj  You are about to view pages over a secure connection.

used in Nessus 4 Any information you exchange with this site cannot be
has been viewed by anyone else on the web.
deprecated

nthe future, do not show this warning

OK More Info

FIGURE 10.9: Internet Explorer Security Alert

14. Click the Continue to this website (not recommended) link to
continue
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* I
& Al Cecrtficate Error: Mavigation... "

X Snagit gj Et
There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.

The security certificate presented by this websrte was issued for a different website's address.

Sccunty certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

Wc recommend that you close this webpage and do not continue to this website.
d Click here to close this webpage.

0 Continue to this website (not recommended).
More information
FIGURE 10.10: Internet Explorer website’s security certificate
15. on OK in the Security Alert pop-up, ifit appears.

£Q! Due to die technical

implementation of SSL Security Alert

certificates, it is not possible

to ship a certificate with - . )
Nessug, that would be trusted C1 ) “ou are a™out t0 view |pages over a secure connection
to browsers

Any information you exchange with this site cannot be
viewed by anyone else on the web.

HI Inthe future, do not show this warning

1 OK More Info

FIGURE 10.11: Internet Explorer Security Alert

16. Tlie Thank you for installing Nessus screen appears. Click the Get
Started > button.

R ff

Welcome to Nessus'

TW K you loi I11ldlll1«] tinewuM 1 o< h *ili Nwmu* dlimi vau to pwloiin
m  warning, a custom 11*ah 3pecd vulnerability discovery, to T re *ven heets are njmina nhich selvires
e 1AijnniUiai Auditing, la 1mU wt« noim | )m» ia aacurlty [W sl wi!
certificate to your >L-umplianca chocks, to verify and prove that eve~, host on your network adheres to tho security potcy you 1
. + Scan scliHliJing, to automatically iui *cant at the
organization must be used * And morel
!e< stofted >

FIGURE 10.11: Nessus Getting Started

17. 1M1 Initial Account Setup enter the credentials given at the time of
registration and click Next >
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p * 0 (@*<"">eC  wefconeuNeaus

Initial Account Setup

First, we need to create an admin user for the scanner. This user will have administrative control on the scanner; the admin has the ability to create/deiete
users, stop ongoing scans, and change the scanner configuration.

loo*n: admin

Confirm P.ivwwoiri.

< Prev | Next> |

Because fAe admin user can change the scanner configuration, the admin has (he ability to execute commands on the remote host. Therefore, It should be
i that the admin user has the same privilegesas the *root” (or adninistrator) user on the remote hom

FIGURE 10.12: Nessus Initial Account Setup

18. M Plugin Feed Registration, you need to enter die activation code. To
obtain activation code, click the http://www.nessus.org/register/ link.

19. Click the Using Nessus at Home icon in Obtain an Activation Code

> m el
m  Ifyouareusingtlie  nmiveving
Tenable SecurityCenter, the <9>TENABLE Network Security*
Activation Code and pIUQIn I'n CertiriMtion  Resources  Support
updates are managed from
SecurityCenter. Nessus needs
to be started to be able to riMhir Product’
communicate with [ Obtain an Activation Code
SecurityCenter, Wh_iCh itwill i i Using Nesaus al Work?  Using Nessus at Home?
normally not do without a Nwm Pluge wavame " ol oA i M oag
valid Activation Code and
plugins Sjirplr Repom
NV FAQ .
Vkele Ostirtt FAQ In
Dxptoviram 1>001u

Mewos Evukoiion

Training

FIGURE 10.13: Nessus Obtaining Activation Code

20. M1 Nessus for Home accept the agreement by clicking the Agree button
as shown in the following figure.
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ecem «'s! W "W nre w Wokeme 10NaMi = UsuilvUtnirnNt

B\N*msi

. The Netare rtoaaafecd
e gn* youio :w to of HDPyov to perform <
Product Overview dedR O *S* Tw Nes*u» lIrtual apCliMK*
Features

INmhh HomFnd Mibscilpllon it amelable lot ptnoia) mm' a |
NOS5ue b> Buwwct

(oaty. tt is net lot use by any commercial oigani/atna t1on 1!

Neasus ter Hom* co*| orvw *Inm * iiw M ni triimyj
Wry Up*ait-to New##* *7 Trawtoa Program ft* n+**) O<>1i; itort.
Nesius MoMe Al(n Toow  +e#11k*M m ii HowFbwd »tncrild0nlot lo»1 «m |fcw cfe* *A7%e ' to
Ku «i *toHimi ««m and bagin the downIMd prooezts
Nwm PlufilM
SUBVCWIIOM ACM | MI NI
Sarnia Rapatto
Nmai fAQ 45 SuypmWn m "mini 01 Ope"nir*j Syvtvin dwtov>onle) Inokia»«to tos
%g afAQ 0t Naasai fA lound onarry lenalld Mgl ncto4 n! nnunMoiy
VWtlu 0#>IM4 | AQ e ¢ R ommnai*<l Saxc>|plen Youagios Dr«v “to*s” «<«* tos 10
. T«atd» to-each QMwhich You havo inetrJted a Prjntr'K 1 Scam*s
Deployment Options Tharh (Vgnv ‘am K-»*ihtlicliirg IN> pithifcricn 0= comwcid veem

S;com 214L1Vauarca akang otsnricalon. Youmaycopy MM 1-*get
“MMMaM T tN tV t NMcU» Md Tm1U» HonMFe*d S<Mot*«M rwgto M
toa<tiw h +ad (0«*+ e»»»00tn &exdng 0NV Upon eompte’oti ot#* dm
JatoTirigMto da Itia PiEN& piotUfed by Via HomaFaad ipti

«F«d STVIpT:1 (« actable n*ooxtane* athtoe Ss<i*
Ayeenaeann r«ftj (of anapay an! <?AcalVke teomassociated- r t»!
Subscriptias You awv not Lgetw Hor'* f sad SutricripUo $lanted to Youlot
»['»1A puipoMS to aacuia Yeu>01 any third party’s tairvoifcs or to:

«m**e'ltt dMMoai Iraning h arxvpoA m\o:j&v;on'nw TmUaany

ktaauhitoa Sut«rp#on undat this Soctnn 2{CI311to!
Cis t* Massus Fegm L« <lapmant and Disoibullan Tenable|
I«,% " Jlr 1a<(1 at fta Subscriptions 10mfle anddav£f 1

FIGURE 10.14: Nessus Subscription Agreement

21 Fill in the Register a HomeFeed section to obtain an activation code
S If you do not and click Register.

register your copy

ENTER SEARCH TEXT GO!
of Nessus, you * TENABLE Network gecurity
will not receive

. Partner* Iraining rttfiratton Resources Support
any new plugins

~print |
and will be unable
Iriuihlr I'rorfiirtr
to start the .
Nessus server Pioduct Ovmviow Register a HomeFeed )
! Nos»us Auditor OuntSes TO stay up to dah» with tiwi N 1ititut>pljgint you must tt3; IM
Note: The NeBaua PN emai Mtdrnt to utilch an activation code wll be *ert Ye — 1U nillnot t
R R R shared 'vith any 3rd pany.
Activation Code is Documentaton 0

Sample Repona

not case

NeSsus FAQ

sensitive Motde Devices FAQ
Deployment Options | Lo sl ol
Nes3u3 Evaluation O Check lo receive updates from Tenable

Training | i<t |

FIGURE 10.15: Nessus Registering HomeFeed

22. The Thank You for Registering window appeals for Tenable Nessus
HomeFeed.
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217After the initial
registration,
Nessus will
download and
compile the
plugins obtained
from port 443 of
plugins.nessus.or
gplugins-
customers.nessus
.org
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'Vj . m«Y«to!
ENTER SEARCH IEm(
TENABLE Network Securityl
solutions Products Services Partners iraimna & certification Resources Support About tenable Store

>print | »sltare Q

Tenable Products Tenable Charitable & Training
. . Organization Program
Thank You for Registering!
nessus Tenable N ctinil ScaiHy offers Nessus
Thank jrou tor reghletlag your Teonbit’ Ni-viun HomeFeed An I'retttwoMf eed 1uMcnp«one «t no

emal eonraMng w a actlvafen rode hA» just been Mint to you cost to ctiirttabi- orqarization- |

altie email+M m  you ptavWed

Please note that »*+ Tenable Ne-uut HomeFeed 11 available for
Product Overview hoata um oolr If youwantto uaa Naasu* at your place of
business, you must outcKase the Nessus Proteaaowageed
Akemaiet. you nay purchase a subscriptionto the Nessus
Porimolot Sarnica and tea* in Mis cioudl Tha Nattui Ponawlci
Nessus Plugins Service does no( require any software download.

Nessus Auditor
Bundles

Documentation Foi more artonnafon on tw HomsFeed. Professional eed and

sample Reports Nessus Perimeter Ser.ice. please visit our Discussions Forum.
Nessus FAQ

Mobile Devices FAQ

Deployment Options

Sm ut Evaluation

Iraining

FIGURE 10.16: Nessus Registration Completed

23. Now log in to your email for the activation code provided at the time of
registration as shown in the following figure.

<d XS UKFACIC
X _ usm9Sma yanooco-n'"s

I e w>en o QL Oftwem >

YAHOO! MAIL

1t»e Homefaea Activation Cooe MIMDtlalt
L NMtutK igiiioi

Tha* )oulw rejnlem; rowN nw ik » * x Th M cu» Hamefeed gubKtcton i keep < Netful cwck M tielalnl fluentler
abli>scanting

Iyouusa Hat(us n A professoral 09301 10u  a s*:fessLcrulFc 2ut>cagttoed :

Tn ‘o » n'#oueun iiiHinario

Cuweusngmt srecediret Srpw

Pltat*CCnWHF*HWILL i **ttiawn && W « te/ffiwrfigm it HMiititinVSuetaiiifrtiivv ft* 1+ o =xnm tela poem

Nolnlfmel Acoel»an 1w Mmei o i
Mot« MeHak IN|Ibbncamoi’  's«Tf «  t—w**"ena "**»>*Me= in MWMIL' ptsteOir topMtie U*1 anac S»a«m uag 'ne immipuj-<n»
Youcan Ardobne it irutveasn; *

Mtx caaa initalaiaftefl
FIGURE 10.17: Nessus Registration mail

24. Now enter the activation code received to your email 1D and click Next.
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Ibsd] Once the plugins liave
been downloaded and
compiled, the Nessus GUI
toUinitialize and the Nessus
server will start

m  Nessus server
configuration is managed via
the GUI The nessusdeonf
fileis deprecated In addition,
proxy settings, subscription
feed registration, and offline
updates are managed via the
GUI
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| "' - @[ Wekem*10Meuvt 9

Plugin Feed Registration

Assinformation about new vulnerabilities 18 discovered and released into the public domain, Tenable's research staff designs programs (“plugins”) that enable
Nessus to detect their presence. The plugins contain vulnerability Information, the algorithm to test for the presence of the security Issue, and a set of
remediation actions. To use Nessus, you need to subscribe to a "Plugin Feed*. You can do so by voting http.//www.nessus.orQyreolster/ to obtain an
Activation Code

* Touse Nessus at your workplace, pufdiaae a commetGd Prgfcaatonalfccd

- Toum NcMuti at 10 a nonmcommercial home environment, you can get 1 HoiimFeod for free
+ Tenable SecurltvCentor usore: Enter ‘SoairltyCenter* in the field below

« To perform offline plugin updates, enter ‘offline’ In the field below

Activation Code

Please enter your Activation Code:[9061-0266-9046-S6E4-18£4]  x

Optional Proxy Settings

< Prev Next >

FIGURE 10.18: Nessus Applying Activation Code

25. Tlie Registering window appears as shown in die following screenshot.

c -+ “ho* P + 0 CcruttemH SC J wefcw<to m ft» O

Registering...

Registering the scanner with Tenable...
FIGURE 10.19: Nessus Registering Activation Code

26. After successful registration click, Next: Download plugins > to
download Nessus plugins.

P+ O Cert<teccoc &q WetconetoNesss g = 7 ft * o
1x a

Registering...

Successfully registered the scanner with Tenable
Successfully created the user.

| Next: Download plugina > |

FIGURE 10.20: Nessus Downloading Plugins

27. Nessus will start fetching the plugins and it will install them, it will take
time to install plugins and initialization

Nessus is fetching the newest plugin set

Pleaae wait...

FIGURE 10.21: Nessus fetching tlie newest plugin set

28. Hie Nessus Log In page appears. Enter the Username and Password
given at the time of registration and click Log In.
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£~0 tc
«TASK 2

Network Scan

Vulnerabilities neSSUS

| woe"

TENA»Lg

Q Fortheitem SSH user
name, enter the name of the
account that is dedicated to

Nessus on each of the scan 29. The Nessus HomeFeed window appears. Click OK.

target systems.

FIGURE 10.22: The Nessus Log In screen

s NeSsSUS

innrmm ivauur ahm kM toltwidTBtHil Ir» nmrmm]+ mtmato
MMWuNMy iM W M uw mayload10 (iMoaAon

Jm i uh (eepenew. w I oaiiUtanter anyoust fto*oroigMtaAofii
M« to a PTOtoMknalFMd Subecrtpfcxd hase

190*- 20121)nM1N MM s*or*/ nc OK I

FIGURE 10.23: Nessus HomeFeed subscription

30. After you successfully log in, the Nessus Daemon window appears as

shown in the following screenshot.

m  To add anewpolicy,
chckPolicies ™ Add Policy.

FIGURE 10.24: The Nessus main screen

31. If you have an Administrator Role, you can see die Users tab, which
lists all Users, their Roles, and their Last Logins.
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New policies are
configured using the
Credentials tab.

FIGURE 10.25: The Nessus administrator view

32. To add a new policy, click Policies > Add Policy. Fill in the General
policy sections, namely, Basic, Scan, Network Congestion, Port
Scanners, Port Scan Options, and Performance.

"WARNING: Any
changes to the
Nessus scanner
configuration will
affect ALL Nessus
users. Edit these
options carefully

FIGURE 10.26: Adding Policies

33. To configure die credentials of new policy, click die Credentials tab
shown in the left pane of Add Policy.
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m  The most effective
credentials scans are those for
which the supplied credentials
have root privileges.

FIGURE 10.27: Adding Policies and setting Credentials

34. To select the required plugins, click the Plugins tab in the left pane of

-
m  Ifyouareusing
Kerberos, you must configure
W OWBIc/Otrl«c»
a NESSL!S scanner to U rir 18W8 e0?1Ax AUNEO+m *x7
authenticate a KDC. 0 mn |'.1 BOCUKItO'ta = -3"UrKInl loiiiiiliicsull W
A u«!j Suit#lco!v.b o Avced fer*" fIMm*2m* L*»r>*>1knU
Oan ottKdfenwct, 0 1'0y BaiHir r>KM1 &a.*3rPa« 20 AO. Rntrciin ftwaia
(a) Ocneral O 1CWImm!CI1 Pim|— C11* Mawagawew Oefcnon
Vj GenlTOUKBIS*j*yChiK*» O 1&n CCHo AfflUM* p*01 («'Melon
y mp-ux LOCa Seaiftyc'k»i o celtare KTTPPra! Sit*! Hed H attt Rurola DoS
Jurat UjcU Sacunty ChKM <J 120MCtcd Po* FirVWal 4m 1 1. uae VjlnentolIB [0f. FS|

3wopn» Trie*matt te*

f»1Cikre TCPpoll*22 1WO, 175T+**11
ffjpwy UelyBialK W5isAOioai*sertr sty nee wmpars
TCP&22N'1»'>n 1 W vwrtce CT.17% M tiK tA w k Im sj. TCP:1781 4~ pwjtcfitocn Uxlumg

FIGURE 10.28: Adding Policies and selecting Plugins

35. To configure preferences, click the Preferences tab in the left pane of
Add Policy.

36. In the Plugin field, select Database settings from the drop-down list.

a. I1f the policyis . . . o . .
successfully added, then the 37. Enter the Login details given at die time of registration.
Nessus server displays the

massage 38. Give the Database SID: 4587, Database port to use: 124, and select

Oracle auth type: SYSDBA.
39. Click Submit.
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CDTools
demonstrated in

this lab are
available in
D:\CEH-
Tools\CEHVS8
Module 03
Scanning
Networks
FIGURE 10.29: Adding Policies and setting Preferences
40. A message Policy “NetworkScan_Policy” was successfully added
displays as shown as follows.
FIGURE 10.30: The NetworkScan Policy
To scan the window, 41. Now, click Scans "> Add to open the Add Scan window.
input the field name, type,
Ff’_?'icy»Scantarget'andtafget 42. Input the field Name, Type, Policy, and Scan Target
ile. *

43. M Scan Targets, enter die IP address of your network; here in this lab
we are scanning 10.0.0.2.

44. Click Launch Scan at die bottom-right of the window.

Note: The IP addresses may differ in your lab environment
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Nessus lias the abilityto
save configured scan policies,
network taigets, and reports
as a .nessus file.

S ' Tools
demonstrated in
this lab are
available in
D:\CEHe
Tools\CEHV8
Module 03
Scanning
Networks
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FIGURE 10.31: Add Scan

45. The scan launches and starts scanning the network.

46. After the scan is complete, click the Reports tab.

FIGURE 10.32: Scanning in progress

FIGURE 10.33: Nessus Reports tab

47. Double-click Local Network to view the detailed scan report.
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FIGURE 10.34: Report of the scanned target
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48. Double-click any result to display a more detailed synopsis, description,
security level, and solution.

Q  Ifyouare manually
creating"nessusrc" files,
there are several parameters
that can be configured to
specify SSH authentications.

FIGURE 10.35: Report of a scanned target

49. Click the Download Report button in the left pane.

50. You can download available reports with a .nessus extension from the
drop-down list.

Download Report X
Download Format 1

Chapters
Chapter Selection Not Alloned

G 3 To stop Nessus servei,
go to the Nessus Server
Manager and click Stop
Nessus Server button.

Cancel Submit
FIGURE 10.36: Download Reportwith .nessus extension
51. Now, click Log out.

52. 1M the Nessus Server Manager, click Stop Nessus Server.

84. L) *6

>M a
m6Om

FIGURE 10.37: Log out Nessus

Lab Analysis

Document all die results and reports gadiered during die lab.
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Tool/Utility Information Collected/Objectives Achieved
Scan Target Machine: Local Host
Performed Scan Policy: Network Scan Policy
Nessus
Target IP Address: 10.0.0.2

Result: Local Host vulnerabilities

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Evaluate the OS platforms that Nessus has builds for. Evaluate whether
Nessus works with the security center.

2. Determine how the Nessus license works in aVM (Virtual Machine)
environment.

Internet Connection Required

0 \es O No

Platform Supported

0 Classroom O iLabs
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ICON KEY

a - Valuable
information

s  Testyour
knowledge

Web exercise

m  Workbook review
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Auditing Scanning by using Global
Network Inventory

Global]Seh)<ork Inventory is used as an auditscannerin ~ero deploymentand
agent-free environments. |t scans conrptiters by IP range, domain, con/pliters orsingle
computers, defined by the GlobalN et!/ork Inventory hostfie.

Lab Scenario

With the development of network technologies and applications, network
attacks are greatly increasing both in number and severity. Attackers always look
for service vulnerabilities and application vulnerabilities on a network 0!
servers. If an attacker finds a flaw or loophole in a service run over the Internet,
the attacker will immediately use that to compromise the entire system and
other data found, thus he or she can compromise other systems 01l the
network. Similarly, if the attacker finds a workstation with administrative
privileges with faults in that workstation’s applications, they can execute an
arbitrary code 01 implant viruses to intensify the damage to the network.

As a key technique in network security domain, intrusion detection systems
(IDSes) play a vital role of detecting various kinds of attacks and secure the
networks. So, as an administrator you shoiild make sure that services do not run
as the root user, and should be cautious of patches and updates for applications
from vendors 01 security organizations such as CERT and CVE. Safeguards can
be implemented so that email client software does not automatically open or
execute attachments. 111 this lab, you will learn how networks are scanned using
the Global Network Inventory tool.

Lab Objectives

This lab will show you how networks can be scanned and how to use Global
Network Inventory. It will teach you how to:

Use the Global Network Inventory tool
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this lab are
available in
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Tools\CEHV8
Module 03
Scanning
Networks

task 1

Scanning the
network
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Lab Environment

To cany out die lab, you need:

Global Network Inventory tool located at D:\CEH-Tools\CEHv8 Module
03 Scanning Networks\Scanning Tools\Global Network Inventory
Scanner

You can also download the latest version of Global Network Inventory
from this link

http://www.magnetosoft.com/products/global network inventory/gn
i features.htm/

If you decide to download the latest version, then screenshots shown
in the lab might differ

A computer running Windows Server 2012 as attacker (host machine)

Another computer running Window Server 2008 as victim (virtual
machine)

A web browser with Internet access

Follow die wizard-driven installation steps to install Global Network
Inventory

Administrative privileges to run tools

Lab Duration

Time: 20 Minutes

Overview of Global Network Inventory

Global Network Inventory is one of die de facto tools for security auditing and
testing of firewalls and networks, it is also used to exploit Idle Scanning.

Lab Tasks

1

Launch the Start menu by hovering die mouse cursor in the lower-left
corner of die desktop.

FIGURE 11.1: Windows Server 2012 - Desktop view

Click die Global Network Inventory app to open die Global Network
Inventory window.
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Scan computers by IP
range, by domain, single
computers, or computers,
defined by the Global
Network Inventory host
file

& Scan only
items that you
need by
customizing scan
elements
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Windows
PcrwerShell

m

Control
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Prompt

B

S-

Bui

Google
Chrome

*

Hypr-v
Virtual

Machine.

Mozfla
Firefo*

Search01..

©

Administrator
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FIGURE 112: Windows Server 2012- Apps

3. The Global Network Inventory Main window appears as shown in die
following figure.

4. The Tip of Day window also appears; click Close.

FIGURE 11.3 Global Network Inventory Maui Window

5. Turn 01l Windows Server 2008 virtual machine from Hyper-V Manager.
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appliances such
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FIGURE 11.4: Windows 2008 Virtual Machine

Now switch back to Windows Server 2012 machine, and a new Audit
Wizard window will appear. Click Next (01"in die toolbar select Scan tab
and click Launch audit wizard).

New Audit Wizard

Welcome to the New Audit Wizard

Ths wizard will guide you through the process of creating a
new inventory audit.

To continue, click Next.

¢ Back Next > Cancel

FIGURE 11.5: Global Network Inventory new audit wizard

Select IP range scan and dien click Next in die Audit Scan Mode wizard.
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New Audit Wizard

Audit Scan Mode
To start a new audfc scan you must choose the scenario that best fits howyou wi  Ism (™ M
be using this scan.

O Ssingle address scan
Choose this mode i you want to audit a single computer

Q  Fully customizable (+) IP range scan
layouts and color schemes Choose this mode i you want to audit a group of computers wttwn a sr>gle IP range
on all views and reports O Domain scan

Choose this mode i you want to audit computers that are part of the same doma»1(s)

0 Host file scan
Choose this mode to audt computers specified in the host file The most common
scenario is to audt a group of computers without auditing an 1P range or a domain
O Export audit agent
Choose this mode i you want to audit computers using a domain login script.
An audit agent vwi be exported to a shared directory. ltcan later be used inthe
domain loain scriot.

To continue, cick Next.

1 <Back Nexi > Cancel

FIGURE 116: Global Network Inventory Audit Scan Mode

8. Setail IP range scanand then click Next in die IP Range Scan wizard.

Export data to HTML,
XML, Microsoft Excel, and
text formats

Licenses are network-
based rather than user-
based. In addition, extra
licenses to cover additional

addresses can be purchased 9. 1ldie Authentication Settings wizard, select Connect as and fill the
atany time if required . . . .
Y a respected credentials ofyour Windows Server 2008 Virtual Machine, and
click Next.
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New Audit Wizard

Authentication Settings
ﬂj T h e p rOg ram Specify the authentication settings to use to connect to a remote computer

comes with
dozens of
customizable
reports. New

reports can be Password s '
easily added

through the user

interface

O Connect as cxrrertiy logged on user
(=) Connect as

Domain \ Username ~ ad”iris'3(-'

To continue, dck Next

<Back Nert > Caned

FIGURE 11.8 Global Network Inventory Authentication settings
10. Live die settings as default and click Finish to complete die wizard.
New Audit Wizard

Completing the New Audit Wizard

« 7 Ability to generate
You are ready to start a new IP range scan

reports on schedule after You can set the following options for this scan:
every scan, daily, weekly, or
monthly @ Do not record unavailable nodes

@ Open scan progress dialog when scan starts
Rescan nodes that have been successfly scanned

Rescan, but no more than once a day

(8 T o configure reports
choose Reports |
Configure reports from
the main menu and select a
report from atree control
on aleft. Each report can
be configured
independently <Back Frwh Caned

To complete this wizard, dick Finish.

FIGURE 11.9: Global Network Inventory final Audit wizard

11. It displays die Scanning progress in die Scan progress window.
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iJ Scan progress
n Address Name Percent Tmestamp 1A
0 10.0.0.2 — E1% 08/22/1215 38:3
* 36:
1 10.0.0.3 08/22/1215:36:23
2 10.0.0.4 WIN-ULY858KHQIP 852 08/22/1215:36:25
3 10.0.0.5 E!* 08/22/1215:36:23 =
4 10.006 AOMINPC 92* | 08/22/1215:36:23
. . . . 5 10.0.0.7 WIN-039MR5HL9E4 92* | 08/22/1215:36:22
Q Filtering is a quick way
to find bset of dat 6 10.0.08 \ 08/22/1215:36:23
0 TInd a subset oT aata zoz
ithi dat t A filt d 7 10.009 Ay 08/22/1215:36 24
Wld Idn al atase | thl El'ed 8 100010 - 08/22/1215:36 24
gnd displays only the nodes 9 100011 * 08/22/1215:36:24
1
that .m.eet the criteria you 10 10.0.0.12 * 08/22/1215:36:24
specified for a column(s) N 10.0.0.13 - * 08/22/1215:36:24
12 10.0.014 I E* 08/22/1215:36:24
rtn mlic.v.n1
@ Open this dialog sdien scan starts Elapsed time: 0 min 6 sec
@ Close this dialog when scan completes Scanned nodes: 0/24

@ Donl display completed scans
Slop _ Qo [
FIGURE 11.10: Global Network Inventory Scanning Progress

12. After completion, scanning results can be viewed as shown in the
following figure.

P.e View Stan Tools Reports Help

Globa' Network Inventory - Unregistered

v - CIEr BIBWalri~H] u *'?
a Uterr NetBIOS | A Shanes Iw et w A
Carries s>«en Q PrrssM ~ Man beard Memory pin Memory
Nirrt owrSyttern *tat»  |A)  HM fttercmnaon  F
- NblaIaddresses iw rarrr .1 rigr Arrtm Networt
$~ WORKGROUP ScarM W i p pratir.r 1R g merit

ml 10.0JX7 (WIN-D39...
mm 120X« (WIN-ULVS...
| Tircitanp
" HoatN.. vJ Status '~ MACA.. Verrfa w 03 Mams  » Rocessa.. *. Comment
d Dorar WORKGROUP [COUNT-2)
IPAdde«: 10.00.4(COUNT-11
Trrestaro: GE2/2012 3 36:4BPM (COUNT-1)

0 Global Network “m» Coroj.. |v/N ULV85(] Succcii  10-15 5D 001 Micro:)*Ca VirccvM Server |
Inventory lets you change IPAddem . T0.00.7 (COUNT-=11
grid layout simply by ITrrejtar.3.&36.303 2012 225PM (COUNT-1]
=»C k> .[v/NEISMF|[Succom  iDA-OE-DO-CAnoalct Jints(RI CoiefTM" Solid. H202

dragging column headers
using the mouse. Dropping
a header onto the
Grouping pane groups data
according to the values
stored within the
"grouped" column

Tow wr(t) [ r 1
R«jultjn1it0rydeptALy»!ts<ar10rs Oisplaye”roijp"l”*roups

FIGURE 11.11: Global Network Inventory result window

13. Now select Windows Server 2008 machine from view results to view
individual results.
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Global Network Inventory - Unregistered l-1°W *
Me view scan Tool( Report< H?p
in - %-ull0 [s"Pig ¥ B|Q|*"|la|D|B-B # ® ,
m'-n Looca d's\s
&Sg 30 » PortarredoR | System dots  |* Hotfxes3e;jr*ecerter |3 W Startup [] Desktoo
Nerrc A Orvces 3 NetBIOS | * Shores L » “cvps A Lbcre | J Logged cr
B "™ AH addresses j Computer 3y3tcn Q Po;c3:cn> *'ci”bosd n Morer) B8
B- < WORKGROUP Scan sunrary 8, ~ 021 ctn3 C,cten  (ji) Q
**r)0.a7(WN-D3T~1
» 111 CJ4 iv>'N-ULV3r.
Ty " HikIM fdli MACA * Vbtkih * PIOCHZM * QOILHIMF
Global Network ype - ’ ,I » Sfdlin - » C bt » CB OCHZM ( Qo »
| t id lor J Duiein *'o”~enajp COUNT-11
nventory grid co JIPAddrew 10007(COUNTL-)
scheme_ is completely TncUaro: G/22/2012 3 GG 38 PM (COUNT-1)
customizable. w C5toj. [V/NC39MR Succc«  |D4 BE D9-C|Realck ntefR] CorcfTM' Send: H202!
You can change Global
Network Inventory colors
by selecting Tools | Grid
colors from main menu
and changing colors
010117 i'ax(j)
Rexdr ~esufchjtorjegthojrcato”oc edfejn Ajglnc rroughnT

FIGURE 11.12 Global Network Inventory Individual machine results

14. The Scan Summary section gives you a brief summary of die machines diat

have been scanned

Global Network Inventory ~ Unregistered 1- =~ r
fie View Scan Tools Reports Melo
*5 ! Ole t1 17-sa a W-
voax J1tin>lers  k Vcritoo |jjjjj Logical dska  ~ O¢k&tszi mo  “"Snten | j*  Networx oocptoo
I* *
n a o a ywdon (i Sheton dote Hoi tacoe Q Socuty ccrtom J Startup  |H Dcckiop
Narme Sn Dovcoi [#] NoifcKJS | £ Sharoe Jt 0$orgroupt ~ U*ara fa LoggoCon®
- "ol AladdrestM J - r%Xxi*rtyrt»r Q weore n M antes: *5 B*S Menoiy cevicee
~ £ WORKGROUP 1#] Scananrmy A ®] ijperatmg Q|
MOXO"N-ULYC"
D To configure
. Hes4 H. - Status "~ MACA .. “mbarrio- ~ OSKsrw '~ Prco3350r.. ' Commertm’
results history dtomar VRO -
level choose Scan ~ Pidiew:1COO: CQUNT=1J
R Id Tnrgra<p B/22;2PIZ3-36 "PMp=DUHr=I
| Results histo ry | % Cenpu  |WK-039MR|Succg«  rU-BF-D»C:|RArri hiel(R)Cme|TM: Seiial H?1?
level from the
main menu and
set the desired
history level
Tolall dem(s) 1 r 1 r
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FIGURE 11.13: Global Inventory Scan Summary tab

15. The Bios section gives details of Bios settings.
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Global Network Inventory ~ Unregistered 1= '° ' x 7
fit view S5tan Tools Report( Help
A SJ1"0 E T? |5|0
icwresufts LS . " ;
n k. jij . omr- q 7 = fid. . .
* 89£ 0 5
™ Por. -annccfcre Q System dots Hct fixes £ Scaabreater 3"  Startup L] Desktop
Narrc - Derive* 2 MdBIOS n Shares .STIXXPpS )E* 1555 |~ Lccocd or
H *P All addresses P Poeewots Mar ?pad Merer? >* Memory donees
B 57 WORKGROUP Ssa’aumanr N Opcra.i-10Cvs.or ~ Q fel ‘cut
> [l26I6TW BT
a Scan Only items that {®m 10.0.17*1>VIN-1JI Y8...
you need by customizing
scan elements
100% 11
Abd/ Retjttt hutory depth: Lattton for tacft aflcret; Q'tplt/«d group: All groupt

FIGURE 11.14: Global Network Inventory Bios summary tab

16. The Memory tab summarizes die memory in your scanned machine.

. Global Network Inventory - Unregistered
£ E-mail Y 9
Fie View Scan Tools Reports help
address - . .
o * .o He V iBIB&ImIHFi-iii ®
Specifies the e- view retur* v ax _

i Sk m» \M»0coofirokn L. Mentors |gj Logicaldaks t M Oak tn - The- +> Network ad”cn!
ma” addl"eSS that 3<a D n « SH iffy Operating 9, d-+ Q ])»‘Oiln*'l 1 ber/l*c
I h Id Nam* "Ity T ctencctf H o o ff [ T ' Startup |K
people shou use H % All eddresse* Drvert  F] NBIS | Swl  p Uttramu % tk#n or
when sending e- 4 # WOWCROUP a Memoryflw f

. . ww p y T
mail to you at this :h 10.C.0.4 (WIN-ULYS.
account. The e-
. Tce<alPh3*cdven>0f/.M3 - Salable H-yrea... Totalvfcual. ~ AvatoeVrtja... » lota...-- &valabl&.. »
mail address must dD  v.cRisFoUP[CMIN=]
be in the form at Hesr Marre 3 9 A A "MFSHL9E4 (COUNIT=1)
J “hrescnp V22J20123:36-38 PM (COUNT™) |
name(ftcompany— aa17
for example,
someone@mycom
pany.com
7obilitsu;l
Results history depth: Last scan foi each address Oiipla/ed group: All groups
FIGURE 11.15: Global Network Inventory Memory tab
17. In die NetBIOS section, complete details can be viewed.
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Message subject -
Type the Subject of your
message. Global
Network Inventory cannot
post a message that does
not contain a subject

O Name -
Specifies

the friendly name
associated with
your e-mail
address. When
you send
messages, this
name appears in
the From box of
your outgoing
messages
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Global Network Inventory ~ Unregistered

Fie view Son Tools Reports Help

Idis? iBiaiasp S'wa & »B

V*y* results

Nalr«

-lor

Memcry ®a  Memory devicec

4. Scan3jmary o sy hitdted «yt*sre  C 1 nvmmgrt |;& Services
- &l addresses L Portconrwetre of S*drt/M't«r |35 Startup =  Desktop
H -fi" WORKGROUP logged on

1C0.C’ (WIN-D39..
19 10MAULY «i:

2J Hart11in*033*|, 'WF5H. 3E4 (COLNT=3)
Trirtartp  8/22V2012 3:3ft38 FM (COUNT3")

*[W K-039M R 0- LSE4<C>tt>> Lmqj?
X WK C +SMRATLSE4<0x205" Lnque
3 WORKGROUP  <0x00> Group

Toid3i.enld

Reafly Remits history depth H it scanret earh naorett

FIGURE 11:16: Global Network Inventory NetBIOS tab

W oikstater Service
Fie Server Service

Domain Name

tr<pt»/ed group: All groups

18. The User Groups tab shows user account details with die work group.

G'obel Network Inventory ~ Unregistered

Fie View Scan Tools Reports Help
1Oc V |[Bplg|m| a
2 Conjuta srrf— Q P~ce350ra ~ Mar board ™)
S3 5) ] $ »cce el Tk Ventnn Locicoldbks ~ ~ D9sdr>c*
Njit m # CIO> jj] Opcraling Cysler  Q
*i* Alladdresse: 71 Q !p @
- i f WORKGROUP ~ Devicc: It#]  NetCIDC ~ Shares |12 “bw grxx»
? S qiillL

[

¢ ]
»iaiJiw N S:

HostNcne 7/* -D39-4RSHLOE4(COUNT-51
zi' rrescanp:E/22'2012 3:36:38 FM (COUNS5-5]
Giouj E£<*ar>sfrafo:(COUNT=1)
‘ml SO CEN R 5HL3E4">AdrimS$tratoi
2 iCrAID: CKttKited COM Usets (COUN1-11
V/IsC2SNREH_3E4\AdFLi" isj9)(0L
_JGr»~0: Guci»; COUNT-1)
Jke UANO3EMRSHLO9E4\Gutsl
dC10*.1ISJUSTiIS COUNTmI)
% NT > F\IZcV~cperlSc«vor
ziGraif pMtavure* 1rgUttrt(CQIINT ml)

TUOIS icnli]

Rsad/ ResuMts history depth: Last scan foi each ooaes!

17 10

Mem?y n Memory cfcvecs

'mPrrtco > Netted?
E1 !nvronmerrt
cr jo Startup m

A- _bera I,

Deaktoo
Lojj=d or

UScrocccurt

Usetaccourt

U:*f«ccourt

Wt krev'n gteup oooounl

DsplaycC group; All gioupa

FIGURE 11.17: Global Network Inventory User groups section

19. The Logged on tab shows detailed logged on details of die machine.
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Globa! Network Inventoiy ~ Unregistered 1-1"n"»

Me view S5<ar Tools Reports Help

§3-0OIs ? Hcl®e/ -+l1a & "

V«w re<uKs

3 Qataid syiefi Q Processors £ Main beard ~ Nenoiy w Memory de/ces

2 » "o m \ A Lsjidjsvj Q  Died . f Netm

Nerrc _ m  Scansuranaiy ~ BCS [.8) Ooefatro System I£7) totaled software | (| Environment services |

E % Alladdresses "2 Portcomedos System slots | Hotfixes ~ ~ Seait) eerier % 3.<n:u, _HL_2s5tISB_J
s f WORKGROUP crmr. *{30S 2 Sha'e& > Usetu. Users | j>  Loggedor J

;labix7"(wiN-D3g...
;= '160.04 (WIN-ULYS...

& Port ™ Specifies
the port number

you connect to on
your outgoing e- HoaNok WH-033NR5HL3E4 (COUNTS
mail (SMTP)

1 NT SERV.CE>MsDisServerl10
- f H” SERVCE'MSSQLFDLouncha
Server Thls port f N” ££RVICEWSSQLSERVER
H f N” SERVCE'MSSQLSer/eiOLAPSeiviee
number Is usually *,N” SERVCE'ReportScrva
2 5 . 5 \AH D39MREHL9E4\A<inhatr™or 38/22/12 09:01:20
Ready Results fritpry depth last ;can lor tech addrcn Oowoverou™MUroups
FIGURE 11.18: Global Network Inventory Lowed on Section
20. Tlie Port connectors section shows ports connected in die network.
ST Globa' Network Inventory - Unregistered
File Scan  Toolt Report( Help
1S
viewresut; woax Newios  E otaes  J>  Lse 1 users | Logged on
OUtg()lng mail a W b # n Fiocessois ~ may Memory devotes
(SMTP) ~ Specifies your Name L. Ibnterj £  Logcal disks D: skcl:  «£*  Network 0d3?1cr:
Simple Mail Transfer H-  AH addresses icancurrrjr,  *  WOS |S) Op«lfcrg Syrens  j— Q  forvronment | Sam i«
Protocol (SMTP) server for fr £ WORKGROUP - P«t connectors O A hrrot a  Startup w1 Desktop
col (SMTP) w77 NG
outgoing messages

070 ~«.(WTFWN-ULY8™

Dorian.V/DAKOROU? (COUNT=25I
J he*sHare: t“T. D39MR5HLI3E4(COUNT-25)
J 1w*ttaro:&'22/2D1233638 PM (COUNT =26)

TI'PON Serai Por 1S55CA Conpartle D69 .Male
17 20» Keloid PO11 Fs/2

17 21» Moucc Pori FS/2
"703H uss a<r*51 bus
t700h use

17351 uco AccOH.bu4
L, 703H uss Acoest.but

valal 25 Al
Fesjts nistory deptn: Last scan foi eatfi address Disj ayecl arouo; All aroups
FIGURE 11.19; Global Network Inventory Port connectors tab

21. Tlie Service section give die details of die services installed in die machine.
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S To create a
new custom
report that
includes more
than one scan
element, click
choose Reports |
Configure reports
from the main
menu, click

the Add button on
the reports dialog,
customize
settings as
desired, and click
the OK button

& A security
account
password is
created to make
sure that no other
user can log on to
Global Network
Inventory. By
default, Global
Network
Inventory uses a
blank password
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Globa! Network Inventory ~ Unregistered R =r
Me view 5<ar Tools Reports Help
© - $*j02®' He p HB]®e| +Eg & "
View re<ufts pf Devices NetBOS | Shares £ Usercroups Jsers | Loaaedor
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10lal1<7 toart:J
M Results fcitory depth lost icon lor to<h address OowoyeKOuMUroups

FIGURE 11J20: Global Network Inventory Services Section

22. The Network Adapters section shows die Adapter IP and Adapter type.

Global Network Inventory ~ Unregistered 1

Fie view Stan Tools Reports Help

o Oev QI & ¥
VewresuR: vy oXx

~ Dc*cea [#]  NetBlOS |~ SK3X3 4m  U3cr<rouF3 e Uaera ~ Looocdon
r-1 ANOES$ il Conputern'seq  Q Prooeaaora Momboane  fjj  Memory  B?L  Memorydevices
Narre y Pc'tcorrcctoo Q System alota |~ Hotfxca ~ Cce/rfy eerier j* startup |» Deoksop
B 1 All addr<ti< H  Scansjrrrerv. A~ 80S  [jgj] Oporstrg Syrtom hwUtod tcftymo B Envtronmoat |,  Sorvem
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= mo'™M (wn'ul/h""
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FIGURE 11.21: Global Network Inventory Network Adapter tab

Lab Analysis

Document all die IP addresses, open ports and miming applications, and protocols
you discovered during die lab.
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Tool/Utility Information Collected/Objectives Achieved
IP Scan Range: 10.0.0.1 —10.0.0.50
Scanned IP Address: 10.0.0.7,10.0.0.4

Result:

Scan summary
Bios

Memory
NetBIOS
UserGroup
Logged On

Port connector
Services
Network Adapter

Global Network
Inventory

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Can Global Network Inventory audit remote computers and network
appliances, and if yes, how?

2. How can you export the Global Network agent to a shared network
directory?

Internet Connection Required
O Yes 0 No

Platform Supported

0 Classroom 0 iLabs

CEH Lab Manual Page 199 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited



ICON KEY

P=7 valuable
information

Test your
knowledge

W Web exercise

Q Workbook review
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Anonymous Browsing using Proxy
Switcher

Proxy Switcher allowsyou to automatically execute actions; based on the detected
netnork connection.

Lab Scenario

11 the previous lab, you gathered information like scan summary, NetBIOS
details, services running on a computer, etc. using Global Network Inventory.

NetBIOS provides programs with a uniform set of commands for requesting
the lower-level services that the programs must have to manage names, conduct
sessions, and send datagrams between nodes on a network. Vulnerability lias
been identified in Microsoft Windows, which involves one of the NetBIOS
over TCP/IP (NetBT) services, the NetBIOS Name Server (NBNS). With this
service, the attacker can find a computer’s IP address by using its NetBIOS
name, and vice versa. The response to a NetBT name service query may contain
random data from the destination computer’s memory; an attacker could seek
to exploit this vulnerability by sending the destination computer a NetBT name
service query and then looking carefully at the response to determine whether
any random data from that computer's memory is included.

As an expert penetration tester, you should follow typical security practices, to
block such Internet-based attacks block the port 137 User Datagram Protocol
(UDP) at the firewall. You must also understand how networks are scanned
using Proxy Switcher.

Lab Objectives

This lab will show you how networks can be scanned and how to use Proxy
Switcher. It will teach you how to:

m  Hide your IP address from the websites you visit

m  Proxy server switching for improved anonymous surfing
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Lab Environment

To cany out the lab, you need:

2" Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 03
Scanning
Networks

Cl Automatic
change of proxy
configurations (or
any other action)
based on network
information
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Proxy Switcher is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher

You can also download the latest version of Proxy Workbench from
this link http:/ /www.proxyswitcher.com/

If you decide to download the latest version, then screenshots shown in
the lab might differ

A computer running Windows Server 2012
A web browser with Internet access
Follow’ Wizard-driven installation steps to install Proxy Switcher

Administrative privileges to run tools

Lab Duration

Time: 15 Minutes

Overview of Proxy Switcher

Proxy Switcher allows you to automatically execute actions, based on the detected
network connection. As the name indicates, Proxy Switcher comes with some
default actions, for example, setting proxy settings for Internet Explorer, Firefox,

and Opera.
Lab Tasks
1 Install Proxy Workbench in Windows Server 2012 (Host Machine)
2. Proxy Switcher is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher
3. Follow’ the wizard-driven installation steps and install it in all platforms
of the Windows operating system.
4. This lab will work in the CEH lab environment - on Windows Server
2012, Windows Server 2008, and Windows 7
5. Open the Firefox browser in your Windows Server 2012, go to Tools, and

click Options in die menu bar.
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Google Moiillo Firefox

colt| Htp
Qownloatfs Cw-I
r:djmss . cm*v <A T R— ﬁ .
pS"K.

B 0Often different #You Search Images Web Developer Documents  Calendar  Mote »
. Page Info
internet sign n
C O n n e Ct I O n S Cle«r RecentUstsr. 01+ Shift*Iw
require
completely

different proxy ( ; I
server settings Oog e
and it's a real pain

to change them
manual |y Gocgle Search I'm feeling Lucky

A6 .«t>ling Piogammei  Business SolUion*  Piracy t Te «Google  Aboul Google ~ Google com
FIGURE 121: Firefox options tab

6. Go to die Advanced profile in die Options wizard of Firefox, and select
Network tab, and dien click Settings.

Options

0 & 1§ % p *K 3

General Tabs content  Applications  Privacy  Security s>nc Advanced
General | MetworV jUpdate | Encryption j

Connection

Configure how hrefoi connectsto the Internet | sSgtngi.

3 Proxy Switcher fully
compatible with Internet

Explorer, Firefox, Opera
and other programs Yourvreb content cache 5'currently using 8.7 MB of disk space Clear Now

Cached Web Content

| 1 Override automate cache management

Limitcache to | 1024-9] MB of space

Offline Web Content and User Data

Youlapplication cache is cjirentl/ using 0 bytes 01 disk space Clear Nov/

M Tellme when awefccite aclrt to store Hat* for offline uce Exceptions..

The follov/ing tvebsites are a lowed to store data for offline use

Bareve..

oK cancel Help

FIGURE 122 Firefox Network Settings

7. Select die Use System proxy settings radio button, and click OK.
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Connection Settings

Configure Poxies to Access the Internet

O no prox”

") Auto-detect proxy settings for this network
(*) Use system proxy settings

Manual proxy configuration:

fi proxy switcher HTTP Srojjy:  127.0.0.1
su pports fOI IOWI ng @ Uje this prexy server for all protocols
command line )

X SSLVoxy:  127.0.0.1 Pfirt
options:

FTP *roxy. 127.0.0.1 Port

-d: Activate direct SOCKSHost 127001 Port
connection O SOCKSv4 ® SOCKSV5

No Pro>yfor

localhcst, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
O Automatic proxy configuration URL:

Reload

OK Cancel Help

FIGURE 12.3: Firefox Connection Settings

8. Now to Install Proxy Switcher Standard, follow the wizard-driven
installation steps.

9. To launch Proxy Switcher Standard, go to Start menu by hovering die
mouse cursor in die lower-left corner of the desktop.

TASK 1

Proxy Servers
Downloading

FIGURE 124: WmdcKvs Server 2012 - Desktop view

10. Click die Proxy Switcher Standard app to open die Proxy Switcher
window.

OR

Click Proxy Switcher from die Tray Icon list.
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Server Windows Google Hyper-V. Global

. Manager Powershell Chrome Manager Network
£0 Proxy Switcher W * a In§mw
is free to use Fee
without limitations Computer  Control Hyper-v
Panel
for personal and Machine..  Centof..
commercial use Yy Vv
Command Mo211* PKKVSw*
Prompt Frefox
x,
*
o W 0
Proxy
Checker
1
amup y >
FIGURE 125: Windows Server 2012 - Apps
at* 0O
D if the server becomes
inaccessible Proxy Switcher Customize... :
will try to find working s Server. jate Datacenter
proxy server - areddish N VaSTT
background will be AIQ \ t—21I1Ar-r"/1 Dp7tuild 8400

displayed till a working
proxy server is found.

FIGURE 126: Select Proxy Switcher

11. The Proxy List Wizard will appear as shown in die following figure; click
Next
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Proxy List Wizard

£3” Proxy Switcher
ssupports for
LAN, dialup, VPN
and other RAS
connections

Welcome to the Proxy Switcher

Using this wizard you can quickly complete common proxy
list managment tasks.

To continue, dick Next

@ Show Wizard on Startup <Back Next > Caned

FIGURE 127: Proxy Listwizard
12. Select die Find New Server, Rescan Server, Recheck Dead radio button
fiom Common Task, and click Finish.

Proxy List Wizard

Uang this wizard you can qgc*ckly complete common proxy
lot managment tasks

Cick finish to continue.

& " Proxy

switching from Common Tasks

command line () find New Servers. Rescan Servers. Recheck Dead
(can be used at O Find 100 New Proxy Servers

Iogon to O find New Proxy Severs Located in a Specific Country
autom at_i cal Iy set O Rescan Working and Anonymous Proxy Servers
connection

settings).

0 Show Wizard on Startup <Back Finish Caned

FIGURE 12.8: Select common tasks

13. A listofdownloaded proxy servers will show in die left panel.
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When Proxy Switcher
is running in KegpAINe
mode it tries to maintain
working proxy server
connection by switching to
different proxy server if
current dies

When active proxy
server becomes inaccessible
Proxy Switcher will pick
different server from
ProxySwitcher category
If the active proxy server is
currently arive the
background will be green
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File Edit Actions View

Roxy Scanner
*New (683)
B "& high Aronymsus (0)
SSL (0)
£: Brte(0)
i n Dead (2871)
2 Permanently (656?)
- Book. Anonymity (301)
£5" Pnvale (15)
V tt Dangerous (597)
~& My P'*V Servere (0)
—  PrweySwitcher (0)

S tefre
Core PrexyNet
wviwaliveproxy .com
"mw .cyberayndrome .net
w!wnrtime.com<

&

File Edit Actions View

~ Proxy Scanner
< NAw (?195)
H oy Aicnymouo (0)
leee® SSL (0)
| fc?Bte(0)
B~# Dead (1857)
===z Permanently 16844]
Basic Anonymity (162)
| ~ Private (2)
j--& Dangerous \696)
h& My Proxy Servers (0J
- 5 ¥ ProocySwicher (0)

DsajleJ Keep Ali/e

108.21.59 69:18221 tested 09 (Deod) bccousc ccrreoon bmed out
2'3.864.103.80 tested as [Deod] because connection llrrcd 0U

123.30.188.46:2214 tested as [Dead] Decause ccnrecaon tuned out.

Proxy Switcher Unregistered ( Direct Connection ] | M
Help
Filer Proxy Servers N
Serve* State ResDDnte Countiy
,? 93.151.160.1971080 Testira 17082ns  H RJSSIAN FEDERATION A
£ 93.151.180.195:1080 Teetirg 17035n« m a RJSSIAN FEDERATION
93.150.9.381C80 Testing 15631ns RJSSIAN FEDERATION
tulrd-113-68 vprtage.com Lhtested
, f 93 126.111213:80 Lhtested * UNITED STATES
£ 95.170.181 121 8080 Lht*ct*d m a RJSSIAN FEDERATION
<? 95.159368 IC Lhtested “ SYR;AM ARAD REPUBLIC
95.159.31.31:80 Lhtested — b’ KAfJ AHAB KtPUBLIC
95.1593M480 Lhtested “ SYRIAN ARAB REPUBLIC
, f 94.59.260 71:8118 Lhtoetod ~ 5 UNITED ARAB EMIRATES
* e _ I>ltested C UNITED AR\B EMIRATES
Caned
State Progress mz3 Fbu'>d
Conpbte 28 kb 1500
Conpfcte
DL
FIGURE 129: List of downloadeed Prosy Server
14. To stop downloading die proxy server click
Proxy Switcher Unregistered ( Direct Connection ) L= Ig' X 1
Help
filer Fox/ Servers «
Serve* Slate Resroroe Couriry
£ 001 147 48 1€ *»dwn«t (Aliv-SSL) 13810nt J HONG KONG
£ 1:<54-159" 0952, 111D (Alive-SSL) 106Nh* | ITALY r
£ 218152.121 184:8080 (Alive-SSL) 12259ns » REPUBLIC OF KOREA
£ 95.211.152.218:3128 (Alive-SSL) 11185ns  “ NETHERLANDS
£ 95.110.159.54:3080 (Alive-SsL) 13401ns NTALY
£ 9156129 24 8)80 (Alive-SSL) 11&D2ns ™ UNITED ARAB EMIRATES
u>4gpj 1133aneunc co (Alive-SSL) 11610m «: REPUBLICOF KOREA
pjf dsd»cr/220Jcvonfere com: (*Jive-SSL) 15331ns 5 SWEDEN
91.144.44.86:3128 (Alive-SSL) 11271ns “ SYRIANARAB REPUBLIC
£ 91.144.44.88:8080 (Alive-SSL) 11259ns " SYRIANARAB REPUBLIC
92.62.225.13080: (Alive-SSL) 11977ns — CZECH REPUBLIC
Cancel
Auto Swicf”
\Y

68 134253.197 5563tested as [Dead] because comection jmed out.

FIGURE 1210: Click on Start button

15. Click Basic Anonymity in die right panel; it shows a list of downloaded

Proxy servers.
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£z"When running
in Auto Switch
mode Proxy
Switcher will
switch active
proxy servers
regularly.
Switching period
can be set with a
slider from 5
minutes to 10
seconds

~ In addition to standard
add/remove/edit functions
proxy manager contains
functions useful for
anonymous surfing and
proxy availability testing
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Proxy Switcher Unregistered ( Direct Connection) -
File Edit Actions View Help

& FOXlaa a a Liomo A m2) == K

1

g? Proxy Scanner Server State RespxKe Countiy
j~# New (853) T o1 14444653128 (Alve-SSU 10160ns —  SVRAfi ARAB REPUBI
B & Aronyrroue (0) 119252.170.34:80.. (Aive-SSU 99/2rre INDONESIA

h& SSL(0) f 114110%4.353128 (Alve-SSL) 10705ns  ~  INDONESIA
Bte(0) f 41 164.142.154:3123 (Alve-SSU 12035ns > )E SOUTH AFRICA
i, -& Dead (2872) 27149101 10? 3128 Alve 11206ns m  BRAZIL
Femanently (6925) s f 20366 4* 28C Alvo 106350 HiTAIV/AM

1513m ¥ . '&1'" T 203254 223 54 8080 (Alve-SSL) 11037ns REPUBLIC OF KOREA
\—  Pnvale (16) <f 200253146.58080 Alve 10790ns  Pg BRAZIL
j~ & Dancerous (69) 199231 211 1078080 (Alve-SSU 10974m

My Proxy Sorvoro (0) .f 1376315.61:3128 (Alve-SSU 10892m P 3 BRAZIL
= PraxySwitcher (0) If 136233.112.23128 (Alve-SSU 11115ns 1D BRAZIL
<1 -
Caned
Dsabled Keep Alive Auto Swtd~

17738.179.26 80tested as [Alwej
17738.179.26:80tested as [(Aive-SSU]
119252.170.34:80 tested a< (Alive]
119252.170.34.80 tested as [(Alive-SSL)]

ISili&. SSitSiSk 3
FIGURE 1211: Selecting downloaded Proxy server from Basic Anonymity

16. Select one Proxy server IP address from right panel to swich die selected

fTJ

Proxy Switcher Unregistered ( Direct Connection ) 1~ la ! *

proxy server, and click die icon.

flit
al3

File Edit Actions View Help

O #' O n [a a. a a if J \ 2 \y A lis| VY] Proxy S«rvera 1Xj
Px»y Scanner £5 Server State Hesponte Lointiy
0% New)766( T ,91.1444465:3123 (Alve-SSU 10159ms  “  SYRIAN ARAB REPUBLIC
rtgh Anorrymou* )o( 001.147.48.1 U .ctaberct (Alve-SSL 1315m [J HONG KONG
& SSL)0< Ix>stS4 159 ? ,"91&aemef.95 (Alve-SSU 10154"* 1 | ITALY
~Blte 01)( T ,218152.121.184:3030 Alve 10436ns REPUBLIC OF IQOREA
B Y Dead )2381( (Alve-SSU 13556ns ;-SWEDEN
~..Pemanently 7$ )6925( 95.110159.545080 (Alve-SsL:» nl23me 1 ITALY
Basic Anonymity Y67" 3i.%6.2524.99.. (Alve-SSU 10741ns
h-& Pn'ate 116( IT 95.211152.218:3123 (Alve-SSU 10233ns - NETHERLANDS
j"~& Dangerous )696! f  u54jpjl135aTTSjno coleris (Alve-SSU 10955ns REPUBLIC OF KOREA
r-& Proxy Ser/ere )0( , | 91.82.65.173:8080 (Alve-SSL) 11251m  “ HUNGARY
= ProxySvittcher )0( < 186.1111A4.794.3123 (Alve-SSU 10931ns M IRASfL
$ 4789.130.23128 (AlveSsu 15810ns  S3£5 KENYA
91 14444 86 3123 (Alve-SSU 10154ns SYRIAN ARAB REPUBLIC

Ctaeblcd [ Koep Alive ][ Auto Swtch |

218 152.121.184:8030tested as ((Alve-SSL:]
218.152.121.144:8030 tested as [Alive]
ha*»54-159-110-95 senieriedieatiamba « 8080te4»d » (Alve-SSL)]

031.147.48.116.watb.net/ig3tor.com:3123 teatsd 05 [(ASve SSL)) h'

FIGURE 1212 Selecting the proxy server

17. The selected proxy server will connect, and it will show die following
connection icon.
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Proxy Switcher Unregistered (Active Proxy: 95.110.159.54:8030 ~ ITALY) I~ |ID f x
p Friike Edit Actions View Help
$5 Proxy Scanner Serve! State Response Comtiy
H * New !766) £ 9T.14447.65:3123 (Alve-SSU 10159ms SVRAM ARAB REPUBLIC
Ugh Anonymous (0) 001.147.48.iS..etatic.ret.. (Alve-SSU 13115n* [ J HONG KONG
- gt SSL(O) .2 host54-159-110-95.server.. (Alve-SSU 10154ns | |[ITMY
-7e? Bte(O) & 218.152.121.194:3030 Alive 10436ns >: REPJBLIC OF KOREA
B-R Dead (2381) .f dedserr2i 23Jevonime ton (Alve-SSU 13556ns  mmSWEDEN
Prm*n#ntly (G975) 95 110159 54 8080 (Alve-SSU 1123°n« | ITAtr
003". Anonymity(4G7) (Alve-SSU 1077°0m» UNI ILL) ARAD CMIRATCS
Pnvate lib) ,? 95211 152 218:3123 (Alve-SSU 10233ns NETHERLANDS
| 0 = Dangerous (696) u54aDJI133a'r»unfl,co.kr:l (Alve-SSU 10955ns REP JBLIC OF KOREA
I & My Proxy Servere (0) ,f 91 82 £5 173:8080 (AlveSSU 11251r»a HUNGARY
+ProxySviitcha 25 ) g 86111 144.194.3128 (Alve-SSU 10931ns IRAG
,? 41.89.13073128 (Alve-SSU 158101s 99gKENTA
£ Ol 14444 86 3123 (Alve-SSU 10194ns S~ AN ARAB REPUBLIC

Dseblcd 1L Keep Alive |[' Auto Switch

218.152.121.1&4:8030tested as [fAlve-SSL!
218.152.121.184:8030tested as (Alive]

host54-159-110-95 9»rverdedicatiarnba 8 AC80 tested as RAIve-SSL)]
031.147.48.116.atotc.nctvigator.con>:3123tested09 [(Mrvc SSL))

ML

FIGURE 1213: Succesfiil connection of selected proxy

Eauc Anonym ity

£0 Starting from

version 3.0 Proxy 18. Go to aweb browser (Firefox), and type die following URL

http:/ /w”v.proxyswitcher,com/checLphp to check die selected proxy

Switcher
incorporates server comietivity; if it is successfully conncted, then it show's die following
internal proxy figure.
server. It iS Useful Detecting your location Mozvilla Firefox ri10"Cx1
When you Want to 37 £rilt ¥'w'™ History BookmorH lool*s Jjdp

0*r»<ring your kx«io'v
use c_)the.r 4 -IUU-.J.UUl C " GBL fio
applications

(besides Internet
Explorer) that
support HTTP
proxy via Proxy
Switcher. By
default it waits for
connections on
localhost:3128

Your possible IP address is:
Location:

202.53.11.130, 192.168.1.1
Unknown

Proxy Information
DFTFCTFD
95.110.159.67

Proxy Server:
Proxy IP:

Proxy Country: Unknown

FIGURE 1214: Detected Proxy server

19. Open anodier tab in die web browser, and surfanonymosly using diis
proxy.
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proxy server Cerca con Google - Moxzilla Firefox

rlc Edit yie* History Bookmark: Tools fcWp

Ottecbngyour location., |prayic .« - Ceracon Google
A <9 wvw*gcogk.it ?hb(t&g5_nf=1&pg-prer)m w r Are2er>- 0&g?_<I-22t51.1t>f-tag-pro>fy»scfvcr&pt-p8bi»- c - Geegfe P *
*Tu Ricerca Immagini Maps Play YouTube Mews  Gmail Document! Calendar Uttio

&mle proxy server
03 After the anonymous

proxy servers have become Ricerca
available for switching you
can activate any one to

become invisible for die sites Proxy Wikipodia
.. itwkjpedia.otgAvikn'Proxy
you visit. Immagini Ininformatica e telecomunica”ow un proxy 6 un programma che si mleipone tra un
client ed un server farendo da tramre o neerfaccia tra ldue host owero ...
Maps Altri usi del termrne Proxy Pioxy HTTP Note Voa correlate
Video
Public Proxy Servers - Free Proxy Server List
Moaze ivwiv publicproxyservers conV TiaCua questa pagina
Shopping Public Proxy Server* is afree and *!dependent proxy checking syslem. Our service
helps you to protect your Ktently and bypass surfing restrictions since 2002.
Ptu contanuti Proxy Servers -Sored By Rating - Proxy Servers Sorted By Country - Useful Links
Proxy Server - Pest Secure, rree. Online Proxy
ItaHa wvwproxyserver com” = Traduci questa pagma
Cemtm locnKtA Thn boet fil™ Pioxy Server out thar® Slop searching a proxy list (or proxies that are

never taut or do noi even get anl*le Proxy Server com has you covered from

Proxoit - Cuida alia naviaazione anonima 1 proxy server

FIGURE 1214: Surfusing Proxy server

Lab Analysis

Documentall die IP addresses of live (SSL) proxy servers and the connectivity
you discovered during die lab.

Tool/Utility Information Collected/Objectives Achieved
Server: List of available Proxy servers
_ Selected Proxy Server IP Address: 95.110.159.54
Proxy Switcher
Selected Proxy Country Name: ITALY

Resulted Proxy server IP Address: 95.110.159.67

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Examine which technologies are used for Proxy Switcher.

2. Evaluate why Proxy Switcher is not open source.
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Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O iLabs
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23 "valuable
information

Test your
knowledge

0  Web exercise

m  Workbook review
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Lab

Daisy Chaining using Proxy
Workbench

Proxy Workbench is a uniquepivxy server, idealfo r developers, security experts, and
twiners, which displays data in real time.

Lab Scenario

You have learned in the previous lab how to hide your actual IP using a Proxy
Switcher and browse anonymously. Similarly an attacker with malicious intent
can pose as someone else using a proxy server and gather information like
account or bank details of an individual by performing social engineering.
Once attacker gains relevant information he or she can hack into that
individual’s bank account for online shopping. Attackers sometimes use
multiple proxy servers for scanning and attacking, making it very difficult for
administrators to trace die real source of attacks.

As an administrator you should be able to prevent such attacks by deploying an
intrusion detection system with which you can collect network information for
analysis to determine if an attack or intrusion has occurred. You can also use
Proxy Workbench to understand how networks are scanned.

Lab Objectives

This lab will show you how networks can be scanned and how to use Proxy
Workbench. It will teach you how to:

m  Use the Proxy Workbench tool

m Daisy chain the Windows Host Machine and Virtual Machines

Lab Environment

To carry out the lab, you need:

m  Proxy Workbench is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Workbench
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Z77 Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 03
Scanning
Networks

C Security: Proxy
servers provide a
level of security
within a
network. They
can help prevent
security attacks
as the only way
into the network
from the Internet
is via the proxy
server
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You can also download die latest version of Proxy Workbench from
this link http://proxyworkbench.com

If you decide to download the latest version, then screenshots shown in
the lab might differ

A computer running Windows Server 2012 as attacker (host machine)

Another computer running Window Server 2008, and Windows 7 as
victim (virtual machine)

A web browser widi Internet access
Follow Wizard-driven installation steps to install Proxy Workbench

Administrative privileges to run tools

Lab Duration

Time: 20 Minutes

Overview of Proxy Workbench

Proxy Workbench is a proxy server diat displays its data in real time. The data
flowing between web browser and web server even analyzes FTP in passive and
active modes.

Lab Tasks

\

1

Install Proxy Workbench on all platforms of die Windows operating system
'Windows Server 2012. Windows Server 2008. and Windows 7)

Proxy Workbench is located at D:\CEH-Tools\CEHv8 Module 03
Scanning Networks\Proxy Tools\Proxy Workbench

You can also download the latest version of Proxy Workbench from
this link http://proxyworkbench.com

Follow the wizard-driven installation steps and install it in all platforms
of Windows operating system

This lab will work in the CEFI lab environment - on Windows Server
2012, Windows Server 2008'and Windows 7

Open Firefox browser in your Windows Server 2012, and go to Tools
and click options
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Google Moiillo Firefox
colt| Hip

Downloads CW-I

moderns a<*SM»A e olle mxQ ﬁ *
Srupstk

#You Search Images Web Developer Documents  Calendar  Mote «
Page Info
S £ 11" 9 Sign n
Cle«r Recent Ustsr. 01+*Sh1ft*w

Google

Google Search I'm feeling Lucky

AfMdtlMg Piogammei  Business Soltiion*  Piracy t Te +Google  About Google ~ Google com

FIGURE 13.1: Firefox options tab

~

. Go to Advanced profile in die Options wizard of Firefox, and select die
Network tab, and dien click Settings.

Options
D&'§ » P 3
General Tabs Content Applications Piivacy Security s>nc Advanced
ft The sockets pane] General | MetworV jUpdate | Encryption j
shows the number of Alive
. Cc
socket connections that onnection
Proxy Workbench is Configure how hrefoi connects to the Internet | sgtngi.
managing. During periods
of no activity this will drop Cached Web Content
back to zeroSelect Yourvreb content cache >scurrently using 8.7 MB of disk space Clear Now
| 1 Override autom ate cache rranagement
Limitcacheto | 10249] MB of space
Offline Web Content and User Data
Youlapplication cache is cjiientl/ using 0 bytes of disk space Clear Nov/
M Tellmewhen a *refccit* aclrt to store Hat* for offline uce Exceptions..
The follov/ing tvebsites ate a lowed to store data for offline use
Bareve..
oK Cancel Help
FIGURE 13.2 Firefox Network Settings
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S The status bar 8. Check Manual proxy configuration 1l the Connection Settings wizard.

shows the details 9. Type HTTP Proxy as 127.0.0.1 and enter die port value as 8080'and check
of Proxy die option of Use this proxy server for all protocols, and click OK.
Workbench*s . .

activity. The first Connection Settings

panel displays the
amount of data
Proxy Workbench
currently has in
memory. The
actual amount of

Configure Proxies to Access the Internet

O No prox”®

O Auto-detect proxy settings for this network
O iis* system proxy settings

(8) Manual proxy configuration:

memory that HTTP Proxy: 127.0.0.1 Port

Proxy Workbench @ Usethis proxy server for all protocols

is consuming is SSLProxy:  127.00.1 Port  8080—
generally much £TP Proxy:  127.00.1 Port  8080y|

more than this
due to overhead
in managing it.

SO£KS Host  127.0.0.1 PorJ: 8080v
D SOCKSv4 (S) SOCKS”5

No Proxy for localhost, 127.0.0.1
Example .mozilla.org, .net.nz, 192.168.1.0/24

O Automatic proxy configuration URL

Rgload

OK Cancel Help

FIGURE 13.3: Firefox Connection Settings
10. While configuring, if you encounter any port error please ignore it

11. Launch the Start menu by hovering die mouse cursor in the lower-left
corner of the desktop.

Scan computers by IP
range, by domain, single
computers, or computers,
defined by the Global
Network Inventory host

file 4 Windows Server 2012
e ArgoediT
g.- %
FIGURE 13.4: Windows Server 2012 - Desktop view
12. Click die Proxy Workbench app to open die Proxy Workbench window
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Server Windows Google Hyper-V
Manager PowerShell Chrome Manager
S The events panel Fa m o 1
displays the total number
of events that Proxy Control HypersV SOl Server
. Pand Virtual
Workbench has in Machine *
memory. By clearing the W
data (File">Clear All
Data) this will decrease to Command MO? 13 Searct101_
zero if there are no £ Prompt Firefox
connections that are Alive H O
dobal Proxy
Network Woricbenu.
Inventory
Detkc I
FIGURE 135: Windows Server 2012 - Apps
13. The Proxy Workbench main window appears as shown in die following
figure.
Proxy Workbench H I
File View Tools Help
& The last panel 5&51 m
displays the Mooitorirg: WIND33MR5HLIE4 (10.0.0.7) Details for All Activity KNJHm
: Fi
current time as ) rom To 1 Protocol | Started
SMTP «Outgoing e-mal (25) JJ127.0.0.1:51199 173.194.36.24:80 Www.g. HTTP 18:23:39.3~
reported by your A~ POP3 «Incoming e-mail (110) 127.0.0.1:51201 74.125.31.106:80 (p54a0  HTTP 18:23:59.0°
. & HTTP Proxji «Web (80B0) . . - oa-
operating system HTTPS Proxy ~Seeuroweb (443 J11127.0.0.1:51203 173.194 36 21:443 (maig ~ HTTP 18:24:50.6(
Xy Jd 127.0.0.1:51205 173.194.36.21:443 (maig. HTTP 18:24:50.8'
~n oFj 1
FTP «File Ttansfer Protocol (21) Jd 127.0.0.1:51207 173.194.36.21:443 (maig.. HTTP 18:25:08.97
Pass Through mor Testing Apps (1000) W'1?27nn 1719 1 171 KM 1+An(md"  HTTP 1Q.7C.1QM
3eal time data for All Activity
000032 /1 .1..User—Agent 2f 31 2e 31 Od 0OA SS 73
000048 : Mozilla/5.0 (¥ 3a 20 4d Si 7a 69 6¢c 6¢C
000064 indows NT 6 .2; W 69 6e 64 6£ 77 73 20 4e
000080 OuU64; rv :14.0) G 4 57 36 34 3b 20 72 76
000096 ecko/20100101 Fi 65 63 6b 6f 2f 32 30 31
000112 refox/14.0.1..Pr ?2 b5 66 6f 78 2f 31 34
000128 oxy-Connection: 6f 73 79 2d 43 6f 60 6e
000144 koop-alivo. Host 6b 65 65 70 2d 61 6c 69
000160 : mail.google.co 3a 20 6d 61 69 6c 2e 67
000176 m.... 6d od 00 od oa
< m N
Memory: 95 KByte Sockets: 100 Events: 754 un ;liciuic.un ;1 7angwrrx?n— Luyymy. un ;1. J
FIGURE 13.6: Proxv Workbench main window
14. Go to Tools on die toolbar, and select Configure Ports
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& The *Show the
real time data
window" allows
the user to
specify whether
the real-time data
pane should be
displayed or not

CLI People who benefit
from Proxy Workbench

Home users who have taken
the first step in understanding
the Internet and are starting to
ask "Bat how does it work?”

People who are curious about
how their web browser, email
client or FTP client
communicates with the
Internet.

People who are concerned
about malicious programs
sending sensitive information
outinto the Internet. The
information that programs are
sending can be readily
identified.

Internet software developers
who are writing programs to
existing protocols. Software
development for die Internet is
often verv complex especially
when a program is not
properly adhering to a
protocol. Proxy Workbench
allows developers to instantly
identify protocol problems.

Internet software developers
who are creating new
protocols and developing the
client and server software
simultaneously. Proxy
Workbench will help identify
non-compliant protocol

Internet Security experts will
benefit from seeing the data
flowing in real-time This wiH
help them see who is doing
what and when
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Proxy Workbench

File View L”™oolsJ Help

5 Save Data... U _ 3

Configure Ports.

Monitoring: W Failure Simulation... =tails forAll Activity mnihm
All Activity |10m | TO | Protocol | Started ~
~  SMTF Real Time L°99in9 « J 127.0.0.1 51199 173.194.36.24:80 (Www*.g.. HTTP 18:23:39.3}

POPd Options... 1127.0.0.1 51201 74.125.31.106:80 [ptdao  HTTP 18:23:59.07
k# HTTP Wy TTWUWW) 3d 127.0.0.1 51203 173.194 36.21:443 (naig.  HTTP 18:24:50.6(
~  HTTPS Proxy «Secure Web [443) £ 127.00.1 51205 173.19436.21:443 (na*g ~ HTTP 18:24:59.8!
~  FTP <File Transler Protocol (21) ;jd 127.0.0.1 51207 173.194 36 21:443 (naig ~ HTTP 18:25:08.97
Pass Through m¥or Testing Apps (1000) 4;1>7un 1510 m 1 Y Fnci» HTTP -m-wipr

Real time data for All Activity

000032 /1.1 ..User-Agent 2£ 31 2e 31 Od Oa 55 73
000048 : Mozilla/5.0 (W 3a 20 4d 6f 7a 69 6¢c 6¢
000064 indows NT 6.2; U 69 be 64 6f 77 2?3 20 4e
000080 OU64; rv:14.0) G 4£ 57 36 34 3b 20 72 76
000096 ecko/20100101 Fi 65 b3 6b 6£ 2£ 32 30 31
000112 refox/14.0.1. Pr 72 65 66 6£ 78 2f 31 34

000128 oxy-Connection: 6f 2?8 79 2d 43 6f 6e 6e
000144 keep-alive..Host 6b b5 65 70 2d 61 6¢c 69
000160 : mail.google.co 3a 20 6d 61 69 6Cc 2e 67
000176 m.... 6d Od Oa Od Oa

Memory: 95 KByte Sockets: 100 Events: 754 leiiim aic Ul 1lcludc. uu unuuic uii L'«tylc un 1.<yymy.un ' jui

FIGURE 13.7: Proxy Workbench ConFIGURE Ports option

15. 1 die Configure Proxy Workbench wizard, select 8080 HTTP Proxy - Web
111 die left pane of Ports to listen on.

16. Check HTTP 1l die right pane of protocol assigned to port 8080, and click
Configure HTTP for port 8080

Configure Proxy Workbench

Proxy Ports
Ports to listen on:

Port [ Description Protocol assigned to port 8080

5D SMTP - Outgoing e-mai ;>>Don’t use
un  PIP3 -Innnmino ft-mail com

18080 HTTP Proxy mWeb Pass Through
443 HTTPS Proxy ~Secure Web HTTPS O
2 FTP ~File Transfer Protocol POP3 O

100 Pass Through mFce Testing Apps n FTP

&dd- | Qetete | | Configure HTTP tor poet 8080.|

W Sho* this screen at startup Close

FIGURE 138: Prosy Workbench Configuring HT TP for Port 8080

17. The HTTP Properties window appears. Now check Connect via another
proxy, enter your Windows Server 2003 virtual machine IP address 111
Proxy Server, and enter 8080 in Port and dien click OK
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~  Many people
understand sockets much
better then they

think. When you surfthe
web and go to aweb site
called www .altavista.com,
you are actually directing
your web browser to open
a socket connection to the
server called

"www .altaviata.com" with
port number 80

The real time logging
allows you to record
everything Proxy
Workbench does to a text
file. This allows the
information to be readily
imported in a spreadsheet
or database so that the
most advanced analysis can
be performed on the data
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HTTP Properties

General

C Onthe web server, connect to port:

(* Connect via another proxy

Proxy server |10.0.0.7

Port: Iftfififi

OK Cancel

FIGURE 13.9: Prosy Workbench HT TP for Port 8080

18. Click Close in die Configure Proxy Workbench wizard after completing die
configuration settings

Configure Proxy Workbench

Proxy Ports

3orts to listen on:

Port
25
110
8080
443
21
1000

| Description

SMTP « Outgoing e-mail

POP3 ~Incoming e-mail

HTTP Proxy -Web

HTTPS Proxy-Secure Web
FTP ~File Transfer Protocol
Pass Through - For Testing Apps

Add delete

W Show this screen at startup

Protocol assigned to port 8080
O <Don't use>

O Pass Through
O HTTPS

O POP3
OFTP

Configure HTTP for pent 8080

Close

FIGURE 13.10: Proxv Workbench Configured proxy

19. Repeat die configuration steps of Proxy Workbench from Step 11 to Step
15 in Windows Server 2008 Virtual Machines.
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20. M Windows Server 2008 type die IP address of Windows 7 Virtual
Machine.

21. Open a Firefox browserin Windows Server 2008 and browse web pages.

22. Proxy Workbench Generates die traffic will be generated as shown in die

& Proxy following figure of Windows Server 2008

Workbench

changes this. Not 23. Check die To Column; it is forwarding die traffic to 10.0.0.3 (Windows
only is it an Server 2008 virtual Machine).

awesome proxy

server, butyou
can see all of the MrijMN1r2CtU. 20008

|y
data flowing Al 07 vaim T J@EE A=
) |G T ARl r__, m/l i R XOeE §k
through it, % Pl Eerai o Tal?g)] soszea7 g e
visually display a ¥ phitiftlsiAcn) P Wgp orvonem. gy

KO5267W 2110
tiir, ;1 4r,  ArEZIUl 13K
«w2A 7 » WO v 3ntromt i@

socket Q !
SIS GRAV

connection %:?

o m L <*<¥1199 "
. . ;.]I m *AttkaacaiNMt  13S
» ;e hmaita”~a 1M
history and save it 1A 2y Sg'%%
. Mo+27 411 X
to HTML o m 160527496  06052»»!
.1 £605275.% Eﬁ%«?wc
Sl 052757 06052173
©0s2102  saustE
0605233 PO IS 1D
21 )
0(448 1 (0 17 34
De4 Extern S
alcsc S, it 03 3o
apina A6 dou m
¢ ‘o’ g)? 5 %3

I 1 0 +4 A
141 ;edta-Caat 47 1d 14 Od 13 %3 U K
c: Ji-age> 30 tl lg 3a d« 61 d 41 k-
50 3 M
«; H

FIGURE 13.11: Proxy Workbench Generated Traffic in Windows Server 2012 Host Machine

24. Now log inin to Windows Server 2008 Virtual Machine, and check die To
column; it is forwarding die traffic to 10.0.0.7 (Windows 7 Virtual
Machine).

Fife View Tod* Hrip
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FIGURE 13.12 Proxy Workbench Generated Traffic in Windows Serve! 2003 Virtual Machine
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25. Select On die web server, connect to port 80 in Windows 7 virtual machine,
and click OK

-TTTP Properties

General |

(= On the *tcb server, connect to port:
c" connect vb 0T0*her proxy

Pro<y :errer 110.0.0.5
Port: [fififfi

HI It allows you to 'see’
how your email client
communicates with the
email server, how web
pages are delivered to your
browser and why your FTP
client is not connecting to

its server
OK il Car>cd

FIGURE 13.13: Configuring HT TP propertiesin Windows 7

26. Now Check die traffic in 10.0.0.7 (Windows 7 Virtual Machine) “TO”
column shows traffic generated fiom die different websites browsed in
Windows Server 2008

" Unix
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FIGURE 13.14: Prosy Workbench Generated Traffic in Windows 7 Virtual Machine
Document all die IP addresses, open ports and running applications, and
protocols you discovered during die lab.
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Tool/Utility Information Collected/Objectives Achieved
Proxy server Used: 10.0.0.7
Port scanned: 8080

Proxy Workbench
Result: Traffic captured by windows 7 virtual

machine(10.0.0.7)

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. Examine the Connection Failme-Termination and Refusal.

2. Evaluate how real-time logging records everything in Proxy Workbench.

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O iLabs
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HTTP Tunneling Using HTTPort

HTTPo/f is aprogramfrom HTTHosf that mates a transparent tunnel through a
pm xj servero rfrenal!

Lab Scenario

Attackers are always in a hunt for clients that can be easily compromised and
they can enter these networks with IP spoofing to damage or steal data. The
attacker can get packets through a firewall by spoofing die IP address. If
attackers are able to capture network traffic, as you have learned to do in the
previous lab, they can perform Trojan attacks, registry attacks, password
hijacking attacks, etc., which can prove to be disastrous for an organization’s
network. An attacker may use a network probe to capture raw packet data and
then use this raw packet data to retrieve packet information such as source and
destination IP address, source and destination ports, flags, header length,
checksum, Time to Live (TIL), and protocol type.

Therefore, as a network administrator you should be able to identify attacks by
extracting information from captured traffic such as source and destination IP
addresses, protocol type, header length, source and destination ports, etc. and
compare these details with modeled attack signatures to determine if an attack
has occurred. You can also check the attack logs for the list of attacks and take
evasive actions.

Also, you should be familiar with the HTTP tunneling technique by which you
can identify additional security risks that may not be readily visible by
conducting simple network and vulnerability scanning and determine the extent
to which a network IDS can identify malicious traffic within a communication
channel. 111 this lab you will learn HTTP Tunneling using HTTPort.

Lab Objectives

This lab will show you how networks can be scanned and how to use HTTPort
and HTTHost

Lab Environment
11 die lab, you need die HTTPort tool.
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£" Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 03
Scanning
Networks

Module 03 - Scanning Networks

HTTPortis located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Tunneling Tools\HTTPort

You can also download the latest version of HTTPort from die link
littp:/ Avww.targeted.org/

If you decide to download the latest version, then screenshots shown in
the lab might differ

Install HTTHost 011 Windows Server 2008 Virtual Machine
Install HTTPort 011 Windows Server 2012 Host Machine

Follow the wizard-driven installation steps and install it.

Administrative privileges is required to run diis tool

This lab might not work if remote server filters/blocks HTTP tunneling
packets

Lab Duration

Time: 20 Minutes

Overview of HTTPort

HTTPort creates a transparent tunneling tunnel dirough a proxy server 01 firewall.
HTTPort allows using all sorts of Internet Software from behind die proxy. It

bypasses HTTP proxies and HTTP, firewalls, and transparent accelerators.

Stopping IS
Services

o1 HTTPort
creates a
transparent
tunnel through a
proxy server or
firewall. This
allows you to use
all sorts of
Internet software
from behind the

proxy.

CEH Lab Manual Page 222

Lab Tasks

Before running die tool you need to stop 11S Admin Service and World
Wide Web Publishing services on Windows Server 2008 virtual machine.
11IS Admin Service, right

Go to Administrative Privileges Services

click and click the Stop option.
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11S Admin Scrvict Ka-n- * 1 CeKrisben | 5ieh_s
** FurcBon Discovery Provide Host Nwtaoce.., Stated
Sioo th- service P-rcocn Decovery Resource PJ>13ten P-behes t Started
Sestartthesevce _CAC-TOIP Poicy Cent Theserve.. Started
Keyaid Cerbftrate Mens9»trp-t Povde* X...
Docrpt H £,h\jmalirte fce Devise Attest E-ajtet os
Fgaznf« ‘« :;Ef:?}pd't *S  3.xvoremu txchanoasw a POVd8la.. Started
»r*ou’ *or '« SK*<®one FTP Tfenyoer-v Guest Shutdown Se’ woe fvovdesa... Started
rviort te » ttauprd : =S HYp*r*V HUrBjMt 5nve» Mo'ibn th.. 5la'tsd
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fal to tutt,
£,32 ad AuOLP IPte: Ktyttg ModJet SUL st*lid
Clelnteracave services Detection b liv )
4 Internet Cornecton Shwrng CCS) in
E1Phdp-f izs: Slated
£,:Psec Polcy Agent Stated
£) ketRel*er 3£trbuted Tra-samon Coordnsso™ AlTmks »3te . Started
Alnit-toveTosoocv Discovery tepee- 0.
2iwicroajft KETFrans0’ rk NGB<v3 0.50727_kfrm  RE"C"L Sia-ted
~.Mtoosoft .KCTFraiKWOTkNS&Iv: 0.50727_>«  proprfbrde  t Stated
', M0090* Fbre channel ?Istfo'n Re3st3»n Se" 8t
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>tip jervee IL Acrrr StrVitt onloco CaiOutt:

FIGURE 14.1: Stopping 1S Admin Service in Windows Server 2008

3. Go to Administrative Privileges  Services = World Wide Web
Publishing Services, right-click and click die Stop option.

& Itbypasses o -TlIx]
HTTPS and HTTP te  Action jjen tela

. N+ltwl = K [B>nf| £
proxies, Serwyj Gowd) Sfn»M (local)

transparent World AkicWeb Pwb\W-mg S tm i ) lowocor 1staw
| q 2 (it , P> OMIT..
dne A vau"* S'*to/. Cooy MWUOKY...
accelerators, an i i CiVeo Mirtwwnt Se<e TUEWIBM..
1 £fefyrd»/.e Audo MoeQcSa...
flreWa“S. It haS a S&LBA&)&J n };m/sAmErekJmtS\.H] l—||1a'50eidl...
il+-i \S Cotor SySteri “he WaPl..
b ul It n SO C KS4 a&?g&g%ge ! £ fl DectoymemSevcesSefa Ha'cOesr...
9 Fou oun ee "cce Drver” ~*'xrm Ma;aoe; u...
Server. d @«Eﬂy Ablsero... Sated
° Y/, QE e X Cotecto Thssevfc..
ei: uw Thssevfc... Stated
A>Yrd »e\dl ViWowsF... Stated
("»Y'd eller I aat Adds, moom”
ClteYttphd o 2genelt 15"t 'ip ftovd» a.. Stated
«/d! iies Injuler &»ab«ns...  Stated
CicY'xto/®Biocen ActivationSetvd | ~ r re wndo...  Stated
C(+Y-do!.* 5«mote M Re*»t Vi«o" »% Stated
£AN"TL .« try * Mints'* Q. stand
» iVitel.fl updatt ATMa . statid
A*vrHnp webpw v Auto-ceeov] KrHTTPI...
A v "= Autocar*c HnyrBfi
Perferwsrce Aflao*f Pre0 6*0..
08>'t3ecr bet) Stared
JE3SIJB
\Exarde; A /

£:c-T ";g o'c We: -ve-n; sr.-g e coTtx:r
FIGURE 142: Stopping World Wide Web Servicesin Windows Server 2008

0 It supports 4. Open Mapped Network Drive “CEH-Tools" Z:\CEHv8 Module 03
strong traffic Scanning Networks\Tunneling Tools\HT THost

encryption, which 5. Open HTTHost folder and double click htthost.exe.
makes proxy

logging useless, 6. Tlie HTTHost wizard will open; select die Options tab.
Er_‘r?_'f/l”ppgrttsh 7. On die Options tab, setall die settings to default except Personal
and other . . . N .
. Password field, which should be filled in widi any other password. 111diis
authentication . . -
lab, die personal password is kmagic.'?
schemes.
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8. Check die Revalidate DNS names and Log Connections options and click

Apply
HTTHost 1.8.5
Network
Bind listening to: Port: Bind external to:
[0.0.0.0 [80 10.0.0.0
Allow access from: Personal password:
10.0.0.0
[ Passthrough unrecognized requests to:
Host name or IP: Port: Original IP header field:
1127.0.0.1 181 |x~Original”IP
& TO Set Up Max. local buffer: Timeouts:
HTTPort need to -3 [0=1"2
point your
Revalidate DNS names
browser to
og connections” Appl
127.0.0.1 Log ! il
Statistics ] Application log |/\3ptionsjj"Secur'ty | Send a Gift)
FIGURE 14.3: HTTHost Options tab
9. Now leave HTTHost intact, and don’t turn off Windows Server 2008
Virtual Machine.
10. Now switch to Windows Server 2012 Host Machine, and install HTTPort
fiom D:\CEH-Tools\CEHv8 Module 03 Scanning Networks\Tunneling
Tools\HTTPort and double-click httport3snfm.exe
& HTTPortgoes 11. Follow die wizard-driven installation steps.
with the . . .
predefined 12. Launch the Start menu by hovering die mouse cursor in the lower-left
mapping corner of the desktop.

"External HTTP
proxy"” of local

port
FIGURE 14.4: Windows Server 2012 - Desktop view
13. Click die HTTPort 3.SNFM app to open die HTTPort 3.SNFM window.
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Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 03
Scanning
Networks

For each software to
create custom, given all the
addresses from which it
operates. For applications
that are dynamically
changing the ports there
Socks4-proxy mode, in
which the software will
create a local server Socks
(127.0.0.1)
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5t3 ft
Server Windows
Manager Powershell
Con>puter Control

Panel

o

Command

£ Prompt

Google
Chrome

»

Hyper-V
Virtual
Machine.

Mo211U
Firefox

©

Proxy
Workbea

T

Administrator

Hyper-V HTTPort
Manager 3SNPM
a .

SOl 5f'wr

incaknor

Centof ~

Nctwodc
MegaPng

8

FIGURE 14.5: Windows Server 2012 - Apps

14. The HTTPort 3.SNFM window appears as shown in die figure diat follows.

' -—
HTTPort 3.SNFM ro

System jProxy j por® mapping | About | Register |

HTTP proxy to bypass (blank = direct or firewall)

Host name or IP address: Port:

Proxy requires authentication

Username: Password!

Misc. options

User-Agent: Bypass mode:

IE 6.0

Use personal remote host at (blank = use public)

Host name or IP address: Port: Password:

? \4—This button helps Start

FIGURE 14.6: HTTPort Main Window

15. Select die Proxy tab and enter die host name or IP address of targeted

machine.

16. Here as an example: enter Windows Server 2008 virtual machine IP
address, and enter Port number 80

17. You cannot set die Username and Password fields.

18. 1ldie User personal remote host at section, click start and dien stop and
dien enter die targeted Host machine IP address and port, which should

be 80.
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19. Here any password could be used. Here as an example: Enter die password
as “*magic”
In real world -

. rla HTTPort3.SNFM | 3 X
environment,
people Sometimes System Proxy |pOrt mapping | About | Register |
use password HTTP proxy to bypass (blank = direct or firewall)
protected proxy Host name or IP address: Port:
to make company 110.0.0.4 180
em ployees to Proxy requires authentication
access the Username: Password:
Internet.
Misc. options
User-Agent: Bypass mode:
|IE 6.0 |Remote host
Use personal remote host at (blank * use public)
Host name or IP address: *ort: Passv»rd:
110.0.0.4 ) ... 1
? | <—This button helps Start
FIGURE 14.7: HTTPort Proxv settings \rindow
20. Select die Port Mapping tab and click Add to create New Mapping
ja HTTPort 3.SNFM 1 -1 °
System | Proxy Port mapping Apout | RegisterJ
Static TCP/IP port mappings (tunnels)
Q New mapping :D”'Dl
Q Local port
1-0
(3 Remote host
Q HTTHost supports the — remote, host,name
registration, butit is free O Remote port
and password-free - you 10
will be issued a unique ID,
which you can contact the Select a mapping to see statistics: LEDs:
support team and ask your _
. No stats - select a mapping pDOod
questions. n/a x n/a B/sec n/a K O Proxy
Built-in SOCKS4 server
W Run SOCKS server (port 1080)
Available in "Remote Host" mode:
r Full SOCKS4 support (BIND)
? | 4— This button helps
FIGURE 14.8: HTTPort creating a New Mapping
21. Select New Mapping Node, and right-click New Mapping, and click Edit
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HTTPort 3SNFM T3 3
System | Proxy Port mapping |About | Register |

Static TCP/IP port mappings (tunnels)

New mao Add
O Local p Edit
0 = Remove

TOOlS 0 Remote host
. remote,host,name
demonstrated in & Remote port
this lab are Lo
available in ) -
Select a mapping to see statistics: LEDs:

D:\CEH- No stats - select a mapping oooo
TOOlS\CEHV8 n/a x n/a B/sec n/a K O Proxy
Module 03

Built-in SOCKS4 server

Scanning W Run SOCKS server (port 1080)

NetWOka Available in "Remote Host" mode:
r Full SOCKS4 support (BIND)

? | 4—This button helps

FIGURE 14.9: HTTPort Editing to assign a mapping

22. Rename this to ftp certified hacker, and select Local port node; then light-
click Edit and enter Port value to 21

23. Now right click on Remote host node to Edit and rename it as
ftp.certifiedhacker.com

24. Now right click on Remote port node to Edit and enter die port value to 21

! HTTPort 3.SNFM - 1° r x

ro*

1 System | Proxy Port mapping |About | Register |

r Static TCP/IP port mappings (tunnels)

1=1 - oolez, Is Add
0 ~ Local port
5-21 Remove

o Remote host
ftp.certifiedhacker.com

H H E5 Remote port

S Ir_1 this kind of o
environment, the Y
federated search Select a mapping to see statistics: LEDs:
webpart of No stats - inactive Looo

. n/a x n/a Bl/sec n/a K O Proxy
Microsoft Search
Server 2008 will autitin L
not work out-of- W Run SOCKS server (port 1080)
the-box because Available in "Remote Host" mode:

I”  Full SOCKS4 support (BIND)
we only support

non-password
protected proxy.

? | This button helps

FIGURE 14.10: HITPort StaticTCP/IP port mapping

25. Click Start on die Proxy tab of HTTPortto run die HTTP tunneling.

CEH Lab Manual Page 227 Ethical Hacking and Countermeasures Copyright O by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited


ftp://ftp.certifiedhacker.com
ftp://ftp.certifiedhacker.com

(J3 HTTP is the basis for
Web surfing, so if you can
freely surfthe Web from
where you axe, HTTPort
will bring you tlie restof
the Internet applications.

Q To make adata tunnel
through the password
protected proxy, so we can
map external website to
local port, and federate tlie
search result.
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HTTPort 3.SNFM -~ a :

System ~ oxy | Port mapping | About | Register |
- HTTP proxy to bypass (blank = direct or firewall)

Host name or IP address: Port:
110.0.0.4 [80

Proxy requires authentication

Username: Password:

Misc. options
User-Agent: Bypass mode:
IE 6.0 T2 [Remote host

Use personal remote host at (blank = use public)

Host name or IP address: Port: Password:

[10.0.0.4 [So

|***"*

? | ~This button helps

FIGURE 14.11: HTTPort to start tunneling

26. Now switch to die Windows Server 2008 virtual machine and click die
Applications log tab.

27. Check die last line if Listener listening at 0.0.0.0:80, and then it is running

properly.

HTTHost 1.8.5

Application log:

MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:
MAIN:

HTTHOST 1.8.5 PERSONAL GIFTWARE DEMO starting”
Project codename: 99 red balloons

Written by Dmitry Dvoinikov

(c) 1999-2004, Dmitry Dvoinikov

64 total available connection(s)

netv/ork started

RSA keys initialized

loading security filters...

loaded filter "grant.dll" (allows all connections within
loaded filter "block.dll" (denies all connections withir
done, total 2 filter(s) loaded

using transfer encoding: PrimeScrambler64/SevenTe

grant.dll: filters conections
block.dll: filters conections
ILISTENER: listening at C.C.0.C:sT|

Statistics (Application log

z]

Options Security | Send a Gift

FIGURE 14.12 HTTHost Application log section

28. Now7switch to die Windows Server 2012 host machine and turn ON die
Windows Firewall

29. Go to Windows Firewall with Advanced Security
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30. Select Outbound rules from die left pane of die window, and dien click
New Rule in die right pane of die window.

Windows Firewall v/ith Advanced Security m-:°" - 7
Fie Action View Help
Windows FlrewSlwith Adv! Outbound Ruin
Q  Inbound Ruln Name Group Profile  Inabied A Outbound Rule*
= Outbound Rules| © B 'anchCa(heCOnt«n:Ratlicval (HTTP-0... BranchCache- Content Retc... A | No
R Connection Secufity Ru- ¢ 5 chCeche Horfed Ca<tie Cbent IHTT... BranchCache - Hosted Cech - Al No ew Rul.
=7 Monitoring ©BranchCeihe KnW J Ceche S*rvw(HTTP.  BranchCache - Hotted Cadi. Al No V. Filter by Profile
©BranchC ache Peer Dncovery (WSDOut) ~ Branch(arhr - PeerOtseove... Al No Vv Filter by State
© Co'«Networking = DNS <UOP-0ut) Core Networking Al Yes w7 Filter by Group
© Core Networking- D>lv>m-eHo*Config... Core Networking Al Yes View
© Core Networking ~ Dynamic Host Config... Core Networking Al Yes
©CoreNetworkng - Greup Policy (ISA5S™~  Core Networking Deanem! Vs O Rdfresh
©Core Networking - 5'cup Poky (NP-Out) Core Networking Domain  Yes Export List..
£ 1Tools ©CoreNetworkwig - Group Policy CTCP-0-.  Core Networking Deanes!  Yes el
. ©Core Networking - Internet Group Mana... Core Networking Al Yes Qe
demonstrated in ©C ore Networlng - PHTTPSCTCPOU]  Core Networking M e
this lab are ©Core Networking - IPv6 (IPv60-ut) Core Networking Al Ves
©Core NetworVwg ~ Mulbeost listener Do-.  Core Networking Al Ves
available in ©Core Networking - Mulocast Listener Qu-  Core Networking Al Yes
©Core Network*!g - Multicast I!stener Rep~ Core Networking Al Ves
D:\CEH- ©Core Networking + Mutecjst Listener Rep... Core Networking Al res
Tools\CEHVS ©Core Networking - Neighbor Dncevery A... Core Networking Al Ves
©Core Networking Neighbor DiscoveryS.- Core Networking Al Yes
Module 03 ©Core Nrtwofkng™ Packet 1co Big (ICMP-. Core Networking Al Vo
© Core Networking Parameter Problem (1- Core Networking Al Ves
Scannin g ©Core Networking - P.cutei Advertnement... Care Networking Al Vet
©Core Networking - P.cuur Soictacon (1C.. Core Networking Al Yes
Networks © Core Network*~ - *redo (UOP-Out( Core Networking Al Vet
i T T- Y

FIGURE 14.13: W hdcra*s Firewall with Advanced Secuntywindow in Window's Server 2008

31. Nldie New Outbound Rule Wizard, select die Port option in die Rule Type
section and click Next

New Outbound Rule Wizard -

P

Rule Type

Select the type cf firewall ruleto create

Steps.
*  Rule Type What :ype of rue wodd you like to create?
4 Protocol and Ports
« Action O Program
« Profle Rde Bidt controls connectionsfor a program.
« flame g Port |

RJe twl controls connexionsfora TCP or UDP W .
S Tools

O Predefined:
|BranrhCacne - Content Retrieval (Ueee HTTP) v 1
RJeta controls connectionsfora Windows experience.

demonstrated in
this lab are
available in Z:\ o custom
Mapped Network Cu3tomrle
Drive in Virtual

Machines
<Beck Next> 11 Cancel
FIGURE 14.14: Windows Firewall selecting a Rule Type
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32. Now select All remote ports in die Protocol and Ports section, and click
Next
New Outbound Rule Wizard

Protocol and Porta

Specify the protocols and ports to which ths rJe apofes

Steps

+ Rus'ype Does t™srule aopty to TCP or UDP?

4 Prctocol and Ports <4=>TCP

4 Acaor O UuUDP

4 Profile

4 Name

Doestnisnie aoply tc all remote ports or specific renote port*9
Q HTTPortdoesn't really 17mote pods
care for the proxy as such, 0 mmm
it works perfectly with
Example 80.443.5000-5010

firewalls, transparent
accelerators, NATs and
basically anything that lets
HTTP protocol through.

<Eacx Ned > Cancel

FIGURE 14.15: Windows Firewall assigning Protocols and Ports

33. M die Action section, select die Block the connection' option and click

Next
New Outbound Rule Wizard
Action
Q You need t.O install htthost Spccify the acton to be taken when D conncction enaccheathe condticna specified in the nie .
on a PC, who is generally
accessible on the Internet - Steps
typically your "home" PC. This
means thatifyou started a 4 HUe Type What acbon ohoJd b« taken whon a connexion matchO8tho opoc/iod conciticnQ7
Webserver on the home PC
i 4 Protocoland Porta -
everyone else must be able to O Aowttv comedtion
connect to it. There are two 4 Acion TTw ncixJes corncetiona that aie piotectod wth [Paoc 09 wel cs tw3e ate not
showstoppers for htthost on 4 Profile . o .
home PCs O Alow ltic cwiicdiui If Mis secuie
4 N
ame Ths nchdes only conrections ther. have been alihentl:ated by usng IPsec. Connections
wil be secued using the settngs in IPsec p op5rtes and nJes n the Conrecion Security
RuteTode.
‘e) Hock the connection
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Q NAT/firewall
issues: You need
to enable an
incoming port. For
HTThost it will
typically be
80(http) or
443(https), but
any port can be
used - IF the
HTTP proxy at
work supports it~
some proxys are
configured to
allow only 80 and
443.

ZZy Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 03
Scanning
Networks

£3 The default TCP port

for FTP connection is port
21. Sometimes the local
Internet Service Provider
blocks this port and this

will resultin FTP
C®W<EAfI*IMaW&al Page 231

Module 03 -

Scanning Networks

FIGURE 14.16: Windows Firewall setting an Action

34. 1 die Profile section, select all three options. The rule will apply to:
Domain, Public. Private and then click Next

New Outbound Rule Wizard *
Profile
Specify the profles for which this rule applies
Skin
* RU*Typ# When does #n rule apply’
4} 3rctocol anc Ports
# *cbor 171 Daman

Brcfile

Vpfces *I en a computer is connected to Is corporate doman.

Private
Jpies wt en a computer is connected to a pivate oetwak bcaben. such as a home
3rwor<pi ce

Public

Vp*'t3  cn accmputeriocconccted to apjblc nctwoik kcooon

¢ Eacx Next > Cancel

FIGURE 14.17: Windows Firewall Profile settings

35. Type Port 21 Blocked in die Name field, and click Finish

Name

Specify the name and desorption of this lie.

New Outbound Rule Wizard

None

For. 2 Bbdced

Desaiption (optional):

<Back Finish

Cancel
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FIGURE 14.18: Windows Firewall assigning aname to Port

36. The new rule Port 21 Blocked is created as shown in die following figure.

Windows Firewall with Advanced Security 111 * -
Fie Action View Hdp
Windows Firewall with Adv; Mvtioro
C  nfcound Rules
C Outbound Rules ne Outbound Rules
[07Port 21 Blockcd New Rule...

Connecbon Security Rul
©BranchCache ContentRctrevtl (HTTP-0.. BranchCache =Content Retr.. Al

t Monitorin .
itoring © Branch(*! he Hotted Cache Client (HIT . Bi.nch(m hr «Hotted Cach 11 V. Filter by Profit
© BtanchCache Hosted Cache $erv*1(HTTP... BranchCache «Hotted Cach Al V  Fliter by State
~  HTTPortdoesn't really ©BranchCache Peer Oiseevery //SD Cut)  BranchCache «Peer Discove.. Al V. Filter by Gioup
. © Core Networking - ONS(UOP-Out) Core Networkin Al
care for the proxy as such: N ( ¢ View
it K fectl ith © Coie Networking- Dynamic Hod Config.. Core Networking Al
1tworks perfectly wi © Core Networking - Dynamic Host Config... Core Networking Al Q Refresh
firewalls, transparent © Core Networking - Group Pcfccy CLSASS--  Core Networking Domain [a» Export List..
accelerators, NATs and @PCore Networking - Group PcEcy (fIP-Out)  Core Networking Domain i el
basically anything that lets © Core Networking - Group Poicy (TCP-O-. Core Networking Domain
© Core Networking - internet Group Mana... Core Networkin Al Port 21 Blocked
the HTTP protocol N P ¢
© CoreNetworking- IPHTTP5(TCP-Out) Cote Networking Al *  Disable Rule
through. © Cote Networking - Pv6 (Pw6-0ut) Cote Networking Al 4 at
© Core Networking Vuh cast Listener Do’ Core Networking Al
© Core Networking Muh <yt* listener O j". Core Networking Al Gfe Copy
© Coie Kielwortmg « Mull<«U Iktenet Rep. Core Networking Al X Dy InTe
© Cor« Networking = Vuh cast -Ktener Rep.  Core Networking Al (6] Propeitier
© Core Networking  rfcignfecf Discovery A... Core Networking Al
© Cor.INetworkmg « Neighbor Discovery 5, Core Networking Al U Help
©Coie Networking - F«.h&Tv. Big KMP.. CortNttwQiking Al
© Core Networking - Parameter Problem (I.. Core Networking Al
© Core Networking ~ Router Ad.ertcement... Core Networking Al
© Core Networking - Router SoKckation (IC... Core Networking Al
FIGURE 14.19: Windows Firewall New rule
37. Right-click die newly created rule and select Properties
* . - . .
Windows Firewall with Advanced Security
File Action View Hdp
* iy A q!
g f Windows Firewall with Adv; 1 Actions
C1 inbound Rules Name Group * Profie  Enal Outbound Rules .
0 Outbound Rulea locked
0.Port21 Blocke Disable Rule New Rule...

Connection Security Rul
¥ " ~BranchCache Content Retrieval (HTTP-O". BranchCache - Cor

onitoring
©BranchCache Hosted Cache Ciem(HTT”. BranchCache - Hos Cut V. Filterby Profile >

©BranchCache Hosted Cache Saver(HTTP_ BranchCache ~Ho: Copy V. Filter by State >
©BranchCache Peet Disccvay (WSO™Oul)  BranchCache - Pee Delete Vv Fliterby Group .
© Coie Networking - D f5 (UOP-0ut Core Networkin

S HTTPort then ie Networking (UoP-0un) 9 Properties View .

©Core Networking D>nanvc HcitCenfig.. Lore Networking

intercepts that connection ©Core Networbng » D>nrn» Most Config... Core Networking Hdp Refresh
and runs it through a ©Core Networbng + Group Policy (ISASS-... Core Networking Dom*n Vet A Export List...
tunnel through the proxy. ©Core Networking Group Policy (NP-Out)  Core Networking Do»n*n  Ves o Help
©Core Networking Group Policy (TCPO = Core Networking Domain  Ye*
© Core Networbng « Intern*! Gioup Mana. Core Networking Al Vet Port 21 Blocked -
©Core Networking IPHTTPSfTCP-Out) Core Networking Al Yes < Disable Rule
©Core Networbng - IPV6 (1PY$"<Xjt) Core Networking Al Yes
© Core Networbng - Mufticest Listener Do.. Core Networking Al Yes 4 ot
©Core Networbng - MJccast Listener Qu... Core Networking Al Yes a1 copy
@CoreNerwerbng - M Jbesst Listener Rep... Core Networking Al Yes X Delete
©Core Networbng - Mulbcesi Listener Rep... Core Networking Al Yes properties
©Core Networbng - Neighbor DiscoveryA”. Core Networking Al Yes
©Core Networbng Neighbor Discovery S.. Core Networking Al Yes 0 Help
1@ Ccre Networbng mPacket Too Big (ICMP... Core Networking Al D
@©Core Networbng « Paiameter Problem (1 Core Networking Al Yes
©Core Networbng Reuter Advenscment... Core Networking Al ves
© Core Networbng *Rculet Solicitation (IC~ Core Networking Al Yes

ro e 11—

1the properties dialog box for the current seleajon
FIGURE 14.20: Windows Firewall new rule properties

38. Select die Protocols and Ports tab. Change die Remote Port option to
£7 Enables you to bypass Specific Ports and enter die Port number as 21
your HTTP proxy in case it
blocks you from the
Internet

39. Leave die other settings as dieir defaults and click Apply dien click OK.
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i—‘With HTTPort, you
can use various Internet
software from behind the
proxy, e.g., e-mail, instant
messengers, P2P file
sharing, ICQ, News, FTP,
IRC etc. The basic idea is
that you set up your
Internet software

£3 HTTPort does neither
freeze nor hang. Whatyou
are experiencing is known
as "blocking operations”

7~ HTTPort makes it
possible to open a client
side ofa TCP/IP
connection and provide it
to any software. The
keywords here are: "client"
and "any software".
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Port 21 Blocked Properties * 7
jerteral___ Pngams and Services Remote Conpjtefs
Protocolt and Fore | Scope | Advancec i Local Princpab

FVwocob and po*s

Prctocdtype:

Prctocd runber
Loco port All Potto

Exampb. 80. 443.5003-5010

Remote p3rt: Specifc Pats

21

Example. 80. 443.5003-5010

htenetGortnd Message Protocol | Custonizo.
(CMP)«ting*:

FIGURE 14.21: Firewall Port 21 Blocked Properties

40. Type ftp ftp.certifiedhacker.com in the command prompt and press
Enter. The connection is blocked in Windows Server 2008 by firewall

FIGURE 14.22: ftp connection is blocked

41. Now open die command prompt 011 die Windows Server 2012 host
machine and type ftp 127.0.0.1 and press Enter
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FIGURE 14.23: Executing ftp command

Lab Analysis

Document all die IP addresses, open ports and running applications, and protocols
you discovered during die lab.

Tool/Utility Information Collected/Objectives Achieved
Proxy server Used: 10.0.0.4

HTTPort Port scanned: 80
Result: ftp 127.0.0.1 connected to 127.0.0.1

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Howdoyousetup an HTTPort to use an email client (Oudook,
Messenger, etc.)?

2. Examine if software does not allow editing die address to connect to.
Internet Connection Required
0 Yes O No

Platform Supported

0 Classroom O iLabs
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icon key

/I Valuable
information

S  Testyour
knowledge

Web exercise

m Workbook review
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Basic Network Troubleshooting
Using MegaPing

MegaPing is an ultimate toolkit thatprovides complete essential utilitiesfor
information system administrator and I T solutionproviders.

Lab Scenario

You have learned in the previous lab that HTTP tunneling is a technique where
communications within network protocols are captured using the HTTP
protocol. For any companies to exist 011 the Internet, they require a web server.
These web servers prove to be a high data value target for attackers. Tlie
attacker usually exploits die WWW server running 11S and gains command line
access to the system. Once a connection has been established, the attacker
uploads a precompiled version of the HTTP tunnel server (lits). With the lits
server set up the attacker then starts a client 011 his 01"her system and directs its
traffic to the SRC port of the system running the lits server. This lits process
listens 011 port 80 of the host WWW and redirects traffic. Tlie lits process
captures the traffic in HTTP headers and forwards it to the WWW server port
80, after which the attacker tries to log in to the system; once access is gained he
or she sets up additional tools to further exploit the network.

MegaPing security scanner checks your network for potential vulnerabilities that
might be used to attack your network, and saves information in security reports.
111 diis lab you will learn to use MegaPing to check for vulnerabilities and
troubleshoot issues.

Lab Objectives

This lab gives an insight into pinging to a destination address list. It teaches
how to:

m  Ping a destination address list
m  Traceroute
m  Perform NetBIOS scanning
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CD Tools
demonstrated in
this lab are
available in
D:\CEHe
Tools\CEHV8
Module 03
Scanning
Networks

PING stands for
Packet Internet Groper.

TASK 1

IP Scanning
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Lab Environment

To cany out die lab, you need:

m MegaPing is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Scanning Tools\MegaPing

m You can also download the latest version of Megaping from the link
http: / /www.magnetosoft.com/

m Ifyou decide to download the latest version, then screenshots shown
in the lab might differ

m Administrative privileges to run tools
m TCP/IP settings correcdy configured and an accessible DNS server
m This lab will work in the CEH lab environment, on Windows Server
2012, Windows 2008, and Windows 7
Lab Duration

Time: 10 Minutes

Overview of Ping

Tlie ping command sends Internet Control Message Protocol (ICMP) echo request
packets to die target host and waits for an ICMP response. During diis request-
response process, ping measures die time from transmission to reception, known as
die round-trip time, and records any loss packets.

Lab Tasks

1. Launch the Start menu by hovering die mouse cursor on the lower-left
corner of the desktop.

FIGURE 13.1: Windows Server 2012 - Desktop view

2. Click die MegaPing app to open die MegaPing window.
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CQ All Scanners can scan
individual computers, any
range of IP addresses,
domains, and selected type
of computers inside
domains

Security scanner
provides the following
information:

NetBIOS names,
Configuration info, open
TCP and UDP ports,
Transports, Shares, Users,
Groups, Services, Drivers,
Local Dhves, Sessions,
Remote Time of Date,
Printers
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FIGURE 15.2: Windows Server 2012 - Apps

3. TQi”“MegaPing mal”»*nndow ~~ho”~M "h~bllo\nn”~lgur ™~

55

File View Tools Hdp

* DNS Lookup Name
Q Fnger
5 Network Time
gg Ping
gg Traceroute
Who 1L
~  Network R#toufc#t
<=>Process Info
Systam Info
£ IP Scanner
$ NetBIOS Scanner
+'4? Share Scanner
~ Security Scanner
-J? Port Scanner

Jit Host Monitor

*S Lbt Ho>ts

MegaPing (Unregistered) - ot ox T

“& DNSLidrtosfe

Figure 15.3: MegaPing main windows

Select any one of die options from the left pane of the window.

Select IP scanner, and type in the IP range in die From and To field; in

this lab the IP range is from 10.0.0.1 to 10.0.0.254. Click Start

You can select the IP range depending on your network.
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fs r MegaPing (Unregistered) Or

File V«*/ Took Help

ft ft A *O%v ~ a* 3
‘S_ DNS Lst Hosts T e Thersww
*t DNS Lookup Name
s Finger
Network Time t 13 Scanner IP Scanner Sstngj
88 Ping
iraccroutc

Select

Whok | L. 110 0o o 1 10 0 0 254 |5 gy 1

Network Resources > Scam+"

<§> Process Info

A system Info

m*ijaui.111

m£ NetBIOS Scanner

Y* Share Scanner

j& Security Scanner

A PortScanner

~  HostMonitor

FIGURE 15.4: MegaPing IP Scanning

It will list down all the IP addresses under that range with their TTL
(Time to Live), Status (dead or alive), and die statistics of the dead
and alive hosts.

MegaPing (Unregistered)

Pie View Tools Help
119 A<

drjd L.st llosti

CD Network utilities:

. IPSi«nnw
DNS list host, DNS lookup . DNS Lookup Name
name, Network Time Q Finger
SynchroniZer, Ping, a  Network Time X IPsannar $ 1P Scanner Satnge
Traceroute, Wliois, and t 1 Ping Setect-
H Tracercute
Finger.
[¢] HVhos |Rarge 0 .0 0o .1 10 0 0 251 1 Start
15 Network Resources F Scare
% rocess Info Status:  Zoroetec 25" adcresees in 15 8ccs
~  system Info . j*
ddrest Name True TTL Statj Show MAC
.=110.0.0.1 0 &4 Afive
NetBIOS Scanner g 1a0.04 1 128 Abve
y* Share Scanner g 10006 0 128 Asve
$  Security Sconner £ lac.0.7 0 128 Afcve
2 Told. 254
1.3j? Port Scanner g 1a0.0.10 Oat..
JSi Host Monitor JQ 10.0.0.100 Dest.. Active 4
g 10100.101 Dest._ Paled: 250
1a0.0.102 Dest —
£ 10.0.0.105 De«t._
g 10.0.0.104 Dest —
g 10.0.0.105 Dest Report

FIGURE 15.5: MegaPing IP Scanning Report

, 8. Select the NetBIOS Scanner from the left pane and type in the IP range
in the From and To fields. 111this lab, the IP range is from 10.0.0.1 to

NetBIOS 10.0.0.254 Click Start
Scanning

S TASK
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0 MegaPing can
scan your entire
network and
provide
information such
as open shared
resources, open
ports,
services/drivers
active on the
computer, key
registry entries,
users and groups,
trusted domains,
printers, and
more.

&r Scan results
can be saved in
HTML or TXT
reports, which
can be used to
secure your
network mfor
example, by
shutting down
unnecessary
ports, closing
shares, etc.

5 TAsK 3

Traceroute
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w

File View Tools Hdp

- A
J*| DNS List Hosts
DNS Lookup Name
g Finger
3 NetworkTime
tS Pin9
Traceroute
& Whols
Network Resource
<$> Process Info
4 System Info
~ IP Scanncr
in
Share Scanner
A Security Scanner
~  Port Scanner

Host Monitor

NetBIOS Scanner

flegaPing (Unregistered)

NcGCS Ssonrcr

TIPI

FIGURE 15.6: MegaPing NetBIOS Scanning

adapter addresses

Me VtfA  Tori? Help

LLASE& " B&R&

JJ, DNS List Hosts
+j!L DNS Lookup Nam
Q Finger
Network Time 31!
ti pmo
g*3 Traceroute
Whole ~

O Network Resources-
Process Info %

"y~ system Info
IP Scanner ~
mggnns
:Share Scanner 21

Security Scanner

/y PortScanner

Host Monitor 21

NetBIOS Scanner

The NetBI1OS scan will list all the hosts with their NetBIOS names and

MegaPing (Unregistered)

$ K«BIT$ Sc”rrer

~  Net90$ Scanrer

|Rerg5

NStEJOS Scanner
ajatlLs”™

100.0.4

» 2) NetBIOS Names
Wgf Adopter Address
A Domain
iac.06
fr] NetBIOS Nome:
WB Adapter Address
4~ pDomain
100.0.7

» j|]1 NetBlOS Names
X f Adapter Address

1/ 0.0

Zoroeec Quemg NetBO S Names on

MenBIOS Scarrra

.0 .1 ] 1w o .o .25 stop
“Expard
1Names

Name STetus Expand

WIN-ULY833KHQ.. Alvc summary

3

00 15-5D 00-07 .. Microsoft"

Stats

WORKGROUP
Told. 131

ADMIN+PC Adive
Act

. ctve 3

00-15-50-00-07".. m<rosoft” =alod 123

WORKGROUP

WIN-D3OMRSHL.. Alv#

3

D4-BE-D9-C3-CE. Report

FIGURE 15.7: MegaPing NetBIOS Scanning Report

10. Right-click the IP address. 111 this lab, the selected IP is 10.0.0.4; it will
be different in your network.

11. Then, right-click and select the Traceroute option.

Ethical Hacking and Countermeasures Copyright O by EC"Councll

All Rights Reserved. Reproduction is Strictly Prohibited



Module 03 - Scanning Networks

\Y MegaPing (Unregistered) | 1 M

File View Tools Hdp

~ DNS List Hosts
NctBICS Scarre”

D Other features include ij. DNSLookup Name
multithreaded design that 9 Finger
3 NetworkTime $ M*30S Scarner NetBIOS Scanner S9<tngs

allows to process any
t®* Pin9

number of requests in any Soeci: Rom:
) A Traceroute

tool at the same time, real- Whols Range vi 10 o o 0 254 Stafe
time network connections Network Resources NetEIOS Seiner
status and protocols Process Info Satus  Oroteted ?M addresses m M secs

- . N Names
statistics, real-time process System Info Nome 3000 Doperd
. - o T *
information and usage, T 1P scanner B 0B =m ) B? summary
real'time netWOrk J”~ NetBIOS Scanner * D NetBIOS jm ExportTo File

Share Scanner

i i i i AdapeerA Merge Hosts
information, lncl_udlng Security Scanner e Hoete Slate
network connections, and A Port Scanner S 1 10005 Open Share Total: 254
open network files, system g 1 HostMonitor 31 Newlos View Hotfix Detab Actve 3
tray support, and more S7 AdopterA Apply Hot Fixes Failed251 -

~ Comain
Copy selected item
B A 10.0.0.7
£ NetBIGS 9

m3 Adopter A Copy all result;

Copy selected row

Save As

Traceroute

Traccroutcsthe selection
FIGURE 15.8: MegaPing Traceroute

12. It will open the Traceroute window, and will trace die IP address
selected.

MegaPing (Unregistered)

Fie View Tools Help

S. L 455 * 88

Jj, DNS ListHo>b

JIL DNS Lookup Name TracerQct
& Tools 19 Finger
. i1l Network Time o aa Traceroute Settho
demonstrated in freceroute sethet
H Destrebon:
this lab are ~ whos 1000.4 o Resolve 14ans
available in -0 Network Resources Ztestrawn \Jdrcs5 Ist
wp>Process Info
D:\CEH- System Info
~ | |
Tools\CEHV8 = wscanner 7 st
IVI d Ie 03 NetBIOS Scanner Add
odu *jp Share Scannei
. Security Scanner Ddcte
Scannlng 'y PortScanner
Networks jtA Ho»t Monitor .
hoo Time  Name Dstafc
gﬁ‘ WIN-ULY8SBKHCJIIP [1_ Complete
1me 1 0 10004 0&'23/1210t44tf
AT ADMIN PC[10.0.0.6]  Complete.
41 | 10006 08/23/12 1Q4SJ1
Report |
FIGURE 15.9: MegaPing Traceroute Report
S TAsK 4 13. Select Port Scanner from die left pane and add

www .certifiedhacker.com 111 the Destination Address List and then

Port Scannin .
g click the Start button.
14. After clicking the Start button it toggles to Stop

15. 1t will lists the ports associated with www.certifiedllacker.com with die
keyword, risk, and port number.
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MegaPing (Unregistered) E oVl
File View Tools Help
Aa £ Q88<53b e rH 1 3 & @
-jj, DNS List Hosts
,5, DNS Lookup Name J '!
Finger
54 Network Time " AdScaor jftif FO1 Scxar*"
MegaPing security ft Ping
scanner checks your 99 Traceroute e Frooute TePan: ueP
A MNhois mm 3V**tv30'fi™»<n Scan Type Allth»»S Pab -11 swo
network for potential Netwoik Resources Desinrtor A irnt U
vulnerabilities that might A Pickm Info
use to attack your network, . IS:SS‘:"”‘”'Z"’ O StdA
and saves information in R —
security reports Share Seanner
jP S*unty Scanner wl* |
jl
J4 HOst Monitor
20r* Type Keyword Os8cron R*
=s Scanning—(51 %)
3 Ce2fc 99 Sccon ds Remain ng
TCP ftp File Transfer [Control] Eksatcd
TCP www-http  World V.'ide Web HTTP Elevated
,y 1 UDP tcpmux TCP Port Servkc MultL Ele.xed
J'* UOP compress.. Management Utility Lem
.y! UOP compten . CompreiMoo Proem Law
*5 UOP rje Remote Job Entry Low
UOP  echo Echo Low
y * UOP  ditentd Discard Law

FIGURE 15.10: MegaPing Port Scanning Report

Lab Analysis

Documentall die IP addresses, open ports and running applications, and protocols
you discovered during die lab.

Tool/Utility Information Collected/Objectives Achieved
IP Scan Range: 10.0.0.1 —10.0.0.254

Performed Actions:
m [P Scanning

m NetBIOS Scanning
. m  Traceroute
MegaPing .
m  Port Scanning
Result:
m Listof Active Host
m  NetBios Name
m  Adapter Name
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 How does MegaPing detect security vulnerabilities on die network?

2. Examine the report generation of MegaPing.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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Lab

Detect, Delete and Block Google
Cookies Using G-Zapper

G-Zapperis a utility to block Google cookies, dean Google cookies, and help yon stay
anonymous nhile searching online.

Lab Scenario

You have learned in die previous lab diat MegaPing security scanner checks
your network for potential vulnerabilities that might be used to attack your
network, and saves information in security reports. It provides detailed
information about all computers and network appliances. It scans your entire
network and provides information such as open shared resources, open ports,
services/drivers active 011 the computer, key registry entries, users and groups,
trusted domains, printers, etc. Scan results can be saved in HTML 01" TXT
reports, which can be used to secure your network.

As an administrator, you can organize safety measures by shutting down
unnecessary ports, closing shares, etc. to block attackers from intruding the
network. As another aspect of prevention you can use G-Zapper, which blocks
Google cookies, cleans Google cookies, and helps you stay anonymous while
searching online. This way you can protect your identity and search history.

Lab Objectives

This lab explain how G-Zapper automatically detects and cleans the Google
cookie each time you use your web browser.

Lab Environment

To carry out the lab, vou need:
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S ’Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 03
Scanning
Networks

S task 1
Detect & Delete
Google Cookies
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G-Zapper is located at D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Anonymizers\G-Zapper

You can also download die latest version of GZapper from the link
littp://www.dummysoftware.com/

Ifyou decide to download the latest version, then screenshots shown
in the lab might differ

Install G-Zapper 111 Windows Server 2012 by following wizard driven
installation steps

Administrative privileges to run tools

A computer running Windows Server 2012

Lab Duration

Time: 10 Minutes

Overview of G-Zapper

G-Zapper helps protect your identity and search history. G-Zapper will read die
Google cookie installed on your PC, display die date it was installed, determine how
long your searches have been tracked, and display your Google searches. G-
Zapper allows you to automatically delete or entirely block die Google search
cookie from future installation.

Lab Tasks

1.

Launch the Start menu by hovering die mouse cursor on the lower-left
comer of the desktop.

13 Windows Serve! 2012

* ttcua Stfwr JOt Release Cmadite Oatacert*
ftabslanuwy. 1uMM>:

FIGURE 16.1: Windows Server 2012 - Desktop view

Click die G-zapper app to open die GZapper window.
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Start Administrator £
Server Wruiows 6009* H-jpw-V Ancrym.. G-Zapper
Manager PowerShel Chrome Manager Surfog
m V # 1 O
Computer Control ItyperV SOL Sena
Pwl Virtual
M «tww
m  G-Zapper s w
compatible with Windows Command M v<l
95,98, ME, NT, 2000, XP, Prompt .retox
Vista, Windows 7. n $ Bl
NstSca'iT...
ProDemo Standard

-
Maw

FIGURE 162: Windows Server 2012- Apps

3. The G-zapper main window will appear as shown in die following
screenshot.

G-Zapper ~ TRIAL VERSION

What is G-Zapper

G-Zapper - Protectingyou Search Privacy

Did you know * Google stores a unique identifier in a cookie on your PC, vrfich alows them to track the
keywords you search for. G-Zapper wi automatically detect and clean this cookie inyour web browser.
Just run G-Zapper, mrwnee the wndow, and enloy your enhanced search privacy

2'1 A Google Tracking ID oasts on your PC.

Your Google ID (Chrome) 6b4b4d9fe5c60ccl

LJ G-Zapper helps protect Google nstaled the cookie on Wednesday. September 05.2012 01 54 46 AM

your identity and search Your searches have been tracked for 13 hours
history. G-Zapper will read
the Google cookie installed «>| No Google searches found n  Internet Explorer or Frefox

on your PC, display the
date it was installed,

determine how long your Howto Use It
searches have been tracked, To delete the Google cookie, dck the Delete Cookie button
and display your Google Your identity wi be obscured from previous searches and G-Zapper wi regiiariy dean future cookies.
searches
To restore the Google search cookie dick the Restore Cookie button
htto //www dummvsoftware.com
Delete Cookie Restore Cookie Test Google Settings Register
FIGURE 16.3: G-Zapper main windows
4. To delete the Google search cookies, click the Delete Cookie button; a

window will appear that gives information about the deleted cookie

location. Click OK
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C] A new cookie will be
generated upon your next
visit to Google, breaking
the chain that relates your
searches.

0 The tiny tray
icon runs in the
background,
takes up very
little space and
can notify you by
sound & animate
when the Google
cookie is blocked.
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G-Zapper - TRIAL VERSION m]jlF x

What is G-Zapper
G-Zapper ~Protectng your Search Privacy

Did you know mGoogle stores a unique identifier n a cookie onyou PC, v*»ch alows them 10 track the
m # keywords you search for G-Zapper w i automatically defect and dean this cookie inyour web browser.

-J11sL(1jn-fi-7annftt the,wndnw *iniftninu.unui~nhaocad nciy Au

G~Zapper

The Google search cookie was removed and will be re-created with a
© new ID upon visiting www.google.com

The cookie was located at
(Firefox) C:\Users\Administrator\Application
Data\Mozilla\Firefox\Profiles\5vcc40ns.default\cookies.sqlite

Howt
OK
To block and delete the Google search cookie, click the Block Cookie button
(Gmeil and Adsense w i be unavaJable with the cookie blocked)
http //www. dummvsoftware com
Delete Cookie Block Cookie Test Google Settings Register

FIGURE 16.4: Deleting search cookies

To block the Google search cookie, click die Block cookie button. A
window will appear asking if you want to manually block the Google
cookie. Click Yes

G~Zapper - TRIAL VERSION - m

What is G-Zapper
G-Zapper - Protectngyou Search Privacy

Did you know - Google stores a unique identifier in a cookie on your PC. which alows them to track the
keywords you search for. G-Zapper will automatically detect and dean this cookie inyou web browser.
p__ .LMiijnfi-Zanrret mrnnnrethe, wnrinw and pjiinu .unu..ftnhanrari sftatnh nrtwra,

Manually Blocking the Google Cookie

Gmail and other Google services will be unavailable while the cookie is
manually blocked.

If you use these services, we recommend not blocking the cookie and
instead allow G-Zapper to regularly clean the cookie automatically.

Are you sure you wish to manually block the Google cookie?

How
Yes No
To block and delete the Google search cookie, click the Block Cookie bUton
(Gmail and Adsense w | be unavaiaWe with the cookie blocked)
http //www dummvsoftware, com
Delete Cookie Block Cookie Test Google Settings Register

FIGURE 16.5: Block Google cookie

It will show a message diat the Google cookie has been blocked. To
verify, click OK
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G~Zapper - TRIAL VERSION

What is G-Zapper

G-Zappef - Protecbng your Search Privacy

Did you know mGoogle stores a unique identtfier in a cookie on your PC. which alows themto track the
1~ 0  keywordsyou search for GZapper will automatically detect and dean this cookie n you web browser.
Just run GZapper, mmmize the wrxlow. and enjoy your enhanced search privacy

G~Zapper

The Google cookie has been blocked. You may now search
anonymously on google.com. Click the Test Google button to verify.

Howt K

Your identity will be obscured from previous searches and G-Zapper w i regularly clean future cookies

To restore the Google search cookie clck the Restore Cookie button

&” G-Zapper can http //www dummvsoftware com
also clean your
G 00g le search Delete Cookie Restore Cookie Test Google Settings Regtster
history in Internet
Explorer and FIGURE 16.6: Block Google cookie (2)
Mozilla Firefox. 7. To test the Google cookie that has been blocked, click the Test Google
It's far too easy
. button.
for someone using
your PC to get a 8. Yoiu default web browser will now open to Google’s Preferences page.
glimpse of what Click oK.
you've been
searching for. AAgoog.. P - 2 (5[0 references "
#You Search Images Maps Play YouTube News Gmal More ~ Sign in 1
Goog Ie Preferences Goflflls Account 5£tt303  Piefeiences Help | About Google
Save your prefervncv» when finished and !'*turn to iw rch Save Preferences

Global Preferences (changoc apply to al Googio sorvtcos)

Your cookies seem to be disabled.
Setting preferences will not work until you enable cookies in your
browser.

Interface Language Display Googio Tips and messages in: Engiisn
ttyou do not findyour native language in the pulldown above you can
help Google create it through our Google in Your | anfliiage program

Search language Piefei pages mitten in these language(*)
O Afrikaans bEEnglish U Indonesian LI Serbian
O Arabic L. Esperanto U Italian O Slovak
D Armenian |~ Estonian  Fl Japanese 0 Slovenian
O Belarusian Crlipino 0 Koiean G Spanish
U Bulgarian L Finnish U Latvian L1 Swahi

FIGURE 16.7: Cookies disabled massage

9. To view the deleted cookie information, click die Setting button, and
click View Log in the cleaned cookies log .
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G~Zapper - TRIAL VERSION " m

What is G-Zapper
G Zapper Settings

Sounds

f* Ray sound effect when a cookie is deleted defaultwav Preview Browse

Google Analytics Trackng

Q You can simply run W Block Google Analytics fiom tiackng web sites that | visit.
G-Zapper, minimize the
window, and enjoy your

enhanced search privacy Deaned Cookies Log

W Enable logging of cookies that have recently been cleaned. Clear Log  View Log

1" Save my Google ID in the deaned cookies log.

oK
Delete Cookie ~ Restore Cookie ~ Test Google Settings Register
FIGURE 16.8: Viewing the deleted logs
10. The deleted cookies information opens in Notepad.
cookiescleaned - Notepad t D[ x

File Edit Format View Help
(Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox

S ' Tools \Profiles\5vcc40ns.default\cookies.sqlite Friday, August 31, 2012
demonstrated in 10:42:13 AM
this lab are (Chrome) C :\Users\Administrator\AppData\Local\Google\Chrome\User Data
i . \Default\Cookies Friday, August 31, 2012 11:04:20 AM
available in (Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox
D:\CEH- \Profiles\5vcc40ns.default\cookies.sqlite Friday, August 31, 2012
Tools\CEHV8 11:06:23 A
(Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox
Module 03 \Profiles\5vcc40ns.default\cookies.sglite Wednesday, September 05, 2012
Scanning 02:52:38 AV
Networks
FIGURE 16.9: Deleted logs Report

Lab Analysis

Document all the IP addresses, open ports and running applications, and protocols

you discovered during die lab.
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Tool/Utility Information Collected/Objectives Achieved

Action Performed:

m Detect die cookies
m Delete the cookies

G Zapper m  Block the cookies

Result: Deleted cookies are stored in
C:\Users\Administrator\Application Data

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Examine how G-Zapper automatically cleans Google cookies.

2. Check to see if G-zappei is blocking cookies on sites other than Google.

Internet Connection Required
O Yes O No
Platform Supported

0 Classroom O iLabs
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Lab

Scanning the Network Using the
Colasoft Packet Builder

The Colasoft Packet Builder is a useful toolfor creating custom nehrorkpackets.

Lab Scenario

111 die previous lab you have learned how you can detect, delete, and block cookies.
Attackers exploit die XSS vulnerability, which involves an attacker pushing
malicious JavaScript code into a web application. When anodier user visits a page
widi diat malicious code in it, die user’s browser will execute die code. The browser
lias 110 way of telling the difference between legitimate and malicious code. Injected
code is anodier mechanism diat an attacker can use for session liijacking: by default
cookies stored by the browser can be read by JavaScript code. The injected code can
read a user’s cookies and transmit diose cookies to die attacker.

As an expert ethical hacker and penetration tester you should be able to prevent
such attacks by validating all headers, cookies, query strings, form fields, and hidden
fields, encoding input and output and filter meta characters in the input and using a
web application firewall to block the execution of malicious script.

Anodier method of vulnerability checking is to scan a network using the Colasoft
Packet Builder. 111 this lab, you will be learn about sniffing network packets,
performing ARP poisoning, spoofing the network, and DNS poisoning.

Lab Objectives

ATTools

demonstrated in  The objective of diis lab is to reinforce concepts of network security policy, policy

this lab are enforcement, and policy audits.

available in

DACER- Lab Environment

Tools\CEHV8

Module 03 111 diis lab, you need:

Scanning )

Networks m  Colasoft Packet Builder located at D:\CEH-Tools\CEHv8 Module 03

Scanning Networks\Custom Packet Creator\Colasoft Packet Builder

m A computer running Windows Server 2012 as host machine

CEH Lab Manual Page 250 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.



S task 1

Scanning
Network

Q  ¥5u can download
Colasoft Packet Builder

from
http:/ /lwww. colasoft.com.
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m  Window 8 running on virtual machine as target machine

®  You can also download die latest version of Advanced Colasoft Packet
Builder from die link

http://www.colasoft.com/download/products/download_packet_builder.
php

m |fyou decide to download die latest version, dien screenshots shown in
die lab might differ.

m A web browser widi Internet connection nuuiing in host macliine

Lab Duration

Time: 10 Minutes

Overview of Colasoft Packet Builder

Colasoft Packet Builder creates and enables custom network packets. This tool can
be used to verify network protection against attacks and intmders. Colasoft Packet
Builder features a decoding editor allowing users to edit specific protocol field values
much easier.

Users are also able to edit decoding infonnation in two editors: Decode Editor and
Hex Editor. Users can select any one of die provided templates: Ethernet Packet,
IP Packet, ARP Packet, or TCP Packet.

Lab Tasks

1 Install and launch die Colasoft Packet Builder.

2. Launch the start menu by hovering die mouse cursor on the lower-left
corner of the desktop.

FIGURE 17.1: Windows Server 2012- Desktop view

3. Click the Colasoft Packet Builder 1.0 app to open the Colasoft
Packer Builder window

Ethical Hacking and Countermeasures Copyright O by ECCoundl
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Operating system
requirements:

Windows Server 2003 and
64-bit Edition

Windows 2008 and 64-bit
Edition

Windows 7 and 64-bit
Edition
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Sem* Windows
PowerSN>II
ik m
computer control
Tanrt
*
J Vv
Command
Prompt
e ter
S- e .

CMtoo

Fie Edt Send Help

# A 15 & 1
import Add  Insert

4$ Oecode Editor

A He«Edfcor
20:0

Googte
Chrome

S»#Th

Administrator

Cotaoft
Packpt
Bunder tO

* * *
v
ManagM
Mochn#
SQL I*rv*' MfrtjpaC*
Im-.aljto ™ Studc
Center
MeuMa Nnwp
rrefax 7«ftmap
cul

FIGURE 17.2 Windows Server 2012- Apps

Tlie Colasoft Packet Builder main window appears.

Colasoft Packet Builder 1-

1
[N
-

55
* hecksum A s n s Adeer Colasoft

$PackelLll( Packets 0 Selected 0 1

Delta Time Sourer

packet NO. No pxkec elected:

fatal  Obyte* |

<L

FIGURE 17.3: Colasoft Packet Builder main screen

Before starting of vonr task, check diat die Adapter settings are set to

default and dien click OK.

Adapter:

Physical Address

Link Speed

Max Frame Size

IP Address

Default Gateway
Adapter Status

Select Adapter *

1? -iF.WIT.rtf&TaTi.Fi

D4:BE:D9:C3:CE:2D0
100.0 I*)ps

1500 bytes
10.0.0.7/255.255.255.0
100.0.1

Operational

OK Cancel Help

FIGURE 17.4: Colasoft Packet Builder Adapter settings
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6. To add o1 create die packet, click Add 111 die menu section.

There are two ways to
create a packet - Add and
Insert. The difference
between these is the newly File Edit Send Help
added packet's position in
the Packet List. The new 0 0
packetis listed as the last 1 Import Export® Add Insert
packet in the list if added
but after the current packet [ ~ Decode Editor
if inserted.

FIGURE 17.5: Colasoft Packet Builder creating die packet

7. When an Add Packet dialog box pops up, you need to select die template

and click oK.
£ 2 Colasoft Packet
Builder supports *.cscpkt T
(Capsa 5.x and 6.x Packet Add Packet nn
File) and*cpf (Capsa 4.0
Packet File) format. You Select Template: ARP Packet
may also import data from
" .cap (Network Associates
Sniffer packet files), *.pkt
(EtherPeekv7/TokenPeek/
AlroPeekv9/OmniPeekv9
packet files), *.dmp (TCP
DUMP), and *rawpkt (raw
packet files).

Delta Time: 0.1 Second

OK Cancel Help

FIGURE 17.6: Cohsoft Packet Builder Add Packet dialog box

8. You can view die added packets list 011 your right-hand side of your

window.
Packet List Packets 1 Selected 1
STAsK 2 Usl Delta Tims . source Destination ,
1 0.100000 00:00:00:00:00:00

Decode Editor
FIGURE 17.7: Colasoft Packet Builder Packet List

9. Colasoft Packet Builder allows you to edit die decoding information in die
two editors: Decode Editor and Hex Editor.
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Q B ust Mode Option: If
you check this option,
Colasoft Packet Builder
sends packets one after
another without
intermission. 1fyou want to
send packets at the original
delta time, do not check
this option.

AOption, Loop Sending:
This defines the repeated
times of the sending
execution, one time in
default. Please enter zero if
you want to keep sending
packets until you pause or
stop it manually.
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Decode Editor
Packet:
B-© Ethernet Type 11

Num:000001 Length:64 Captured:e

[0/14]

Total

lestination Address: FF:FF:FF:FF:FF:FF
JO Source Address: 00:00:00:00:00:00
j !'"“Protocol: 0x0806
- sj ARP - Address Resolution Protocol [14/28]
lwei>Hardware type: 1
I y#( Protocol Type: 0x0800
j..© Hardware Address Length: 6
.© Protocol Address Length: 4
1 <#lype: 1
\ AJ>Source Physics: 00:00:00:00:00:00
i3 " source IP: 0.0.0.0 [28/4]
Destination Physics: 00:00:00:00:00:00
j Destination IP: 0.0.0.0 [38/4]
- *© Extra Data: [42/18]
Number of Bytes: 18 bytes [42/18]
FCS:
L # Fcs: O0xF577BDD9
,< L m | Do pe e
FIGURE 17.8: Cohsoft Packet Builder Decode Editor
A Hex Editor
0000 FF FF FF FF FF FF 00 00 00 00 0O 0O o8 06
000E 00 01 08 00 06 04 00 0L 00 0O 0O 00 Q0 QO
oozc 00 oo 00 00 0O 00 00 GO OO 0O 0O QO QO QO
002A 00 oo 00 0O 00 OO 0O 0O OO0 0O GO QO 0O 0O

0038 00 oo 00 OO

FIGURE 17.9: Colasoft Packet Builder Hex Editor

[0/6]
[6/6]
(ARP)  [12.
(Ethernet)
[16/2]
[18/1]
[19/1]
(ARP Reque.
[22/6]
[32/6]

" g

60 bytes
\%

10. To send all packets at one time, click Send All from die menu bar.

11. Check die Burst Mode option in die Send All Packets dialog window, and

dien click Start.

Jown Checksum

1 Packet List

No. Delta Time Source

1 0.100000  (DA00-0010:00-m0

Send Send All

1

Colasoft Capsa
Packet Analyzer

Packets 1

Selected 1

Destination

H-H-HH-H=H

FIGURE 17.10: Colasoft Packet Builder Send All button
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£ 3 Select a packet from

the packet listing to activate
Send All button

£0T he progress bar
presents an overview of the
sending process you are
engaged in at the moment.

CEH Lab Manual Page 255

Module 03 - Scanning Networks

FIGURE 17.11: Colasoft Packet Builder Send AHPackets

12. Click Start

Send All Packets

Options
Adapter: Realtek PCle G8E Famrfy Controller Select...
O Burst Mode (no delay between packets)
O Loop Sendng: 1 '_A loops (zero for infinite loop)
Delay Between Loops: m milliseconds
Sending Information
Total Packets: 1
Packets Sent: 1
Progress:
Start Stop Close Help

FIGURE 17.12 Colasoft Packet Builder Send AHPackets

To export die packets sent from die File

menu, select
File™*Export™™All Packets.
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'L? Colas

File Edit Send Help

Import... 1% 01 " a X
10 Export > All Packets... glete
Exit ~  Selected Packets... ketNo. |_jJ |
+\T Packet: Num: 00(
EJ-@ Ethernet Type Il 10/14[
ADestination Address: FF:FF:1
Source Address: 00:00:(
FIGURE 17.13: Export All Packets potion
Q Option, Packets Sent Save As x|
This shows the number of 5avein™ 1o laec-ft
packets sent successfully. -
Colasoft Packet Builder fifel Nome _ Dete modified Type
displays the packets sent Noitems match your search.
. Recent plocca
unsuccessfully, too, if there
is a packet not sent out.
n
Desktop
<3
Libraries
IA ff
Computer
Network m s
RUn»m* | Fjiekcte e«cpld Vi Save
S»ve oC type (Colafioft Packot Rio (v6) (*.0ocpkt) v | Cacd |

FIGURE 17.14: Select alocation to save the exported file

U

Packets.cscpkt

FIGURE 17.15: ColasoftPacket Builder exporting packet

Lab Analysis

Analyze and document die results related to the lab exercise.

Tool/Utility Information Collected/Objectives Achieved

Adapter Used: Realtek PCle Family Controller

Colasoft Packet

Builder Selected Packet Name: ARP Packets

Result: Captured packets are saved in packets.cscpkt
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Analyze how Colasoft Packet Builder affects your network traffic while
analyzing your network.

2. Evaluate what types of instant messages Capsa monitors.

3. Determine whether die packet buffer affects performance. Ifyes, dien what
steps do you take to avoid or reduce its effect on software?

Internet Connection Required
O Yes 0 No
Platform Supported

O Classroom O iLabs
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Scanning Devices in a Network
Using The Dude

The Dnde automatically scans all devices within specified subnets, draws and lays out
a wap ofyour networks, monitors services o fyour devices, and a/eftsyon in case
some service hasp roblems.

Lab Scenario

111 the previous lab you learned how packets can be captured using Colasoft
Packet Builder. Attackers too can sniff can capture and analyze packets from a
network and obtain specific network information. The attacker can disrupt
communication between hosts and clients by modifying system configurations,
or through the physical destruction of the network.

As an expert ethical hacker, you should be able to gadier information o1
organizations network to check for vulnerabilities and fix them before an
attacker gets to compromise the machines using those vulnerabilities. If
you detect any attack that has been performed 011 a network, immediately
implement preventative measures to stop any additional unauthorized access.

111 this lab you will learn to use The Dude tool to scan the devices in a network
and the tool will alert you if any attack has been performed o011 the network.

Lab Objectives

The objective of diis lab is to demonstrate how to scan all devices widiin specified
subnets, draw and layout a map of your networks, and monitor services 011 die
network.

Lab Environment

To carry out the lab, you need:

m  The Dude is located at D:\CEH-TOOIS\CEHv8 Module 03 Scanning
Networks\Network Discovery and Mapping Tools\The Dude

® You can also download the latest version of The Dude from the
http: / /www.nikiodk.com/thedude.php
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If you decide to download the latest version, then screenshots shown
in the lab might differ

A computer running Windows Server 2012

Double-click die The Dude and follow wizard-driven installation steps to
install The Dude

Administrative privileges to run tools

Lab Duration
Time: 10 Minutes

Overview of The Dude

The Dude network monitor is a new application that can dramatically improve die
way you manage your network environment It will automatically scan all devices
within specified subnets, draw and layout a map of your networks, monitor services
ofyour devices, and alert you in case some service lias problems.

Lab Tasks

Launch the Start menu by hovering the mouse cursor on the lower-left
corner of the desktop.

E task 1

Launch The Dude

CEH Lab Manual Page 259

1

i | Windows Server2012

Ser*r 2012 M «ale Candklate DitaceM*
Ev"mbonoopy BuildWX:

FIGURE 18.1: Windows Server 2012- Desktop view

M the Start menu, to launch The Dude, click The Dude icon.
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FIGURE 182: Windows Server 2012 - Start menu

3. The main window of The Dude will appear.

’ 1
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FIGURE 18.3: MainwindowofThe Dude

4, Click the Discover button on the toolbar of die main window.
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FIGURE 184: Select discover button

Discovery window appears.
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Device Discovery

General Services Device Types Advanced Discover

Enter subnet number you want to scan for devices Cancel
Scan Networks: 110.0.0.0/24
Agent: |PEg? I-
P Add Networks To Auto Scan
Black List: |[i
Device Name Preference: |DNS. SNMP. NETBIOS. IP

Discovery Mode: (. fast (scan by ping) ¢ reliable (scan each service)

Recursive Hops: 1!

LI I I A R I I O

F Layout Map /tfter Discovery Complete

FIGURE 186: Device discoveryuxicra™

6. 1lthe Device Discovery window, specify Scan Networks range, select
default from die Agent drop-down list, select DNS, SNMP, NETBIOS,
and IP from die Device Name Preference drop-down list, and click
Discover.

Device Discovery
General Services Device Types Advanced
number you want to scan for
Scan Networks: (10.0.0.0/24

Agent: 5SSHBI
r Add Networks To Auto Scan

Black List: [none

Device Name Preference DNS. SNMP. NETBIOS. IP 3

Discovery Mode (. fast (scan by ping) ¢ reliable (scan each service)

0

Recursive Hops: [1 vl I —1r — —1——1
2 4 6 8 10 14 20 O

I Layout Map /tfter Discovery Complete

FIGURE 187: Selecting device name preference

7. Once the scan is complete, all the devices connected to a particular
network will be displayed.
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Id  Locd ofat
Cortemt + -_ A~ e: _e[o * |SW ||Dhcovef | ~Tooia ttla s ‘- |lIks A 209m [10
f~1 *ricteo Lata
27
6 .
hat N
WWH*IXYB58KHO4P WN-D39MR5 HLIE4 AOMN

< ecu 19N fn«r: 63%vVM: 27%disk 75%

* 1 1
MflfeMtttLUUKAL

[mio 04
127A%n wN VT AS \

bR T921-1AKN |

dn
Q Local
P Metwortc

I‘% mﬁgﬁmt

adrin 127.00.1
ee

5> Sennco

QTcde

YHhH.KOH)ftR3fi?M

ri'r-r~r

Qm - 'x 325#oc« ' w 195bpj Saver r |( (4(>> *39t®c«

FIGURE 188; Overviewof network connection

8. Select a device and place die mouse cursor on it to display the detailed
information about diat device.
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FIGURE 189: Detailed information of the device

9. Now, click the down arrow for die Local drop-down list to see
information 011 History Actions, Tools, Files. Logs, and so 01l
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FIGURE 18.10: Selecting Local information

10. Select options from die drop-down list to view complete information.
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FIGURE 1811: Scanned network complete information
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11. As described previously, you may select all the other options from the
drop-down list to view die respective information.

12. Once scanning is complete, click the button to disconnect.
admin®©localhost - The Dude 4.0beta3
Freferences 9 Local Server *eto
¥} Settno) d c* "
+ " r C. 0 k S*Crgc oowf " Tooli fto\ & i
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0., Owces WikULYSSBKHQIP WIN-D39NRSH191=4 ADMIN
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FIGURE 18.12: Connection of systems in network

Lab Analysis
Analyze and document die results related to die lab exercise.
Tool/Utility Information Collected/Objectives Achieved
IP Address Range: 10.0.0.0 —10.0.0.24

Device Name Preferences: DNS, SNMP,
The Dude NETBIOS, IP

Output: List of connected system, devices in
Network

Ethical Hacking and Countermeasures Copyright O by EC"Councll

CEH Lab Manual Page 264
All Rights Reserved. Reproduction is Strictly Prohibited



Module 03 - Scanning Networks

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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	Scanning a Target Network

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Scanning Networks

	Lab Tasks

	Lab Analysis


	Scanning System and Network Resources Using Advanced IP Scanner

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Network Scanning

	Lab Tasks

	3.	The Advanced IP Scanner main window appears.

	4.	Now launch die Windows Server 2008 virtual machine (victim’s machine).

	5.	Now, switch back to die attacker machine (Windows 8) and enter an IP address range in die Select range field.

	6.	Click die Scan button to start die scan.

	7.	Advanced IP Scanner scans all die IP addresses within die range and displays the scan results after completion.


	Lab Analysis

	Questions

	1.	Examine and evaluate the IP addresses and range of IP addresses.

	Internet Connection Required

	Platform Supported

	0 Classroom

	0 No



	Banner Grabbing to Determine a Remote Target System using ID Serve

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of ID Serve

	Lab Tasks

	Questions

	1.	Examine what protocols ID Serve apprehends.

	2.	Check if ID Serve supports https (SSL) connections.

	Internet Connection Required

	□	Yes	0 No

	Platform Supported 0 Classroom	0 iLabs



	Fingerprinting Open Ports Using the Amap Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Fingerprinting

	Lab Tasks

	Lab Analysis

	Document all die IP addresses, open ports and their running applications, and die protocols you discovered during die lab.


	Questions


	Monitoring TCP/IP Connections Using the CurrPorts Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview Monitoring TCP/IP

	Lab Tasks

	2.	CiirrPorts lists all die processes and their IDs, protocols used, local and remote IP address, local and remote ports, and remote host names.

	3.	To view all die reports as an HTML page, click View ־> HTML Reports ־ All Items.

	5.	To save the generated CiirrPorts report from die web browser, click File ־> Save Page As...Ctrl+S.

	8.	To save the generated CurrPorts report from the web browser, click File ־> Save Page As...Ctrl+S

	9.	To view the properties of a port, select die port and click File ־> Properties.

	10.	The Properties window appears and displays all the properties for the selected port.

	11.	Click OK to close die Properties window



	-_,»r

	14.	To exit from the CurrPorts utility, click File ־> Exit. The CurrPorts window closes.

	Lab Analysis

	Document all die IP addresses, open ports and dieir running applications, and protocols discovered during die lab.


	Questions

	Scanning for Network Vulnerabilities Using the GFI LanGuard 2012

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Scanning Network

	Lab Tasks

	Follow die wizard-driven installation steps to install die GFI LANguard network scanner on die host machine windows 2012 server.

	1.	Navigate to Windows Server 2012 and launch the Start menu by hovering the mouse cursor in the lower-left corner of the desktop

	window

	3.	The GFI LanGuard 2012 main window appears and displays die Network Audit tab contents.

	5.	Launch a New scan window will appear

	i.	111 die Scan Target option, select localhost from die drop-down list

	ii.	111 die Profile option, select Full Scan from die drop-down list

	iii.	111 die Credentials option, select currently logged on user from	die

	6.	Click Scan.

	7.	Scanning will start; it will take some time to scan die network. See die following figure

	8.	After completing die scan, die scan result will show in die left panel

	11.	It shows all the Vulnerability Assessment indicators by category

	14.	Click System Information in die light side panel; it shows all die details of die system information

	16.	Click Groups: it shows all die groups present in die system


	Questions


	Exploring and Auditing a Network Using Nmap

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Network Scanning

	Lab Tasks

	2.	Click the Nmap-Zenmap GUI app to open the Zenmap window

	3.	The Nmap - Zenmap GUI window appears.

	techniques, only one	4.	Enter	the virtual machine Windows Server 2008 IP address (10.0.0.4)

	method may be used at a	t!1e	jarget: text field. You are performing a network inventory for

	(־sU) and any one of the	the	virtual	I11acllil1e.

	111 this lab, die IP address would be 10.0.0.4; it will be different from your lab environment 111 the Profile: text field, select, from the drop-down list, the type of profile you want to scan. 111 diis lab, select Intense Scan.

	7.	Click Scan to start scantling the virtual machine.

	9.	After the scan is complete, Nmap shows die scanned results.

	12.	Click the Topology tab to view Nmap’s topology for the provided IP address in the Intense scan Profile.

	13.	Click the Host Details tab to see die details of all hosts discovered during the intense scan profile.

	14.	Click the Scans tab to scan details for provided IP addresses.

	15.	Now, click the Services tab located in the right pane of the window. This tab displays the list of services.

	16.	Click the http service to list all the HTTP Hostnames/lP addresses. Ports, and their states (Open/Closed).

	17.	Click the msrpc service to list all the Microsoft Windows RPC.

	18.	Click the netbios-ssn service to list all NetBIOS hostnames.

	19.	Xmas scan sends a TCP frame to a remote device with URG, ACK, RST, SYN, and FIN flags set. FIN scans only with OS TCP/IP developed

	according to RFC 793. The current version of Microsoft Windows is not supported.

	20.	Now, to perform a Xmas Scan, you need to create a new profile. Click Profile ־> New Profile or Command Ctrl+P

	21.	On the Profile tab, enter Xmas Scan in the Profile name text field.

	24. Enter the IP address in die Target: field, select the Xmas scan opdon from the Profile: held and click Scan.

	27.	Null scan works only if the operating system’s TCP/IP implementation is developed according to RFC 793.111 a 111111 scan, attackers send a TCP frame to a remote host with NO Flags.

	28.	To perform a 111111 scan for a target IP address, create a new profile. Click Profile ־> New Profile or Command Ctrl+P

	29.	On die Profile tab, input a profile name Null Scan in the Profile name text field.

	30.	Click die Scan tab in the Profile Editor window. Now select the Null Scan (־sN) option from the TCP scan: drop-down list.

	31.	Select None from the Non-TCP scans: drop-down field and select Aggressive (-T4) from the Timing template: drop-down field.

	32.	Click Save Changes to save the newly created profile.

	40.	Now click the Ping tab and check IPProto probes (-PO) to probe the IP address, and then click Save Changes.

	41.	111 the Zenmap main window, input die IP address of the target machine (in diis Lab: 10.0.0.3), select ACK Flag Scan from Profile: drop-down list, and then click Scan.


	Lab Analysis

	Document all die IP addresses, open and closed ports, sendees, and protocols you discovered during die lab.


	Questions


	Scanning a Network Using the NetScan Tools Pro

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Network Scanning

	Lab Tasks

	3.	If you are using the Demo version of NetScan Tools Pro, then click Start the DEMO

	window will appears; enter a new database name in Database Name (enter new name here)

	5.	Set a default directory results for database file location, click Continue

	6.	The NetScan Tools Pro main window will appears as show in die following figure

	7.	Select Manual Tools (all) on the left panel and click ARP Ping. A window will appears few information about die ARP Ping Tool.

	8.	Click OK

	10.	Click ARP Scan (MAC Scan) in the left panel. A window will appear with information about the ARP scan tool. Click OK

	15.	Click Ping scanner in the left panel. A window will appear with information about Ping Scanner tool. Click OK

	16.	Select the Use Default System DNS radio button, and enter the range of IP address in Start IP and End IP boxes

	17.	Click Start


	Questions

	1.	Does NetScaii Tools Pro support proxy servers or firewalls?

	Internet Connection Required

	0 No

	Platform Supported

	0 Classroom



	Drawing Network Diagrams Using LANSurveyor

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of LANSurveyor

	Lab Tasks

	3.	Review the limitations of the evaluation software and then click Continue with Evaluation to continue the evaluation

	5.	The Create A Network Map window will appears; in order to draw a network diagram enter the IP address in Begin Address and End Address, and click Start Network Discovery


	Lab Analysis

	Document all die IP addresses, domain names, node names, IP routers, and SNMP nodes you discovered during die lab.


	Questions


	Mapping a Network Using Friendly Pinger

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Network Mapping

	Lab Tasks

	5.	The Friendly Pinger window appears, and Friendly Pinger prompts you to watch an online demonstration.

	6.	Click No

	7.	Select File from the menu bar and select die Wizard option

	8.	To create initial mapping of the network, type a range of IP addresses in specified field as shown in the following figure click Next

	9.	Then the wizard will start scanning of IP addresses 111 die network, and list them.

	10.	Click Next

	14.	It displays scanned details in the Scanning wizard

	15.	Click the Inventory tab from menu bar to view die configuration details of the selected computer

	16.	The General tab of the Inventory wizard shows die computer name and installed operating system

	0־S?11 ■E

	18.	The Hardware tab shows the hardware component details of your networked computers

	19.	The Software tab shows die installed software on die computers


	Lab Analysis

	Document all die IP addresses, open and closed ports, services, and protocols you discovered during die lab.


	Questions


	Scanning a Network Using the NessusTool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Nessus Tool

	Lab Tasks

	7.	Select a destination folder and click Next.

	8.	The wizard prompts for Setup Type. With die Complete option, all program features will be installed. Check Complete and click Next.

	9.	Tlie Nessus wizard will prompt you to confirm the installation. Click Install

	10.	Once installation is complete, click Finish.

	11.	After installation Nessus opens in your default browser.

	12.	The Welcome to Nessus screen appears, click die here link to connect via SSL

	13.	Click OK in the Security Alert pop-up, if it appears

	14.	Click the Continue to this website (not recommended) link to continue

	15.	on OK in the Security Alert pop-up, if it appears.

	16.	Tlie Thank you for installing Nessus screen appears. Click the Get Started > button.

	17.	111 Initial Account Setup enter the credentials given at the time of registration and click Next >

	18.	111 Plugin Feed Registration, you need to enter die activation code. To obtain activation code, click the http://www.nessus.org/register/ link.

	20.	111 Nessus for Home accept the agreement by clicking the Agree button as shown in the following figure.

	24.	Now enter the activation code received to your email ID and click Next.

	25.	Tlie Registering window appears as shown in die following screenshot.

	26.	After successful registration click, Next: Download plugins > to download Nessus plugins.

	27.	Nessus will start fetching the plugins and it will install them, it will take time to install plugins and initialization

	28.	Hie Nessus Log In page appears. Enter the Username and Password given at the time of registration and click Log In.

	29.	The Nessus HomeFeed window appears. Click OK.

	30.	After you successfully log in, the Nessus Daemon window appears as shown in the following screenshot.

	31.	If you have an Administrator Role, you can see die Users tab, which lists all Users, their Roles, and their Last Logins.

	33.	To configure die credentials of new policy, click die Credentials tab shown in the left pane of Add Policy.

	34.	To select the required plugins, click the Plugins tab in the left pane of Add Policy.

	35.	To configure preferences, click the Preferences tab in the left pane of Add Policy.

	36.	In the Plugin field, select Database settings from the drop-down list.

	successfully added, then the	37. Enter the Login details given at die time of registration.

	massage	38. Give the Database SID: 4587, Database port to use: 124, and select

	Oracle auth type: SYSDBA.

	39.	Click Submit.

	45.	The scan launches and starts scanning the network.

	46.	After the scan is complete, click the Reports tab.

	47.	Double-click Local Network to view the detailed scan report.

	48.	Double-click any result to display a more detailed synopsis, description, security level, and solution.

	49.	Click the Download Report button in the left pane.

	50.	You can download available reports with a .nessus extension from the drop-down list.

	51.	Now, click Log out.

	52.	111 the Nessus Server Manager, click Stop Nessus Server.

	■69■


	Lab Analysis

	Document all die results and reports gadiered during die lab.


	Questions


	Auditing Scanning by using Global Network Inventory

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Global Network Inventory

	Lab Tasks

	3.	The Global Network Inventory Main window appears as shown in die following figure.

	4.	The Tip of Day window also appears; click Close.

	5.	Turn 011 Windows Server 2008 virtual machine from Hyper-V Manager.

	6.	Now switch back to Windows Server 2012 machine, and a new Audit Wizard window will appear. Click Next (01־ in die toolbar select Scan tab and click Launch audit wizard).

	7.	Select IP range scan and dien click Next in die Audit Scan Mode wizard.

	9.	111 die Authentication Settings wizard, select Connect as and fill the respected credentials of your Windows Server 2008 Virtual Machine, and click Next.

	10.	Live die settings as default and click Finish to complete die wizard.

	11.	It displays die Scanning progress in die Scan progress window.

	12.	After completion, scanning results can be viewed as shown in the following figure.

	13.	Now select Windows Server 2008 machine from view results to view individual results.

	in -	%-u110|s^Pig ¥ B|Q|^|a|D|B-B # ®,

	14.	The Scan Summary section gives you a brief summary of die machines diat have been scanned

	15.	The Bios section gives details of Bios settings.

	18.	The User Groups tab shows user account details with die work group.

	19.	The Logged on tab shows detailed logged on details of die machine.

	20.	Tlie Port connectors section shows ports connected in die network.

	21.	Tlie Service section give die details of die services installed in die machine.


	Lab Analysis

	Document all die IP addresses, open ports and miming applications, and protocols you discovered during die lab.


	Questions


	Anonymous Browsing using Proxy Switcher

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Proxy Switcher

	Lab Tasks

	6.	Go to die Advanced profile in die Options wizard of Firefox, and select Network tab, and dien click Settings.

	7.	Select die Use System proxy settings radio button, and click OK.

	8.	Now to Install Proxy Switcher Standard, follow the wizard-driven installation steps.

	9.	To launch Proxy Switcher Standard, go to Start menu by hovering die mouse cursor in die lower-left corner of the desktop.

	OR

	Click Proxy Switcher from die Tray Icon list.

	11.	The Proxy List Wizard will appear as shown in die following figure; click Next

	13.	A list of downloaded proxy servers will show in die left panel.

	Welcome to the Proxy Switcher

	18.	Go to a web browser (Firefox), and type die following URL

	r10־Cx 1

	19.	Open anodier tab in die web browser, and surf anonymosly using diis proxy.


	Lab Analysis

	Document all die IP addresses of live (SSL) proxy servers and the connectivity you discovered during die lab.


	Questions

	Internet Connection Required

	Platform Supported

	0 Classroom



	Daisy Chaining using Proxy Workbench

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Proxy Workbench

	Lab Tasks

	7.	Go to Advanced profile in die Options wizard of Firefox, and select die Network tab, and dien click Settings.

	10.	While configuring, if you encounter any port error please ignore it

	11.	Launch the Start menu by hovering die mouse cursor in the lower-left corner of the desktop.

	12.	Click die Proxy Workbench app to open die Proxy Workbench window

	13.	The Proxy Workbench main window appears as shown in die following figure.

	14.	Go to Tools on die toolbar, and select Configure Ports

	15.	111 die Configure Proxy Workbench wizard, select 8080 HTTP Proxy - Web

	111 die left pane of Ports to listen on.

	16.	Check HTTP 111 die right pane of protocol assigned to port 8080, and click Configure HTTP for port 8080

	19.	Repeat die configuration steps of Proxy Workbench from Step 11 to Step 15 in Windows Server 2008 Virtual Machines.

	24.	Now log in in to Windows Server 2008 Virtual Machine, and check die To column; it is forwarding die traffic to 10.0.0.7 (Windows 7 Virtual Machine).

	25.	Select On die web server, connect to port 80 in Windows 7 virtual machine, and click OK

	26.	Now Check die traffic in 10.0.0.7 (Windows 7 Virtual Machine) “TO” column shows traffic generated fiom die different websites browsed in Windows Server 2008


	Lab Analysis

	protocols you discovered during die lab.


	Questions


	HTTP Tunneling Using HTTPort

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of HTTPort

	Lab Tasks

	9.	Now leave HTTHost intact, and don’t turn off Windows Server 2008 Virtual Machine.

	11.	Follow die wizard-driven installation steps.

	12.	Launch the Start menu by hovering die mouse cursor in the lower-left corner of the desktop.

	13.	Click die HTTPort 3.SNFM app to open die HTTPort 3.SNFM window.

	14.	The HTTPort 3.SNFM window appears as shown in die figure diat follows.

	15.	Select die Proxy tab and enter die host name or IP address of targeted machine.

	16.	Here as an example: enter Windows Server 2008 virtual machine IP address, and enter Port number 80

	17.	You cannot set die Username and Password fields.

	18.	111 die User personal remote host at section, click start and dien stop and dien enter die targeted Host machine IP address and port, which should be 80.

	21.	Select New Mapping Node, and right-click New Mapping, and click Edit

	22.	Rename this to ftp certified hacker, and select Local port node; then light- click Edit and enter Port value to 21

	24.	Now right click on Remote port node to Edit and enter die port value to 21

	25.	Click Start on die Proxy tab of HTTPort to run die HTTP tunneling.

	26.	Now switch to die Windows Server 2008 virtual machine and click die Applications log tab.

	27.	Check die last line if Listener listening at 0.0.0.0:80, and then it is running properly.

	28.	Now7 switch to die Windows Server 2012 host machine and turn ON die Windows Firewall

	29.	Go to Windows Firewall with Advanced Security

	30.	Select Outbound rules from die left pane of die window, and dien click New Rule in die right pane of die window.

	section and click Next

	33.	111 die Action section, select die Block the connection'’ option and click

	34.	111 die Profile section, select all three options. The rule will apply to: Domain, Public. Private and then click Next

	35.	Type Port 21 Blocked in die Name field, and click Finish

	36.	The new rule Port 21 Blocked is created as shown in die following figure.

	37.	Right-click die newly created rule and select Properties

	38.	Select die Protocols and Ports tab. Change die Remote Port option to Specific Ports and enter die Port number as 21

	39.	Leave die other settings as dieir defaults and click Apply dien click OK.


	Lab Analysis

	Questions


	Basic Network Troubleshooting Using MegaPing

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Ping

	Lab Tasks

	4.	Select any one of die options from the left pane of the window.

	5.	Select IP scanner, and type in the IP range in die From and To field; in this lab the IP range is from 10.0.0.1 to 10.0.0.254. Click Start

	6.	You can select the IP range depending on your network.

	It will list down all the IP addresses under that range with their TTL (Time to Live), Status (dead or alive), and die statistics of the dead and alive hosts.

	8.	Select the NetBIOS Scanner from the left pane and type in the IP range in the From and To fields. 111 this lab, the IP range is from 10.0.0.1 to 10.0.0.254 Click Start

	9.	The NetBIOS scan will list all the hosts with their NetBIOS names and adapter addresses
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	10.	Right-click the IP address. 111 this lab, the selected IP is 10.0.0.4; it will be different in your network.

	11.	Then, right-click and select the Traceroute option.

	12.	It will open the Traceroute window, and will trace die IP address selected.

	13.	Select Port Scanner from die left pane and add www.certifiedhacker.com 111 the Destination Address List and then click the Start button.

	14.	After clicking the Start button it toggles to Stop

	15.	It will lists the ports associated with www.certifiedl1acker.com with die keyword, risk, and port number.


	Lab Analysis

	Document all die IP addresses, open ports and running applications, and protocols you discovered during die lab.


	Questions


	Detect, Delete and Block Google Cookies Using G-Zapper

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of G-Zapper

	Lab Tasks

	3.	The G-Zapper main window will appear as shown in die following screenshot.

	4.	To delete the Google search cookies, click the Delete Cookie button; a window will appear that gives information about the deleted cookie location. Click OK

	9.	To view the deleted cookie information, click die Setting button, and click View Log in the cleaned cookies log .

	10.	The deleted cookies information opens in Notepad.

	Lab Analysis

	Document all the IP addresses, open ports and running applications, and protocols you discovered during die lab.


	Questions


	Scanning the Network Using the Colasoft Packet Builder

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Colasoft Packet Builder

	Lab Tasks

	8.	You can view die added packets list 011 your right-hand side of your window.

	9.	Colasoft Packet Builder allows you to edit die decoding information in die two editors: Decode Editor and Hex Editor.

	10.	To send all packets at one time, click Send All from die menu bar.

	11.	Check die Burst Mode option in die Send All Packets dialog window, and dien click Start.

	12.	Click Start

	13.	To export die packets sent from die File menu, select File־^Export־^All Packets.


	Lab Analysis

	Questions


	Scanning Devices in a Network Using The Dude

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of The Dude

	Lab Tasks

	3.	The main window of The Dude will appear.

	4.	Click the Discover button on the toolbar of die main window.

	5.	The Device Discovery window appears.

	Device Discovery

	6.	111 the Device Discovery window, specify Scan Networks range, select default from die Agent drop-down list, select DNS, SNMP, NETBIOS,

	and IP from die Device Name Preference drop-down list, and click Discover.

	7.	Once the scan is complete, all the devices connected to a particular network will be displayed.

	9.	Now, click the down arrow for die Local drop-down list to see information 011 History Actions, Tools, Files. Logs, and so 011.

	10.	Select options from die drop-down list to view complete information.


	Lab Analysis





