




In this section I will be covering a couple subjects within the data security and compliance scope that are considered vital aspects of an organisation data security and compliance in a working environment.
• Security Technologies such as Firewalls, access controls, VPNs.

Firewalls − “A firewall is a security device that protects your network from unauthorized access to private data.” [8] It does this by blocking unsolicited and unwanted incoming network traffic, to do this, it must assess the incoming connection and determine whether they are from a malicious source or contain malicious packets that can potentially crash or control an organisation’s network.
[image: What Is a Firewall, What Does It Do & Do You Need One? | Avast]
An example image of a firewall.
It does this by comparing the incoming connections to an internal ruleset set by the network administrators, of the connection matches the set criteria the connection is allowed to the destination on the network, otherwise it is block and so are all other connections coming from that IP address.

VPNs
“Virtual Private Networks (VPNs) allow organisations to provide secure connectivity between devices in physically separate locations.” [9]
When communicating with an organisations server remotely through Wi-Fi there is no way to guarantee the data’s integrity. However, with a VPN it will encrypt the data that is being transferred and thus adds another layer of security making it more difficult for people with malicious intent to intercept the data transfer and use it.


[image: What is VPN? Virtual Private Networks 101 - Surfshark 2022]
An example image of a VPN

VPNs are great for employees that may have to work from home due to certain circumstances as when working from home the organisation cannot enforce the correct practices so “attackers with access to unprotected data (or inadequately-protected data) may be able to intercept and modify data, potentially causing harm.” [10] VPNs can also give the impression that the traffic is coming from another location, which is useful for privacy.


• Cryptography 
Cryptography is a method of encrypting data and communications by way algorithms and code. the simplest form of cryptography is called “Caesar’s Cipher” to use this cipher we shift each letter within a document a set number of spaces up or down the alphabet to make the original document unreadable. 
[image: Caesar Cipher - 101 Computing]
An image example of Caesar’s Cipher
However, this is an extremely old form of cryptography that can easily be reversed with modern technologies.

There are many positives to cryptography such as:
“Data Integrity − The cryptographic hash functions are playing vital role in assuring the users about the data integrity.” [1]

“Confidentiality − Encryption technique can guard the information and communication from unauthorized revelation and access of information.” [2] There are many distinctive styles of encryption that can be used for this purpose, some are better to ensure confidentiality.

Authentication − Information may be secured using cryptographic methods like MAC and digital signatures against spoofing and forgeries. These forms of encryption allow you to know that the data is untouched and is the original data. This is important for certain types of data for example marketing data and vital documents such as patient records.

However, there are some negatives to cryptography:
Depending on the nature of the workspace and the type of encryption that has been used “A strongly encrypted, authentic, and digitally signed information can be difficult to access even for a legitimate user at a crucial time of decision-making.” [3]

The security of the files that have been encrypted is highly dependent on the mathematical complexity of the algorithm that was used to encrypt the document. If there were to be a technological advancement which in turn made it easier to perform these calculations it could lead to a depreciation in the documents security if it is unsigned.




• Physical Security
The first form of an organisation’s security is its physical security, this contains security measures such as ID card scanners which will store user credentials and their access level, this ensure that no employees will have access to areas they should not providing that other employees stick to the organisation’s policies.
However, physical is not just biometric scanner and ID card scanners. Physical security in the simplest sense is “ensuring the reliability of windows, use of warning signs, having a fire extinguisher for emergencies, use safe locks for doors”.[4] All these components are vital to an organisation’s security as without them it would be easy for a person with malicious intent to walk into the organisation to cause harm.
[image: Integrated Security VS Physical Security Guards | Kenton Brothers]
An example image of physical security.


• Security and Personnel 
“An insider could be an employee, contractor, agency staff or even a business partner who has authorised access to your assets.” [5] 
Therefore, an organisation must have policies in place that employees must adhere to, this is to ensure that the organisation is functioning as safely as possible. These policies contain concepts such as how employees must us the internet within the organisation safely, how if a staff member is to leaves the organisation their access to the organisations files and premises must be updated by revoking permissions to company files, this is to ensure that if there was unsettled conflicts within the organisation that the employee can’t breach the organisations security and potentially harm any clientele/patients by spreading their private information.
[image: How agencies can tighten personnel security - GCN]
An example image of Security and Personnel

To ensure the least risks possible the organisation should have a pre-employment check, these checks will determine “whether the applicant has concealed important information, or otherwise misrepresented themselves.” [6] This could be aspects such as their credentials, qualifications, and any potential criminal acts that they have performed.
“Pre-employment checks may be performed directly by an organisation’s Human Resources Department, or this process may be sub-contracted to a third party.” [7]. These checks are subject to the Data Protection Act and General Data Protection Regulations if the data that has been discovered is stored in an organisation’s possession.
• Intrusion Detection and Prevention Systems, and Other Security Tools

“An intrusion detection and prevention system (IDPS) surveys a network for possible threats to alert the administrator, thereby preventing potential attacks.” [11] These systems are vital not only to detect and prevent any intrusions on a network but to mitigate any extra damage to the network in the case that a potential threat gets through into the next work. 
[image: PDF] Guide to Intrusion Detection and Prevention Systems (IDPS) | Semantic  Scholar]
An example image of an IDPS system.
“A 2021 Check Point research reported that there had been 50% more attacks per week on corporate networks in 2021 as compared to 2020.” [12] Facts and figures like this even further prove the need for IDPS’ to be in places at big and small organisations as to minimize the amount of damage that can be done by hackers with malicious intent.

• Information Security Maintenance
Due to the modern world advancing everyday information security must be upkept and held to the latest guidelines to ensure the most security possible for data within an organisation as if these standards are not met and there is a data breach. “Under the GDPR, the EU’s data protection authorities can impose fines of up to up to €20 million (roughly $20,372,000), or 4% of worldwide turnover for the preceding financial year – whichever is higher.” [13] These fines can be detrimental to and organisation and cause them to potentially go bankrupt.

o Compliance (Laws and Ethics)
DPA - The Data protection act will affect how SwanTech stores personal data within their organisation and what they can do with the data. The Data Protection Act was implemented in 2018 along with the General Data Protection Regulation, under the DPA client have the right to find out what data is being stored about them. The DPA gives the clients the right to:
· “Be informed about how your data is being used.”
· “Access personal data.”
· “Have incorrect data updated.”
· “Have data erased.”
· “Stop or restrict the processing of your data.”

Bullet point reference [15]


GDPR – If SwanTech is to process and store the personal data of EU citizens or residents, or you offer goods or services to such people, then the GDPR applies to you even if the headquarters were to move outside of the EU.
SwanTech must adhere to following under GDPR:
· “Storage limitation — You may only store personally identifying data for as long as necessary for the specified purpose.”
· “Integrity and confidentiality — Processing must be done in such a way as to ensure appropriate security, integrity, and confidentiality (e.g., by using encryption).”
· “Accountability — The data controller is responsible for being able to demonstrate GDPR compliance with all of these principles."

Bullet point reference [16]


How long data can be stored? – 
This is dependant on the type of service that SwanTech intends to offer, if the client has previous submitted complaints or queries their data may be stored for a greater amount of time, or if SwanTech is offering continued services over an extent period of time then SwanTech is permitted to store the clients data for as long as the relationship between them and the client is continued and for up to 6 months after.
What type of data can be stored? – 
SwanTech is only allowed to store data that is vital to the organisations services and running, for example, employee’s payrolls may be stored for further referencing later, SwanTech may also store and marketing data that they have collected via questionnaire.
Types of data that SwanTech can store about employees and clients:
· Name (both).
· Address (both).
· Date of Birth (both).
· Work Experience (employees only).
· Qualifications (employees only).
· National Insurance number (employees only).
Sensitive data that SwanTech Can store about employees:
· race and ethnicity.
· religion.
· biometrics, for example if your fingerprints are stored by the organisation for identification.
· health and medical conditions.

However, before SwanTech stores this data they must declare why they are stored by the organisation and for what exactly is being stored. Due to DPA and GDPR if an employee or client requests their data that SwanTech has stored, it is necessary that SwanTech produce any data stored within 30 days. 

o Risk Management 
“In an organisation you are rarely able to remove all possible risks.” [13] Instead you must have a plan of action depending on the level of risk, this can be determined in a couple of ways, an example of that is grading the risk on two things, one being how often the risk is likely to occur and the other being what level of data will be access/breached.
	 
	 
	Likelihood / Frequency

	 
	
	1
	2
	3
	4
	5

	 
	
	Rare
	Unlikely
	Possible
	Likely
	Almost 
Certain

	Impact
	5 Catastrophic 
	5
	10
	15
	20
	25

	
	4 Major 
	4
	8
	12
	16
	20

	
	3 Moderate 
	3
	6
	9
	12
	15

	
	2 Minor 
	2
	4
	6
	8
	10

	
	1 Negligible 
	1
	2
	3
	4
	5



As a template using the table above you can infer the severity of an issue, for example if a catastrophic impact were to happens because of a breach, however it is extremely rare for it happen you can see that the risk is lower than if it were almost certain that a breach would happen.

However, even in the smaller cases you will still need a contingency plan, meaning that you will need a back-up plan, this could be things as simple as having a backup server with the same data stored on it so that work can continue as usual within SwanTech. 
o Protection Mechanisms
There should be physical, digital, and written mechanisms in place to protect SwanTech from malicious activities, examples of these entail:
Physical – 
CCTV – There should be 24/7 surveillance in the areas that sensitive data happens to be stored by the organisation, this is so that SwanTech and know who specifically is walking in and out of secured areas.
Access Control – SwanTech should have systems in place such as ID Card Scanners or a biometric system to restrict access to anyone that is not permitted to enter sensitive areas.
Industrial Locks – These locks should be installed on all doors to areas such as server rooms and maintenance areas to ensure the safety of the data on the premises.
Personnel Training – If SwanTech was the regularly train their staff on digital literacy and internet safety it could significantly lower the chances of company data being breached by way of Phishing attacks.
Digital –
Firewalls – SwanTech will need a network firewall because it can prevent hackers from accessing important data and disrupting operations or demanding ransom for the company's own data. Without this firewall the organisation will be at risk from anyone that can connect its network.
Antivirus software – SwanTech can be shielded from a variety of harmful threats, such as viruses, worms, Trojan horses, and ransomware, with antivirus software. Antivirus software by itself, however, is unable to completely safeguard your devices from hackers and that is where the firewall and training personnel will come into play.


Written
Computer usage policies – By SwanTech having these policies in place and educating its employees of these polices and how they should adhere to them lest they face consequences, it allows for a more airtight operation within in SwanTech. 
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