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II. Routing Configuration
Routing was configured on the Birmingham Domain Controller using Microsoft Routing and Remote Access Services (RRAS) to enable communication between the Birmingham and London networks. Network Address Translation (NAT) was also configured to allow traffic between the internal enterprise network and external networks while maintaining separate public and private interfaces.
2.1 Installing the Remote Access Role

Figura 1
[image: ]
The Remote Access role was installed using the Add Roles and Features Wizard in Server Manager. The Role-based or feature-based installation option was selected because the Birmingham server was already configured as the Domain Controller. This allowed the routing services to be integrated into the existing enterprise infrastructure without deploying an additional server.





Figura 2 Confirming the Installation Configuration

[image: ]
Windows Server displayed a summary of the selected roles and features before installation. The configuration was verified to ensure that all required Remote Access components were correctly selected before the installation began.
Figura 3 Opening the Routing and Remote Access Management Console
[image: ]
After installing the Remote Access role, the Routing and Remote Access console was opened from Server Manager to configure routing on the Birmingham Domain Controller, enabling communication between the Birmingham and London networks.

2.2.1 Enabling Persistent IP Forwarding
Figura 4
[image: ]
Persistent IP forwarding was enabled using sysctl, allowing the Linux server to route traffic between the Birmingham and London networks. Figure 4 confirms that net.ipv4.ip_forward = 1 was successfully configured.













2.2 Configuring Network Interfaces
Figura 5 Linux Client Default Gateway Configuration
[image: ]
The Linux client initially failed to reach the remote network because no default gateway was configured. After adding the default route (172.16.2.1), connectivity was successfully restored.
Routing Verification
Figura 6
[image: ]
Connectivity was verified by pinging 172.16.1.10. Successful ICMP replies confirmed that routing between the Birmingham and London networks was operating correctly.
Figura 7
[image: ]
Before configuring RRAS, the network adapters were renamed Birmingham LAN, NAT and WAN to simplify configuration and administration.
2.3 Configuring NAT
Figura 8
[image: ]
A new interface was added under the NAT option in the RRAS IPv4 configuration to begin the Network Address Translation (NAT) setup.
Figure 9
[image: ]
The NAT adapter was selected to provide Network Address Translation between the private enterprise network and external networks.

Figure 10 Configuring the Public NAT Interface
[image: ]
The selected NAT adapter was configured as the Public interface connected to the Internet, with Enable NAT on this interface selected. This configuration allows devices on the private network to access external networks while maintaining their internal IP addresses through address translation.
Figure 11 Selecting the WAN Interface
[image: ]
The WAN interface was added to the NAT configuration to support routing between the Birmingham and London networks.

Figure 12 Configuring the WAN Interface
[image: ]
The WAN interface was configured as a Private interface, allowing direct communication between the Birmingham and London networks without Network Address Translation (NAT).
Figure 13 Configuring the Birmingham LAN Interface
[image: ]
The Birmingham LAN interface was configured as a Private interface to allow communication between local clients through the RRAS server while maintaining network isolation.

Figure 14 Verifying the NAT Configuration [image: ]
The completed NAT configuration was verified in the Routing and Remote Access console. The NAT, WAN and Birmingham LAN interfaces were successfully configured, confirming that RRAS was operating correctly.


III. Domain Controller Configuration
Figure 15 DNS Verification

[image: ]
DNS was verified using the nslookup command. Forward and reverse lookups successfully resolved the mariana.acca domain and the Domain Controller (172.16.1.1), confirming that DNS name resolution was operating correctly.












V. User Management
Figure 16 Creating Domain Users
[image: ]
A PowerShell script (Import-ADUsers.ps1) was used to automate the creation of Active Directory user accounts. The output confirms that the accounts were created successfully.
VI. Domain Membership
Figure 17 Joining the Client Computer to the Domain
[image: ]
The client computer was joined to the Mariana.acca domain, enabling centralised authentication and access to Active Directory resources.
Figure 18
[image: ]
Administrative credentials (Mariana\Administrator) were used to authenticate the domain join request, allowing the client computer to be successfully added to the Mariana.acca domain.

Figure 19
[image: ]
The Active Directory Users and Computers console confirmed that the client computer (DESKTOP-O7AI69H) was successfully added to the Mariana.acca domain.
VII. DHCP Configuration
Figure 10 DHCP server authorization in Active Directory.
[image: ]
The DHCP server was authorised using domain administrator credentials, enabling it to issue IP addresses within the Active Directory domain.

Figure 11 Configuration of the DHCP IP address scope.

[image: ]
shows the DHCP scope configuration, defining the IP address range and subnet mask for automatic client IP allocation.
Figure 12 Configuration of the default gateway for the DHCP scope
[image: ]
shows the DHCP default gateway (172.16.1.1) configured for the scope, enabling client communication outside the local network.Figure 13 Configuration of the IP address range for the London DHCP scope.
[image: ]
shows the configuration of the DHCP scope for the London network. An address pool from 172.16.2.10 to 172.16.2.200 with a /24 subnet mask was defined to provide automatic IP address allocation to client devices.

Figure 14 Completed DHCP scope options for both network segments.
[image: ]

shows the completed DHCP configuration for the Birmingham and London scopes. Both scopes were configured with the required options, including the default gateway, DNS server, and DNS domain name, allowing clients in each subnet to receive the correct network settings automatically.
Figure 15 DHCP Address Pool configured for the Birmingham Scope.
[image: ]
The Birmingham DHCP scope was configured with an address pool ranging from 172.16.1.10 to 172.16.1.20. This range defines the IP addresses that can be automatically assigned to client devices while reserving lower addresses for servers, routers, and other network infrastructure.
Figure 16 DHCP Lease Verification

[image: ]
The Windows client configuration was verified using the ipconfig /all command.), the client successfully obtained an IP address (172.16.1.10), subnet mask, default gateway (172.16.1.1), DHCP server and DNS server from the DHCP service, confirming that automatic IP address allocation was working correctly.

Figure 17 DHCP Client Verification

[image: ]
Windows client configured to obtain an IP address automatically using DHCP.
The DHCP lease was renewed using the ipconfig /release and ipconfig /renew commands. The client successfully received a new IP configuration from the DHCP server.

DHCP lease successfully renewed from the DHCP server.

[image: ]
Verification of the network configuration assigned by DHCP.
The ipconfig /all command was used to verify that the client received the correct IP address, subnet mask, default gateway, DNS server and DHCP server information.
[image: ]

Linux client IP configuration verified using the ip addr command.
The Linux client network configuration was verified using the ip addr command. The assigned IP address confirms successful network configuration within the London subnet.
[image: ]

VIII. Shared Storage Configuration
Creating an additional virtual hard disk in Oracle VirtualBox for the Birmingham Domain Controller.
[image: ]
An additional virtual hard disk was created and attached to the Birmingham Domain Controller (B-DC1) using Oracle VirtualBox. This disk was prepared to provide dedicated storage for the shared folder required by the coursework before being initialised and configured within Windows Server.
Fig. X+1. Newly created virtual hard disk available for attachment to the Birmingham Domain Controller in Oracle VirtualBox.
[image: ]
After the virtual hard disk was created, it became available in the VirtualBox storage manager and was selected for attachment to the Birmingham Domain Controller. This additional storage was required to configure the dedicated E: drive used for the shared folder in the Windows Server environment.

Fig. X+2. Additional virtual hard disk attached to the B-DC1 virtual machine through the VirtualBox SATA controller.
[image: ]
The newly created virtual hard disk was attached to the B-DC1 virtual machine through the VirtualBox SATA controller. Once connected, the disk became available within Windows Server, allowing it to be initialised, formatted and configured as the E: drive for the shared storage service.











Fig. X+2. Initialising the newly attached virtual disk in Windows Server Disk Management before creating the shared storage volume.
[image: ]
After attaching the additional virtual disk to the virtual machine, Windows Server detected the new storage as an uninitialised disk. The disk was initialised using Disk Management, preparing it for partitioning and formatting before being assigned the E: drive letter.











Fig. X+3. BirminghamFiles folder created on the E: drive for the shared storage configuration.
[image: ]
After the additional disk was initialised and assigned the E: drive letter, a dedicated folder named BirminghamFiles was created. This folder was prepared to host the shared files that would later be accessed by authorised domain users across the network.

Fig. X+4. Shared folder configuration and share permissions for the BirminghamFiles directory.
[image: ]
The BirminghamFiles folder was configured as a shared resource using Windows Server Advanced Sharing. The Domain Users group was granted Full Control permissions, allowing authorised users to access and manage the shared files across the network.

IX. Network Testing
8 . 1Client Network Configuration Verification
[image: ]
After configuring the DHCP server and activating the network scope, the Linux client was used to verify that the network settings were assigned correctly. The ip addr and ip route commands were executed to confirm that the client had received a valid IP address from the DHCP server and that the local routing information had been configured correctly.










B. Router Interface and Routing Verification
[image: ]
Screenshot (XXX) shows the output of the ip addr and ip route commands executed on the Linux router. The results confirm that the network interfaces were configured with the correct IP addresses and that the routing table contains the required routes for communication between the 10.0.0.0/29 and 172.16.2.0/24 networks, verifying that the router is correctly configured for network connectivity.













C - Verification of the Birmingham Domain Controller network configuration using the ipconfig /all command.
[image: ]
Screenshot (XXX) shows the output of the ipconfig /all command executed on the Birmingham Domain Controller. The results confirm that the network adapters are configured with the correct IP addresses, subnet masks, gateway, and DNS settings, verifying that the server is correctly configured for communication across the enterprise network.
Figure X. Verification of the NAT and WAN network adapter configuration on the Birmingham Domain Controller.
[image: ]
Screenshot (XXX) shows the ipconfig /all output for the NAT and WAN network adapters on the Birmingham Domain Controller. The results confirm that both interfaces are configured with the correct IP addresses and network settings, enabling communication between the internal network and the external network through the routing infrastructure.
Figure X. Verification of the Windows client network configuration using the ipconfig /all command.
[image: ]
Screenshot (XXX) shows the Windows client network configuration. The results confirm that the client received the correct IP address, default gateway, and DNS server settings, verifying successful network connectivity.











8.1 DNS Name Resolution
[image: ]
After the client computer joined the domain, DNS resolution was verified using the nslookup command. The tests confirmed that both the domain name (Mariana.acca) and the Domain Controller (b-dc.Mariana.acca) were successfully resolved to the correct IP address. This verified that the DNS service was functioning correctly and that the client could locate domain resources, as shown in Screenshot (244).
8.2 Active Directory Service Verification
[image: ]
The availability of Active Directory services was verified using the nslookup command to query the LDAP SRV record. After correcting the query syntax, the client successfully located the Domain Controller and retrieved the LDAP service record on port 389, confirming that the required DNS records for Active Directory were correctly registered and accessible, as shown in Screenshot (247).

Fig. Connectivity Verification Between the London Router and Domain Controller
[image: ]
After configuring the routing settings, a connectivity test was performed from the Linux server using the ping command. all four packets were successfully received with 0% packet loss, confirming that the network communication was operating correctly.











Fig. End-to-End Connectivity Testing
[image: ]
To verify end-to-end network connectivity, the Linux client was used to ping both the Windows client (172.16.1.10) and the Domain Controller (172.16.1.1). both tests completed successfully with 0% packet loss, confirming that communication between the client devices and the domain services was operating correctly.
Connectivity Verification
[image: ]
Connectivity was also verified from the Windows client by sending ICMP echo requests to the Linux client (172.16.2.10). all four packets were successfully received with 0% packet loss, confirming successful communication between the two network segments.
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