PCDA Assignment Two – Cyber-Crime

This essay will review complex types of internet-dependant crimes.

The internet is a network that connects computers internationally so that people can keep in touch no matter what part of the world you live (Internet | Description, History, Uses, & Facts, 2022). Sometimes referred to as the “network of networks” the internet in the 1970’s was being used by companies in the United States of America but was not used by the public until the 1990’s. Today, more than half the worlds population is said to have internet access (Internet | Description, History, Uses, & Facts, 2022).
Unfortunately, the internet is also used for crime, an example of some of the most common internet-dependant crimes would be phishing or spoofing, it is an offence under the Fraud Act 2006 and can carry an imprisonment sentence of anything up to ten years depending on the severity of the crime (Fraud Act 2006, The | The Crown Prosecution Service, 2022). 
Phishing or spoofing is unlawful access of a computer and multiple emails being sent to deceive the recipients with false information (The 10 Most Common Internet Crimes, 2022). Whilst these phishing or spoofing attacks are taking place, the attackers are able to gain any details you have available such as home address, date of birth, bank details and the answers to security questions to name but a few. These emails are also said to sometimes contain attachments which if clicked will automatically download ransomware to the devices, an example of this would be the WannaCry ransomware attack. The WannaCry ransomware hit 150 countries in a worldwide outbreak in May 2017, the virus was sent in an attachment in an email which a member of staff opened, instantly users were locked out of the NHS computer system and a ransom was demanded for access to be regained to the systems (NHS 'could have prevented' WannaCry ransomware attack, 2022). This attack was the largest to ever hit the NHS, with 6,900 appointments cancelled including 139 urgent cancer patient referrals, it is estimated that in total there was 19,000 appointments effected by this ransomware attack, however, patient data was not compromised or stolen (NHS 'could have prevented' WannaCry ransomware attack, 2022). This ransomware was stopped by a 22-year-old male named Marcus Hutchins who managed to end the attack on the NHS by finding ‘the kill switch’ for the ransomware (NHS 'could have prevented' WannaCry ransomware attack, 2022).
However, phishing can be used with good intentions. For example, on a more international level, the group Anonymous was formed in 2003, Anonymous is a hacker collective who use phishing emails to fool users into revealing details and passwords, they do this to interfere with a regime they do not agree with. (All you need to know about the 'hacktivist' group Anonymous, 2022). Anonymous are a group of people from all over the world and all different backgrounds, in the past they have targeted the likes of the Central Intelligence Agency, Islamic state and the Church of Scientology. They have ended more than 1,000 websites containing terrorist propaganda, most recently they have targeted the Russian president Vladimir Putin’s regime in retaliation for invading Ukraine (All you need to know about the 'hacktivist' group Anonymous, 2022). Anonymous has declared a cyber-war with Russia for the horrendous crimes against Ukraine, the group has already succeeded in shutting down several Russian state-run media sites and hacking state TV channels showing pro-Ukraine material and showing footage of the devastation that Vladimir Putin’s regime has caused. Anonymous have also taken 300 Russian websites off the internet and has asked Russian troops to surrender their tanks and in return have amnesty in Ukraine for them and their families and £40k. They have also claimed that they have secured £1b RUB which is £7.9m GBP in Bitcoin to help any Russian troops wishing to surrender (All you need to know about the 'hacktivist' group Anonymous, 2022). 

From a local policing point of view, the upmost importance is on the initial actions taken when a cyber-crime has been reported, such as measures taken to secure evidence and data from any devices that maybe on the person or in the property the person resides at or has control of. Local level policing responses will differentiate throughout the country, each force has their own specialist unit to deal with these types of crimes, for example, the Metropolitan Police Force has ‘FALCON’ this stands for Fraud and Linked Crime On-Line (Bryant and Bryant, 2020). The officers that are in these units are trained in these types of crimes and have a greater knowledge than a response officer for instance. These units usually have one officer who is the single point of contact meaning if a cyber-crime is reported then the attending officer which is likely to be a response officer, can contact them for information regarding evidencing gathering in a safe way. It has been known for a person being investigated for these types of offences installing magnetic stripping around door frames and windows, this in effect when the devices and hard drives are carried through them and out of the property during seizure will wipe the systems clean, leaving no evidence.  (Bryant and Bryant, 2020).
 In the year ending September 2018, 3.5 million frauds had been recorded (e.g., using stolen debit or credit cards details) whilst over 1 million computer misuse offences had taken place (Bryant and Bryant, 2020). Criminals will often use automated payments for small amounts from several victims, these will usually go unnoticed, leaving the person open to further fraudulent transactions leaving their account (Bryant and Bryant, 2020). When these small amounts are noticed it is very unlikely these will be investigated if reported, nevertheless, it is still important to report these as the right action can be taken to negate any further transactions happening by changing account details or bank card numbers if it is a transaction from the card itself (Bryant and Bryant, 2020). A massive £57,790,384 was lost as a result of remote access attacks last year alone, on average that is £2,868 per victim. These remote access attacks are as a result of a browser pop-up being clicked or a phone call answered, and the person being allowed access through the computer from software the victim is told to download (More than £50 million lost to remote access tool scams last year - Get Safe Online, 2022). Annual costs to the United Kingdom for cyber-crime totals billions of pounds, unfortunately there is no doubt that cyber-enabled crimes are increasing with technology becoming more and more prominent in our day to day lives (Bryant and Bryant, 2020).
As well as fraudulent activity with persons bank accounts, private details that are gained from the attacks can also be sold on the dark web, hundreds of debits and credit card details are being sold on the dark web every week for as little as £7 (Times, 2022), for the period between September 2021 to January 2022, 74,775 British credit and debit card details were put on sale on the dark web (Times, 2022). The dark web is a network of illicit websites and encrypted chat rooms that can only be accessed using a software called The Onion Router or TOR for short (VPN, 2022). TOR is advertised as being a free software that supports the user from types of internet surveillance that encroaches on personal freedom and security, it also claims to defend against internet traffic analysis and enables the user to do confidential business activities (Bryant and Bryant, 2020). 
The Onion Router masks the IP (Internet protocol) address, this is a unique identification number that all devices that can access the internet have, this then allows anonymous browsing (The Dark Web: what is it and why do people use it? 2022), IP addresses allows websites to send relevant information to the correct place. (The Dark Web: what is it and why do people use it? 2022). Dark web pages will not appear on generic search engines, to access them you must use software such as The Onion Router, but you also must have the specific web address, also known as URL, otherwise you will not be able to access the page (VPN, 2022). Around 2.5 million people around the world use The Onion Router daily, however, not all use it for accessing the dark web but more for the anonymity and protection it can offer whilst browsing and shopping on regular websites (The Dark Web: what is it and why do people use it? 2022).

Another example of internet-dependant crime is internet hate-crime. Internet hate-crime is the distribution of electronic material designed to cause hatred towards another such as political propaganda, webpages glorifying violent acts against ethnic minority groups, extremist political webpages, and social media groups and social media pages (Bryant and Bryant, 2020). An example of this would be the murder of Jo Cox in June 2016, Jo was a Labour MP who was murdered by a male with Neo-Nazi propaganda found at his home address along with a golden third Reich eagle with a swastika on the front. Mair, a 52-year-old man who stabbed J to death also stabbed a 77-year-old man for trying to help her (Atkin and Milan, 2022).
As a result of Jo Cox’s murder, a unit has been set up by police to deal with these internet hate-crimes, in the first six months there were 53 crimes reported to them, 33 of those were malicious communications offences (Roberts, 2022).
To help tackle all these cyber-dependant crimes the responsibility does not only fall onto police, but there are also other agencies that work in partnership together such as National Crime Agency, Europol, Federal Bureau of Investigations, and the United States Secret Service. These all-share intelligence and coordinate operations on an international scale (Cybercrime, 2022).  As well as disrupting these well-established offenders, the National Crime Agency also raises awareness to divert young persons from turning to a life of cyber-crime, for example the National Crime Agency runs a campaign called #CyberChoices which encourages parents and guardians of young persons to engage with them and speak about ambitions and how to put their skills to best use (Cyber crime, 2022).

In conclusion, cyber-dependent crimes are not crimes that are going to fade out and they will never be stopped entirely. As time passes more and more technology is being developed and possibly leaving us as individuals and nations more open to the threats of cyber-dependent crimes, however, advances in technology will also help with protecting the United Kingdom from cyber-threats such as that from Russia at present. With agencies around the world working in partnership is the best course of action as it will raise awareness of certain individuals who will be planning attacks internationally. The National Crime Agency’s continuous campaigns alongside education in schools will continue raise awareness and in turn that will encourage more young people to use their skills for cyber safety and deterring cyber-attacks rather than cyber-dependent crimes.
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Assignment two – RTA

This essay will evaluate the disruption options available to target criminal activity on the road network.

Roads policing plays a vital role in disrupting criminality, offences such as human trafficking, drugs and contraband, smuggling, cargo thefts, county lines exploitation, terrorism, facilitating burglaries and violent crimes along with motoring offences are all committed using the road network (Roads Policing Review, 2022). Disrupting criminality is at the core of policing and the peelian principles, The first of the peelian principles is to prevent crime and disorder (What Are the 9 Police Peelian Principles?, 2022)
Chief Constable Richard Brunstrom, head of roads policing, ACPO said
“The Police have a duty to tackle criminality in all its forms on the roads as much as anywhere else. There is an increasing recognition that road policing is a critical component of core police work and that getting it right is of prime importance. We intend to make full use of modern technology to detect, disrupt and challenge criminal use of the roads, and by doing so revolutionise road policing.”
The roads policing strategy which was dated 2018-2021 and written by the National Police Chiefs Council has three main objectives for roads policing around the UK. The first is safe roads, free from harm, the second, Secure roads free from the threat  of serious crime and terrorism. The third is efficient roads that promote public confidence and satisfaction (Roads policing, 2022). This review is written as guidance to the 43  police forces around the United Kingdom so that all officers have the same plan and are fighting the crimes together (Roads policing, 2022).
In a survey conducted by DirectLine car insurers, they stated that 83% of drivers in the United Kingdom believed a police presence stops other road users from committing offences against UK traffic laws (Roads policing, 2022), 73% of drivers that took part in the survey also believed that there needed to be more police cars.
With a strategic road network in Wales comprising of 436km of trunk roads and 178km of motorway in South Wales alone, there are several ways to tackle the criminality taking place on roads whilst keeping traffic free flowing. Firstly, the strategic road network is important due to it being of economic importance as there are large goods vehicles (LGV) and heavy goods vehicles (HGV) that use the roads system to import and export goods (Disrupting criminality, 2013). There are a few ways of doing this, to have roads policing officers on mobile patrol, using intelligence and by using technology, using a combination of these gets the best results (Disrupting criminality, 2013). The technologies used to disrupt these various offences are Automatic Number Plate Recognition or ANPR for short, CCTV as it is integrated into the ANPR and the traffic cameras, vehicle trackers, facial recognition, average speed cameras and some police vehicles (Disrupting criminality, 2013).
Automatic Number Plate Recognition is in the form of a small camera which reads vehicle registration marks or VRM for short, these cameras are placed on the side of some roads mainly trunk roads this (Welsh Government Strategic Road Network Map | Traffic Wales, 2022). When the vehicle registration marks are read it then feeds the information back to a computer database named the police national computer or PNC and it registers, what camera it has been read from, a photo of the vehicle possibly containing an image of the driver at that time, any ACT/REACT markers and any intelligence on the vehicle such as incidents the vehicle or the owner of the vehicle have been involved in such as drug related offences (Disrupting criminality, 2013).
 When a police vehicle equipped with Automatic Number Plate Recognition then passes a vehicle or has the vehicle in front of it and the scans the vehicle registration mark it will then sound a warning and show an alert the computer screen inside the vehicle (Engaging criminals - denying criminals use of the roads, 2022). Automatic Number Plate Recognition can also be used as part of crime pattern analysis, this is when a crime ‘hot-spot’ is determined, the use of the Automatic Number Plate Recognition camera can record details of all vehicles present going to or from that area along with obtaining a photograph potentially of the driver of the vehicle (Automatic Number Plate Recognition (ANPR), 2022).
All this intelligence on the vehicle then allows a roads policing officer whether he has grounds to stop the vehicle. The intelligence is also shared by the National Roads Policing Intelligence Forum or the NRPIF for short, this is an agency to help all forces work in partnership as the intelligence is passed to any force who needs to see it (Policing our roads together, 2022). Should the grounds be present the officer will then make an attempt to stop the vehicle, there are several pieces of legislation that gives a roads policing officer the legal power to stop a vehicle (Legal basis - Stop and search, 2022).
 A few examples of these pieces of legislation would be Section 1 of the Police and Criminal Evidence Act 1984 where it states that should a police constable suspect, know or believe there to be any stolen or prohibited articles, points, blades, fireworks or anything that could be used for the offence of going equipped then under this section (Legal basis - Stop and search, 2022), Section 23 of the Misuse of Drugs Act 1971, this act gives a police constable the power to stop and search any person, vehicle or vessel if they suspect possession of a controlled drug (Legal basis - Stop and search, 2022). Section 37 and 38 of the Psychoactive Substances Act 2016 also gives the power to stop and search any person, vehicle or vessel to search for psychoactive substances (Legal basis - Stop and search, 2022) and lastly, Section 47 of the Firearms Act 1968, with this act there is a power to stop any person, vehicle or vessel if it is suspected that there is a firearm on board or on the person (Legal basis - Stop and search, 2022). 
By conducting these vehicle stops officers are not only searching for what the ACT marker suggests, but the officer will be looking for who is driving the vehicle, who is being carried as a passenger in that vehicle which in turn potentially develops intelligence on those persons or on that vehicle (Legal basis - Stop and search, 2022), whilst the intelligence continues to develop this gives police more of an insight into what types of criminality are potentially being committed and gives opportunities for pro-active policing, meaning more patrols of that specific area or road network (Disrupting criminality, 2013). 
There are other ways of disrupting criminality on the road networks, the use of CCTV which can be used as a deterrent, vehicle GPS trackers which can be used to find a stolen vehicle which could then be used for human trafficking or drug related offences (Disrupting criminality, 2013).
Another example of disrupting criminality on the roads is simply by completing roadside checks on all vehicles but also commercial vehicles whether British or foreign registered. These types of vehicles can be used for smuggling purposes amongst other offences (Roadside vehicle checks for commercial drivers, 2022). By stopping a vehicle of this description this then allows officers to examine what goods are being carried in that vehicle besides conducting safety checks such as weight of load and tachograph checks, making sure the vehicle is roadworthy. These checks are usually carried out by a police officer in company of a Driver and Vehicle Standards Agency or DVSA worker (Roadside vehicle checks for commercial drivers, 2022). 
An operation was conducted between Norfolk and Suffolk roads policing units which was the first of its kind, Operation Mermaid Five was held in 2011 over the span of two days one in each county (Illegal Commercial Vehicles Tackled, 2022). Officers worked in partnership with the ANPR intercept team and partner agencies including Vehicles and Operator Services Agency or VOSA for short, Her Majesty’s Revenue and Customs or HMRC road fuel testing unit, UK border agency and lastly Trading Standards (Illegal Commercial Vehicles Tackled, 2022). 
This operation targeted all different types of crime which involved the use of a vehicle and the road network, over the two day period there were a total of 87 vehicles escorted to the safe sites for vehicle and documentation inspections (Illegal Commercial Vehicles Tackled, 2022), several advisory notices, 10 immediate prohibitions, 5 vehicles seized un Section 165 of the Road Traffic Act 1988 for one of the following driving without insurance, otherwise within accordance of their license, no seatbelt, windows illegally tinted or defective lights (Illegal Commercial Vehicles Tackled, 2022). 
One male was arrested on the spot for overstaying here in the United Kingdom and there were three vehicles seized for having full tanks of red diesel, Trading standards also made several enquiries with local traders due to issues with trade registration and deception (Illegal Commercial Vehicles Tackled, 2022).
Chief Inspector Chris Spinks, Roads policing said:
“This initiative can be viewed as a success with officers from across the agencies sending a positive and firm message to road users within our counties that we are working together to detect and deal with offenders on the roads of Norfolk and Suffolk” 
These types of operations will deter criminality on the roads of the United Kingdom and will stop such tragedies as the Essex lorry deaths where 39 Vietnamese nationals were found dead in the back of a refrigeration lorry back in 2019 (Essex lorry deaths: driver denies human trafficking charges, 2022), there were a total of seven men arrested for the deaths, including the two lorry drivers (Essex lorry deaths: Men jailed for killing 39 migrants in trailer, 2022). The two drivers of the lorry faced 39 counts of manslaughter and conspiracy to commit human trafficking and transferring criminal property (Essex lorry deaths: driver denies human trafficking charges, 2022), and two men were convicted of conspiracy to smuggle and another three were jailed for conspiracy to facilitate unlawful immigration (Essex lorry deaths: Men jailed for killing 39 migrants in trailer, 2022).
In conclusion, by policing the roads appropriately and using the Automatic Number Plate Recognition system along with other intelligence and technology sources such as facial recognition it will give criminals less of a opportunity to commit these crimes. If these organised crime groups keep getting disrupted by continuously losing goods such as drugs, contraband, humans or even vehicles they will be less likely to be able to carry on in their criminality and if this disruption continues, eventually it will be felt at the top of the organised crime groups by the top bosses of them and may stop them from committing these offences, technology is forever evolving and new technologies will continue to be developed to stop such crimes being committed.
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