Peter Evans - 1810610
Advanced Networks – Lab2
Part 1. Wireshark
1. The source MAC addresses matches the PC’s interface address
2. The destination MAC address matches the remote PC’s interface address
3. Using an arp table which is either on the local PC or the connected switch.

Part 2. Outside Ping
1. IP address Yahoo – 87.248.100.215
2. Mac address Yahoo – We don’t get the MAC address of external domains. We only see the source and the internal routers MAC address
3. IP address Cisco – 104.82.71.248
4. Same as point 2
5. IP address Google – 216.58.210.46
6. Same as point 2
7. Not sure what you are asking?
8. Pinging on a local network retrieves the destinations MAC address. Pinging to remote hosts only shows the MAC address of the layer 3 router. 
9. Wireshark will only show the Routers MAC address for remote hosts because that is the destination of the ping. When the router receives the ping packet it uses Layer 3 (Routing) protocol which uses the destinations IP address to forward it. Pinging local machines uses Layer 2 (switching) which identifies local hosts by their MAC address using ARP table.

Part 3.
1. Destination Address Field
2. The PC sends out a broadcast ARP because it’s asking for the destination host to respond/reply to the request. – Who has 192.168.10.1?
3. Source MAC is the DNS server
4. In my case the Vendor is not known. This is because it’s a virtual machine running DNS with a randomly generated MAC 
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Part 4.
1. DG is 192.168.10.1
2. 2C-F0-5D-41-32-4B
3. f0:9f:c2:11:4e:e6
4. Type IPv4 (0x0800)
5. Source IP: 192.168.10.171
6. Destination IP: 192.168.10.1
7. The alphabet
8. Mac address of the Default gateway.

Ping cisco.com
1. Source - 2c:f0:5d:41:32:4b (local PC)
2. Destination - f0:9f:c2:11:4e:e6 (Default Gateway)
3. Source IP: 192.168.10.171 (Local PC)
4. Destination IP: 72.163.4.185 (cisco.com)
5. The Destination MAC remains the same as it is a Layer 2 protocol used for switching. The destination IP has changed because it displays the remote host IP. To access hosts on remote networks a router is required which uses layer 3 protocol.
6. Preamble is used to synchronise the data sample of an incoming packet. It to inform the receiving ethernet device that data is incoming.
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Address: f2:b7:5F:e2:F1:03 (f2:67:5F:e2:71:03)
L6 bit: Locally administered address (this is NOT the factory default)





