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 Introduction
This report reflects on my experience working in a six-person team during the UWTSD Hackathon 2026, where we developed the AI-Powered Domain Security Clarity Platform. The goal was simple but important: make cybersecurity findings easier to understand for non-technical users.
Many existing tools generate detailed reports, but they are often packed with technical jargon. For most people, which makes them hard to use. Our platform aimed to close this gap by combining automated scanning with AI-driven explanations, aligned with the MITRE ATT&CK framework.
My role in the team was Member 2 Research and Tool Analysis. I focused on exploring the current cybersecurity landscape, analysing widely used tools, and identifying their strengths and weaknesses.
In this report, I will reflect on my contributions, what I learned from a technical perspective, and how working as part of a team influenced my overall approach.

My Role in the Group
My main responsibility was to research and evaluate five key cybersecurity tools: Nmap, Nessus, PentestTools, Maltego, and Nikto/WhatWeb. For each one, I looked at what it does, who uses it, how easy it is for non-technical users, and how our platform could improve the experience. This work fed directly into our comparative analysis table and the key limitations section in the final presentation.
Alongside this, I explored the MITRE ATT&CK framework and how we could integrate it into our solution. I studied how it classifies attacker behaviour into tactics and techniques and then looked at how vulnerabilities detected by our tools could be mapped to those techniques.
This was a key step, because it helped move beyond raw technical data and connect findings to real-world attack scenarios, making the results much clearer and more meaningful for users.

What I Learned - Technical Knowledge
Before this project, I had a general understanding of cybersecurity, but I had not explored tools like Nmap or Nessus in depth. Through my research, I learned how Nmap scans networks and detects open ports, and how Nessus builds vulnerability reports using CVE (Common Vulnerabilities and Exposures) databases. I also started to understand how CVEs are structured and why they are so important in real-world security.
The biggest learning curve came from the MITRE ATT&CK framework. At first, it felt overwhelming, it includes fourteen tactic categories like Initial Access, Lateral Movement, and Exfiltration, along with hundreds of techniques linked to real attacks. But over time, it started to make sense, and I could see how useful it is for understanding both attacker behaviour and defensive strategies. I also explored MITRE D3FEND, which focuses on defensive responses and helps map countermeasures to specific attack techniques.
One key takeaway from my research was this: detecting a vulnerability is not enough. The Equifax breach in 2017 is a strong example, a known issue was not patched, leading to the exposure of over 147 million people’s data. This reinforced the core idea behind our platform: security findings need to be clearly explained so the right actions can be taken quickly.

What I Learned - Working in a Group
Working in a team of six taught me a lot, not just technically, but also in how to collaborate effectively. Early on, we divided tasks clearly, with each person responsible for a specific area like research, development, design, testing, or presentation. This made the workload easier to manage and helped us avoid overlapping work.
Communication played a key role throughout the project. We regularly shared updates, discussed progress, and made sure everything stayed aligned. I noticed that explaining my research to teammates, especially those in separate roles, helped me understand it better. Breaking down concepts like MITRE or tool limitations into simpler terms made everything clearer in my own mind.
There were also moments where we did not all agree, especially when deciding how much detail to include or how to present our analysis. While these discussions could be challenging, they usually led to stronger decisions. Feedback from teammates was especially useful, as it helped me spot gaps in my work and improve it before the final presentation.

Challenges I Faced
One of the biggest challenges was the sheer amount of information to research. There are many cybersecurity tools out there, so choosing just five that best represent the field took careful thought. I had to focus on tools that were both relevant and useful for our project goals.
Understanding the MITRE ATT&CK framework was also difficult at the beginning. It is a layered and detailed system, and it took time to see how tactics, techniques, and sub-techniques all connect. With limited time during the hackathon, I could not cover everything, so I focused on the parts most relevant to our platform.
Another challenge was making technical information easy to understand. My role was not about research; it was about communicating it clearly. Finding the right balance between detail and simplicity took multiple revisions, especially when working on the presentation slides.

Conclusion
This project gave me a much stronger foundation in cybersecurity tools, threat modelling, and vulnerability analysis. I now have a clearer and more practical understanding of how tools like Nmap and Nessus operate in real environments, from scanning networks to identifying and reporting vulnerabilities. I also developed a solid working knowledge of the MITRE ATT&CK and D3FEND frameworks, which I can apply in future academic work and real-world scenarios.
Beyond the technical skills, the experience of working in a team helped me grow in other key areas. I improved my ability to communicate complex ideas in a clear and structured way, especially when explaining technical concepts to non-technical audiences. I also learned how to collaborate more effectively, manage shared responsibilities, and stay organised while working under the time pressure of a hackathon.
One key insight from this project is that cybersecurity is not just a technical challenge, it is also about communication and usability. Even the most advanced tools can fail if users do not understand the risks or know how to respond. This experience reinforced the importance of making security information accessible and actionable, and it is a perspective I will carry with me throughout my future career.
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