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Abstract

Software-Defined Networking (SDN) provides a programmable approach to network management by separating the control and data planes to centralise control. However, this architecture introduces security challenges, particularly Distributed Denial of Service (DDoS) attacks. The development and evaluation of DDoS detection techniques depend upon datasets that represent benign and malicious network traffic. Existing research frequently relies upon established network security datasets or traffic generated within simulated environments, while relatively few reusable datasets are generated using physical SDN infrastructure. 
The aim of this research was to design and implement a physical SDN environment to generate a labelled DDoS dataset and evaluate its effectiveness for real-time detection research. A testbed was developed using an OpenFlow-enabled Aruba 2920 switch and Ryu controller. Benign traffic was generated alongside TCP SYN, UDP, and ICMP flood attacks across twelve experimental runs. Packet-level traffic was captured, separated according to the experimental phases, processed into network flows using NFStream, and labelled according to the known traffic conditions. The completed dataset was evaluated through integrity testing followed by real-time validation using a source-IP entropy-based DDoS detection method. 
The resulting dataset contained 316,539 flow records, comprising 315,878 malicious and 661 benign records, with the original packet captures retained for future analysis. Integrity testing identified no inconsistencies within the conditions examined. Entropy-based validation produced varying performance between attack types and repetitions. Some attacks remained above the fixed entropy threshold, particularly where malicious traffic was distributed between multiple source addresses, while changes in benign traffic during later scenarios also affected detection performance. These findings demonstrated limitations of the selected detection approach rather than independently indicating errors within the dataset. 
The principal contribution is a labelled DDoS dataset generated using controlled physical SDN infrastructure, accompanied by the original packet captures and a documented methodology for its generation, processing, and validation. The findings demonstrate the importance of distinguishing dataset integrity from the performance of an individual detection technique and provide a reusable resource for further DDoS detection research within physical SDN environments. 
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[bookmark: _Toc239672959]1.0 Background
The rapid growth of cloud computing, virtualisation, Internet of Things devices, and large-scale enterprise networks has placed increasing demands on traditional network infrastructures. Conventional networking architectures tightly couple the control plane and the data plane within the individual networking devices, resulting in complex network management, limited flexibility, and slower deployment of services and security policies [1]. As network environments have continued to evolve, these limitations have encouraged the development of more programmable and centrally managed networking paradigms capable of supporting modern communication requirements. 
Software-Defined Networking (SDN) has emerged as one of the most significant developments in modern networking by separating the network control plane from the data plane and centralising the network with a controller [1]. Through southbound protocols such as OpenFlow, the controller manages forwarding behaviour across multiple networking devices, allowing administrators to configure and monitor a network from a single location [2]. This architecture provides numerous advantages over traditional networks, including simplified management, improved scalability, greater programmability, and the ability to rapidly deploy network-wide policies [1]. 
Despite these advantages, the centralisation of network intelligence introduces new security challenges that are unique to SDN environments. Unlike conventional distributed networks, the SDN controller represents a critical component responsible for maintaining rules, processing network flows, and allowing communication between network devices. Consequently, the controller becomes an attractive target for cyber-attacks, particularly Distributed Denial of Service (DDoS) attacks, where an attacker attempts to exhaust controller resources through overwhelming volumes of malicious traffic [2], [3], [4]. DDoS attacks remain one of the most significant threats affecting SDNs due to their ability to exploit the interaction between forwarding devices and the SDN controller. Large numbers of malicious packets can trigger excessive Packet-In messages and repeated flow installation requests, significantly increasing controller workload and degrading network performance [3], [5]. As organisations continue to adopt SDN across enterprise, cloud, and critical infrastructure environments, developing effective methods for detecting and responding to DDoS attacks has become an active area of cybersecurity research [6]. 
Over the past decade, researchers have proposed a wide range of DDoS detection techniques for SDN environments, including statistical, machine learning, deep learning, and hybrid detection approaches [4], [6]. While many of these approaches report high detection accuracy, comparisons between studies remain difficult due to the substantial differences in experimental design, datasets, validation methods, and testing environments [5], [6]. As a result, it is often unclear whether improvements in detection performance reflect genuine advances in detection capability or are influenced by the datasets and experimental environments used during evaluation. 

[bookmark: _Toc239672960]1.1 Previous Undergraduate Research
This research directly builds upon the author’s undergraduate project, Detect and Analyse DDoS Traffic in Software-Defined Networks, which investigated the feasibility of detecting DDoS attacks within SDNs using an entropy-based detection approach [7]. The project used Mininet and Ryu to generate controlled benign and malicious traffic and demonstrated that source-IP entropy could provide a lightweight method of identifying DDoS activity.
However, the evaluation relied entirely upon an emulated environment containing controlled synthetic traffic. This raised questions regarding the extent to which the observed detection performance was influenced by the dataset and experimental environment used for evaluation. These limitations provided the motivation for this project, shifting the focus from developing detection techniques towards the generation and validation of traffic using physical SDN infrastructure. 

[bookmark: _Toc239672961]1.2 Motivation
The undergraduate research highlighted that the credibility of DDoS detection results depends heavily upon the datasets and experimental environments used during evaluation. This shifted the focus away from improving detection algorithms and towards examining the experimental foundations on which those techniques are evaluated. The motivation for this project is therefore to investigate whether a dataset generated within physical SDN infrastructure can provide a stronger experimental resource for future DDoS detection research.

[bookmark: _Toc239672962]1.3 Research Gap
As part of the undergraduate research, a systematic literature review was undertaken to investigate the current state of DDoS detection research within SDNs. The review analysed recent studies published between 2020 and 2024 [8], examining the datasets, experimental environments, detection techniques, and validation methodologies adopted throughout the field. Whilst the review identified significant progress in the development of statistical, machine learning, and deep learning-based detection approaches, it also revealed several recurring limitations affecting the evaluation of these techniques [8]. 
A consistent observation throughout the reviewed literature was the widespread reliance on simulated network environments and publicly available datasets that were not specifically designed for SDNs [8]. Many studies generated traffic using network emulators such as Mininet, whilst others relied upon benchmark datasets originally developed for traditional network architectures. Although these approaches provide a convenient means of evaluating detection techniques, they often fail to capture SDN-specific characteristics, including controller-switch interactions, OpenFlow communication, and the operational behaviour of physical network infrastructure [8]. 
Furthermore, considerable variation was identified in the methodologies used to generate, label, and validate experimental datasets. Differences in network topology, traffic generation, attack scenarios, feature extraction, and evaluation metrics make direct comparison between proposed detection techniques increasingly difficult [8]. As a result, improvements reported within individual studies may reflect characteristics of the evaluation dataset rather than genuine advances in the detection capability. These inconsistencies continue to limit reproducibility and hinder the development of standardised benchmarking practices within SDN security research [8].
Therefore, a clear research gap exists regarding the availability of reusable, documented, and SDN-specific datasets capable of supporting the robust evaluation of DDoS detection techniques. Addressing this gap requires research that focuses not only on improving detection algorithms, but also on improving the quality and representativeness of the datasets upon which those algorithms are developed and evaluated. Consequently, this project investigates the design and validation of a DDoS dataset generated within a physical SDN environment, with the aim of providing a reusable experimental resource for future real-time DDoS detection research. 

[bookmark: _Toc239672963]1.4 Research Significance
This research is significant because the evaluation of DDoS detection techniques depends upon the quality and characteristics of the datasets used. By generating and validating traffic within a physical SDN environment, the project provides a reusable experimental resource that can support future comparison and evaluation of DDoS detection approaches. 

[bookmark: _Toc239672964]1.5 Contributions
The principal contribution of this research is the development of a labelled DDoS dataset generated using a physical SDN testbed incorporating OpenFlow-enabled networking infrastructure. The dataset contains both benign and malicious network traffic generated under controlled experimental conditions, with the original packet captures retained alongside the processed flow-based dataset. This provides a reusable experimental resource for future investigation of DDoS detection using traffic generated within physical SDN infrastructure.
A further contribution is the establishment of a documented methodology for designing, generating, and validating SDN datasets within a physical environment. By describing the experimental configuration, traffic generation process, data collection procedures, and validation approach, the project provides a documented framework that can be adopted or extended by future researchers. 
Finally, the generated dataset is validated through integrity testing and an established DDoS detection technique to demonstrate its suitability as a resource for SDN security research. Collectively these contributions provide an experimental foundation that supports future investigations into DDoS detection, mitigation, and other security applications within SDNs. 

[bookmark: _Toc239672965]1.6 Research Aim
The aim of this project is to design and implement a physical SDN environment to generate a DDoS dataset and to analyse and evaluate its effectiveness for real-time detection research through experimental testing.

[bookmark: _Toc239672966]1.7 Research Objectives
The objectives are:
· To conduct a literature review on SDN, DDoS attacks, and the limitations of existing datasets used in SDN security research.
· To develop a suitable research methodology focused on dataset generation, including the selection of traffic parameters, data collection methods, and evaluation metrics, with justification from literature.
· To design and implement a physical SDN environment to generate structured network traffic, including both benign and DDoS attack scenarios. 
· To validate and evaluate the generated dataset using an established DDoS detection method to assess its suitability for real-time detection research.
· To develop and critically present the findings of the research, including the dataset generation and validation outcomes. 

[bookmark: _Toc239672967]1.8 Project Structure
This project is organised into seven chapters followed by references and appendices. Chapter 1 introduces the study and establishes the research aim and objectives. Chapter 2 reviews the relevant literature and identifies the research gap. Chapter 3 presents the research methodology, while Chapter 4 describes the experimental design and implementation. Chapter 5 presents and evaluates the generated dataset. Chapter 6 provides the conclusions and recommendations for future research, and Chapter 7 reflects on the research process and outcomes. 
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Chapter 2 – Review of Literature
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[bookmark: _Toc239672969]2.1 Introduction
This chapter reviews the existing literature surrounding SDN, DDoS attacks, and the datasets used to develop and evaluate detection techniques. The purpose of the review is to establish the current approaches used within SDN security research and identify the limitations associated with existing datasets and experimental environments. The chapter initially provides an overview of SDN and examines the characteristics of DDoS attacks within SDN environments. Existing network security datasets are then reviewed and classified according to their characteristics, including their source, experimental environment, and relevance to SDN. Attention is given to the methods used to generate and validate datasets, together with the differences between simulated and physical testbeds. 
Through the comparison of existing literature, the review identifies recurring limitations relating to dataset realism, SDN-specific information, reproducibility, and experimental validation. These findings are used to establish the research gap addressed by this project and provide justification for the development and validation of a DDoS dataset generated within a physical SDN environment. 

[bookmark: _Toc239672970]2.2 Software-Defined Networking
Software-Defined Networking provides an alternative approach to conventional network architectures by separating network control from packet forwarding. Network forwarding is performed within the data plane, whilst network management and decision-making is handled by a centralised controller. Communication between these components can be achieved using protocols such as OpenFlow, allowing forwarding behaviour to be dynamically controlled through software [9]. 
The centralised and programmable nature of SDN has consequently been utilised to support network monitoring and security applications. Ahmed et al. [10] demonstrated this within a university network using an OpenFlow-enabled switch to dynamically mirror suspicious network flows for further behavioural analysis. Similarly, Pesek et al. [11] proposed an SDN monitoring architecture combining network flow information with topology changes, infrastructure metadata, and system logs. These approaches demonstrate how SDN can provide visibility into multiple sources of network information rather than relying entirely upon traditional packet captures. 
The interaction between the control and data planes also produces information that is specific to SDN environments. Li et al. [12], for example, collected OpenFlow traffic exchanged between switches and the controller within both physical and simulated SDN testbeds, demonstrating that control-plane communication itself can provide information for identifying abnormal network behaviour. Other studies instead collect conventional network flow information from SDN environments, commonly using virtualised testbeds such as Mininet [13]. The information available within an SDN dataset can therefore depend considerably upon the experimental environment and data collection methodology employed. This difference provides an important consideration when assessing the suitability of existing datasets for SDN security research. 

[bookmark: _Toc239672971]2.3 Distributed Denial of Service Attacks in SDN
Distributed Denial of Service attacks represent a significant security concern within SDN due to the centralised nature of network control [14]. Whilst DDoS attacks traditionally attempt to exhaust the resources of a target system or network service, the separation of the control and data planes introduces additional components that can be affected by malicious traffic. Large volumes of network traffic can increase the number of communications between forwarding devices and the controller, increasing workload and reducing the availability or performance of the network [14], [15]. 
The impact of DDoS attacks within SDN has resulted in the development of numerous detection approaches. Existing research has investigated statistical, machine learning, and deep learning techniques to distinguish malicious traffic from legitimate network behaviour [14]. Gayantha et al. [15], for example, generated multiple DDoS attacks within an SDN environment, including ICMP floods, TCP SYN floods, UDP floods, LAND attacks, and TCP ACK floods, before evaluating the resulting dataset using a Random Forest classifier. Yungaicela-Naula et al. [16] instead investigated slow-rate DDoS attacks within a physical SDN environment and demonstrated that these attacks could be detected and mitigated using an LSTM-based intrusion detection system combined with SDN-based mitigation.
However, the effectiveness of a DDoS detection technique is closely related to the network traffic and experimental conditions used during its evaluation [16]. The reviewed studies demonstrate the use of both researcher-generated traffic and existing benchmark datasets. Several reviewed studies generate attack traffic within virtual SDN environments, allowing attack types and network configurations to be controlled during data generation [13], [17]. However, the resulting traffic may not fully reproduce the characteristics observed within physical SDN environments [16]. Other studies continue to evaluate SDN detection techniques using established datasets such as KDD99 and NSL-KDD despite these datasets not being generated within SDN environments [18]. 
Physical experimentation provides an alternative method of capturing the effects of DDoS attacks on both network traffic and SDN infrastructure. Yungaicela-Naula et al. [16] generated legitimate and slow-rate DDoS traffic within a physical SDN data centre and collected both packet captures and SDN controller-based flow statistics. Their evaluation also identified differences when a detection model trained using a simulated data was applied within the physical environment, resulting in increased false positives. These findings demonstrate the importance of considering the experimental environment and dataset used when evaluating SDN DDoS detection techniques and provide further motivation for examining the datasets currently available to researchers.  

[bookmark: _Toc239672972]2.4 Existing Network Security Datasets
Existing datasets provide a means of developing and evaluating network intrusion and DDoS detection techniques without requiring a new experimental environment to be constructed for each study [19]. Public datasets also allow different detection techniques to be evaluated using as common source of labelled network traffic [20]. However, the reviewed literature demonstrates considerable variation in the datasets selected for SDN security research, ranging from established conventional network security datasets to datasets generated specifically within SDN environments. 
Traditional intrusion detection datasets continue to appear within SDN research. NSL-KDD is used by Le and Thinh [21], Mhamdi et al. [22], and Yadav et al. [23], despite originating from conventional intrusion detection research. Similarly, UNSW-NB15 is used by several studies including Le and Thinh [21], Zhang et al. [24], and Suchetha et al. [25]. The use of established datasets provides a common source of labelled benign and malicious traffic for evaluating different detection techniques. However, as these datasets were not generated within SDN environments, they do not contain the controller and forwarding device interactions that can be captured by SDN-specific datasets [19].
More recent datasets produced by the Canadian Institute for Cybersecurity are also frequently identified throughout reviewed literature. CICIDS2017 and CICDDoS2019 are used to evaluate intrusion and DDoS detection approaches within several studies [20], [26], [27]. These datasets were developed considerably later than earlier benchmarks such as NSL-KDD and incorporate a broader range of attack scenarios. However, neither dataset was specifically developed to represent SDN operation [26], [28]. Their use within an SDN study therefore does not necessarily mean that the underlying dataset contains SDN-specific network behaviour. 
Alongside conventional network security datasets, several datasets have been developed specifically for SDN environments. InSDN, introduced first by Elsayed et al. [29], represents an important example and appears repeatedly within the reviewed literature [19], [30], [31], [32]. Unlike conventional benchmark datasets, InSDN was specifically designed for intrusion detection within SDN and contains normal traffic together with multiple categories of malicious activity. Its repeated use within the reviewed studies highlights the value of reusable datasets developed specifically for SDN security research. 
The DDoS Attack SDN dataset, developed by Ahuja et al. [33], provides another commonly reused SDN-specific dataset. The dataset was generated using Mininet with a Ryu controller and contains benign TCP, UDP, and ICMP traffic alongside TCP SYN, UDP flood, and ICMP attacks. It also incorporates information obtained from the SDN switches, including packet counts, byte counts and port statistics [33]. The dataset has subsequently been reused within several studies identified during the review [34], [35], [36], establishing it as a recurring benchmark within the reviewed SDN DDoS literature.
Other researchers have developed datasets targeting more specific aspects of DDoS behaviour within SDN. Sumadi et al. [37] produced the SDN-DDoS dataset containing ICMP, TCP, and UDP flood attacks generated within a Mininet environment. In addition to packet header information, OpenFlow port statistics were collected through the Ryu controller. More recently, Wadii et al. [38] introduced an SDN-IoT DDoS dataset generated using a Mininet-based SDN-IoT testbed, extending dataset generation towards environments combining SDN and IoT devices. 
Although most SDN-specific datasets identified within the literature originate from simulated or emulated environments, physical data collection has also been investigated. Yungaicela-Naula et al. [16] introduced the SDN-SlowRate-DDoS dataset using a physical SDN infrastructure and collected both packet captures and controller-based statistics during legitimate and slow-rate DDoS traffic. Li et al. [12] similarly generated OpenFlow traffic datasets using both physical and simulated SDN environments when investigating saturation attacks. These studies demonstrate that SDN datasets can incorporate information relating to the behaviour of physical networking infrastructure and the control plane rather than relying entirely upon traffic produced within network emulators. 
Alongside reusable datasets, a considerable proportion of the reviewed literature generates custom traffic specifically for individual experiments. Gayantha et al. [15], Gayantha et al. [39], Sun et al. [40], Ma et al. [41], Fatehi and Montazerolghaem [17], Jare and Abraham [13], and Wang and Li [42] all generated custom datasets within SDN experimental environments. Mininet and Ryu are particularly common within these studies, while tools including hping3, iperf, and Scapy are used to generate malicious and legitimate traffic. Generating traffic specifically for an experiment allows these studies to define the topology, traffic generation, attack parameters, and labelling according to their experimental requirements. However, several of the reviewed studies do not publicly release the resulting dataset, limiting its potential for reuse and independent comparison [13], [17]. 


Table 1 summarises the principal datasets relevant to DDoS and intrusion detection identified throughout the reviewed literature. Datasets with limited relevance to SDN security or the aims of this research have been excluded to maintain focus. 
[bookmark: _Ref237901728][bookmark: _Toc239673051]Table 1. Summary of principal network security datasets identified within the reviewed literature. 
	Dataset
	Year
	Environment
	SDN-Specific
	Primary Relevance

	KDD Cup 99 [43]
	1999
	Conventional network
	No
	Early intrusion and DoS benchmark

	NSL-KDD [44]
	2009
	Conventional network
	No
	Revised KDD-based intrusion detection benchmark

	UNSW-NB15 [45]
	2015
	Conventional network testbed
	No
	Modern intrusion detection benchmark

	CICIDS2017 [46]
	2017
	Conventional network testbed
	No
	Contemporary benign and intrusion traffic

	CICDDoS2019 [47]
	2019
	Conventional network testbed
	No
	DDoS-focused network traffic

	InSDN [48]
	2020
	Emulated SDN
	Yes
	Multi-class SDN intrusion detection

	DDoS Attack SDN [49]
	2020
	Emulated SDN
	Yes
	Benign and DDoS SDN flow traffic

	SDN-DDoS [50]
	2020
	Emulated SDN
	Yes
	ICMP, TCP, and UDP DDoS with controller statistics

	SDN-SlowRate-DDoS [51]
	2023
	Physical SDN
	Yes
	Physical SDN slow-rate DDoS traffic and controller statistics

	SD5GJA4 [52]
	2025
	SDN-based 5G testbed
	Yes
	DDoS traffic combined with JA4 TLS fingerprint values

	SDN-IoT DDoS Dataset [38]
	2025 
	Emulated SDN
	Yes
	Large-scale SDN-IoT DDoS detection



The datasets identified throughout the literature demonstrate an important distinction between datasets that are used within SDN research and datasets that are generated from SDN environments. Conventional datasets such as NSL-KDD, UNSW-NB15, CICIDS2017, and CICDDoS2019 can be used to train and evaluate detection models intended for SDN deployment, but their underlying traffic does not inherently represent SDN operation. In contrast, datasets such as InSDN and DDoS Attack SDN originate from SDN environments and can incorporate characteristics associated with the programmable network architecture. However, considerable variation also exists between datasets described as SDN-specific. Some primarily contain conventional packet or flow features collected from an emulated SDN, whilst others incorporate information obtained from OpenFlow switches or the controller [26], [49]. Furthermore, the experimental environments range from entire virtualised Mininet deployments to physical networking infrastructure. Therefore, identifying a dataset as SDN-specific alone does not establish its realism, the information it contains, or its suitability for a particular detection problem. These differences require existing datasets to be classified according to their characteristics rather than solely by their intended application, which is examined in the following section. 

[bookmark: _Toc239672973]2.5 Dataset Classification 
The datasets identified within the reviewed literature vary considerably in their purpose, origin, and structure. These differences are important when considering their suitability for SDN security research, particularly whether the data was generated within an SDN environment, the type of experimental infrastructure used, and the form in which network traffic is represented.  
A key distinction existing between conventional and SDN-specific datasets. Conventional datasets such as NSL-KDD, UNSW-NB15, CICIDS2017, and CICDDoS2019 are widely used within network security research but were not generated within SDN architectures. In comparison, datasets such as InSDN are generated using programmable networks containing an SDN controller and forwarding devices. However, generation within an SDN environment does not necessarily mean that the resulting dataset contains information specific to the SDN control plane. Some datasets continue to represent traffic primarily through conventional flow-based features, while others incorporate information obtained from switches and controllers [12], [16], [37]. 
The generation environment provides a further distinction. Emulated environments, particularly those constructed using Mininet, are common throughout the reviewed literature [13], [15], [39]. Physical SDN datasets are considerably less common, although examples are provided by Yungaicela-Naula et al. [16] and Li et al. [12]. Hybrid approaches have also been adopted [53]. The implications of using simulated and physical infrastructure are examined further in Section 2.7.
Dataset representation also differs between studies. Packet captures preserve individual network packets, whereas flow-based datasets represent communication through aggregated network flows. Flow-based information is particularly common within SDN detection research and provides characteristics of network communication without retaining every individual packet [13], [39]. 
SDN environments introduce an additional category of control-plane information that is not normally available with conventional network security datasets. This can include OpenFlow messages, switch statistics, controller observations, and other information describing communication between the control and data planes. Li et al. [12] specifically examined OpenFlow traffic exchanged between switches and the controller, whilst Yungaicela-Naula et al. [16] combined packet captures with flow statistics obtained through the SDN controller.
Table 2 compares the principal datasets identified within the literature according to these characteristics. The comparison demonstrates that describing a dataset as SDN-specific alone provides limited information about how it was generated or what it contains. These distinctions informed the design choices made within this research, particularly the use of physical SDN infrastructure and the retention of packet captures alongside extracted flow records. 


[bookmark: _Ref237906950][bookmark: _Toc239673052]Table 2. Classification of principal network security datasets according to the characteristics relevant to SDN security research.
	Dataset
	Architecture
	Generation Environment
	Data Representation
	SDN-Derived Data

	KDD Cup 99 [43]
	Conventional
	Conventional testbed
	Connection records
	No

	NSL-KDD [44]
	Conventional
	Conventional testbed
	Connection records
	No

	UNSW-NB15 [45]
	Conventional
	Conventional testbed
	Flow/packet-derived features
	No

	CICIDS2017 [46]
	Conventional
	Conventional testbed
	PCAP + flow features
	No

	CICDDoS2019 [47]
	Conventional
	Conventional testbed
	PCAP + flow features
	No 

	InSDN [48]
	SDN
	Emulated
	Flow features
	Yes

	DDoS Attack SDN [49]
	SDN
	Emulated
	Flow/switch statistics
	Yes

	SDN-DDoS [50]
	SDN
	Emulated
	Packet + OpenFlow statistics
	Yes

	SDN-SlowRate-DDoS [51]
	SDN
	Physical
	PCAP + controller flow statistics
	Yes

	SD5GJA4 [52]
	SDN/5G
	Physical
	Flow + JA4 features
	No

	SDN-IoT DDoS Dataset [38] 
	SDN/IoT
	Emulated
	Flow features
	Yes



[bookmark: _Toc239672974]2.6 Dataset Validation
Dataset validation is necessary to establish whether generated network data is suitable for its intended research purpose. However, the reviewed literature demonstrates considerable variation in what is considered sufficient validation. A common approach is to apply machine learning classifiers to a dataset and measure whether benign and malicious traffic can be successfully distinguished. While this demonstrates that the dataset contains separable characteristics, high classification performance alone provides limited evidence regarding its realism, generalisability, or suitability for real-time detection [54], [55]. 
The strength of classifier-based validation depends considerably upon the evaluation procedure. Sun et al. [40] evaluated their generated dataset using nine classifiers, two feature selection methods, and 10-fold cross-validation. Testing multiple approaches reduces dependence upon the behaviour of a single classifier, while cross-validation reduces the influence of an individual training and testing split. However, these methods continue to evaluate models using data originating from the same dataset. Strong performance may therefore demonstrate internal consistency without establishing whether the captured behaviour is representative outside the original experimental environment.
Cross-dataset and real-world comparisons provide a stronger assessment of generalisability. Dietz et al. [54] compared synthetic datasets against data representing real-world network topologies and identified differences between their characteristics. This demonstrates that synthetic data can produce valid experimental results while still failing to reproduce aspects of real network behaviour. Kumar et al. [55] instead incorporated cross-dataset validation across CICDDoS2019, CICIDS2017, and NSL-KDD. Although differences between datasets can complicate direct comparisons, evaluating across multiple sources reduces the reliance upon the characteristics of a single dataset and provides greater evidence that the identified pattern can generalise. Alternatively, Vuppalapati et al. [56] statistically characterised generated SDN traffic using probability distributions, histograms, cumulative distribution functions, QQ plots, and Kolmogorov-Smirnov statistics. This provides evidence regarding underlying structure of the generated traffic independently of a specific classifier. 
For datasets that intend to support real-time detection, offline validation can introduce additional limitations because successful classification does not demonstrate performance during live network operation. Sumadi and Aditya [37] addressed this through separate offline and real-time validation stages, using independently generated data before evaluating detection within the SDN environment. Similarly, Wang and Li [42] compared multiple classifiers before applying the selected approach to live SDN traffic. These approaches provide evidence that the patterns represented within a dataset remain usable when detection is transferred from offline analysis to network operation.
Overall, the literature suggests that dataset validation should be considered according to its intended purpose rather than a single performance metric. Classifier performance can demonstrate separability, statistical analysis can assess characteristics of the generated traffic, cross-dataset testing can examine generalisability, and real-time evaluation can determine whether the data supports operational detection. No individual approach establishes every aspect of dataset quality. As a result, validation using complementary methods may provide stronger evidence of dataset suitability than relying solely upon high classification accuracy. 

[bookmark: _Toc239672975]2.7 Simulated vs Physical Testbeds
The reviewed literature demonstrates a strong reliance on simulated and emulated SDN environments, particularly Mininet, due to the level of experimental control they provide. These environments allow network topologies, hosts, switches, traffic conditions, and attack scenarios to be repeatedly configured without requiring extensive physical infrastructure. However, the increased control provided by emulation may introduce questions regarding how accurately the resulting traffic represents behaviour within physical SDN deployments. Jare and Abraham [13] demonstrate how Mininet can be used to construct an SDN topology specifically for collecting traffic during DDoS scenarios, allowing attack conditions and network behaviour to be observed within a repeatable environment. Similarly, Fatehi and Montzaerolghaem [17] use Mininet and Ryu to generate both benign and malicious traffic while periodically collecting OpenFlow statistics. The level of control allows researchers to define traffic conditions and consistently reproduce experiments. 
The limitations of simulation are highlighted when Dietz et al. [54] compared synthetic network data against data based on real-world network topologies and identified differences in characteristics including path lengths and distance distributions. Their findings indicate that synthetic environments may reproduce the conditions required for a controlled experiment without necessarily reproducing all characteristics of the networks they represent. Suchetha et al. [25] similarly identify the entirely synthetic nature of their Mininet-based SDN-IoT dataset as a limitation, alongside concerns surrounding generalisability and scalability. 
Direct comparisons between the two approaches provide particularly useful evidence of the differences. Li et al. [12] generated and evaluated OpenFlow traffic using both physical and simulated SDN environments rather than relying upon either approach independently. This allowed their experiments to combine the controllability and scalability of simulation with observations obtained from physical SDN infrastructure. The use of both environments demonstrates that simulation and physical experimentation can serve complementary purposes rather than representing mutually exclusive approaches. 
Yungaicela-Naula et al. [16] evaluated slow-rate DDoS detection within a physical SDN environment and identified an increase in false positives when a model trained using simulated data was applied to the physical testbed. This provides evidence that differences between simulated and physical traffic can affect detection performance rather than being limited to differences in implementation. For dataset research, this is particularly significant because a detection technique that performs successfully using simulated data may not achieve equivalent results when exposed to traffic generated through physical infrastructure. 
Overall, the literature does not indicate that physical testbeds should replace simulated environments. Simulation provides considerable advantages in controllability, repeatability, scalability, and accessibility, explaining its widespread adoption in SDN security research. Physical experimentation instead provides complementary evidence by capturing network behaviour through real forwarding hardware and controller interactions. 

[bookmark: _Toc239672976]2.8 Related Work
Several studies identified within the literature review have developed experimental environments specifically for generating and evaluating DDoS traffic within SDN. Although these studies share characteristics with the present research, differences exist in the infrastructure used, the attacks generated, the information collected, and the purpose of which the resulting data was evaluated.
Jare and Abraham [13] developed an experimental environment using Mininet to collect network flow information during DDoS attacks. Their approach used custom virtual topologies containing a victim web server and multiple attacking hosts, with UDP flooding generated using hping3. Network flow information was subsequently collected using tools such as nProbe to examine characteristics including packet rate, flow duration, and traffic distribution. Their work demonstrates how a controlled SDN environment can be constructed specifically for traffic collection. However, the experimental environment remained entirely emulated, reflecting the wider reliance on Mininet identified across the reviewed literature. 
Sumadi et al. [37] similarly generated traffic specifically for DDoS detection within an OpenFlow environment. Their experiments contained ICMP, TCP, and UDP flood attacks alongside corresponding normal traffic. The Ryu controller was extended to collect packet header information and request port statistics from the OpenFlow switch, with the resulting data subsequently evaluated using several machine learning classifiers. The inclusion of ICMP, TCP, and UDP flooding demonstrates the use of multiple high-volume DDoS conditions within SDN-specific dataset generation. However, the resulting data was obtained from an emulated OpenFlow environment and was primarily intended for the evaluation of machine learning-based detection techniques.
Wadii et al. [38] provide a more recent example of SDN-specific dataset generation. Their SDN-IoT environment was constructed using Mininet and the Ryu controller, with hping3 used to generate TCP, UDP, and ICMP flooding attacks alongside DDoS attack types. The resulting dataset incorporates flow statistics and packet transmission rates and was evaluated using machine learning techniques. This demonstrates a broader approach to attack generation and dataset validation, although the traffic was again produced within a virtual environment than using physical SDN infrastructure. 
Li et al. [12] extended SDN experimentation beyond a solely simulated environment by evaluating saturation attacks using both physical and simulated infrastructure. Hping3 and LOIC were used to generate 63 attack configurations incorporating individual and combined techniques, including ICMP, UDP, and SYN flooding. Their analysis focused specifically on OpenFlow traffic, using characteristics such as packet and byte counts to examine differences between normal and abnormal behaviour. The inclusion of both physical and simulated environments provides evidence that physical infrastructure can be incorporated into controlled SDN security experimentation, although the resulting data and validation were designed specifically around the proposed saturation-attack detection method rather than the construction of a general flow-based DDoS dataset.
The closest comparison to the present research is provided by Yungaicela-Naula et al. [16], who introduced the SDN-SlowRate-DDoS dataset using a physical SDN testbed constructed with real networking equipment. Their experimental environment incorporated physical switches and multiple computing systems, with legitimate traffic generated using services including video streaming, FTP, TCP, and UDP communications. Twenty-three experiments were conducted while varying the number of attackers, victims, experiment duration, and attack rate. The resulting dataset retained packet captures obtained through a mirrored switch alongside CSV files containing controller-based network flow statistics. This study is particularly significant within the reviewed literature because the dataset was generated using physical SDN infrastructure and retained both raw packet captures and controlled-based flow statistics. This provides an example of dataset generation that incorporates physical SDN infrastructure while preserving both packet-level and SDN-specific information. 
These studies demonstrate a progression from controlled emulated traffic generation towards the use of physical SDN infrastructure. Mininet remains common because it provides a controllable environment which network topology, traffic, and attack conditions can be defined, while physical studies demonstrate how these approaches can be extended to real networking hardware. The reviewed literature also differs in whether the resulting data is represented through packet captures, conventional network flows, or SDN controller statistics. Collectively, these studies show that SDN DDoS dataset generation varies considerably in terms of experimental environment, traffic generation, data representation, and validation approach. While emulated testbeds remain common, the work of Li et al. [12] and Yungaicela-Naula et al. [16] demonstrates the value of incorporating physical SDN infrastructure into experimental security research. 

[bookmark: _Toc239672977]2.9 Research Gap Identified from Literature Review
The reviewed literature demonstrates considerable progress in the development of datasets for network intrusion and DDoS detection. Established datasets provide reusable benchmarks for evaluating detection techniques, while newer SDN-specific datasets address some of their limitations by generating traffic within programmable network environments. However, several limitations remain when considering their suitability for SDN DDoS research. 
Firstly, the continued use of conventional network security datasets means that many detection techniques intended for SDN are evaluated using traffic that was not originally generated within an SDN environment. Although these datasets provide useful benchmarks, they do not necessarily represent the conditions that an SDN-based detection method would operate. SDN-specific datasets address this limitation by generating traffic within programmable network environments, although considerable differences exist in how these datasets are constructed. 
Secondly, emulated environments remain dominant within SDN dataset generation. As discussed in Section 2.7, emulation provides significant benefits for repeatability, scalability, and experimental control. However, comparisons between simulated and physical environments indicate that differences can exist in their network characteristics and that these differences may influence detection performance. Physical SDN datasets remain comparatively limited within the reviewed literature, providing an opportunity to investigate dataset generation using real network infrastructure. 
A further limitation concerns the reproducibility and validation of generated datasets. While publicly available benchmarks enable repeated evaluation, a considerable proportion of studies generate data specifically for individual experiments without subsequently providing a reusable dataset. Validation approaches also vary considerably, ranging from individual classifier performance to statistical, cross-dataset, and real-time evaluation. As identified in Section 2.6, high classification performance alone does not demonstrate every aspect of dataset suitability, particularly where the intended application involves real-time network operation. 
The research gap therefore does not lie in the complete absence of SDN-specific DDoS datasets, but in the comparatively limited availability of reusable datasets generated using physical SDN infrastructure and subsequently validated for real-time DDoS detection research. Existing research demonstrates extensive use of emulated SDN environments for dataset generation, while physical implementations remain less commonly represented.  This research addresses the identified gap through the development and validation of a labelled DDoS dataset generated within a controlled physical SDN environment. 

[bookmark: _Toc239672978]2.10 Chapter Summary
This chapter reviewed the existing literature surrounding SDN security and the datasets used to develop and evaluate DDoS detection techniques. The review identified a continued reliance on conventional network security datasets alongside the increasing development of SDN-specific alternatives. Although newer datasets provide greater representation of programmable network environments, considerable variation remains in their generation environment, data representation, availability, and inclusion of SDN-derived information. 
The review also identified limitations associated with dataset validation and experimental environment. Validation based solely on classification performance provides limited evidence of dataset realism or generalisability, while the widespread use of emulated testbeds may not fully represent behaviour observed within physical SDN infrastructure. Consequently, a gap remains in the availability of reusable datasets generated using physical SDN infrastructure and subsequently validated for real-time DDoS detection research. These findings provide the justification for the research methodology presented in Chapter 3. 
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Chapter 3 – Research Methodology
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[bookmark: _Toc371255544][bookmark: _Toc239672980]3.1 Introduction
This chapter presents the research methodology adopted throughout this project and provides the rationale for the methodological decisions underpinning the study. Selecting an appropriate research methodology is essential to ensure that the research aim and objectives are addressed using a systematic and rigorous approach. The methodological framework presented in this chapter therefore establishes the foundation for the design, implementation, and validation of the physical SDN dataset developed within this research.
The chapter begins by discussing the research philosophy, approach, strategy, methodological choice, and time horizon, guided by Saunders et al.’s [57] Research Onion framework. It then describes the experimental methodology employed to design the physical SDN testbed, generate labelled benign and malicious network traffic, and validate the resulting dataset through integrity testing and an established DDoS detection technique. Finally, the chapter outlines the data collection procedures, methods of analysis, ethical considerations, and limitations associated with the chosen research methodology. 

[bookmark: _Toc239672981]3.2 Research Onion
To ensure that the research methodology is coherent, systematic, and aligned with the research aim, this project adopts Saunders et al.’s [57] Research Onion as the overarching methodological framework. The Research Onion provides a structured approach for selecting and justifying the methodological decisions that underpin a research study, guiding researchers from broad philosophical assumptions through to the specific techniques and procedures used for data collection and analysis.
[bookmark: _Ref235495980][bookmark: _Ref235495974][image: ]
[bookmark: _Toc239673062]Figure 1. Adapted Research Onion illustrating the methodological choices adopted within this research (adapted from Saunders et al. [57])
As illustrated in 
Figure 1. Adapted Research Onion illustrating the methodological choices adopted within this research (adapted from Saunders et al. [57]), the methodological choices adopted within this research consist of a pragmatic research philosophy, a deductive research approach, an experimental research strategy, a mono-method quantitative research choice, and a cross-sectional time horizon. These decisions provide a methodological framework that supports the design, implementation, and validation of a physical SDN dataset for DDoS detection research. Each layer of the Research Onion is discussed and justified in the following sections. 

[bookmark: _Toc239672982]3.2.1 Philosophy
This research adopts a pragmatic research philosophy, where methodological decisions are guided by their suitability for addressing the research problem and achieving the research objectives. Pragmatism does not require research to follow a single philosophical position, instead allowing appropriate methods to be selected according to the practical requirements of the study [57]. This is particularly suitable for this project, which focuses on practical deployment and validation of a physical experimental environment with quantitative analysis of the resulting network data, allowing the methods used throughout the project to be selected according to their contribution towards the development and evaluation of the dataset.

[bookmark: _Toc239672983]3.2.2 Approach
A deductive research approach has been adopted, where existing theories and knowledge surrounding SDNs, DDoS attacks, and dataset evaluation inform the design of the experimental investigation. Rather than generating new theory, the research applies established concepts and evaluation techniques to investigate the generation and validation of a dataset within a physical SDN environment. This approach aligns with the experimental nature of the study and enables conclusions to be drawn through the systematic collection and analysis of the quantitative data [57].

[bookmark: _Toc239672984]3.2.3 Strategy
This research adopts an experimental strategy because the research requires network behaviour to be examined under defined and repeatable conditions. An experimental approach allows benign and malicious traffic conditions to be deliberately introduced while maintaining control over the network environment. This provides an appropriate strategy for generating the dataset and subsequently evaluating it against the known experimental conditions [57].

[bookmark: _Toc239672985]3.2.4 Methodological Choice
This study adopts a mono-method quantitative research design. The dataset is generated and evaluated using numerical data obtained from controlled network experiments, including captured network traffic, extracted flow records, dataset integrity results, and measurements produced during entropy-based detection. A quantitative approach allows the characteristics of the generated traffic and the performance of the validation method to be evaluated using measurable evidence. As no qualitative data collection or analysis is undertaken, a mono-method quantitative approach is appropriate for this research [57]. 

[bookmark: _Toc239672986]3.2.5 Time Horizon
A cross-sectional time horizon has been selected, as the research investigates the design and validation of a physical SDN dataset within a defined experimental period rather than over an extended duration. All data collection, traffic generation, and experimental evaluation are conducted during a finite series of controlled experiments, providing a snapshot of network behaviour under both benign and DDoS conditions. This approach is consistent with experimental cybersecurity research, where the objective is to evaluate system performance under controlled conditions rather than examine long-term changes over time [57].

[bookmark: _Toc239672987]3.3 Techniques and Procedures
[image: ]This section outlines the techniques and procedures adopted throughout the research to design, generate, and validate a physical SDN dataset for DDoS research. The methodology follows a structured experimental process, beginning with the design of a physical SDN testbed, followed by traffic generation, data collection, and dataset validation. Each stage was designed to support the systematic construction and subsequent validation of the resulting dataset. The overall research process is summarised within Figure 2 and is described in more detail in the following sections. [bookmark: _Ref236080856][bookmark: _Toc239673063]Figure 2. Overview of research process


[bookmark: _Toc239672988]3.3.1 Research Workflow
This research follows a structured workflow derived from the aim and objectives of the study. Findings from the literature review are first used to establish the requirements for the dataset and inform the experimental methodology. Dataset generation is then conducted through controlled experimentation using physical SDN infrastructure. The resulting data is subsequently processed and labelled before undergoing integrity and detection-based validation. This sequential process provides a consistent relationship between the research gap identified within the literature, the generation of the dataset, and its subsequent evaluation. 
The experimental requirements were informed by the distinctions identified within the literature between emulated and physical SDN environments, packet and flow-based representations, and the different approaches used to validate generated datasets. In particular, the comparatively limited availability of physical SDN datasets supported the selection of physical infrastructure, while existing datasets demonstrated the value of retaining both raw packet-level traffic and processed network information [12], [16].

[bookmark: _Toc239672989]3.3.2 Data Collection
The research adopts quantitative network traffic collection as the primary method of data collection. Traffic is generated under predefined benign and DDoS conditions, allowing the resulting observations to be associated with known experimental scenarios. Packet-level capture is selected to preserve the original network traffic before subsequent processing. This approach is consistent with physical SDN dataset generation undertaken by Yungaicela-Naula et al. [16], who retained packet captures alongside processed network information. Preserving the original captures also allows alternative feature extraction and analysis methods to be applied without requiring the physical experiment to be repeated. 

[bookmark: _Toc239672990]3.3.3 Data Analysis 
The research adopts quantitative analysis to evaluate the completed dataset. The first stage examines dataset integrity by comparing its structure and assigned labels against the known experimental conditions. This establishes whether inconsistencies were introduced during dataset construction. 
The second stage applies an established DDoS detection method to determine how the captured traffic behaves when used for real-time detection. The detailed validation methodology is presented in Section 3.4, while the results of the analysis are presented in Chapter 5. 
[bookmark: _Toc239672991]3.4 Validation Methodology
The validation methodology is designed to evaluate the dataset from two perspectives. As discussed in Section 2.6, existing dataset validation approaches vary considerably, and the performance of an individual detection technique does not necessarily provide evidence of the integrity of the underlying dataset. The first stage therefore examines dataset integrity by comparing the processed records and assigned labels against the known conditions under which the experimental traffic was generated. This provides a means of identifying potential inconsistencies introduced during dataset construction independently of detection performance. 
The second stage applies an established entropy-based DDoS detection technique to the captured traffic. Entropy has previously  been applied within SDN DDoS detection research to identify changes in network traffic distribution [3]. Its use within the research therefore provides an established baseline through which the generated traffic can be evaluated within a real-time SDN detection environment.  
Separating these two forms of validation allows the integrity of the dataset and its behaviour when applied to a detection method to be considered independently. This is particularly important where unsuccessful detection may result from limitations of the selected technique rather than inconsistencies within the generated dataset. 

[bookmark: _Toc239672992]3.5 Ethics
Although this research involved the generation of DDoS traffic, all experiments were conducted within a controlled and isolated laboratory environment to ensure that no malicious traffic can impact external or operational networks. This approach minimised potential risks whilst allowing realistic network behaviour to be captured under controlled conditions.
The research does not include human participants, the collection of personal information, or the processing of sensitive data. All network traffic was generated specifically for the experimental research and did not contain identifiable or confidential information. The research therefore presented minimal ethical risk in relation to participant consent, privacy, or data protection.
The research was conducted in accordance with the ethical guidance and research governance procedures of the University of Wales Trinity Saint David. Experimental data was securely stored and used solely for academic research purposes.
[bookmark: _Toc239672993]3.6 Risk Assessment and Contingency Planning
This research involves the use of specialised networking hardware and software within a controlled lab environment. Although the experimental design has been developed to minimise disruption, several technical and operational risks remain that could affect the successful completion of this research. A risk assessment was therefore undertaken to identify potential risks together with appropriate mitigation and contingency measures, as presented in Table 3. 
[bookmark: _Ref236096467][bookmark: _Toc239673053]Table 3. Risk assessment and contingency plan
	Risk
	Likelihood
	Impact
	Mitigation and Contingency Measure

	Hardware Failure
	Medium
	High
	Maintain spare equipment where possible. Repeat affected experiments after replacement.

	Controller failure
	Low
	High
	Maintain configuration backups and redeploy the controller if required.

	Data loss
	Low
	High
	Store captures on multiple devices and perform regular backups.

	Lab unavailable
	Medium
	Medium
	Reschedule experiments and prioritise essential data collection.

	Configuration errors
	Medium
	Medium
	Test configurations before experiments and document all changes.

	Incomplete dataset
	Low
	High
	Repeat experimental scenarios where necessary to ensure sufficient data. 



[bookmark: _Toc239672994]3.7 Threats to Validity
This research has several limitations that should be considered when interpreting the results. Firstly, the dataset was generated using a single physical SDN testbed consisting of one controlled implementation, a specific OpenFlow switch platform, and a defined network topology. Whilst this provides a controlled and repeatable environment, the findings may not be directly representative of all SDN deployments. Future work could extend the dataset by incorporating additional controller platforms, network architectures, and attack scenarios to improve generalisability. 
Secondly, although repeatable experimental procedures and consistent dataset labelling was employed, variations in network conditions and hardware performance may introduce differences between experimental runs. To minimise these effects all experiments were conducted using a standardised methodology within a controlled environment.
Finally, the use of a single entropy-based approach for dataset validation represents a limitation of the methodology. While this provides an established method through which the generated traffic can be evaluated, it does not establish the dataset’s suitability for every DDoS detection technique. Validation using alternative approaches would provide additional evidence of its applicability to future detection research.
1

[bookmark: _Toc239672995]3.8 Project Timeline
A project timeline was developed during the research planning stage to provide a structured schedule for the completion of the dissertation. The timeline outlines the major phases of the project and provides a framework for monitoring project progress and ensuring that each stage is completed within the allocated timeframe. The project timeline is shown in Figure 3.
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[bookmark: _Ref236097511][bookmark: _Toc239673064]Figure 3. Project Gantt chart illustrating the planned schedule for the research project.

[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc239672996]Chapter 4 – Experimental Design and Implementation

[bookmark: _Toc239672997]4.1 Introduction
This chapter presents the design and implementation of the experimental environment used to generate the physical SDN DDoS dataset developed throughout this research. Building upon the methodology presented in Chapter 3, this chapter describes the physical testbed, network topology, hardware and software components, traffic generation processes, data collection methods, and dataset construction. 

[bookmark: _Toc239672998]4.2 Experimental Environment
The experimental environment was designed to provide a controlled platform for generating a DDoS dataset using physical SDN infrastructure. This design follows the distinction identified in Section 2.7 between emulated and physical testbeds. While emulation provides greater scalability and experimental control, previous research has demonstrated that differences between simulated and physical network environments can influence the characteristics of generated traffic and subsequent detection performance [12], [16]. A physical implementation was therefore selected to allow the dataset to be generated using real OpenFlow-enabled forwarding hardware while retaining controlled and repeatable experimental conditions. 
The experimental environment adopts a centralised SDN architecture based on an OpenFlow-enabled HPE Aruba 2920-24G (J9727A) switch managed by a Ryu SDN controller using OpenFlow 1.3. Ryu was selected as the controller platform due to its established use within experimental SDN dataset generation, including the approaches adopted by Sumadi et al. [37] and Wadii et al. [38]. Six physical hosts are connected to the switch and assigned dedicated roles consisting of three benign hosts, two attacker hosts, and one victim host. The completed switch configuration was verified through the Aruba command-line interface. The controller connection was reported as connected and active, confirming successful OpenFlow communication between the physical switch and the Ryu controller, as shown in Figure 4.
[image: ]
[bookmark: _Ref239303258][bookmark: _Toc239673065]Figure 4. Active OpenFlow controller connection on the Aruba 2920 Switch.
The physical connections to the switch were also verified through the port status. Figure 5 shows ports 1-8 in an active state, corresponding to the systems connected within the experimental environment. 
[image: ]
[bookmark: _Ref239303378][bookmark: _Toc239673066]Figure 5. Port status of the physical SDN experimental environment.
Figure 6 presents the resulting experimental topology, showing the arrangement of the physical systems and their respective roles within the SDN environment.
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[bookmark: _Ref239301079][bookmark: _Toc239673067]Figure 6. Physical SDN experimental topology used for dataset generation.
Network traffic is collected using a dedicated capture system connected to a mirrored destination port on the switch. The HPE Aruba 2920-24G port mirroring capability is used to forward copies of the experimental traffic to this system, allowing packet captures to be recorded independently from the controller. Separating the controller and capture system prevents the packet capture process from contributing additional processing load to the controller system. The use of mirrored traffic for independent packet capture is also consistent with the physical dataset collection approach adopted by Yungaicela-Naula et al. [16]. A summary of the hardware components used throughout the experimental environment is presented in Table 4.
[bookmark: _Ref236126503][bookmark: _Toc239673054]Table 4. Hardware components used within the experimental environment.
	Component
	Purpose

	HPE Aruba 2920-24G (J9727A)
	OpenFlow-enabled forwarding device.

	Controller System
	Hosts the Ryu SDN controller.

	Capture System
	Passively records mirrored experimental network traffic.

	Benign Hosts (n=3)
	Generate legitimate network traffic.

	Attacker Hosts (n=2)
	Generate controlled DDoS traffic.

	Victim Host (n=1)
	Receives legitimate and malicious network traffic.



Several software applications were also used to support network control, traffic generation, data collection, and dataset construction, as summarised in Table 5.
[bookmark: _Ref236126843][bookmark: _Toc239673055]Table 5. Software components used within the experimental environment.
	Software
	Purpose

	Ubuntu Linux
	Operating system hosting the Ryu controller.

	Ryu SDN Controller
	Provides centralised OpenFlow control of the physical switch.

	hping3
	Generation of controlled DDoS traffic

	iperf3 
	Generation of legitimate TCP and UDP traffic.

	tcpdump
	Recording of mirrored network traffic in PCAP format. 

	NFStream
	Offline extraction of flow-based features from captured traffic.

	Python
	Experimental automation, dataset processing, labelling, and validation.

	Wireshark
	Packet capture, inspection of captured traffic, and identification of attack boundaries. 



Each physical host was assigned a dedicated role within the experimental environment, with individual switch ports used to maintain a consistent configuration throughout the data collection. The final host assignments are presented in Table 6, including experimental role, IP address, and corresponding Aruba switch port. This mapping provided a fixed reference for traffic generation, packet capture and the subsequent identification and labelling of network traffic. 
[bookmark: _Ref239297260][bookmark: _Toc239673056]Table 6. Physical host roles and Aruba switch port assignments used within the experimental environment.
	Physical PC
	Experimental Role
	IP Address
	Aruba Switch Port

	PC06
	Victim
	192.168.10.101
	1

	PC09
	Attacker 1
	192.168.10.111
	2

	PC12
	Attacker 2
	192.168.10.112
	3

	PC10
	Benign 1
	192.168.10.121
	4

	PC08
	Benign 2
	192.168.10.122
	5

	PC07
	Benign 3
	192.168.10.123
	6

	PC05 
	Ryu Controller
	-
	7

	PC03
	Capture
	-
	8



[bookmark: _Toc239672999]4.3 Traffic Generation
The traffic generation process was designed to produce controlled network traffic containing both legitimate activity and DDoS attacks. Predefined experimental scenarios were repeated under consistent laboratory conditions, with the same host roles and traffic generation procedures maintained between runs. 
Legitimate network traffic was generated from three benign hosts using iperf3 and standard ICMP echo requests. Iperf3 generated TCP and UDP traffic between the hosts and victim, whilst periodic ICMP traffic was generated using ping. These traffic types provided continuous background communication across multiple protocols without introducing additional application services. Background traffic was maintained during both benign and attack scenarios to ensure malicious traffic was captured alongside legitimate network activity. 
Examples of the traffic generation processes operating during the physical experiment are presented in Figure 7, demonstrating both the legitimate background traffic and malicious DDoS traffic generated by the dedicated hosts. 
	[image: ]
(a) DDoS attack traffic generation using hping3 

	[image: ]
(b) Legitimate iperf3 and ICMP traffic generation from a benign host.


[bookmark: _Ref239304232][bookmark: _Toc239673068]Figure 7. Malicious and legitimate traffic generation during the physical experiment.
Malicious traffic was generated using hping3 from two dedicated attacker hosts targeting the victim system. Hping3 is also used for controlled attack generation within several comparable SDN studies, including Jare and Abraham [13], Li et al. [12], and Wadii et al. [38]. Each attack was generated as a continuous flood rather than as periodic bursts of malicious traffic. The hping3 interval was configured using -i u1000, corresponding to a packet transmission interval of 1,000. With both attacker hosts active, the combined configured attack rate was therefore approximately 2,000 packets per second. Each attacker generated traffic continuously for approximately 60 seconds, with the same configuration maintained across all three repetitions of each attack type. 
Three DDoS attack types were included: ICMP flooding, UDP flooding, and TCP SYN flooding. TCP SYN, UDP, and ICMP flooding were selected as representative high-volume DDoS conditions that are frequently examined within SDN security research. Comparable combinations of these attack types have been generated by Sumadi et al. [37] and Wadii et al. [38], while Li et al. [12] also incorporated SYN, UDP, and ICMP flooding within their evaluation of saturation attacks. Both attackers used predefined parameters that remained consistent between repeated runs. Using two attacker systems provided distributed malicious traffic, whilst the three protocols represented different forms of high-volume DDoS behaviour. Table 7 summarises the traffic generation scenarios used throughout the experiment.
[bookmark: _Ref236131194][bookmark: _Toc239673057]Table 7. Summary of traffic generation scenarios.
	Scenario
	Benign Traffic
	Attack Traffic
	Victim
	Repetitions

	Benign
	TCP, UDP, and ICMP
	None
	192.168.10.101
	3

	ICMP Flood
	TCP, UDP, and ICMP
	ICMP Flood
	192.168.10.101
	3

	UDP Flood
	TCP, UDP, and ICMP
	UDP Flood
	192.168.10.101
	3

	TCP SYN Flood
	TCP, UDP, and ICMP
	TCP SYN Flood
	192.168.10.101
	3



Each scenario was repeated three times, resulting in 12 experimental runs. Repeating each scenario three times allowed variation between individual experimental runs to be examined while maintaining a consistent configuration across repetitions. 
During attack scenarios, legitimate background traffic was maintained while both attacker hosts generated malicious traffic for approximately 60 seconds. The attackers were started manually in sequence, resulting in a small difference between their individual start and end times. Each attack capture therefore contained a benign period before the attack, the attack itself, and a subsequent recovery period. The physical topology, host addressing, device roles, controller configuration, and traffic generation procedures remained unchanged between repetitions. 

[bookmark: _Toc239673000]4.4 Data Collection
Data collection was conducted concurrently throughout each experimental run and comprised two sources: network traffic and experimental metadata. Each source was timestamped and associated with the corresponding scenario identifier to maintain consistency between the collected outputs and support the dataset construction process described in Section 4.5. 


[bookmark: _Toc239673001]4.4.1 Network Traffic Collection
Network traffic was recorded using tcpdump for the complete duration of each experimental run. Traffic from the experimental ports were mirrored to the dedicated capture system through the Aruba switch. The configured monitoring sources and mirror destination were verified through the switch interface, as shown in Figure 8.
[image: ]
[bookmark: _Ref239303597][bookmark: _Toc239673069]Figure 8. Port mirroring configuration used for network traffic capture.
A separate Packet Capture (PCAPNG) file was produced for each run and stored using the corresponding scenario identifier and repetition number. The PCAPNG format preserves packet-level information and timestamps from the captured traffic, providing the raw data required for subsequent flow generation and feature extraction. Retaining the original packet captures also allows the traffic to be reprocessed without repeating the physical experiment. 

[bookmark: _Toc239673002]4.4.2 Experimental Metadata
Experimental metadata was recorded for each run to document the conditions under which the collected traffic was generated and provide context for subsequent labelling. The recorded information included scenario identifier, repetition number, scenario type, attack type, participating hosts, victim address, experiment start and end times, attack start and end times, and relevant traffic generation parameters. A consistent naming convention was applied across the PCAPNG files and metadata to maintain the relationship between each experimental run and its associated information throughout dataset construction and validation. 

[bookmark: _Toc239673003]4.5 Dataset Construction
Following the completion of the experimental data collection, the captured traffic was processed to construct the final dataset. The raw packet captures were first prepared for flow extraction, before the resulting records were labelled and combined into the final dataset. 

[bookmark: _Toc239673004]4.5.1 Traffic Phase Separation
Before flow-based features were extracted, each attack capture was separated into baseline, attack, and recovery phases. Although the attack duration was configured for approximately 60 seconds on each attacker host, the two attacker hosts were manually started and therefore did not begin and end at the same time. The recorded experimental timestamps were consequently used as an initial reference rather than as the final attack boundaries.
The packet captures were inspected in Wireshark to identify the first and last malicious packets associated with each attack. These boundaries were determined using the known attacker addresses, victim addresses and attack protocol. Each of the nine attack captures were then divided into separate baseline, attack, and recovery PCAPNG files using editcap. This produced 27 phase-specific captures, while the three benign-only captures were retained without separation. Figure 9 provides an example of the packet-level inspection used to determine the attack boundary, with the attack starting at 69.62 seconds in this example.  
[image: ]
[bookmark: _Ref239299224][bookmark: _Toc239673070]Figure 9. Identification of attack boundaries within an experimental packet capture using Wireshark.

[bookmark: _Toc239673005]4.5.2 Feature Extraction
Following phase separation, the processed packet captures were converted into flow-based records using NFStream. Each phase-specific capture was processed independently to preserve its association with the original experimental scenario. The three benign-only captures were processed in the same manner without requiring phase separation. NFStream generated a CSV file for each input capture containing 86 flow attributes. These records contained information describing the communicating endpoints and characteristics of the observed traffic. The resulting CSV files provided the flow-based representation used to construct the final dataset. The complete feature extraction script is provided in Appendix A.1.  

[bookmark: _Toc239673006]4.5.3 Dataset Structure
The extracted flow records were combined into a single master dataset. Each record retained information linking it to its original experimental run and the conditions under which the traffic was captured. The dataset was retained at different stages of processing rather than only preserving the final master file. Table 8 distinguishes between these outputs and shows how the original packet captures were retained alongside the processed flow data.  
[bookmark: _Ref239300939][bookmark: _Toc239673058]Table 8. File structure of the generated dataset.
	Dataset Component
	Format
	Purpose

	Raw captures
	PCAPNG
	Original experimental traffic

	Phase captures
	PCAPNG
	Baseline, attack, and recovery traffic

	Extracted flows
	CSV
	NFStream flow records

	Master dataset
	CSV
	Combined and labelled dataset



The dataset was stored in CSV format, while the original PCAPNG files and phase-separated captures were retained separately. This preserves the original packet-level traffic and allows alternative feature extraction or processing methods to be applied without repeating the physical experiment.  

[bookmark: _Toc239673007]4.5.4 Labelling Process
Labelling was performed after flow extraction using the known experimental configuration and the phase assigned during the earlier separation process. All flows extracted from the benign, baseline, and recovery captures were labelled as benign. Traffic within an attack phase was not automatically considered malicious, as legitimate background traffic continued throughout each attack.
Within the attack phases, malicious flows were identified using the known attacker and victim addresses together with the protocol used for that scenario. For the TCP SYN and UDP scenarios, traffic was additionally matched against the destination port used during attack generation. Flows that did not meet the relevant attack conditions remained labelled as benign. This ensured that legitimate traffic occurring alongside the attack was not incorrectly labelled as malicious. 
The labelling process was automated using a Python script, provided in Appendix A.2. The resulting flow files were then combined into the final dataset using the script provided in Appendix A.3. A binary class label distinguishes benign and malicious traffic, while the attack type is retained for malicious flows. 


[bookmark: _Toc239673008]4.6 Summary
This chapter presented the design and implementation of the physical SDN environment used to generate the DDoS dataset. The experimental environment and traffic generation procedures established the conditions under which the network traffic was captured. The collected traffic was subsequently separated into experimental phases and processed into flow-based records before labelling and construction of the final dataset. The following chapter presents the resulting dataset and evaluates its integrity and suitability for DDoS detection research. 


[bookmark: _Toc371255560][bookmark: _Toc341174561][bookmark: _Toc239673009]Chapter 5 – Results and Evaluation  

[bookmark: _Toc239673010]5.1 Introduction
This chapter presents the results and evaluation of the physical SDN DDoS dataset generated through the experimental methodology described in Chapter 4. The purpose of the evaluation is to determine whether the completed dataset accurately represents the experimental scenarios and provides a suitable resource for real-time DDoS detection research. Rather than evaluating the development of a new detection technique, the analysis focuses on the characteristics, integrity, and practical usability of the generated dataset.
The evaluation initially examines the outputs produced during dataset generation, including the distribution of benign and malicious traffic across the experimental scenarios. The integrity of the processed dataset is then assessed to verify the consistency of its structure and assigned labels. Finally, the captured network traffic is validated using an established entropy-based DDoS detection approach, allowing the behaviour of the dataset to be evaluated under benign, TCP SYN flood, UDP flood, and ICMP flood conditions. The resulting detection performance and observed experimental behaviour are analysed to identify both the capability and limitations of the dataset for future SDN security research. 

[bookmark: _Toc239673011]5.2 Dataset Generation Results
The physical SDN experiment produced 12 network traffic captures across four experimental conditions consisting of benign traffic, TCP SYN flooding, UDP flooding, and ICMP flooding. Each condition was repeated three times to capture variation between independent experimental runs while maintaining the same physical network topology and host roles. The original packet captures were retained as the raw representation of the experimental traffic, allowing the captured network behaviour to be independently inspected or reprocessed using alternative feature extraction methods. 
Following the data collection, packet captures were processed to produce a flow-based representation of the experimental traffic. Attack captures were separated into baseline, attack, and recovery periods prior to flow extraction, preserving the different stages of each experimental scenario while preventing flows spanning multiple experimental phases from affecting the subsequent labelling process. The three benign-only captures were processed independently, resulting in a total of 30 processed flow files across the complete experiment. The processed flow files were subsequently labelled and combined to produce the final flow-level dataset. In total, the dataset contained 316,539 flow records, consisting of 315,878 malicious records and 661 benign records. As shown in Table 9, the comparatively small number of ICMP attack flows results from the flow-based representation of the traffic, where the sustained communication generated by each attacker was combined into a small number of long-duration flows rather than producing an individual record for each transmitted packet. 
[bookmark: _Ref239212510][bookmark: _Toc239673059]Table 9. Distribution of labelled flow records within the final dataset.
	Traffic Class
	Flow Records
	Proportion of Dataset

	Benign
	661
	0.21%

	TCP SYN Flood
	147,636
	46.64%

	UDP Flood
	168,236
	53.15%

	ICMP Flood
	6
	<0.01%

	Total
	316,539
	100.00%



The distribution demonstrates that the number of flow records should not be interpreted directly as the amount of packet-level traffic generated during each scenario. Consequently, the original packet captures remain an important component of the dataset alongside the processed flow records, preserving packet-level information that is not directly represented by the number of extracted flows. 
The final dataset therefore provides two complementary representations of the physical experiment. The retained packet captures preserve the original network traffic, whilst the processed and labelled flow records provide a structured representation suitable for subsequent analysis. The integrity of the resulting dataset and its assigned labels is evaluated in the following section.

[bookmark: _Toc239673012]5.3 Dataset Integrity Validation
Before applying the entropy-based detection method, the integrity of the processed dataset was evaluated to identify possible inconsistencies introduced during feature extraction, phase separation, or labelling. A Python validation script was applied to the complete dataset containing 316,539 flow records. The script used the known conditions of the physical experiment to check whether the assigned labels remained consistent with the traffic that had been generated. The complete validation script is provided in Appendix A.4.
The validation script first examined whether malicious records occurred outside of the defined attack phases or within the three benign experimental scenarios. It then compared malicious records against the known attacker and victim addresses. Attack-labelled records were also checked against the protocol used for each scenario, including TCP port 80 for the SYN floods, UDP port 80 for the UDP floods, and ICMP for the ICMP floods. Finally, the fields required for subsequent analysis were checked for missing values.
As shown in Figure 10, no inconsistencies were identified by these checks. There were no malicious records outside an attack phase, no malicious records within the benign scenarios, and no malicious records originating from an unknown source or targeting an unexpected destination. The protocol checks similarly returned no invalid SYN, UDP, or ICMP records, while no missing values were identified within the fields examined by the script. 
[image: ]
[bookmark: _Ref239337919][bookmark: _Toc239673071]Figure 10. Output of the dataset integrity validation script.
The validation output also confirmed the final composition of the dataset, containing 315,878 malicious flows and 661 benign flows. Of the malicious records, 168,236 were labelled as UDP, 147,636 as SYN, and six as ICMP. The considerable difference in the number of records produced by the different attack types reflects the way in which the captured packets were represented as flows during feature extraction rather than the duration of the experimental scenarios. 
These results provide evidence that the processed dataset remained consistent with the known experimental conditions and that no errors were identified by the integrity checks applied. This is particularly important because legitimate background traffic continued during the attack phase. Traffic could therefore not be labelled as malicious because it occurred during an attack phase and had to also correspond with the known characteristics of the generated attack traffic.
The integrity validation established the structural and labelling consistency of the processed dataset but does not independently demonstrate its suitability for DDoS detection. A second validation stage was therefore performed using the entropy-based detection method described in the following section.

[bookmark: _Toc239673013]5.4 Entropy-Based Validation
Following the successful integrity validation of the processed dataset, a second validation stage was conducted to assess whether the captured network traffic could support an established real-time DDoS detection approach. The purpose of the evaluation was not to optimise or develop a new detection mechanism, but to apply an existing entropy-based method to the experimentally generated traffic and observe its behaviour across the benign and attack scenarios. 
The original packet captures were used for this stage rather than the processed flow records. Each experimental capture was replayed through a Mininet SDN environment connected to a Ryu controller containing the entropy-based detection mechanism. Replaying the original captures allowed the packet sequence and timing characteristics recorded during the physical experiment to be presented to the detector while providing a controlled environment in which its response could be recorded. Each of the 12 experimental captures were replayed independently to preserve separation between the three repetitions of the benign, TCP SYN flood, UDP flood, and ICMP flood scenarios. 



The detection mechanism calculated Shannon entropy from the distribution of source IP addresses observed by the controller. For a set of source addresses, entropy was calculated as:

Where  represents the proportion of packets within the observation window associated with source IP addresses . Higher entropy values indicate that the traffic is distributed more evenly between multiple source addresses, whereas lower values indicate that a larger proportion of the observed traffic originates from a few smaller sources. The overall validation process illustrated in Figure 11, showing the progression from the original physical packet captures through traffic replay and entropy-based detection to comparison against the known experimental attack periods.
[image: ]
[bookmark: _Ref239254481][bookmark: _Toc239673072]Figure 11. Entropy-based validation process applied to the captured experimental traffic.
Entropy was calculated using a five-second sliding packet window and evaluate at approximately two second intervals. A detection threshold of 0.9 was applied, with entropy values below this threshold being classified as indicating a potential DDoS attack. For each evaluation interval, the controller recorded the elapsed time, calculated entropy, number of active IP addresses, number of packets within the observation window, and resulting detection state. For the attack scenarios, the detector output was compared against the packet-level attack boundaries identified from the original captures. An observation occurring between the first and final malicious packets was classified as part of the attack period, whilst observations outside this interval were treated as benign. This allowed each detector observation to be categorised as correct attack detection, missed attack, false alarm, or correct benign classification. Attack detection rate and false alarm rate were subsequently calculated for each experiment repetition and across the individual attack types. The benign-only captures when evaluated separately using the proportion of observations incorrectly classified as attacks. 

[bookmark: _Toc239673014]5.5 Entropy Results
The entropy results were compared across three repetitions of each traffic scenario. A threshold of  was used throughout the validation, with values below the threshold recorded as an attack detection. The following sections present the results for benign traffic, TCP SYN flooding, UDP flooding, and ICMP flooding. 

[bookmark: _Toc239673015]5.5.1 Benign Traffic
The three benign scenarios were first examined to determine how the entropy detector behaved when no attack traffic was present. Figure 12 shows that entropy generally remained above the detection threshold during the three benign runs. This was the expected behaviour as no attack traffic was generated during these scenarios. However, entropy occasionally fell below this threshold, resulting in false alarms. 
[image: ]
[bookmark: _Ref239274146][bookmark: _Toc239673073]Figure 12. Source IP entropy across the three benign experimental runs.
These results show that low entropy does not always indicate the presence of an attack. Changes in the amount of traffic generated by individual benign hosts can also reduce the distribution of source IP addresses and cause entropy to fall below the threshold. The benign results therefore provide a useful comparison for the attack scenarios that followed.



[bookmark: _Toc239673016]5.5.2 TCP SYN Flood
The entropy results for the three TCP SYN flood scenarios are presented in Figure 13. The shaded area represents the period in which the attack traffic was present, while the dashed line represents the entropy detection threshold of 0.9.
[image: ]
[bookmark: _Ref239275192][bookmark: _Toc239673074]Figure 13. TCP SYN flood entropy across the three experimental runs.
The TCP SYN flood resulted in a noticeable reduction in entropy during each of the three repetitions, although the consistency of this reduction varied between runs. Detection rates were 90.63% for SYN_01 and 80.00% for SYN_02, before decreasing considerably to 22.58% for SYN_03. Across the three repetitions, TCP SYN flooding produced an overall detection rate of 65.31% and a false alarm rate of 8.90%, representing the strongest detection performance of the three attack types evaluated. 

[bookmark: _Toc239673017]5.5.3 UDP Flood
Figure 14 presents the entropy results for the three UDP flood scenarios. As with the TCP SYN results, the shaded area represents the known attack period for each repetition. 
[image: ]
[bookmark: _Ref239275472][bookmark: _Toc239673075]Figure 14. UDP flood entropy across the three experimental runs.
UDP flooding also caused reductions in entropy during the known attack periods, although detection was less consistent than for TCP SYN flooding. Detection rates decreased across the three repetitions from 53.13% for UDP_01 to 45.16% for UDP_02 and 25.00% for UDP_03. UDP_03 also produced substantially higher false alarm rate than the previous repetitions. Across all three runs, UDP flooding produced an overall detection rate of 41.05% and a false alarm rate of 13.60%. The unusual behaviour observed during UDP_03 and its effect on the later experiments are examined further in Section 5.6.


[bookmark: _Toc239673018]5.5.4 ICMP Flood
The entropy results for the three ICMP flood scenarios are shown in Figure 15.
[image: ]
[bookmark: _Ref239275761][bookmark: _Toc239673076]Figure 15. ICMP flood entropy across the three experimental runs.
ICMP flooding produced the weakest overall performance from the entropy detector. Detection rates remained relatively consistent across the three repetitions at 28.13%, 37.50%, and 31.25%, producing a combined detection rate of 32.29%. False alarms were considerably more frequent, with a combined false alarm rate of 47.06%. 
Entropy frequently crossed the detection threshold both during and outside the known attack periods, preventing the fixed threshold from clearly separating ICMP attack traffic from the surrounding benign traffic. This does not indicate an absence of ICMP attack traffic within the dataset but instead demonstrates the limitations in the ability of the selected entropy method to distinguish this scenario. The influence of benign traffic during the later experimental runs is examined further in Section 5.6.


[bookmark: _Toc239673019]5.5.5 Detection Performance
The complete detection results for each experimental run are presented in Table 10. The results show considerable differences both between attack types and between repetitions of the same attack. 
[bookmark: _Ref239276039][bookmark: _Ref239276021][bookmark: _Toc239673060]Table 10. Entropy detection results for each experimental run.
	Scenario
	Correct Attack
	Missed Attack
	False Alarm
	Correct Benign
	Detection Rate (%)
	False Alarm Rate (%)

	BENIGN_01
	-
	-
	3
	95
	-
	3.06

	BENIGN_02
	-
	-
	3
	100
	-
	2.91

	BENIGN_03
	-
	-
	1
	96
	-
	1.03

	SYN_01
	29
	3
	6
	99
	90.63
	5.71

	SYN_02
	28
	7
	7
	87
	80.00
	7.45

	SYN_03
	7
	24
	12
	70
	22.58
	14.63

	UDP_01
	17
	15
	7
	79
	53.13
	8.14

	UDP_02
	14
	17
	4
	78
	45.16
	4.88

	UDP_03
	8
	24
	23
	59
	25.00
	28.09

	ICMP_01
	9
	23
	38
	33
	28.13
	53.52

	ICMP_02
	12
	20
	36
	42
	37.50
	46.15

	ICMP_03
	10
	22
	30
	42
	31.25
	41.67



The combined results for each traffic type are presented in Table 11. The counts from the three repetitions were combined before calculating the detection and false alarm rates, providing an overall result for each traffic condition. 
[bookmark: _Ref239276095][bookmark: _Toc239673061]Table 11. Combined entropy detection performance by traffic type.
	Traffic Type
	Correct Attack
	Missed Attack
	False Alarm
	Correct Benign
	Detection Rate (%)
	False Alarm Rate (%)

	Benign
	-
	-
	7
	291
	-
	02.35

	TCP SYN Flood
	64
	34
	25
	256
	65.31
	08.90

	UDP Flood
	39
	56
	34
	216
	41.05
	13.60

	ICMP Flood
	31
	65
	104
	117
	32.29
	47.06



The combined results demonstrate substantial differences in detector performance between the traffic conditions. TCP SYN flooding produced the strongest detection performance, followed by UDP and ICMP flooding, while the benign-only scenarios produced comparatively few false alarms. The substantially higher false alarm rate during ICMP scenarios indicates that the surrounding benign traffic differed from that observed during the original benign-only captures.
Overall, the entropy validation demonstrates that the generated traffic contains observable changes that can be analysed using an established DDoS detection method. However, variation between attack types and repetitions shows that a fixed source-IP entropy threshold cannot reliably distinguish every attack within the dataset. These results, together with changes identified within the physical captures, are examined further in Section 5.6.

[bookmark: _Toc239673020]5.6 Experimental Anomalies and Limitations
Several limitations and anomalies were identified during the validation process. These originated from both the entropy-based detection method and the physical experimental environment. It is therefore important to distinguish between limitations of the validation method and characteristics observed within the generated dataset when interpreting the results presented in Section 5.5.

[bookmark: _Toc239673021]5.6.1 Entropy Validation Limitations
The entropy-based validation introduced limitations that affected the detection results. The first resulted from the five-second sliding window used to calculate entropy. Each calculation included packets observed during the previous five seconds, meaning the detector did not respond immediately to changes in traffic. Around the beginning of an attack, the window could contain both benign traffic from before the attack and newly generated malicious traffic. Similarly, immediately after an attack ended, malicious packets could remain within the sliding window despite the current traffic being benign. Since the detection results were compared against the exact packet-level attack boundaries, this could result in missed detections near the beginning of an attack and false alarm shortly after it ended. This behaviour is a limitation of the validation method rather than an error in the dataset.
The fixed entropy threshold also affected detection performance. A value below this threshold was treated as an attack, although low source IP entropy was not exclusive to malicious traffic. Benign traffic could also produce low entropy when a large proportion of network activity originated from a small number of hosts. Similarly, malicious traffic could remain above the threshold when activity was distributed between the two attacking hosts. This helps to explain why the detector performed differently between attack types and repetitions despite using the same threshold throughout the validation. 

[bookmark: _Toc239673022]5.6.2 UDP_03 Traffic Anomaly
An unexpected change in the benign traffic was identified during the third UDP flood scenario. Following the end of the UDP_03 attack, the expected benign traffic reduced substantially within the original packet capture. Traffic later returned, but the activity observed between the benign hosts differed from that recorded earlier in the experiment. The same behaviour was not identified following UDP_01 or UDP_02. The original UDP_03 packet capture was examined to determine whether this behaviour had been introduced during the Mininet replay used for entropy validation. As shown in Figure 16, the high volume UDP attack traffic ends at approximately 143 seconds, after which the capture continues but contains substantially reduced network traffic. The remaining packets primarily consist of background protocols such as ARP and SSDP, rather than the expected benign experimental traffic. This confirms that the change in traffic behaviour was present within the original physical capture and was not introduced during the later validation process.
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[bookmark: _Ref239278378][bookmark: _Toc239673077]Figure 16. Reduction in network traffic following the end of the UDP_03 attack within the original physical capture.
The exact cause of this change could not be determined from the captured traffic alone. It is therefore not possible to establish whether it resulted from the benign traffic generation process, an individual network session, or another change within the experimental environment. The affected scenario was retained within the dataset because it represents the traffic that was genuinely captured during the physical experiment. 

[bookmark: _Toc239673023]5.6.3 ICMP Traffic Behaviour
The change in benign traffic observed following UDP_03 was also present in the subsequent ICMP scenarios. Inspection of the original captures showed that benign network activity was less evenly distributed between the active hosts than during earlier parts of the experiment. One benign source accounted for a considerably larger proportion of network traffic, while activity from the other hosts was reduced. This change is particularly important when considering the entropy results. Source IP entropy depends on how evenly distributed between source addresses. When benign traffic becomes concentrated around fewer sources, entropy can decrease even though no attack is taking place. This contributed to the frequent threshold crossing observed outside the known ICMP attack periods and helps explain the combined ICMP false alarm rate of 47.06%. 
The ICMP attacks themselves also presented a challenge for the entropy detector. Attack traffic was generated by two attacker hosts, meaning that the high volume of malicious packets was distributed between two source addresses. As a result, the presence of large amounts of ICMP attack traffic did not always cause entropy to fall below the fixed threshold of 0.9. This combined with the inconsistent benign traffic contributed to the relatively low combined ICMP detection rate of 32.29%.
The results do not indicate that the ICMP attack traffic was absent from the dataset. However, they do demonstrate that the selected entropy method was less effective at separating the ICMP attacks from the altered benign traffic conditions present during these scenarios. The effect of the benign traffic could be investigated further by replaying the captured ICMP attack traffic alongside traffic from the unaffected benign-only scenarios. This would allow the effect of the altered benign traffic conditions to be separated from the response of the entropy detector to the ICMP attack itself. This additional validation was not conducted within the scope of the current study. 

[bookmark: _Toc239673024]5.6.4 Experimental Timing
A further limitation resulted from the manual execution of the attacks across the two physical attacker hosts. Although each attacker was configured to generate malicious traffic for approximately 60 seconds, both machines could not be started at the same time. The first attacker therefore began transmitting slightly before the second, and their attacks also ended at slightly different times. As a result, the complete period in which attack traffic was present within the network was slightly longer than 60 seconds and varied between experimental repetitions. 
This difference was accounted for during validation by identifying the first and final malicious packets within each original capture and using these as packet-level attack boundaries. This provided a more accurate representation of when malicious traffic was present than relying on the planned 60-second attack duration.
The manual nature of this experiment therefore introduced some variation between repetitions, but the use of the captured packet boundaries allowed this variation to be considered when evaluating the entropy results. 
[bookmark: _Toc239673025]5.6.5 Impact on Dataset Evaluation
The limitations identified during the validation affect how the results of the dataset should be interpreted. Poor detection performance should not automatically be considered evidence of poor dataset quality. Some incorrect classifications resulted from the design of the entropy detector, including its sliding observation window and fixed threshold, while others were influenced by changes in the traffic generated during the physical experiment. 
The UDP_03 and subsequent ICMP scenarios demonstrate the additional variation that can occur when traffic is generated within a physical environment. Rather than removing these scenarios after identifying their effect on detection performance, they were retained within the final dataset. Removing them would alter the original experimental results and could present a less accurate representation of the traffic that was captured. Their inclusion also provides useful variation for future research. Alternative detection methods may respond differently to the traffic behaviour observed within these scenarios and are not restricted by the same assumptions as the source IP entropy method used for validation. Retaining both the original packet captures and labelled flow records therefore allows these scenarios to be examined using other detection approaches. 
Overall, the identified limitations do not prevent the dataset from being used for DDoS detection research, but they provide important context for its interpretation. The validation demonstrates both measurable attack behaviour and variation between experimental scenarios, while also showing the limitations of relying on a single detection measure. 

[bookmark: _Toc239673026]5.7 Dataset Discussion
This section considers the findings produced through the integrity and entropy-based validation of the dataset. The overall suitability of the dataset is first evaluated before the findings are considered in relation to previous research involving physical SDN environments and DDoS detection. 

[bookmark: _Toc239673027]5.7.1 Overall Dataset Evaluation
The completed dataset achieved its main intended purpose of providing labelled traffic generated within a physical SDN environment for use in DDoS detection research. Both the original packet captures, and processed flow records have been retained, providing different representations of the experimental traffic and allowing future analysis to be performed without relying solely on the processing approach used within this study. 
The integrity and entropy validation also demonstrate two different aspects of the dataset’s usability. The integrity checks confirmed that the processed records and assigned labels remained consistent with the known experimental conditions, while the entropy validation demonstrated that an existing real-time detection method could be applied to the captured traffic. Differences in detection performance between attack types and repetitions further show that the dataset contains variation that is not removed through processing or labelling. 
An important strength of the dataset is the retention of the original experimental behaviour, including scenarios that did not behave as expected. The traffic changes identified during the later stages of the experiment were documented and retained rather than removed from the final dataset. Although this introduces limitations when comparing scenarios directly, it also preserves the conditions that occurred within the physical testbed and allows future detection methods to be evaluated against the same traffic. 
The dataset also has limitations that restrict the conclusions that can be drawn from it. It represents a single physical network configuration with a limited number of hosts and three DDoS attack types. The later experimental scenarios were affected by changes in benign traffic activity, while the flow-based representation of some protocols, particularly ICMP, differed considerably from TCP SYN and UDP traffic. These characteristics should therefore be considered when using the dataset for future detection experiments. 
Overall, the dataset provides a usable foundation for further SDN DDoS detection research rather than a complete representation of all possible SDN attack conditions. Its combination of original packet captures, labelled flow data, known experimental conditions, and documented limitations allows future work to apply and compare alternative detection methods while retaining access to the underlying physical traffic. 

[bookmark: _Toc239673028]5.7.2 Comparison with Previous Research
The findings of the this research can be first considered in relation to the physical SDN environment developed by Yungaicela-Naula et al. [16]. Their detection model had previously achieved an average detection rate of approximately 98% using traffic generated within a simulated environment. When the same model was subsequently evaluated using their physical SDN testbed, differences within the legitimate traffic resulted in considerably higher false positive rates, with FTP and video streaming traffic responsible for many of the incorrect detections. A similar effect was observed within the generated dataset for this study. The entropy detector initially provided clearer separation between benign and malicious traffic, while the changes in the legitimate traffic observed during the later experimental scenarios resulted in increased entropy values and a greater number of false alarms. Both studies therefore had detection performance that was affected by legitimate traffic characteristics within the physical environment rather than solely by the presence of DDoS traffic. However, while Yungaicela-Naula et al. [16] attributed this behaviour to differences between simulated traffic used to train their model and the legitimate traffic generated within the physical testbed, the cause of the change observed could not be established. The comparison does however demonstrate an important characteristic of physical dataset validation, as detection approaches that perform effectively under one traffic condition may respond differently when exposed to variation within legitimate network activity. 
The effect of the detection configuration should also be considered when interpreting these results. Li et al. [12] evaluated their detection method using different traffic measurement intervals and found its performance decreased considerably as the interval increased from 10ms to one to ten seconds. The authors attributed this variation to the influence of the measurement interval on the calculation used by their detection method, with the 10ms configuration producing the strongest results.
Although a different detection approach was applied, a similar limitation may exist within the five-second sliding window used to calculate source-IP entropy. The window determines how much recent traffic contributes to each entropy calculation and could therefore influence how quickly changes in the distribution of source addresses become visible during an attack. As only a single window size was evaluated, its effect on the detection results cannot be determined from the present experiment. However, the findings of Li et al. demonstrate that the configuration of a detection method can significantly influence its performance, and evaluating alternative sliding-window sizes would provide a useful extension to the present validation. 

[bookmark: _Toc239673029]5.8 Chapter Summary
This chapter presented the results and evaluation of the physical SDN DDoS dataset. The completed dataset contained benign, TCP SYN flood, UDP flood, and ICMP flood traffic across three experimental repetitions. Integrity validation confirmed that consistency of the processed dataset and assigned labels, after which the original packet captures were evaluated using an entropy-based DDoS detection method. 
The validation demonstrated different detection behaviours across the three attack types and identified variation between individual experimental runs. Further examination identified changes in benign traffic following UDP_03 that affected the subsequent ICMP scenarios, alongside limitations associated with the entropy detection method itself. These findings were considered when evaluating the overall usability and limitations of the dataset. 
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[bookmark: _Toc239673031]6.1 Summary
The project set out to design and validate a DDoS dataset generated within a physical SDN environment for use in real-time detection research. The research began with an investigation into existing network security and SDN-specific datasets through the literature review presented in Chapter 2. Attention was given to how existing datasets were generated, the differences between simulated and physical environments, and the approaches used to validate datasets intended for DDoS detection. The review identified that although SDN-specific datasets are available, physical implementations remain comparatively limited and emulated environments continue to dominate dataset generation. 
The research methodology presented in Chapter 3 established the approach used to address this gap. A physical SDN environment was selected for the experimental strategy, with controlled benign and malicious traffic generation used to support the construction of a labelled dataset. Chapter 4 then presented the implementation of this methodology, including the physical testbed, traffic generation, network capture, processing, and labelling procedures. Twelve experimental runs were completed, consisting of three benign scenarios and three repetitions of TCP SYN, UDP, and ICMP flood attacks. The original packet captures were retained before the traffic was processed into flow records, resulting in a final dataset containing 316,539 records. 
Finally, Chapter 5 evaluated the completed dataset through two stages of validation. Integrity testing was first used to compare the processed records and assigned labels against the known experimental conditions. No inconsistencies were identified by the applied checks. The captured traffic was then evaluated using an established entropy-based DDoS detection method. Unlike the results obtained within the previous simulated research, detection performance varied considerably between the physical experimental scenarios. This provided an opportunity to examine both the characteristics of the generated dataset and the limitations of applying a static entropy-based detection approach to traffic obtained from a physical environment. 


[bookmark: _Toc239673032]6.2 Conclusion
The aim of this research was to develop and validate a labelled DDoS dataset generated within a physical SDN environment for use in real-time detection research. The completed research achieved this aim through the construction of a physical experimental environment in which benign network activity and three forms of DDoS attack could be generated under controlled conditions. The resulting traffic was retained at packet level and subsequently processed into a labelled flow-based dataset, providing both the original experimental traffic and a representation suitable for subsequent analysis. 
The integrity validation provided evidence that the processing and labelling stages had maintained the intended relationship between the experimental conditions and the completed dataset. Malicious records remained restricted to the appropriate attack phases and corresponded with the known attacker, victim, and protocol characteristics used during traffic generation. This is particularly important because legitimate traffic continued during the attack periods, meaning that not every flow occurring during an attack scenario could correctly be considered malicious. The successful integrity checks therefore provided confidence that the labels reflected the known conditions of the experiments rather than simply the time at which traffic was captured. 
The entropy-based evaluation produced more varied results. While the technique successfully identified DDoS activity under some traffic conditions, other scenarios were not consistently detected. In particular, the distribution of traffic between multiple active source addresses demonstrated a limitation of relying on a static source-IP entropy threshold. This result differs from the more consistent detection behaviour observed within the previous simulated research and demonstrates the importance of evaluating detection approaches against traffic with different characteristics. The detection failures do not independently indicate that the underlying dataset was incorrectly constructed, particularly as the integrity of the records and labels was evaluated separately. 
An important outcome of the research is therefore the distinction between dataset validity and detection performance. A dataset intended for security research should not necessarily produce high detection performance were evaluated using every detection technique. If a particular method performs poorly against correctly labelled traffic, this may instead expose assumptions or limitations within the detection approach. The variation observed during entropy validation demonstrates that the generated traffic can provide challenging conditions against which detection methods can be investigated rather than producing results designed to favour a particular technique. 
The research does, however, have limitations. The dataset was generated using a single physical SDN configuration with a relatively small number of hosts and three DDoS attack types. The experimental traffic cannot therefore be assumed to represent the full range of behaviour present within larger operational SDN deployments. Differences in legitimate traffic were also observed during the later experimental scenarios, demonstrating the additional variability introduced when conducting the experiments using physical infrastructure. These limitations restrict the generalisability of the dataset but also provide several opportunities through which the research could be extended. 
Overall, the project demonstrates that a reusable DDoS dataset can be constructed using traffic generated within controlled physical SDN infrastructure. The completed dataset provides the main contribution of the research, while the validation demonstrates both its application to real-time detection research and the importance of considering the characteristics of the underlying traffic when evaluating a detection method. The retention of the original packet captures also allows future research to process and evaluate the same experimental traffic using alternative approaches without requiring the original physical experiments to be recreated. 

[bookmark: _Toc239673033]6.3 Recommendations for Further Research
The findings of the research provide several opportunities for extending both the dataset and the experimental methodology used to generate it. One of the principal limitations of the current dataset is the scale of the physical environment in which the traffic was generated. Although the use of physical infrastructure addressed the reliance on emulated environments identified within the literature, the experiments were conducted using a single network configuration with a limited number of hosts. Future research could apply the same dataset generation methodology across larger physical SDN environments containing additional hosts and switches. Repeating the experiments using alternative SDN controllers and OpenFlow-capable hardware would also allow the influence of the underlying infrastructure to be investigated and provide greater evidence of whether the characteristics observed within this research remain consistent across different physical SDN implementations. 
Future research could also adopt a comparative approach by basing the experimental design on an established SDN dataset study. Replicating comparable network configurations, traffic characteristics, and attack parameters would allow the resulting dataset to be evaluated directly against previous research. This would provide a stronger external benchmark for assessing the characteristics of traffic generated within physical SDN infrastructure and enable differences between the studies to be examined more systematically. 
The experimental traffic itself could also be extended to provide greater variation in both legitimate and malicious network behaviour. The benign activity generated during the current experiments was intentionally controlled to maintain repeatability between scenarios, but this does not reflect the diversity of applications and communication patterns that may exist within larger operational networks. Future datasets could therefore incorporate a broader range of legitimate traffic and vary its intensity throughout the experiments. This is particularly relevant to the results of the entropy-based validation, where changes in the distribution of legitimate traffic influenced the behaviour of the detection method. Increasing the variation would provide more challenging conditions in which future detection approaches could be evaluated. 
Greater variation could similarly be introduced within the malicious traffic. The dataset currently contains TCP SYN, UDP, and ICMP flood attacks, providing examples of three common forms of high-volume DDoS activity. Extending the experimental scenarios to include low-rate and application-layer attacks would allow detection methods to be evaluated against attacks that produce less obvious changes in network behaviour. The distribution of attack traffic could also be varied by changing the number of attacking hosts and their individual traffic rates. This would be particularly relevant to the findings of the present evaluation, where the distribution of traffic between source addresses affected the entropy values observed during some attack scenarios. 
Further validation of the dataset represents another important area for future research. The entropy-based method used within this study provided an established approach for evaluating the captured traffic, but the results also demonstrated the limitations of drawing conclusions from a single detection technique. Applying alternative statistical or machine learning approaches to the same dataset would allow their performance to be compared against the entropy-based results and provide further evidence of the dataset’s suitability for different forms of DDoS detection research. The original packet captures retained during dataset construction are particularly valuable in this respect, as the experimental traffic can be processed using alternative feature extraction techniques. 
The entropy-based validation itself also provides an opportunity for further investigation. The static threshold used within the current method was sensitive to the distribution of active source addresses, contributing to different detection behaviour across the experimental scenarios. Future research could investigate adaptive entropy-based approaches in which the detection threshold responds to changes in normal network behaviour rather than remaining fixed throughout operation. The physical traffic generated within this research could provide a useful basis for comparing static and dynamic approaches under the same experimental conditions and determining whether adaptation improves detection across the scenarios that proved difficult for the existing method. 
Finally, future extensions could consider incorporating information obtained directly from the SDN control plane alongside the captured network traffic. The dataset produced within the current research primarily focused on packet captures and the flow records derived from them. Collecting controller events, OpenFlow communication, or other measurements describing control-plane behaviour could provide an additional perspective on the effect of DDoS attacks within an SDN. This would also build upon an issue identified within the literature review, where datasets generated within SDN environments were found to differ considerably in the extent to which they contained information specific to the programmable network architecture.
Together, these areas provide a progression from the dataset developed within this research rather than requiring a fundamentally different experimental approach. Increasing the scale and diversity of the physical experiments would strengthen the range of traffic represented within the dataset, while additional validation methods would provide a broader assessment of its application to DDoS detection. Incorporating control-plane information could subsequently extend the dataset beyond network traffic alone and support investigation into detection approaches that make greater use of characteristics specific to SDN. 
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Chapter 7 – Reflection 

[bookmark: _Toc239673035]7.1 Introduction
This chapter provides a reflection on the conduct, progress, and outcomes of the research project. The original aim and objectives are revisited to consider the extent to which they were achieved and whether any aspects of the approach could have been improved. This chapter also reflects on the challenges encountered throughout the project and the changes that were made in response to them, before considering the knowledge and experience gained from completing the research. 
The aim of the project was:
To design and implement a physical SDN environment to generate a DDoS dataset and to analyse and evaluate its effectiveness for real-time detection research through experimental testing.
Overall, I believe that the project successfully achieved its central aim through the development of a labelled DDoS dataset using traffic generated within a physical SDN environment. The completed dataset was constructed from experimental network traffic and subsequently validated through integrity testing and an established DDoS detection approach. Although the final implementation differed in some areas from what was originally planned, these changes were made in response to the practical and technical challenges encountered during the project rather than changing its overall purpose. Reflecting on the completed work, the project achieved its main goal of moving beyond an entirely simulated SDN environment and investigating dataset generation using physical networking infrastructure.

[bookmark: _Toc239673036]7.2 Reflection Against Objectives
This section reflects on the extent to which each of the research objectives established at the beginning of the project were achieved. 

[bookmark: _Toc239673037]7.2.1 Literature Review
The first objective focused on reviewing the existing literature surrounding SDN, DDoS attacks, and the limitations of datasets used within SDN security research. This objective was achieved through the literature review presented in Chapter 2, which examined both conventional network security datasets and those generated specifically within SDN environments. The review became particularly important in identifying the differences between datasets generated using emulated and physical infrastructure, which provided much of the justification for the experimental approach adopted within this research.
Reflecting on this stage of the project, my previous research into SDN and DDoS detection provided a useful starting point, but the focus of this review was considerably different. Rather than concentrating primarily on detection techniques, I had to consider how the datasets themselves were generated and validated. This changed how I approached the literature and gave me a better understanding of how the experimental environment can influence the data subsequently used to evaluate the detection method. Looking back, some areas of the initial review were broader than necessary and could have been focused more closely on the characteristics that eventually became relevant to the final dataset. However, the review successfully identified the limitations that formed the basis of the research and provided justification for developing the dataset within a physical SDN environment. 

[bookmark: _Toc239673038]7.2.2 Research Methodology
The second objective focused on developing a suitable research methodology for the generation and evaluation of the dataset. This objective was achieved through the methodology presented in Chapter 3, which established the approach used throughout the experimental work. The decisions made at this stage provided a structured basis for developing the physical environment and ensured that the later validation could be linked back to the original aim.
Reflecting on this objective, the methodology provided a useful framework for this project, although some aspects had to change as the practical work progressed. Working with the physical infrastructure introduced challenges that were difficult to predict before the experimental environment had been fully implemented. This required the methodology to remain flexible enough for changes to be made without affecting the overall purpose of the research. One of the most significant changes was reducing the planned validation to an entropy-based method rather than also introducing machine learning. Given the time available, I believe this was the correct decision as it allowed greater attention to be given to the construction and integrity of the dataset rather than introducing an additional evaluation method that could not have been explored in sufficient depth. Looking back, allocating more time to the experimental and data processing stages would have provided greater opportunity for additional validation, but the final methodology remained appropriate for addressing the research aim. 

[bookmark: _Toc239673039]7.2.3 Physical SDN Environment and Dataset Generation
The third objective focused on designing and implementing a physical SDN environment capable of generating both benign and DDoS traffic for the construction of the dataset. This objective was successfully achieved through the experimental environment presented in Chapter 4. Moving from the simulated environment used during my previous research to physical networking infrastructure represented a significant increase in practical complexity of the project and provided experience with implementing SDN using real hardware. 
Reflecting on this objective, the implementation of the physical environment was one of the most challenging stages of the project. Several technical problems were encountered during the setup of the testbed, including issues with the available laboratory computers, and the configuration of the physical switch. These required changes to the original setup before the experiments could be completed. Once the environment was operational, the experimental scenarios were successfully repeated, and the required network traffic was captured. Further challenges were encountered during dataset construction, particularly when the originally intended flow extraction approach could not be implemented successfully and NFStream was adopted instead. Working through these problems demonstrated that additional difficulties introduced when moving beyond a fully controlled simulated environment. More time could have been spent testing the complete data collection and processing workflow before the final experiment took place to reduce some of the difficulties encountered. Despite this, the objective was achieved and resulted in the successful construction of the labelled dataset. 

[bookmark: _Toc239673040]7.2.4 Dataset Validation and Evaluation
The fourth objective focused on validating and evaluating the generated dataset using an established detection method. This objective was achieved through the evaluation presented in Chapter 5. The completed dataset first underwent integrity testing to confirm that its structure and labels were consistent with the experimental conditions. The captured traffic was then evaluated using the entropy-based detection approach developed during my previous research, allowing the physical traffic generated during this project to be tested using an existing real-time detection method. 
Reflecting on this objective, the validation produced more varied results than I initially expected. The entropy-based method successfully identified some of the attacks but performed poorly under other traffic conditions, particularly when the distribution of traffic between the attacker hosts prevented the entropy from falling below the detection threshold. Initially, these results raised concerns over whether the generated dataset was suitable for detection research. Further analysis showed that the underlying traffic and labels remained consistent within the experimental conditions, while the detection failures could be explained by limitations of the entropy-based approach itself. This became an important outcome of the project, as it demonstrated that the performance of a single detection method should not be treated as the only indication of dataset quality. Looking back, using additional detection methods would have provided a more complete evaluation, although the final validation was sufficient to demonstrate that the dataset could be applied within the real-time SDN detection research. 

[bookmark: _Toc239673041]7.2.5 Documentation and Presentation of Findings
The fifth objective was to document and present the findings of the completed research. This was achieved through the structured presentation of the research process, experimental implementation, dataset construction and validation results throughout the dissertation. The final dataset and original packet captures were retained as separate research outputs, while the methodology and processing procedures were documented to support understanding and potential replication of the work. The completion of this objective ensured that both the practical outcomes of the project and the findings obtained through their evaluation were clearly recorded and communicated.


[bookmark: _Toc239673042]7.3 Reflections on Conduct and Progress
Overall, the project proved considerably more challenging than I originally anticipated, largely because of the decision to move from a simulated environment to physical SDN infrastructure. While my previous research provided experience with Ryu, OpenFlow, and DDoS detection, implementing these concepts using physical hardware introduced a different range of practical problems. Configuring the switch, preparing the individual systems, and resolving problems with the available laboratory equipment required considerably more time than initially planned. However, overcoming these issues improved my understanding of how an SDN operates outside of a simulated environment and provided practical experience that could not have been gained through Mininet alone. 
Time management was one of the greatest challenges throughout the project. A significant amount of time was spent preparing the physical environment before the final experiments could begin, which placed greater pressure on the later stages of dataset construction and validation. Looking back, I would have prioritised implementation of the physical testbed earlier and completed a full trial of the collection and processing workflow before beginning the main experiments. This would have provided more time to investigate unexpected results and potentially allowed the planned additional validation to be completed. 
Despite these challenges, completing the project has significantly developed my practical understanding of SDN research and experimental dataset construction. My previous work had primarily considered how DDoS attacks could be detected within a simulated SDN, whereas this project required me to consider how suitable data could be first generated, captured, and prepared for that purpose. Working through the difficulties encountered during the physical implementation also improved my ability to adapt an experimental design when the original approach was no longer practical. The experience has given me a much stronger understanding of the challenges involved in moving from a proposed experimental methodology to a completed physical research environment. 

[bookmark: _Toc239673043]7.4 Conclusion 
Reflecting on this project, the research successfully achieved its overall aim and the five objectives established at the beginning of the study. Although several aspects of the original plan changed as the project progressed, the outcome remained focused on the development and validation of a DDoS dataset generated within a physical SDN environment. The challenges encountered throughout the physical implementation and later data processing required the project to adapt but also provided some of the most valuable learning experiences. 
Completing this project has developed my understanding of SDN beyond the simulated environments used within my previous work and provided practical experience of designing and conducting a physical networking experiment. It has also improved my understanding of dataset construction and the importance of separating the quality of experimental data from the performance of a particular detection method. Looking back, additional time for experimentation and validation would have allowed the project to extend further, but I am satisfied that the completed work addresses the original purpose of the research and provides a strong foundation for future work in physical SDN security research. 
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Appendices
[bookmark: _Toc239673046]Appendix A – Dataset Construction Scripts
[bookmark: _Toc239673047]A.1 NFStream Feature Extraction Script
	from nfstream import NFStreamer
from pathlib import Path

# Define input and output folders
pcap_folder = Path("pcap")
split_folder = Path("split_pcap")
output_folder = Path("phase_flows")

# Find the benign and phase-seperated PCAP files
benign_pcaps = sorted(pcap_folder.glob("BENIGN_*.pcapng"))
split_pcaps = sorted(split_folder.glob("*.pcapng"))

# Combine all PCAPs into a list
all_pcaps = benign_pcaps + split_pcaps


for pcap in all_pcaps:
    output_path = output_folder / f"{pcap.stem}.csv"

    streamer = NFStreamer(source=str(pcap), statistical_analysis=True)
    streamer.to_csv(path=str(output_path))



[bookmark: _Toc239673048]A.2 Dataset Labelling Script
	from pathlib import Path
import pandas as pd

input_folder = Path("phase_flows")
output_folder = Path("labelled_flows")

victim_ip = "192.168.10.101"
attacker_ips = {"192.168.10.111", "192.168.10.112"}

# Process each extracted flow file
for csv_file in sorted(input_folder.glob("*.csv")):

    df = pd.read_csv(csv_file, low_memory=False)
    filename = csv_file.stem

    # Get scenario information from the filename
    parts = filename.split("_")

    if filename.startswith("BENIGN"):
        attack_type = "NONE"
        repetition = int(parts[1])
        phase = "benign"
        scenario_id = filename
        scenario_type = "benign"
    else:
        attack_type = parts[0]
        repetition = int(parts[1])
        phase = parts[2]
        scenario_id = f"{attack_type}_{repetition:02d}"
        scenario_type = "attack"

    # Label all traffic as benign by default
    df["binary_label"] = 0
    df["attack_label"] = "BENIGN"

    # Identify malicious flows within attack phases
    if phase == "attack":
        attack_mask = (df["src_ip"].isin(attacker_ips) & (df["dst_ip"] == victim_ip))

        if attack_type == "SYN":
            attack_mask &= ((df["protocol"] == 6) & (df["dst_port"] == 80))

        elif attack_type == "UDP":
            attack_mask &= ((df["protocol"] == 17) & (df["dst_port"] == 80))

        elif attack_type == "ICMP":
            attack_mask &= (df["protocol"] == 1)

        df.loc[attack_mask, "binary_label"] = 1
        df.loc[attack_mask, "attack_label"] = attack_type

    # Add information about the experimental run
    df["scenario_id"] = scenario_id
    df["scenario_type"] = scenario_type
    df["configured_attack_type"] = attack_type
    df["repetition"] = repetition
    df["phase"] = phase

    # Save the labelled file
    output_file = output_folder / csv_file.name
    df.to_csv(output_file, index=False)




[bookmark: _Toc239673049]A.3 Dataset Combination Script
	from pathlib import Path
import pandas as pd

input_folder = Path("labelled_flows")
output_folder = Path("dataset")
output_folder.mkdir(exist_ok=True)

master_output = output_folder / "physical_sdn_ddos_dataset.csv"
summary_output = output_folder / "dataset_summary.csv"

# Find all labelled flow files
csv_files = sorted(input_folder.glob("*.csv"))

dataframes = []

# Load each file and add it to the list
for csv_file in csv_files:

    df = pd.read_csv(csv_file, low_memory=False)

    # Record which CSV each flow came from
    df["source_file"] = csv_file.name

    dataframes.append(df)

# Combine all flow files into one dataset
master_df = pd.concat(
    dataframes,
    ignore_index=True,
    sort=False
)

# Save the final dataset
master_df.to_csv(master_output, index=False)

# Create a summary of the dataset
summary = (
    master_df
    .groupby([
        "scenario_id",
        "configured_attack_type",
        "repetition",
        "phase",
        "binary_label",
        "attack_label"
    ])
    .size()
    .reset_index(name="flow_count")
)

# Save the dataset summary
summary.to_csv(summary_output, index=False)




[bookmark: _Toc266447556][bookmark: _Toc239673050]A.4 Dataset Validation Script
	from pathlib import Path
import pandas as pd

dataset_file = Path("dataset/physical_sdn_ddos_dataset.csv")

victim_ip = "192.168.10.101"
attacker_ips = ["192.168.10.111", "192.168.10.112"]

df = pd.read_csv(dataset_file, low_memory=False)

print("PHYSICAL SDN DDoS DATASET - INTEGRITY VALIDATION")
print()

print("Total rows:", len(df))
print("Total columns:", len(df.columns))
print()

# 1. Check that attack flows only occur during attack phases
invalid_attack_phase = df[
    (df["binary_label"] == 1) &
    (df["phase"] != "attack")
]

print("Attack flows outside attack phase:", len(invalid_attack_phase))

# 2. Check that benign scenarios contain no attack flows
invalid_benign_scenarios = df[
    (df["scenario_type"] == "benign") &
    (df["binary_label"] == 1)
]

print("Attack flows in benign scenarios:", len(invalid_benign_scenarios))

# 3. Check that malicious flows come from the known attackers
invalid_attackers = df[
    (df["binary_label"] == 1) &
    (~df["src_ip"].isin(attacker_ips))
]

print("Malicious flows from unknown sources:", len(invalid_attackers))

# 4. Check that malicious flows target the victim
invalid_victim = df[
    (df["binary_label"] == 1) &
    (df["dst_ip"] != victim_ip)
]

print("Malicious flows targeting wrong destination:", len(invalid_victim))

# 5. Check the attack protocols
invalid_syn = df[
    (df["attack_label"] == "SYN") &
    ((df["protocol"] != 6) | (df["dst_port"] != 80))
]

invalid_udp = df[
    (df["attack_label"] == "UDP") &
    ((df["protocol"] != 17) | (df["dst_port"] != 80))
]

invalid_icmp = df[
    (df["attack_label"] == "ICMP") &
    (df["protocol"] != 1)
]

print("Invalid SYN attack flows:", len(invalid_syn))
print("Invalid UDP attack flows:", len(invalid_udp))
print("Invalid ICMP attack flows:", len(invalid_icmp))

# 6. Check for missing values in important columns
important_columns = [
    "src_ip",
    "dst_ip",
    "protocol",
    "binary_label",
    "attack_label",
    "scenario_id",
    "phase"
]

print()
print("Missing values in important columns:")
print(df[important_columns].isna().sum())

# 7. Show dataset distribution
print()
print("Binary label distribution:")
print(df["binary_label"].value_counts())

print()
print("Attack label distribution:")
print(df["attack_label"].value_counts())

print()
print("VALIDATION COMPLETE")
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82682 147.194749 192.168.10.122 239.255.255.250
82683 147.198308 192.168.10.122 239.255.255.250
82684 147.198308 192.168.10.122 239.255.255.250
82685 147.198308 192.168.10.122 239.255.255.250
82686 147.198308 192.168.10.122 239.255.255.250
82687 147.198308 192.168.10.122 239.255.255.250

82689 150.079592
82690 150.202490

Broadcast
239.255.255.250

TpLinkTechno_03:0a:..
192.168.10.122

UDP_03.pcapng

EE  Q sear

Tools

Help

Protocol Length Info

ubpP
ubpP
ubpP
UDP
ICMP
ubpP
UDP
ICMP
ICMP
ARP
ARP

.. ARP

ARP
ARP
ARP
ARP
ARP
ARP
SSDP
SSDP
SSDP
SSDP
SSDP
SSDP
ARP
ARP
SSDP
SSDP
SSDP
SSDP
SSDP
SSDP

ARP
SSDP

60
60
60
60

60
60

60
60
42
60
60
60
60
60
179
179
179
179
179
179
42
42
179
179
179
179
179
179

42
179

46695
46696
46697
46697
Destination unreachable (Port unreachable)
46698 > 80 Len=0

46698 > 80 Len=0

Destination unreachable (Port unreachable)
Destination unreachable (Port unreachable)
Who has 192.168.10.112? Tell 192.168.10.101
Who has 192.168.10.112? Tell 192.168.10.101
192.168.10.112 is at ©08:00:27:ef:3f:27

Who has 192.168.1.1? Tell 192.168.1.10
192.168.10.112 is at ©08:00:27:ef:3f:27

Who has 192.168.10.101? Tell 192.168.10.112
Who has 192.168.10.101? Tell 192.168.10.112
192.168.10.101 is at 18:d6:c7:03:0b:05
192.168.10.101 is at 18:d6:c7:03:@b:05
M-SEARCH * HTTP/1.1

M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
Who has 192.168.1.
Who has 192.168.1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.

R R

Tell 192.168.1.10
Tell 192.168.1.10

PRRERRREBRRRRRRRR

R

Who has 192.168.1.1? Tell 192.168.1.10
M-SEARCH * HTTP/1.1

18 d6 c7 ©4 ba be 20 23 51 98 c5 66 08 @0 45 00
Packets: 85602

> M &6 A7

Profile: Default
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