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Objectives

To configure a simulated network enabling to identify threats and vulnerabilities
within this simulated network environment giving you the opportunity to test
and deepen your understanding of the concepts covered during lectures.

ETHICAL STATEMENT

The tools and technigues you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Part 1. Configure Basic Settings in all the VM’s

Part 2: Configure Windows Server
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Lab Topology
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= The OVA File is shared with you by your Lecturer.

= Configure the IP Addresses for each VM’s as per the given topology.
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Part 1: Basic Settings

1. Verify that all virtual machines (VMs) are configured according to the specified
settings. If discrepancies are found, make the necessary adjustments to align
with the provided topology:

a. Network Adapters
b. IP Address and Subnets
c. Usernames and password

2. Test connectivity by pinging between the VMs. Ensure that all ping tests are
successful.
3. Capture a snapshot of the current VM state to back up your configurations.
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Part 2: Windows Server

Turn off the Internet Explorer Enhanced Security Configuration for both
Administrators and Users.
Hint: Click on the Local Server in Server Manager

In Role based features, install the following

a. Telnet Server and Client.

b. IS (Common HTTP Features)
Make sure the Server Manager tab is not starting automatically at logon.
Install a web browser of your choice
Turn off Firewall in Windows Server and Client
Install Active Directory — accb6000.com
Install DNS Server role. This Server will be the DNS Server for all the
applicable VM’s in the network. Make sure you create A Records, PTR
Records and Reverse Lookup zones.
Install DHCP Server for the Windows Client
Install Web Server (11S) Role and create http://web.accb6000.com website
without any security (Disable Windows Internal Authentication)
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