Analyse, Scan, Enumerate

Lab Submission Requirments: 
· Analysis of Wireshark capture file
 
· Video presentation demonstrating vulnerability enumeration.

Tools:
· Nessus (Kali)
· Wireshark

Alternate Tool:
· TCPDump


Task 1  - Wireshark analysis

From the captured packets, identify all the web servers that were successfully. 
accessed. 

No script used. Filtered capture by HTTP and looked at any requests from source. 
 
172.27.37.232

 
Mapped requests to responses from specific web servers listed below:
 
	IP
	Name

	143.138.4.147 -
	mail.google.com

	33.247.152.113
	- slashdot.org

	33.247.152.112
	- slashdot.org

	37.199.226.67
	- http://ds-ll.serving-sys.com/

	33.247.152.230
	- images.slashdot

	93.119.134.44
	44 - www.lduhtrp.net\r\n

	138.59.102.27
	thelocal.se

	155.231.237.7
	www2.b-one.nu

	159.70.229.173
	- img-cdn.mediaplex.com\r\n



 
 
Was unsure the scope of webservers to be included to have also included any ad and analytics servers contacted as part of interacting with specifically named servers.

	IP
	Name

	33.247.152.101 - ads

	Ads

	44.131.48.102 - ads

	Ads

	34.30.235.180 - adss

	Ads

	97.145.19.119 - ads

	Ads

	143.138.66.97 - google analytics.

	Google Analytics

	44.131.48.102 - ads

	Ads

	35.183.215.204 - ads

	Ads

	44.131.48.102 - ads

	Ads


From the captured packets, find out any plain text usernames and passwords. You must look at valid usernames and passwords only.

No script used decided to do it manually. Utilised filters on FTP and HTTP request responses to look for specific codes i.e, USER, POST, PASS, Telnet
Found several usernames and passwords. Which are listed below:  
 
	Username

	Carlukes

	Administrator

	Anonymous

	Evil

	root


	Password

	Thisissosecure

	Volley

	Ashley

	Bear

	Calvin

	W00t



 

From the captured packets, find out if any older versions of web servers. Trace further to get the host IP address and the web servers’ version. 
 
The lab did not describe context for "old" as the packet seems to have been capture a while ago it’s not really accurate. However, iv listed what would be considered old by today’s standards. 
 
Apache 1.3
 
Apache 1.3 is a relatively old version of the Apache HTTP Server. It was released in the late 1990s.
 
33.247.152.113 - slashdot.org
155.231.237.70 - www2.b-one.nu
 
Apache 2.0
 
While not as old as Apache 1.3, Apache 2.0 is considered older compared to more recent releases.
 
138.59.102.27 - thelocal.se
 
IIS 5.0
 
Internet Information Services (IIS) 5.0 is an older version of Microsoft's web server. It was released with Windows 2000.
 
37.199.226.67 - http://ds-ll.serving-sys.com/ 
 
RESIN 2.1.13
 
RESIN 2.1.13 is an older version of the Caucho Resin application server.
 
93.119.134.44 - www.lduhtrp.net\r\n
 
Squid/2.5
 
Squid 2.5 is an older version of the Squid caching proxy server.
Alternate Tool

Original tool: Wireshark 
Alternate tool: TCPDump

What is TCPDump?

Tcpdump is a command-line network packet analyser available on Unix-like operating systems [1]. It allows users to capture and display packets on a network interface in real-time [1]. 

Tcpdump provides detailed information about each packet, including source and destination addresses, protocols, ports, and other relevant data [2]. Users can apply filters to capture specific types of packets or focus on network traffic. Tcpdump is a versatile tool for network troubleshooting, analysis, and security assessments [2]. While lacking a graphical interface, its command-line nature makes it lightweight and efficient, suitable for various scenarios where a graphical tool might be impractical. 
Demonstration
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tcpdump -help 
tcpdump version 4.99.4 
Ii/Desktop 
libpcap version 1.10.4 (with TPACKET_V3) 
openssL 3.0.11 19 sep 2023 
Usage: tcpdump [-AbdDefhHIJKILnNOpqStuUvxX#] [ -8 size 
-C file _ size ] [ -E algo:secret ] [ -F 
[ -i interface ] [ —immediate-mode 
-M secret : 
number ] [ 
—print ] : 
[ -r file ] [ -s snaplen ] [ -T type 
[ -V file ] [ -w file ] [ -W filecount 
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file ] [ -W filecount 
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-Q inloutlinout 
—version 
[ -y datalinktype 
—time-stamp-precision precision ] [ —micro 
—nano ] 
-z postrotate-command ] [ -Z user ] [ expression 
H kali@ kali [—/DesktopJ 
L-$ tcpdump -i etho 
tcpdump: eth0: You don't have permission to perform this capture on that device 
(socket: Operation not permitted) 
H kali@ kali [—/DesktopJ 
sudo su 
[sudo] password for kali: 
/ home/kaIi/Desktopl 
tcpdump -i etho 
tcpdump: verbose output suppressed, use -v[v] . . 
listening on ethø, link-type ENIOMB (Ethernet), 
for full protocol decode 
snapshot length 262144 bytes 
18:56 
01/01/2024 ]
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—version 
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—time-stamp-precision precision ] [ —micro 
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-z postrotate-command ] [ -Z user ] [ expression 
H kali@ kali [—/DesktopJ 
L-$ tcpdump -i etho 
tcpdump: eth0: You don't have permission to perform this capture on that device 
(socket: Operation not permitted) 
H kali@ kali [—/DesktopJ 
sudo su 
[sudo] password for kali: 
/ home/kaIi/Desktopl 
tcpdump -i etho 
tcpdump: verbose output suppressed, use -v[v] . . 
listening on ethø, link-type ENIOMB (Ethernet), 
for full protocol decode 
snapshot length 262144 bytes 
18:56 
01/01/2024 ]
[image: root@kali: 'home/kaIi/Desktop 
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val 1457404 ecr 3637696643], 
length 16: FTP: 
IP 10.0.2.88.33422 > 10.0.2.7.ftp: Flags 
val 3637696645 ecr 1457404], 
length 6: FTP: 
IP 10.ø.2.7.ftp > 10.0.2.88.33422: Flags 
val 1457405 ecr 3637696645], length 34: FTP: 
215 Windows NT 
[P.] , seq 31:37, ack 88, win 16384, 
FEAT 
, seq 88:122, ack 37, win 8195, 
options 
options 
211-Extended 
features supported: 
IP 10.0.2.7.ftp > 10.0.2.88.33422: 
s val 1457409 ecr 3637696645], 
length 
IP 10.0.2.88.33422 > 10.0.2.7.ftp: 
S val 3637696648 ecr 1457405], length O 
IP 10.0.2.7.ftp > 10.0.2.88.33422: 
s val 1457410 ecr 3637696648], length 
IP 10.ø.2.7.ftp > 10.0.2.88.33422: 
s val 1457410 ecr 3637696648], length 
IP 10.0.2.88.33422 > 10.0.2.7.ftp: 
S val 3637696649 ecr 1457410], length O 
IP 10.0.2.7.ftp > 10.0.2.88.33422: 
s val 1457412 ecr 3637696649], length 
IP 10.0.2.88.33422 > 10.0.2.7.ftp: 
S val 3637696694 ecr 1457412], 
length 0 
Flags 
seq 122:140, 
: FTp: 
LANG 
Flags [ . ] , ack 140, 
Flags [P.] , seq 140 
53: FTP: AUTH TLS;T 
Flags [P.] , seq 193 
7: FTP: 
HOST 
Flags [ . ] , ack 200, 
Flags [P.] , seq 200 
3 7 : FTp: 
SIZE 
Flags [ . ] , ack 237, 
win 
:193, 
:200, 
win 
:237, 
win 
ack 37, win 8195, option 
16384, options [nop,nop,T 
ack 37, win 8195, option 
ack 37, win 8195, option 
16384, options [nop,nop,T 
ack 37, win 8195, option 
16384, options [nop,nop,T 
IP 10.0.2.88.35520 > 10.0.2.7.te1net: Flags seq 487185095, win 64240, options [ 
mss 1460, sackOK,TS val 3637721556 ecr 7], length 0 
IP 10.0.2.7.te1net > 10.0.2.88.35520: Flags seq O, ack 487185096, win O, lengt 
length 46 
814575 
18:57 :08.878434 
897330 
18:57 :09.821573 
836620 
18:57:11. 848281 
ARP, Request who-has 10.0.2.88 
ARP, Reply 10.0.2.88 is-at 
(oui Unknown)) tell 10.0.2.7, 
:21:b1:dø (Oui Unknown), length 28 
6375* PTR? 250.255.255.239.in-addr.arpa. (46) 
10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175 
10.0.2.88.46483 > 8.8.8.8.domain: 
8.8.8.8.domain > 10.0.2.88.46483: 
10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175 
10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175 
10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175 
6375 
NXDomain 0/1/0 (103) 
18:57 
01/01/2024 ]
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nwJ.goodshopping666.com > 10.0.2.88: 
10.0.2.88 > Lwm.goodshopping666.com: 
wm.goodshopping666.com > 10.0.2.88: 
10.0.2.88 > Lwm.goodshopping666.com: 
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reply, id 46902, seq 5, 
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2, length 6 
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length 6 
length 64 
4, length 6 
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5, length 6 
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Right Ctrl 
18:58 
01/01/2024 ]
[image: / home/kaIi/Desktop: 
L—tt sudo tcpdump -i etho -w /home/ka1i/Desktop/captured.pcap 
tcpdump: listening on ethø, link-type ENIOMB (Ethernet), snapshot length 262144 bytes 
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183 packets received by filter 
0 packets dropped by kernel ]
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request, id 59292, seq 
reply, id 59292, seq 5, 
1, length 6 
length 64 
2, length 6 
length 64 
3, length 6 
length 64 
4, length 6 
length 64 
5, length 6 
length 64 
ARP, Request who-has 10.0.2.88 
(Oui Unknown)) tell wm.goodshoppi 
ng666 
length 46 
. com, 
855574 
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ARP, Reply 10.0.2.88 is-at (oui 
Unknown), length 28 
IP 10.0. 2.88 > Lwm.goodshopping666.com: ICMP echo 
request, id 59292, seq 
IP wm.goodshopping666.com > 10.0. 2.88: ICMP echo 
reply, id 59292, seq 6, 
ARP, Request who-has wm.goodshopping666.com tell 
10.0.2.88, length 28 
ARP, Reply wm.goodshopping666.com is-at 08:00:27:3a:da:14 (Oui Unknown), 
IP 10.0. 2.88 > Lwm.goodshopping666.com: ICMP echo 
request, id 59292, seq 
IP nwJ.goodshopping666.com > 10.0. 2.88: ICMP echo 
reply, id 59292, seq 7, 
IP 10.0. 2.88 > Lwm.goodshopping666.com: ICMP echo 
request, id 59292, seq 
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length 64 
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7, length 6 
length 64 
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Right Ctrl 
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01/01/2024 ]
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Results

No results to be captured in this comparison pcap file was already issued for lab. However, you can see in the demonstration that tcpdump can also be utilised to view the packet content like Wireshark.

Comparison

They shine in different areas. TCPdump is great for capturing information. Running only in a terminal window its super lightweight and makes capture straightforward. Files are outputted to pcap and can either be analysed in TCPDump or alternatively using Wireshark. 
 
Where Wireshark wins hands down is in the analysis capabilities. It’s easy to filter using the GUI in Wireshark where as in TCPDump, you must know exactly what you’re looking for and use the command line to filter accordingly.

Conclusion

To conclude,  TCPDump is extremely useful command line tool that can be employed for network sniffing. Being so lightweight it’s easy to run in the background and doesn’t eat away at resources. 

Some drawbacks present however, I think as a you develop your ability to interact with the tool it may serve a greater utility than Wireshark. This is largely down to preference as I prefer working in the command line where possible. 
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[nop,nop, TS val 1457404 ecr 36376966431, length 16: FTP: 215 Windows _NT
18:56:38.073195 IP 10.0.2.88.33422 > 10.0.2.7.ftp: Flags [P.], seq 31:37, ack 88, win 16384, options
[nop,nop, TS val 3637696645 ecr 14574041, length 6: FTP: FEAT
18:56:38.075026 IP 10.0.2.7.ftp > 10.0.2.88.33422: Flags [P.], seq 88:122, ack 37, win 8195, options
[nop,nop, TS val 1457485 ecr 36376966451, length 34: FTP: 211-Extended features supported

18:56:38.075813 IP 10.0.2.7.ftp > 10.0.2.88.33422: Flags [P.], seq 122:140, ack 37, win 8195, option

s [nop,nop, TS val 1457409 ecr 36376966451, length 18: FTP: LANG EN*

18:56:38.075923 IP 10.0.2.88.33422 > 10.0.2.7.ftp: Flags [.1, ack 140, win 16384, options [nop,nop,T

S val 3637696648 ecr 14574051, length 0

18:56:38.076325 IP 10.0.2.7.ftp > 10.0.2.88.33422: Flags [P.], seq 140:193, ack 37, win 8195, option
,n0p, TS val 1457410 ecr 36376966481, length 53: FTP: AUTH TLS;TLS-C;iSSL;TLS-P

38.076910 IP 10.0.2.7.ftp > 10.0.2.88.33422: Flags [P.], seq 193:200, ack 37, win 8195, option

s [nop,nop, TS val 1457410 ecr 36376966481, length 7: FTP: HOST

18:56:38.077019 TP 10.0.2.88.33422 > 10.0.2.7.ftp: Flags [.], ack 200, win 16384, options [nop,nop,T

S val 3637696649 ecr 14574101, length 0

18:56:38.078178 TP 10.0.2.7.ftp > 10.0.2.88.33422: Flags [P.], seq 200:237, ack 37, win 8195, option
,nop, TS val 1457412 ecr 36376966491, length 37: FTP: SIZE

38.122355 IP 10.0.2.88.33422 > 10.0.2.7.Ftp: Flags [.1, ack 237, win 16384, options [nop,nop,T

S val 3637696694 ecr 14574121, length 0

18:57:02.983919 IP 10.0.2.88.35520 > 10.0.2.7.telnet: Flags [S], seq 487185095, win 64240, options

mss 1460,5ackoK, TS val 3637721556 ecr 0,nop,wscale 71, length o

18:57:02.984750 TP 10.0.2.7.telnet > 10.0.2.88.35520: Flags [R.], seq 0, ack 487185096, win @, lengt

ho

X@s518:57:07.666516 ARP, Request who-has 10.0.2.88 (08:00:27:21:b1:do (oui Unknown)) tell 10.0.2.7

Tength 46

18:57:07.666524 ARP, Reply 10.0.2.88 is-at 08:00:27:21:b1:d0 (oui Unknown), length 28

18:57:08.814575 IP 10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175

18:57:08.878434 TP 10.0.2.88.46483 > 8.8.8.8.domain: 6375+ PTR? 250.255.255.239.in-addr.arpa. (46)

18:57:08.897330 IP 8.8.8.8.domain > 10.0.2.88.46483: 6375 NXDomain 0/1/0 (103)

18:57:09.821573 IP 10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175

18:57:10.836620 IP 10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175

18:57:11.848281 TP 10.0.2.7.62367 > 239.255.255.250.1900: UDP, length 175
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reading from file /home/kali/Desktop/captured.pcap, link-type EN1OMB (Ethernet), snapshot length 262

[ (root®kali)-
#

144

19 2.190773
W

19 .191534
19 .201163
4

19 .202439
19 .203717
4

19 .205324
19 .206023
4

19 206787
19 206657
4

19 207445
19:00:06.855562

1P 10.0.2.88 > wi.goodshopping666.com: ICHP echo
IP . g00dshopping666. com > 10.0.2.88: ICHP echo
1P 10.0.2.88 > wi.goodshopping666.com: ICHP echo
IP i .g00dshopping666. com > 10.0.2.88: ICHP echo
1P 10.0.2.88 > wi.goodshopping666.com: ICHP echo
1P i .go0dshopping666. com > 10.0.2.88: ICHP echo
1P 10.0.2.88 > wi.goodshopping666.com: ICHP echo
IP wi.go0dshopping666. com > 10.0.2.88: ICHP echo
1P 10.0.2.88 > wi.goodshopping666.com: ICHP echo
1P i .go0dshopping666. com > 10.0.2.88: ICHP echo

ARP, Request who-has 10.0.2.88 (08:00:27:21:b1:d0

ng666.com, length 46

19 6.855574
19 7.211819
4

19 212645
19 431257
19 .432090
19 .213659
4

19 214474
19:00:09.214618
4

ARP, Reply 10.0.2.88 is-at 08:00:27:21:b1:d0 (oui
IP 10.0.2.88 > wi.goodshoppings66.com: ICHP echo

IP i .g00dshopping666. com > 10.0.2.88: ICMP echo
ARP, Request who-has wwi.goodshopping666.com tell

ARP, Reply wwi.goodshopping666.com is-at 08:00:27

IP 10.0.2.88 > wi.goodshopping666.com: ICHP echo

1P wwi.goodshopping666.con > 10.0.2.88: ICHP echo
I 10.0.2.88 > wi.goodshopping666.com: ICHP echo

request, id 59292, seq 1, length 6

reply, id 59292, seq 1, length 64
request, id 59292, seq 2, length 6

reply, id 59292, seq 2, length 64
request, id 59292, seq 3, length 6

reply, id 59292, seq 3, length 64
request, id 59292, seq 4, length 6

reply, id 59292, seq 4, length 64
request, id 59292, seq 5, length 6

reply, id 59292, seq 5, length 64
(oui Unknown)) tell wi.goodshoppi

Unknown), length 28
request, id 59292, seq 6, length 6

reply, id 59292, seq 6, length 64
10.0.2.88, length 28

3a:da:14 (oui Unknown), length 46
request, id 59292, seq 7, length 6

reply, id 59292, seq 7, length 64
request, id 59292, seq 8, length 6
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'~ tcpdump -r /home/kali/Desktop/captured.pcap -1 -ttt -e -c 10
reading from file /home/kali/Desktop/captured.pcap, link-type EN1OMB (Ethernet)
164

2024-01-01 19:00:02.190773 08:00:27:21:b1:d0 > 08:00:27:3a:da:14, ethertype IPVA

10.0.2.88 > 10.0.2.8: ICWP echo request, id 59292, seq 1, length 64
2024-01-01 19:00:02.191534 08:00:27:3a:d

10.0.2.8 > 10.0.2.88: ICWP echo reply, id 59292, seq 1, length 64
2024-01-01 19:00:03.201163 08:00:27:21:b1:d0 > 08:00:27
10.0.2.88 > 10.0.2.8: ICWP echo request, id 59292, seq 2, length 64

2024-01-01 19:00:03.202439 08:00:27:3a:da:14 > 08:00:27:21:b1:d0, ethertype IPVA

10.0.2.8 > 10.0.2.88: ICWP echo reply, id 59292, seq 2, length 64

2024-01-01 19:00:04.203717 08:00:27:21:b1:d0 > 08:00:27:3a:da:14, ethertype IPVA

10.0.2.88 > 10.0.2.8: ICMP echo request, id 59292, seq 3, length 64

2024-01-01 19:00:04.205324 08:00:27:3a:da:14 > 08:00:27:21:b1:d0, ethertype IPv

10.0.2.8 > 10.0.2.88: ICWP echo reply, id 59292, seq 3, length 64

2024-01-01 19:00:05.206023 08:00:27:21:b1:d0 > 08:00:27:3a:da:14, ethertype IPVA

10.0.2.88 > 10.0.2.8: ICWP echo request, id 59292, seq 4, length 64
2024-01-01 19:00:05.206787 08:00:27:3a:d

10.0.2.8 > 10.0.2.88: ICWP echo reply, id 59292, seq 4, length 64
2024-01-01 19:00:06.206657 08:00:27:21:b1:d0 > 08:00:27
10.0.2.88 > 10.0.2.8: ICMP echo request, id 59292, seq 5, length 64

2024-01-01 19:00:06.207445 08:00:27:3a:da:14 > 08:00:27:21:b1:d0, ethertype IPVA

10.0.2.8 > 10.0.2.88: ICMP echo reply, id 59292, seq 5, length 64

14 > 08:00:27:21:b1:d0, ethertype IPvh

a:da:14, ethertype IPv4

14 > 08:00:27:21:b1:d0, ethertype IPvh

a:da:14, ethertype IPv4

snapshot length 262
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(0x0800),
(0x0800),
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