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1. Introduction

Key logging is a method of recording keystrokes and data entered a device using software or hardware which is often installed and kept surreptitiously [1]. Keyloggers are commonly used for malicious intent. They are used to monitor keyboard strokes and send log files to a server for a hacker to view. Contrary to popular belief not all keyloggers are used for malicious purposes and can be used to troubleshoot issues and monitor activity in a network. Keyloggers can be separated into two categories. The first being hardware keyloggers which are devices inserted into a target computers hardware. The other method is software-based keylogging which this project will be oriented around. Software based keyloggers are installed onto the victim’s computer and are undetected due to the malware not causing any real harm to the host only recording and sending data automatically to the end user [2]. The purpose of this project will be to attempt to create keylogging software in order determine the potential administrative use in a system and the potential dangers if used as Malware. Malware Security Evasion Techniques: An Original Keylogger Implementation
2. Background to the Proposed Research
‘Keyloggers increasing threat to computer security’ discusses the potential threats that keylogging tools can have towards a computer system. Methods in which key loggers can be used to benefit a network are also discussed. It also covers the differences between software and hardware keyloggers [2]. ‘System monitoring and security using keyloggers’ offers an insight into the statistics behind the number of users that are monitored digitally. The aim of the paper is to offer benefits of monitoring a system through key logging [3]. ‘Malware Security Evasion Techniques: An Original Keylogger Implementation’, studies the lifecycle of malware through developing keylogging software which goes undetected in the windows 10 environment and creates a backdoor in the network that the log files are sent through [4]. ‘Keyloggers software detection techniques’, details how a keylogger work in a computer system and the reasons why keyloggers are so covert. The paper details methods that can be used to detect keyloggers through analysing the behviroal charecteristics of the software [1]. ‘SMMDecoy: Detecting GPU Keyloggers using Security by Deception Techniques’ proposes a technique of detecting GPU keyloggers by injecting open keyboard buffers with fake credentials which when used alerts a server which will identify the system containing the GPU keylogger [5]. ‘Detecting Software Keyloggers with Dendritic Cell Algorithm’ offers an anomaly detection technique through a population-based binary classifier by identifying the connections between behaviours in keylogging, file access and network communications [6]. ‘NoisyKey: Tolerating Keyloggers via Keystrokes Hiding’ offers an entirely different approach to keyloggers, as appose to detecting keyloggers they discuss a method of confining the keystrokes made with artificially generated activity so any keylogger in the system will receive a random string of data hiding the true activity of the user [7]. ‘Evolution of Malware and Its Detection Techniques’ discusses the history of malware and how it has developed overtime alongside with the detection and prevention techniques which has changed to better detect malware in a system [8]. ‘An Introduction to Undetectable Keyloggers with Experimental Testing’ produces keylogging software which is shown to be undetectable in a user’s system and tests the keylogging software when used in popular software to prove that this form of malware is undetectable [9].

3. Aims & Objectives

Aim
Identify administrative uses and potential malicious exploits using Keylogging Software.
Objectives
Develop keylogging software to be implemented into an IT system
Investigate the potential uses of the keylogging software when deployed in the IT system
Evaluate the potential dangers and exploits which can be taken advantage of through the potential uses of the software.
Expected outcomes
The expected outcome of this project would be to have designed and implemented a potentially undetectable keylogging software in a computer system. The keylogging software will have been used to identify administrative uses and identify potential exploits that hackers could use the software for.

4. Project Design

4.1 Outline of Project Process
- Research different methods of implementing keylogging software into a computer system
- Investigate different keylogging detection methods
- Create Keylogging software using feature driven development by developing an overall model of the keylogging software then build a list of features that the software will include, plan each feature individually, design the feature, build the feature and then proceed to the next feature until the software has been developed.
- Identify the potential administrative uses and malicious exploits that can be done using the software
- Create a report based on the findings of the software creation and use

4.2 Data Collection
Data will be collected on the different types of keylogging software.
Data will be collected on the mitigation and detection techniques of keylogging software.
Data will be collected on the process of building and implementing keylogging software.
Data will be collected on the potential uses and exploits of keylogging software in a system.

4.3 Data Evaluation
Both Quantitative and Qualitative data collection methods will be used for this project. Quantitative data collection methods such as Experiments and Observations when using and creating the keylogging software will be used to identify the uses of the software and the potential exploits. Qualitative data collection methods will be used through the literature review to collect data and help understand previous work around keylogging software.
When data is collected correlations between the data will be analysed in order to determine the best possible method of creating, implementing and using keylogging software in a computer system.
4.4 Risks & Limitations
Participant risks
Misuse of sensitive data – due to the purpose of keylogging software being to collect sensitive data it is important that secure and fictitious data is used when testing to ensuring no sensitive date is leaked
The risks and limitations of this project will be the limitation of the use of the created software. Due to the software being used as potential malware it will only be able to be used on private networks and devices. It is important that the software is not used outside of this environment as legal risks can then come into play
4.5 Ethical Issues
The biggest ethical requirement for this project would be that malicious software is being used so the software must be used ethically and appropriately in a home environment ensuring that no real sensitive data from the outside world is being collected. 
Data protection Act – Ensure that all sensitive data collected is kept secure 

5. Resources & Planning

5.1 Resources Required
5.1.1 Hardware Resources
- Computer capable of running windows 10, Linux and Python
5.1.2 Software Resources
- Windows 10 / Linux OS
- Microsoft Word
- Virtual Box
- Python

5.1.3 Other Resources
- UWTSD Library
- Mendeley Cite







5.2 Planning Chart
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