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Networking: a simple web chat 
Pre-requisites:
Visual studio installed and configured to use SFML V3 (C++ version 20) 
Setup two projects, one as the server one as the client 

Lab Objectives
Build the Server
· Create TCP listener
· Accept client connections
· Handle multiple clients
· Broadcast messages
Build the Client
· Connect to server
· Send messages
· Receive messages
· Handle disconnection





Core Networking Concepts
SFML offers a few core API’s for developing with networks 

sf::TcpListener: Listens for incoming TCP connections
sf::TcpSocket: TCP socket for reliable communication
sf::UdpSocket: UDP socket for fast, unreliable communication

sf::Packet: Serialises data for network transmission

To use these reliably we need to understand the core differences between TCP/UDP. See the powerpoint for the theory behind this, but the TLDR is 
TCP (Transmission Control Protocol): Reliable, ordered delivery, Connection-based 
UDP (User Datagram Protocol): Fast, no delivery guarantee, Connectionless
Code
Let’s begin working on the server by setting the includes and then by defining the shape of connecting clients [image: ]
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Next we will define the global variables for tracking state in a thread safe approach. 
The clientsMutex ensures that only one thread can modify the client list at a time, preventing race conditions.
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While we’re at it, we will define a helper function for getting a timestamp as a string
[image: ]Now we will define a function that broadcasts the message to every other connected client, except the sender. We use a lock guard at the start of the function call which acquires exclusive access to the client list, this prevents other threads from modifying the list during iteration and then automatically releases lock when function exits (RAII principle) [image: ]



We will also want to check who is connected, so lets implement the following function to print out the count and the usernames of each client  [image: ] 




The next block of code acts as the handler for the client, managing all communication with a single client in a dedicated thread. This is the core of the server's per-client logic. Each client gets its own thread running this function this allows for multiple instances running simultaneously. 
[image: ]
Finally we have the main function. The main function sets up the server and manages the accept loop.
Split into 2 screenshots 

First we initialize the port and bind the tcp listener. We also create a vector for tracking our client threads. This alllows joining threads on shutdown, Prevents resource leaks and Enables clean termination.
[image: ]Up next we have the Main Accept Loop that continuously accepts new client connections and manages the server. The primary operation follows the pattern of creating a new socker, attempting to accept new connections to the socket and handling disconnects 
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Client code 
To begin with we import our includes, and set an atomic variable for tracking the running state. 
We then define a function that continuously receives and displays messages from the server in a separate thread.
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And the main function handles initialisation, connection, and user input.
Lets break it down so its easier to see
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// Create a TCP socket
sf::TcpSocket socket;
socket.setBlocking(true); // Use blocking mode for initial connection

// Connect to the server with timeout
auto status = socket.connect(serverAddress, serverPort, sf::seconds(5));

if (status != sf::Socket::Status::Done) {
std::cerr << "\n[ERROR] Could not connect to server." << std::endl;

if (status == sf::Socket::Status::Error) {
std::cerr << "Socket error occurred." << std::endl;

}

else if (status == sf::Socket::Status::Disconnected) {
std::cerr << "Server refused connection." << std::endl;

}

else {
std::cerr << "Connection timed out." << std::endl;

}

return 1;

+
std::cout << "[SUCCESS] Connected to server!" << std::endl;

// Set socket to non-blocking mode BEFORE any other operations
socket.setBlocking(false);

// Send username to server
sf::Packet usernamePacket;
usernamePacket << username;

if (socket.send(usernamePacket) != sf::Socket::Status::Done) {
std::cerr << "[ERROR] Could not send username to server." << std::endl;
std::cout << "\nPress Enter to exit...";
std::cin.get();
return 1;
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// Structure to hold client information

struct Client {
std::unique_ptr<sf::TcpSocket> socket;
std::string username;

Client(std::unique_ptr<sf::TcpSocket> sock, const std::string& name)
: socket(std::move(sock)), username(name) {
}
15
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// Main server loop
while (true) {
// Try to accept a new connection
auto socket = std::make_unique<sf::TcpSocket>();

if (listener.accept(*socket) == sf::Socket::Status::Done) {
// Receilve username from client
sf::Packet packet;
socket->setBlocking(true);

if (socket->receive(packet) == sf::Socket::Status::Done) {
std::string username;
if (packet >> username) {
// Validate username
if (username.empty()) {
username = "Anonymous";

b

// Create client object
auto client = std::make_unique<Client>(std::move(socket), username);
Client* clientPtr = client.get();

// Add to clients list
{

std::lock_guard<std::mutex> lock(clientsMutex);
clients.push_back(std::move(client));

b

// Launch a thread to handle this client
clientThreads.emplace_back(handleClient, clientPtr);

+
}
+
// Clean up disconnected clients
{
std::lock_guard<std::mutex> lock(clientsMutex);
clients.erase(
std::remove_if(clients.begin(), clients.end(),
[1(const std::unique_ptr<Client>& client) {
sf::Packet testPacket;
testPacket << "";
auto status = client->socket->send(testPacket);
return status == sf::Socket::Status::Disconnected || status == sf::Socket::Status::Error;
1,
clients.end()
)3
+

// Small delay to prevent busy waiting
std::this_thread::sleep_for(std::chrono::milliseconds(100));

}

return 0;
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// Global variables for thread-safe client management
std::vector<std::unique_ptr<Client>> clients;
std::mutex clientsMutex;
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<SFML/Network.hpp>
<iostream>
<thread>

<atomic>

<string>

<chrono>

1 flag to control the receive thread
mic<bool> running(true);

eilveMessages(sf::TcpSocket& socket) {
et.setBlocking(false);

e (running) {
sf::Packet packet;
auto status = socket.receive(packet);

if (status == sf::Socket::Status::Done) {
std::string message;
if (packet >> message) {
if (message.size() > 0) {
std::cout << message << std::endl;
std::cout.flush();

}

else if (status == sf::Socket::Status::Disconnected) {
std::cout << "[DISCONNECTED] Lost connection to server." << std::endl;
running = false;

}

else if (status == sf::Socket::Status::Error) {
std::cout << "[ERROR] Error receiving data from server." << std::endl;
running = false;

}

// NotReady status - do nothing, just continue

std::this_thread::sleep_for(std::chrono::milliseconds(10));
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std::cout << "Welcome to the chat, " << username << "!" << std::endl;
std::cout << "\nCommands:" << std::endl;

std::cout << " /users or /list - Show connected users" << std::endl;
std::cout << " /help - Show help message" << std::endl;

std::cout << " quit - Exit the chat" << std::endl;

std::cout << "\nType your messages and press Enter to send." << std::endl;

// Start the receive thread
std::thread receiveThread(receiveMessages, std::ref(socket));

// Gilve the receive thread time to start
std::this_thread::sleep_for(std::chrono::milliseconds(100));

// Main input loop
std::string message;
while (running) {
// Print prompt
std::cout << "> " << std::flush;

// Get user input
if (!std::getline(std::cin, message)) {
running = false;

break;
}
if (!running) {
break;
}
// Check for quit command
if (message == "quit" || message == "/quit" || message == "exit") {
running = false;
break;
}

// Only send non-empty messages
if (!message.empty()) {
sf::Packet packet;
packet << message;

auto sendStatus = socket.send(packet);
if (sendStatus != sf::Socket::Status::Done) {

if (sendStatus == sf::Socket::Status::Disconnected) {
std::cerr << "\n[ERROR] Server closed the connection." << std::endl;

}
else {
std::cerr << "\n[ERROR] Failed to send message." << std::endl;
}
running = false;
break;
}
}
}
// Clean up
std::cout << "Disconnecting from server..." << std::endl;

// Ensure running flag is set to false
running = false;

// Disconnect the socket
socket.disconnect();

// Wait for receive thread to fintish
if (receiveThread.joinable()) {
receiveThread. join();

}

return 0;
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// Function to get list of connected users
std::string getUserList() {
std::lock_guard<std::mutex> lock(clientsMutex);

std::string userList = "[SERVER] Connected users (" + std::to_string(clients.size()) + "): ";
for (size_t i1 = 0; 1 < clients.size(); ++1) {
userList += clients[i]->username;
if (i < clients.size() - 1) {
userList += ", ";
}
}

return userList;
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// Get server address from user

sf::IpAddress serverAddress = sf::IpAddress::resolve("127.0.0.1").value();
// Server configuration

unsigned short serverPort = 53000;

// Get username from user
std::string username;

std::cout << "Enter your username: ";
std::getline(std::cin, username);

// Validate username
if (username.empty()) {
username = "Anonymous";

}

// Trim whitespace and limit length
if (username.length() > 20) {
username = username.substr(0, 20);

}
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// Function to broadcast a message to all clients except the sender
void broadcastMessage(const std::string& message, sf::TcpSocket* senderSocket) {
std::lock_guard<std: :mutex> lock(clientsMutex);

sf::Packet packet;
packet << message;

for (auto& client : clients) {
if (client->socket.get() != senderSocket) {
if (client->socket->send(packet) != sf::Socket::Status::Done) {
std::cout << "[" << getCurrentTime() << "] Failed to send message to
" << client->username << std::endl;
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#include <SFML/Network.hpp>
#include <iostream>
#include <vector>
#include <thread>
#include <mutex>
#include <memory>
#include <algorithm>
#include <string>
#include <chrono>
#include <ctime>
#include <iomanip>
#include <sstream>




image8.png
int main() {

// Server configuration

const unsigned short serverPort = 53000;

std::cout << "[" << getCurrentTime() << "] Starting server on port " << serverPort << "..." <<
std::endl;

// Create a TCP listener

sf::TcpListener listener;

// Bind the listener to the port

if (listener.listen(serverPort) != sf::Socket::Status::Done) {
std::cerr << "[ERROR] Could not bind to port " << serverPort << std::endl;
std::cerr << "Make sure the port is not already in use." << std::endl;
std::cin.get();
return 1;

b

std::cout << "[" << getCurrentTime() << "] Server is listening on port " << serverPort << std::endl;
std::cout << "[" << getCurrentTime() << "] Waiting for clients to connect..." << std::endl;

// Set listener to non-blocking mode
listener.setBlocking(false);

// Store client threads
std::vector<std::thread> clientThreads;
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// Function to handle individual client communication
void handleClient(Client* clientPtr) {
std::cout << "[" << getCurrentTime() << "] Client connected: " << clientPtr->username << std::endl;

// Notify all other clients about the new connection
std::string joinMessage = "[" + getCurrentTime() + "] [SERVER] " + clientPtr->username + " has joined the chat.";
broadcastMessage(joinMessage, clientPtr->socket.get());

// Set socket to non-blocking mode for better control
clientPtr->socket->setBlocking(false);

bool connected = true;

while (connected) {
sf::Packet packet;
auto status = clientPtr->socket->receive(packet);

if (status == sf::Socket::Status::Done) {
std::string message;
if (packet >> message) {
std::cout << "[" << getCurrentTime() << "] " << clientPtr->username << ": " << message << std::endl;

// Check for commands
if (message == "/users" || message == "/list") {
// Send user list back to requesting client
std::string userList = getUserList();
sf::Packet responsePacket;
responsePacket << userlList;
clientPtr->socket->send(responsePacket);
}
else if (message == "/help") {
// Send help message
sf::Packet helpPacket;
std::string helpMsg = "[SERVER] Available commands:\n"
" /users or /list - Show connected users\n"
" /help - Show this help message\n"
" quit - Disconnect from server";
helpPacket << helpMsg;
clientPtr->socket->send(helpPacket);

+
else {
// Broadcast the message to all other clients with timestamp
std::string formattedMessage = "[" + getCurrentTime() + "] " + clientPtr->username + ": " +
message;
broadcastMessage(formattedMessage, clientPtr->socket.get());
+
}
+
else if (status == sf::Socket::Status::Disconnected) {
connected = false;
std::cout << "[" << getCurrentTime() << "] " << clientPtr->username << " disconnected." << std::endl;
// Notify other clients about disconnection
std::string leaveMessage = "[" + getCurrentTime() + "] [SERVER] " + clientPtr->username + " has left the
chat.";

broadcastMessage( leaveMessage, clientPtr->socket.get());

else if (status == sf::Socket::Status::Error) {
connected = false;
std::cout << "[" << getCurrentTime() << "] Error receiving data from " << clientPtr->username <<
std::endl;
+

// Small delay to prevent busy waiting
std::this_thread::sleep_for(std::chrono::milliseconds(10));
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std::string getCurrentTime() {
auto now = std::time(nullptr);
std::tm tm;
localtime_s(&tm, &now);
std::ostringstream oss;
0ss << std::put_time(&tm, "%H:%M:%S");
return oss.str();





