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Initially developed for industrial applications, the field of robotics has progressed into a pivotal area of innovation across various sectors. Robots are increasingly prevalent in a range of settings such as, healthcare, transport, law enforcement and logistics where their functions have a direct influence on human environments. The advent of technologies such as Internet of Things IoT has enhanced the connectivity of Cyber-Physical Systems (CPS), though these enhancements also introduce significant cyber threats traditionally associated with IT systems.
As robotics become more integrated into both industrial and consumer domains, the associated cybersecurity threats have amplified. Manufacturers often supply robots unsecure, leaving the responsibility of safeguarding these systems to the customer, partially due to the complexity and economic implications of implementing security measures. This practice is justified by the understanding that security is a continuous process rather than a one-time product, and therefore best managed by those responsible for the maintenance of robots and their network environments. In light of increasing cyber-attacks, there is a growing emphasis on proactive measures such as vulnerability assessments, which are fundamental to the cybersecurity industry.
With the recent evolution of cloud computing, further complications have been introduced to the cybersecurity landscape as network infrastructure transitions from physical hardware to cloud-based solutions, evidenced by Boston Dynamics’ flagship product, Spot, the agile quadruped robot. The manufacturer has recently shifted from using a dedicated physical server, known as Scout, to a cloud-based server named Orbit, presenting an opportunity to assess the network security of such environments after this point of transition.
This project is centred on evaluating the network configurations recommended by Boston Dynamics for their Spot robot, within the context of Small and Medium-sized Enterprises (SMEs). The primary aim is to uncover potential vulnerabilities within these configurations and to develop optimal security practices that SMEs can implement. Through a vulnerability assessment of the suggested network setup, this project seeks to uncover both the strengths and weaknesses of the robot’s network environment, producing a comprehensive report that contributes to a cybersecurity framework for robotic operations. The project aspires to bridge a gap in the academic field by exploring the relatively under-researched area of robotics security in SME networks, while also providing practical enhancements to the operational security of Spot and its network environment.


[bookmark: _Toc171528268]1.2 Aim and Objectives

Due to the commonly found instances of suboptimal security postures found within SME networks, it is hypothesised that SMEs featuring featuring robotic systems will exhibit cybersecurity weaknesses despite the correct network configurations recommended by the manufacturer. 


[bookmark: _Toc171528269]1.2.1 Aim

The aim of this project is to establish the optimal cybersecurity measures for SME networks with integrated robots by performing a vulnerability assessment of a simulated SME network environment and finding remedial measures that address the identified vulnerabilities.
The aim will be measured by implementing the recommended remediation within the network environment and using specific aspects of the vulnerability assessment to test the effectiveness of the remediation
This aim has led to the research question: By identifying potential vulnerabilities within the recommended network configuration, how can SMEs improve their network security posture to secure robotic systems such as Boston Dynamics' Spot robot? 

[bookmark: _Toc171528270]1.2.2 Objectives

· Complete a literature review to understand the background of robotic systems, vulnerability assessments, and related works on robotic security frameworks
· Design and construct a simulated SME network environment that features the recommended configuration for Boston Dynamics’ Spot robot and its physical server for robot fleet management.
· Establish a vulnerability assessment process using scanning and assessment tools commonly used by cybersecurity professionals that can be utilised for identifying vulnerabilities.
· After implementing the vulnerability assessment, produce a report that analyses the findings, provides results and prioritisation based on the severity of the vulnerability, and recommended remedial measures.
· Using aspects of the vulnerability assessment, test the remediation to establish a framework or set of guidelines that optimise the security posture of networks featuring robotic systems such as Spot.

[bookmark: _Toc171528271]1.2.3 Scope and Limitations

The project will focus on the cybersecurity aspects of network configurations for robotic systems within SME environments. The scope of testing will specifically involve Boston Dynamics’ Spot robot, configured for operations with its dedicated fleet management server integrated into a simulated SME network environment. The scope will also be defined by the results of the vulnerability assessment within specific limitations as follows:

· Whilst the target network will be designed to simulate a real-world environment, it may not encompass all the complexities of an actual production network.
· The scope of the proposed framework may be constrained by the number of vulnerabilities identified during the assessment. In the unlikely event that no vulnerabilities are discovered, the scope will focus primarily on the evaluation of vulnerability assessment methodologies.
· The depth of the remediation framework may be constrained by the number of vulnerabilities that can be addressed within the available time. If the number of vulnerabilities discovered exceeds the time restraints, the most critical ones will be prioritised for remediation based on their CVSS scores or other judgment criteria
· The generalisability of the framework may be limited due to the findings being derived from a single robotic manufacturer’s systems.
· The relevance of the findings may diminish over time due to the evolution of technology and cybersecurity threats
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The project will be undertaken in four stages:

Stage One: Provides an in-depth analysis of the theoretical work that underpins the project. This stage focuses on a comprehensive review of the literature related to robotic systems and their relevance to various networks. It will cover the background of integrating robotics in SMEs, the associated cybersecurity challenges, and the specific vulnerabilities that these systems may introduce. The literature review will also provide an overview of existing vulnerability assessment methodologies and tools, leading to a detailed discussion on how these can be applied to assess and secure SME networks featuring robotic systems like Boston Dynamics' Spot.
Stage Two: Describes the design and implementation of the simulated SME network environment. This will involve outlining the problem formulation, detailing the recommended network configurations for Boston Dynamics' Spot robot, and setting up the network infrastructure. The design phase will specify the necessary hardware and software components, while the implementation phase will involve the actual configuration of the network according to best practices for security.
Stage Three: Focuses on conducting the vulnerability assessment within the designed network. This will include scanning the network to identify potential vulnerabilities, using a combination of automated tools and manual techniques. The process will be thoroughly documented, with a focus on the areas of the network that are most susceptible to cyber threats. The data collected from these assessments will be analysed to prioritize vulnerabilities based on their severity, using criteria such as CVSS scores.
Stage Four: Involves developing a comprehensive security framework or set of recommendations based on the identified vulnerabilities and their remediation. The framework will be designed to enhance the security posture of SME networks incorporating robotic systems. This stage will also include testing the effectiveness of the proposed security measures by implementing them within the network and conducting retests to ensure that the vulnerabilities have been adequately addressed. The project will conclude with a summary of all stages, a detailed review of findings, recommendations for future work, and a final report.


Chapter one provides an overview of the report, outlining the aim and detailing the objectives necessary to achieve the overall goal of enhancing the cybersecurity posture of SME networks incorporating robotic systems. This chapter presents a concise proposal for addressing the identified cybersecurity challenges by planning and executing a vulnerability assessment within a simulated SME network environment. The ultimate goal is to develop and implement a robust security framework that effectively improves the security of networks featuring robotic systems like Boston Dynamics' Spot.
Chapter two focuses on the relevant literature reviewed for this project, introducing the reader to the cybersecurity challenges associated with integrating robotic systems within SME networks. This chapter provides an in-depth analysis of the emerging role of robotics in various sectors and the specific vulnerabilities these systems may introduce. The literature review includes a discussion on the connectivity enhancements provided by technologies such as IoT and cloud computing, and the corresponding risks these advancements entail. Detailed examination of cybersecurity practices, particularly Vulnerability Assessment and Penetration Testing (VAPT), is presented, along with an overview of the tools and methodologies used in these assessments. The chapter aims to contextualize the importance of securing robotic systems within SME environments and highlights the benefits of implementing robust security measures.
Chapter three outlines the approach and research design that will be utilised to study the challenges of this project. It describes the methodology chosen to understand and implement the appropriate tools for conducting a vulnerability assessment within a simulated SME network environment featuring robotic systems. This chapter details the rationale behind the selected research methods and their application in achieving the project's aim of enhancing network security. Additionally, it will explain the planned data collection process from the vulnerability assessment, highlighting how this data will be analysed to provide actionable solutions for improving the security posture of SME networks and offering insights that can benefit the broader industry.
Chapter four details the design and implementation of the simulated SME network environment as well as the vulnerability assessment process and testing procedures. This starts with designing a network topology that features the manufacturers recommended configuration and implementing its construction
Chapter five details the testing and evaluation phase of the project. It begins with the execution of the vulnerability assessment on the simulated SME network environment, capturing key steps and commands through screenshots. The results of this assessment are analysed to identify and prioritize vulnerabilities based on their severity. Subsequently, a security framework is developed to address these vulnerabilities, incorporating best practices and recommendations for remediation. The effectiveness of the framework is then validated through follow-up assessments, comparing the network's security posture before and after implementing the remediation measures. Finally, the chapter provides a critical evaluation of the results, benchmarking them against related works to assess the success and significance of the project’s outcomes.
Chapter six thoroughly examines the project results by analysing the data gathered during the design and implementation phases in relation to the findings from the literature review. This chapter evaluates whether the project's aim has been met and reviews the achievement of each objective, assessing their success and relevance to the project's overall outcome.
Chapter six provides an overview of the project's primary tasks and outcomes, followed by a concise conclusion. This chapter also suggests areas for future research based on the insights and findings obtained throughout the project.
Chapter seven offers a personal reflection on the experience gained from the project, emphasising the skills acquired and pinpointing areas for improvement. This chapter discusses both the positive experiences and the challenges encountered during the project. It concludes the report with recommendations for future students and a summary of the findings.
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For ensuring timely completion of each phase, a Gantt chart is developed to structure and schedule the tasks necessary for the project, providing a clear timeline for tracking progress.
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Figure 1, Gantt Chart **NEEDS UPDATE**
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The concept of Industry 4.0 emerged in 2011, signifying a convergence of technologies such as Artificial Intelligence (AI), cloud computing, IoT, and automation within industrial systems. Driven by the increased connectivity provided by smart technology, Cyber-Physical Systems (CPS) have linked the physical and digital aspects of technology to enhance automation. The integration of IoT technologies through embedded sensors, advanced software, and network connectivity within CPS has given rise to the Industrial Internet of Things (IIoT). Concurrently, cloud computing has provided the advanced infrastructure necessary to further propel this revolution. This shift in industrial operations has brought numerous benefits, such as improved efficiency and productivity. However, the enhanced connectivity has also introduced cybersecurity threats that are prevalent in internet-driven IT systems. While traditional industrial infrastructure was protected by its air-gapped deployment, it is now exposed to the everchanging threats of cyberspace [1] [2].

Over the last decade, Industry 4.0 has further evolved into Industry 5.0, representing a new paradigm that integrates human skills and creativity with previously fully automated CPS and robotics. This change in approach allows operators to work with robots more efficiently by enhancing the collaboration between humans and machines through merging human intuitive judgement with the robust automation of robotics and other aspects of CPS. Whereas Industry 4.0 was technology-driven, Industry 5.0 shifts to a value-driven approach, centring on human-centric, sustainable and resilient principles [3] [4].


Figure 2, Industry 5.0 Core Principles


Industrial technologies have now expanded beyond the factory setting to give rise to Society 5.0. This concept extends the application of advanced robotic systems, creating a super-smart environment that integrates with societal infrastructure. Society 5.0 utilises a human-centric approach by creating a coexistence between humans and robots, expanding the domains in which Cyber-Physical Systems (CPS) operate to create a system of systems [5].

Some countries have made significant strides in implementing Society 5.0. Japan has been at the forefront of this movement, leveraging the concept to address various societal challenges. One notable application is the deployment of care robots to support an ageing population. This technology assists with health monitoring, providing personalised care to elderly individuals. More common examples include delivery drones to increase logistical efficiency in congested urban areas, reducing traffic and delivery times. Search and rescue robots have also been deployed in disaster-stricken regions, accessing areas that are otherwise inaccessible to humans, thereby enhancing emergency response efforts [6].
As Society 5.0 aims to create a harmonious integration of technology and society, the security of robotics increases in importance, resulting in the field of cybersecurity playing a vital role for a safe coexistence of humans and robots.

2.2 Types and Applications of Robots in Society

The application of robots in society has diversified significantly in recent years. This section explores the various types of robots, their application to different sectors, and the benefits they bring to society:

2.2.1 Drone Services

Drones are one of the most well-established forms of robotics Originally a military concept, their history dates back to World War I (WWI) during the development of unmanned aircraft. By the 1970s, they were commonly built by non-professional hobbyists utilising radio controlled (RC) communications with fixed wing designs. Significant advancements in multi-rotor propulsion have resulted in increased stability and manoeuvrability such as Vertical Take Off and Landing (VTOL). Additionally, CCD array cameras and advanced sensors have improved piloting control [7] [8].
In addition to their manoeuvrability, their high vantage point makes them well positioned for surveillance. Law enforcement and crowd control agencies are known to deploy drones to analyse environments with High-resolution cameras and thermal imaging to capture footage from an aerial viewpoint, whilst preprogrammed routes can be set for drones to autonomously target specific areas [9] [10].
The logistics and delivery sector has experienced a significant expansion in the use of drone services. Companies like DHL and Amazon have adopted drones to reduce costs, particularly covering the final delivery stage, which accounts for over 70% of the total logistics distribution costs. By utilising drones for parcel delivery, these companies aim to streamline operations, enhance delivery efficiency, whilst addressing issues such as emissions and traffic congestion. Amazon plans to deploy its latest drone in UK and Italy during late 2024. Capable of carrying parcels up to 2.2Kg in weight, the MK30 drone uses “sense and avoid” technology to enter confined areas, avoiding moving obstacles such as persons and pets during its delivery process [11] [12].

2.2.2 Quadruped Robots

Based on the agility of four-legged animals, quadruped robots typically operate on four actuators driven by servomotors. Compared to wheeled or tracked CPS, this significantly increases manoeuvrability by allowing the robot to tackle most terrains [13].
In 2019, robotics manufacturer Boston Dynamics released its quadruped robot, named Spot, as its flagship product for commercial sales. Capable of carrying up to 14Kg of sensing equipment, Spot is available with customisable hardware that can be chosen for scalability, featuring a claw arm, 360 cameras and Light Detecting & Ranging (LIDAR) sensors. Its onboard computer utilises a client-server Application Programming Interface (API) allowing it developers to create various custom scripts, making it adaptable to a wide range of tasks across many sectors [14].
Table 1 Spot Robot Features
	Key Elements
	Functions

	
Controls
	· Start routine
· Stop Routine
· Manual override Spot’s movements

	
Real-time Monitors
	· Location data
· Camera images
· Obstacle grid
· M400 detector measurements

	
Automation
	· Automated deviation toward radiation
· Predetermined paths
· Minimal user input



The use of APIs through Spot’s on-board computer, named Spot-CORE, enhances interoperability by enabling integration with other systems. An example of this capability was adapted when Spot was used for automated area survey mission in the Chernobyl nuclear power plant. Equipped with H3D M400 gamma radiation detector interfaced through Spot-CORE, Spot was programmed to navigate a predetermined path that was too hazardous for humans to access due to radiation. The custom Python code instructed Spot to deviate from its location only when radiation was detected, allowing it to safely gather and retrieve samples of Gamma spectra for analysis. Such specialist operations highlight the potential for robots to assist humans by performing complex tasks in otherwise inaccessible locations [15] [16].
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Figure 3 Spot Robot Entering Chernobyl [16
]
2.2.3 Humanoid Robotics

Designed to emulate human shape and behaviours, humanoid robots fulfil diverse functions in various industries. Their broad utility has risen from gradual technological innovations resulting in an evolution of their original designs. Advancements in drive mechanisms, such as Series Elastic Actuators (SEAs), have enhanced agility by absorbing impacts and storing energy. These improvements are complemented by high-resolution magnetic encoders that deliver precise feedback on orientation and stability [17].
Tesla Inc unveiled a prototype of its humanoid robot in 2021. Named Optimus, the system is described as being designed to undertake tasks considered to be undesirable or unsafe for humans. Although the company’s announcement may have seemed distant from current technology, it is now due for commercial release in 2025, with Elon Musk stating his expectations that Optimus will eventually surpass Tesla’s electric car sales by 2030 [18] [19].
Robotics such as humanoids are further complimented by AI advancements such as Nvidia’s Generalist Robot 00 Technology (GR00T) project. The technology is a general-purpose foundation model to assist humanoid robot learning. Combining Nvidia’s GPU technology with deep-learning algorithms, the initiative inputs human demonstrations, past and multimodal actions to create executable instructions for humanoids to perform human-like tasks. GR00T aims to accelerate the learning process for humanoids to increase intelligence and precision at an exponential rate with an integrative, modular and scalable approach to AI for robotics [20] [21] [22].
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Figure 4, GR00T Robot-learning Foundation Model





2.3 Networked Robotics

Robotic systems rely heavily on the network architecture the operate within. Each network type presents its own set of benefits and challenges, influencing the way robots engage with their surroundings and communicate with connected systems. This section reviews various network types for robotic operations.

2.3.1 Wireless Sensor Networks

Wireless Sensor Networks (WSN) consist of distributed autonomous sensors, typically battery-powered, that gather data on physical or environmental conditions. These sensors communicate with each other and a central point of data aggregation – a Base Station (BS) or sink node. In many cases, most nodes are not within direct range of the sink node, and instead communicate through multi-hop routing through node-to-node communication. The main benefit of multi-hop routing is enhanced network coverage, yet it has significant drawbacks. Latency issues are realised as the data hops from each node, and energy holes are created by the nodes nearest to the sink node [23].
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Figure 5, Architecture of a Wireless Sensor Network

Mobile Robots have been introduced as network devices to enhance WSNs by relaying data from the sensors to the sink node to improve latency and energy efficiency. The mobility of the node may also reach charging points to address battery depletion challenge [23] [24].
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Figure 6, Integration of Mobile Robots in Wireless Sensor Networks
2.3.2 Wi-Fi Direct Access

In certain operational contexts, robots act as autonomous networks, executing assigned tasks while also acting as a communication hub. For instance, with Spot, the robot's components are organised into separate subnets, using an onboard Wi-Fi Access Point to connect with external devices for control purposes. This arrangement is beneficial in settings where conventional network infrastructure is unavailable or unstable. Despite providing direct and simple robot control, it is constrained by the Wi-Fi signal's range. Additionally, this peer-to-peer configuration typically lack internet access, resulting in the robotic system requiring preloaded programs for complex or distributed operations [25].

2.3.3 Hybrid Networks

Alternatively, Spot robot can be deployed in larger network environments such as Wireless Local Area Networks (WLANs), making them compatible with commercial or industrial environments. When connected to a WLAN, Spot(s) can be assigned private IP addresses, enabling them to function as networked devices. This integration allows for individual robots or entire fleets to be managed remotely through network servers that can dispatch specific tasks and operations via a central site hub. Fleet management software running on the site hub can coordinate the actions of multiple robots, utilising advanced algorithms to optimise efficiency and productivity. Additionally, this network integration facilitates real-time monitoring and data collection, improving the overall operational capabilities and decision-making processes within the enterprise [26].
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Figure 7, Boston Dynamics Recommended Network Topology




2.3.4 Cloud Integration

With robots transmitting operational data to network servers for analysis and aggregation, algorithms can be updated and refined based on the sensory data that depicts their behaviour. The integration of cloud services into robotic networks can significantly enhance their capabilities whilst addressing issues such as costs and resource constraints. One example of this is to offload the robot’s computational tasks to the cloud, effectively abstracting the robot brain from the physical system. This can provide many advantages commonly associated with cloud services, such as scalable resource use and efficiency, combined with physical advantages such as weight reduction. However, it does carry the drawback of requiring constant internet access. Any drop in connection may potentially disable the robot One approach to addressing this problem involves offloading only non-essential, high-level tasks such as data analysis and machine learning to the cloud services, whilst critical, real-time operations such as basic decision-making and motor controls are handled by the robot’s on-board computer [27] [28].
Additionally, cloud-robotics models can implement a hybrid model combining Machine-to-Machine (M2M) and Machine-to-Cloud (M2C) communication. In the M2M tier, robots can form an ad hoc network, sharing resources and information through a local network without dependency on cloud infrastructure. When the cloud connection is available, the M2C tier allows robots to offload more demanding tasks via the enhanced performance of cloud resources [27] [28].

2.4 Cyberthreats for Robotics

Recent research into the diverse vulnerabilities of robotics has revealed significant security gaps in software, hardware, network, and data components that can arise during development or user deployment. These vulnerabilities can be exploited through various types of attacks, which are generally categorised into three main groups: hardware-based, network-based, and software/Operating System (OS)-based [29].

2.4.1 Physical Attacks

A physical attack on a robot system targets its hardware components directly. This layer of Cyber Physical Systems offers numerous opportunities for exploitation. If an attacker gains physical access to the robot, they can access physical ports to deliver upload malware payloads or install devices that intercept data. An attacker might obstruct a robot’s path to gain physical access. This could be done through simple means like placing barriers, but more sophisticated methods include disguising items or persons as ordinary objects within the robot’s surroundings. Additionally, a more advanced attack might involve understanding the robot’s movement patterns and obstacle-avoidance strategies to create traps or lead it into hazardous situations [30] [31].

2.4.2 Network Attacks

Network attacks are characterised by malicious acts conducted through remote connections without the need for physical ports. With the rise of Industry 4.0, such attacks, traditionally associated with IT systems have become increasingly pertinent to Cyber-Physical Systems such as robotics. The following are some types of network attacks that can target these systems [29] [32] [33]:

· Session Hijacking – Gaining unauthorized access to a system by exploiting a valid user session involves capturing the session ID. This can be accomplished through various vulnerabilities such as intercepting unencrypted data (packet sniffing), phishing schemes, or malware installed on devices
· Denial of Service (DoS) - A persistent challenge in network security involves attackers overwhelming the communication network with excessive data, thereby disrupting the services and operations of robotic devices. This type of attack can severely impair the functionality and responsiveness of the affected systems
· IP Spoofing – IP spoofing is a technique used to gain unauthorized access to a system by modifying the packet headers to forge IP addresses. The aim is to masquerade as an authorized device within the network, thereby gaining access to restricted resources and services
· Man-In-The-Middle (MITM) - This technique involves intercepting network communications between nodes to capture and potentially alter data. It can be executed through strategic network positioning, such as using rogue Access Points (APs) or Address Resolution Protocol (ARP) spoofing.


2.4.3 Software Attacks

Software vulnerabilities represent the most common attack vector for robotics, with recent data revealing that over 92% of incidents documented in the Robot Vulnerability Database (RVD) are related to software issues [34].
Robots operate as embedded systems featuring onboard computers that depend on firmware and operating system (OS) software to manage their functionalities. These systems are often updated via internet connections, which can open up pathways for cyber-attacks. A significant incident illustrating this risk occurred in 2016 when around 1.5 million internet-connected security cameras were hijacked to execute a Distributed Denial of Service (DDoS) attack on the KrebsOnSecurity website. This breach exploited a vulnerability that allowed attackers to inject malware through oversized username entries, highlighting how seemingly minor software flaws can lead to major security threats [35].
Robots using the Android OS have also been targeted by cyber-attacks. Research on robots like Zenbo has demonstrated the vulnerability of Android systems to malware and data breaches through automated tools. These findings underscore the critical importance of security frameworks and regular audits to protect both the robots and their operating environments [29].

2.5 Security Measures for Robotics

As robotic technologies transition from industrial applications to public environments, the necessity for strong cybersecurity measures in these systems becomes increasingly critical. The following cybersecurity strategies are recommended to mitigate these threats:


2.5.1 Network Security Integration

In settings where robots are integrated into an IT network, combining IT security practices with specialized robotic security measures is essential. This integration must uphold the core principles of cybersecurity: Confidentiality, Integrity, and Availability (CIA Triad) [36] [37] [38] [39]:

Confidentiality – Ensures that sensitive information at rest or in transit is shielded from unauthorised access. This is particularly crucial in environments where robots handle proprietary or sensitive data that could lead to attacks if leaked.
Integrity - involves protecting the accuracy and completeness of information. Robotic operations rely heavily on the reliability of data they receive and the commands they execute. Ensuring robust security measures, such as access controls and Intrusion Detection Systems (IDS), is crucial to prevent unauthorised users from tampering with or accessing robotic systems. By implementing these measures, organizations can maintain the integrity of the robotic processes, ensuring that data remains unaltered and trustworthy throughout its lifecycle
Availability - ensures that authorized users can access robotic systems and network resources as needed. Disruptions or downtime can lead to delays and financial losses, but they can also halt critical robotic operations that are essential for safety. Maintaining high availability involves implementing proactive anti-DDoS strategies, designing redundant system architectures, and performing regular network security maintenance


2.5.2 Vulnerability Assessment and Penetration Testing (VAPT)

Vulnerability assessment is a crucial aspect of cybersecurity practices. This process systematically identifies weaknesses in systems, networks, or applications, including those involving robotic technologies. The form of the assessment can vary based on the amount of information available to the assessor, ensuring thorough examination and mitigation of potential threats [40]:

Black Box Testing: Conducted without any prior knowledge of the system or its intended uses. The tester begins with a reconnaissance phase to gather information and simulate the behavior of a real attacker before performing the assessment from outside the network. While this method provides unbiased results, it generally takes longer to complete and may not uncover all system vulnerabilities
White Box Testing: Unlike black box testing, this method provides complete access to the target system, including its network configurations and programs. Although it may not fully replicate the perspective of an actual attacker, this internal evaluation offers a more thorough and detailed analysis of the target system
Grey Box Testing: This hybrid method generally emulates an attacker's movements from within the network, without having the complete system access typical of white box testing. Testers are given limited network information, allowing them to target specific system components and design their tests according to particular requirements, offering both flexibility and precision in the evaluation process
Once the appropriate strategy is determined, the procedure begins with mapping tools to identify the network's assets. Following this, a combination of automated scans and manual techniques is used to detect vulnerabilities such as outdated software versions, misconfigured systems, and insufficient security measures. Unlike penetration tests, vulnerability assessments do not involve exploiting the vulnerabilities; instead, they identify and analyse them to assess their severity and likelihood of exploitation. An executive report is then generated, prioritizing the vulnerabilities to help focus remediation efforts on the most critical issues that pose the highest risk [41].



Asset Discovery: The initial step in the vulnerability assessment process involves creating a topology of the target infrastructure, similar to the reconnaissance phase in penetration testing. This approach enhances the evaluation process by enabling better decision-making through the creation of a predicted topology based on identified assets. Information is gathered on the following elements to construct the network image [40]:
· Sub-systems; networks
· System resources; Applications
· Adopted and current technologies; Communication infrastructure

Scanning: Using the predicted network topology, the process can perform a comprehensive system scan or focus on targeted areas. This involves using automated scanning techniques to identify security vulnerabilities. Some common issues identified include [40]:
· Unnecessary or unwanted services
· Outdated software versions
· Open ports
· Weak ciphers, weak passwords, and insecure remote connections

A variety of automated tools can be utilized to create an asset inventory and identify vulnerabilities. The three most commonly used methods include:

· Port Scanning: This involves sending TCP_SYN packets to hosts to identify open ports. If there is no response (timeout), it may indicate that the host is behind a firewall. An ACK or RST response will show whether the port is open or closed, respectively. This technique helps determine which services are running on the target.
· Web Application Scanning: This approach checks for common vulnerabilities in web applications, such as weak ciphers, weak passwords, and insecure remote connections.
· Network Scanning: This method finds the IP addresses of hosts, devices, and targets. The information gathered can be compared to the initial network image to create an asset inventory and a more precise network topology.

Assessment: This stage evaluates the findings from the scanning phase based on their impact and severity, considering the identified threats and vulnerabilities. It is crucial to note that the initial scan may produce false positives. These inaccuracies are often identified and removed during this step to create a more reliable and accurate list. To confirm the findings of the positives and false positives, re-scanning the system or conducting penetration tests may be necessary. After ranking the vulnerabilities, a prioritised list is created to determine their potential impact and the appropriate remediation actions [40].

Documentation: On completion of the earlier stages, the tester must generate detailed process documentation. According to the EC Council, a vulnerability assessment report should include the following elements [42]:
· An executive summary that provides the date, scope, status of the evaluation, and a disclaimer.
· An explanation of the scan results, including their meaning and classification.
· The methodology used, detailing the tools and purpose of each scan.
· A risk assessment that includes a severity index for each identified vulnerability.
· Recommendations for appropriate actions to address the vulnerabilities

2.5.3 Kali Linux Auditing Suite

The tasks involved in Vulnerability Assessment & Penetration Testing (VAPT) handle large amounts of data from multiple systems. With a collection of more than 600 tools, the Kali Linux distribution offers a platform to handle each element of security auditing, ranging from network mapping, port scanning, and vulnerability identification. These activities may be completed precisely and effectively . 
The Debian-based distribution is highly customisable and freely available as open-source software. Developed and maintained by Offensive Security Ltd., it serves as a reliable platform for identifying and exploiting the latest vulnerabilities. Regular updates ensure that the tools remain current and effective. Table 2 provides a list of some of the tools essential for vulnerability assessment [43] [44] [45] [46] [47] [48]:

	Tool Name
	Features
	Applicability

	Maltego

	A data mining and analysis programme for Open-Source Intelligence (OSINT).
	Data visualisation, link mapping, and hidden connection discovery

	Nmap
	A tool for scanning networks to identify hosts and services and evaluate network configurations
	Network mapping, system identification, and asset discovery

	Wifite
	Automated attacks on wireless networks for audit purposes
	Wireless network detection and Wi-Fi vulnerability identification

	
Nikto
	
Web server vulnerability scanner and identification
	finds setup errors and vulnerabilities for threats originating from the internet.

	
Metasploit
	
Framework for writing, evaluating, and exploiting code
	uses simulation to verify the degree of resilience against cyberattacks




2.6 Cybersecurity Frameworks

Integrating security frameworks enables organisations to systematically improve their cybersecurity posture and identify vulnerabilities. The following frameworks provide guidelines that can be utilized or customized to develop effective VAPT strategies:

MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge): is a comprehensive knowledge base detailing the tactics and techniques used to address cyber threats. It serves as a foundation for implementing threat modeling methodologies in both public and private organizations. The ATT&CK Matrix for Enterprise provides extensive information applicable to all stages of VAPT procedures, offering valuable insights for effective threat remediation [49].
The Open Web Application Security Project (OWASP: A nonprofit organisation dedicated to enhancing security software. It offers forums, community-led open-source tools, and documentation so that professionals in the sector may communicate and exchange cybersecurity knowledge. OWASP is a well-known organisation that assists developers in mitigating the most recent security risks with its list of the top ten most serious vulnerabilities in web applications [50].
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[bookmark: _Toc171528278]3.1 Introduction

The literature review is structured around information in the field of robotics with regard to evaluating the cybersecurity of networked robotic systems, particularly within enterprise environments. This chapter outlines methodology is framed using the Saunders Research Onion model to ensure a structured and comprehensive approach to the research process.
Identifying different robotic systems and their relevance to modern networks, the research purpose is to provide information on the problems encountered when robotic systems are deployed within network environments, inheriting the common the common cybersecurity threats that are resulting from increased connectivity. Additionally, it covers the measures for identifying and addressing security weaknesses through means of automated tools for vulnerability assessment. The literature also refers to existing frameworks for producing guidelines for optimising security.

[bookmark: _Toc171528279]3.2 Research Overview

The research procedure adopts the Saunders Research Onion model to help form the research design. This provides an overall view of the methods selected and reasoning behind them, covering key aspects of the methodology, philosophy, process, and data collection that structures the design. 
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[bookmark: _Toc171528280]3.2.1 Philosophy

The research philosophy adopts a positivism approach by drawing on empirical evidence such as statistical data from the IBM Threat Intelligence report. This approach provides a basis for objective measurements used to identify specific attacks that are significant to certain network environments and scenarios. It also relies on peer-reviewed journals to validate the findings most suitable to networked robotic systems. This philosophy supports a replicable outcome, allowing the tools, methods and outcomes to be retested for future work.

[bookmark: _Toc171528281]3.2.2 Approach

The approach is based on deductive reasoning, beginning with the hypothesis that cybersecurity vulnerabilities from SME networks are likely to be present in networked robotic systems and then testing this hypothesis through empirical data collection. 

[bookmark: _Toc171528282]3.2.3 Strategy

The strategy takes an experimental basis to systematically research and validate the hypothesis via controlled testing in an enterprise network environment. This strategy provides direct observation of the outcomes and potential vulnerabilities found. Although it is accepted that the results may be limited by the nature of a simulated environment, the network design will feature components that are commonly found within real-world settings.
[bookmark: _Toc171528283]3.2.4 Methodology

A mixed-method approach is employed in this study, incorporating quantitative data from the vulnerability assessment process, which utilizes automated tools commonly used by industry professionals. Additionally, qualitative data is gathered from expert opinions and industry insights to analyse cybersecurity practices in robotic systems.

[bookmark: _Toc171528284]3.5 Ethical Considerations

Before engaging in the project, an ethics form was completed during the proposal stage, providing all considerations for adhering to ethical standards. Implementing the project in a simulated environment provides an element of control to the process, resulting in significant advantages such as avoiding the collection of private individual data or Personally Identifiable Information (PII). Similarly, social engineering is excluded from the project.
The vulnerability assessment will be performed in a controlled setting, adhering to ethical hacking standards and procedures endorsed by established frameworks. The implementation will comply with all university policies, remaining within network boundaries, refraining from destructive approaches to testing such as SQL injection or malware payloads. Results will be subject to full disclosure with no relevant information withheld from the stakeholders.

[bookmark: _Toc171528285]3.6 Timeline

The timeline for the project will be guided by a schedule illustrated in the following Gantt chart. This schedule will account for all activities from the acceptance of the proposal, including rest periods that can also be used for contingencies or delays during the course of the project.
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