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Element 1

One of the most important considerations of the 21st century according to Burns and Gottschalk (2020) and Barr (2019) is to ensure that children and young people become active digital citizens safely in a rapidly growing technological driven world (Ofcom, 2018; Byron, 2008) because according to Bryer and Bebb (2021) 22% of the UK still do not have the skills to confidently engage in technology. This is strongly supported by Hooft-Graafland (2018) who’s research recognised the benefits of technology as children and young people foster communicational skills to actively take part in society and improve their digital literacy, an example of this has been evident over the last year as stated by OECD (2020) as due to Covid-19 children and young people have had to rely on technology to communicate with their families and friends, take part in exercise through virtual classes and continue their education through distance learning by accessing the Hwb+ platform that enabled children to collaborate with their class teacher and peers (Roberts, 2021; Wicks, 2021; Fernando et al, 2020; LPPlusChannel, 2015; Welsh Government, no date). However, emphasis has been given by Burns (no date) and Valentine et al. (2002) for education to ensure an inclusive and holistic approach to digital competencies through policies to ensure equality and safety for all children and young people, including the United Nations Convention on the Right of the Child (1989). An example of this is evident in the New Curriculum for Wales (2020) which gives guidance on a clear statement of every child’s aspiration and views through four core purposes and the digital framework ensuring all learners become digitally capable, independent, and ambitious citizens of the world (Welsh Government, 2019; Welsh Government, 2015a).  This strongly links to the theory of Piaget as children actively explore and interact with their environment and progress through experiences and interactions at their own pace (Halpenny and Pettersen, 2013). Conversely, according to the research of Aubrey and Dahl (2014) improvements are still needed to bridge the collaboration of information sharing between practitioners and parents concerning appropriate use of home technologies to ensure promotion and enhancement of children and young people’s development and learning. As the research of Erdogan et al. (2018) reveals parents hold valued preference to traditional forms of play as they are not well educated in appropriate ways of using digital technology for learning and play at home.    

According to Statista Research Department (2021) children and young people have many digital devices in their homes ranging from smart televisions, computers, game consoles, mobile devices, iPad’s, and tablets. Donohue (2015) states these devices are generative tools which are used open-ended for creativity. Unfortunately, the research carried out by Statista Research Department (2021) was based on children aged 5- to 15-year-olds and does not show the devices used by younger children. However, evidence form Yolanda et al. (2016) suggests children as young as 4 months old are interacting with digital media through observing and engaging in screen-based communications such as video calls with parents and grandparents (Arnott, Palaiologou and Gray, 2018) and a quarter of under 5-year-olds now have their own tablet or computer to play games (Open Access Government, 2019; Knowland and Formby, 2016). Further research reveals many parents/carers feel influenced by the media to buy the latest smart toy (Ball, 2021), such as interactive characters that light up, play music and have moving components offering young children stimulation, or technical gadgets (Hodgkins, 2019; Kids Pro, 2018), such as robots and drones that need to be programmed claiming that they offer hours of educational fun, unfortunately research carried out by Brito et al (2018) concluded that many smart toys are just a novelty in the home. There is also the social influence to consider as many children want to have the latest mobile phone, iPad and computer consoles and parents are left feeling obligated to buy these as they feel this makes up for their time spent at work and some parents believe it lowers the risk of their child being bullied (Waterlow, 2012). However, according to Juniper Research (2021) the only ones who really benefit from this are the smart toy manufacturers who are estimated to make over £2.8 billion in revenue.
The digital childhood report (2017) states children and young people need to have the right to access their digital benefits and support systems equivalent to their rights in the analogue world, unfortunately when Steve Wozniak and Steve Jobs introduced the first Apple 1 computer it was not intended for younger citizens to access but adults such as schoolteachers and administrators (Rocca, 2019). In conjunction to this in later years the World Wide Web was created with the goal of connecting global citizens (Wozniak et al, 2011) and through the digital world, parents/carers and foster parents were able to gain ready access to information and advice (Rygaard, 2020; Strange et al, 2018) and globally mobile children were able to connect and communicate with others interacting in real time, building on their interpersonal skills (Wong et al. 2015). This also allowed a space for them to develop their literacy skills through creating digital stories/news while interacting peer-to-peer between VoiceThread enabling them to gain a sense of belonging (Hannaford and Beavis, 2018; Lina, 2014), and despite the estimation of one in three users of the internet being children or young people they still do not have the protection of safeguarding online as they have in the physical world (Reeves and Vibert, 2020). Although, Following the independent review by Dr Byron (2008) on the risks children and young people face from video games and the internet led to government acceptance to create a UK Council for Child Internet Safety and better regulations to protect children from harm (Department for Digital, Culture, Media & Sport, 2020).
Children from the age of 4 years old spend on average one hour a day watching television broadcasts (Ofcom, 2020). Some digital broadcasts such as Blue’s Clues (Blue’s Clues & You, 2020) which builds upon children’s problem solving skills, Sesame Street (Sesame Street, 2019) which develops children’s readiness for school (Heather et al. 2008) and television series such as ‘Mister Rogers' Neighbourhood’ (Fred Rogers Productions, 2020) have been considered to positively support children’s development and learning (Myers, 2016) For example, “Fred Rogers approach to the digital age” (Donohue, 2014) is accredited with capturing children’s attention and curiosity to develop their natural spirituality, and build on their social and emotional skills. He was able to talk through experiences and feelings with puppets while demonstrating and scaffolding a compassionate calm manner (Harris, 2019). According to Sharapan (2012) Fred Rogers approach (2003) offered children natural and creative STEAM concepts which are Science, Technology, Engineering, Art, and Maths. Similarly, Lemish (2015) considers the use of digital devices to accomplish similar concepts such as, Analysing information and data, creating different forms of content using digital tools and technologies and working collaboratively or individually to problem solve, all of which contribute to children’s curiosity, creativity and adapts to children’s culture, experiences, and interests. 
Some children have moved on from television and now prefer to watch media on their touchscreen tablets as the research carried out by Hassinger-Das et al. (2020) suggests, children as young as 3yrs old now prefer to watch videos on YouTube stating they offer a better educational value compared to mobile phones or television videos. In contradiction to this the Safeguarding Huwb (2019) states YouTube video stars have been criticized for broadcasting vlogs demonstrating dangerous pranks, promoting gambling games and advertising unhealthy food choices which become children’s influencers (Boerman and Van Reijmersdal, 2020; An and Kang, 2014). This is also evident in the research of Coates et al. (2019) and Sigman’s article (2012) that concludes children’s eating behaviours and obesity are linked to YouTube influences and social media, this links to the cultivation theory that does not consider the age or development stage of the child (Abbitt, 2014) and as children follow and watch the same vloggers, reality becomes distorted and they only see one perspective which reinforces preconceived ideas (Sinn, 2020).  In conjunction to this, a study of 3000 children playing video games also highlighted behaviours of self-absorption, unsociable and uncontrollable behaviour due to addiction symptoms, notably effecting boys more than girls (Hygen et al. 2020; Children’s Commissioner, 2019; Choo et al, 2014). This validates Albert Bandura’s theory that children imitate behaviour they observe from others (Graham and Arshad-Ayaz, 2016). On the other hand, Hasiao and Chen (2015) demonstrated in their research that children who use gesture interactive game-based learning (GIGL) significantly improved on their coordination and agility motor skills and learning performance. This is reinforced by the research of McGlashan et al. (2017) that revealed improvements in children’s manual dexterity skills when playing computer games at home and the research of Hutleen et al. (2015) suggests active video games enhance the real-life movement skills of children, however this research was based on 19 children.
The next issue to consider is the research criticising the excess use of children’s screen time as it leaves less time for social interactions and relationships between children and their care givers and can lead to children feeling isolated or lonely because they spend to much time in their room (Mickiewicz, 2020; Skuag et al. 2018). Although Danby et al. (2018) suggests children’s engagement with digital tools motivates social engagement, introduces collaborative partaking and peer to peer support. Heider (2015) claims E-books help to scaffold children’s literacy, including those with physical and learning disabilities. This is supported by Kucirkova (2018) who demonstrates how the use of digital books supports children’s language skills through the enjoyment of storytelling using visual and read to me voice aids, as children need to acquire vocabulary and knowledge to become skilled readers according to Biancarosa and Griffiths (2012). Alternatively, the technology industry is trying to encourage children away from the screen with interactive toys such as ‘Smarty’ the interactive robot (Corbyn, 2016) as this promotes social and emotional development, encourages language and communication skills, and provides opportunities to enhance cognition, perceptual, motor, and physical development according to (Crompton et al. 2018).
As a final point it can not be denied that the evolution of the digital world has created a means of learning, activity, communication, gaming, and socialization around the world through using an assortment of digital tools (Yasmine and Burke, 2015) and their potential lies in the hands of those who use them (Donohue, 2015) for example multilingual resources support children in bridging the gap between school and home language (Nemeth and Simon, 2013) and children explore functionality of technology through play (Bird and Edwards, 2015). However, evidence from Abdullah and Majali (2020) research emphasises that the excessive use of digital gadgets and online media can negatively impact on children’s health and well-being with 63 of children suffering from fear, worries and feeling unhappy. Children need to access the internet to build resilience against risk and harm Milosevic and Livingstone 2018. But they need to be educated to understand the importance of safeguarding themselves by not sharing information, knowing who to go to for help if they are worried, and parents ensuring they use their broadband providers free parental control to filter age-inappropriate content (UK Safer Internet centre, 2021). The Cybercrime study presented by the United Nations Office on Drugs and Crime (2015) identified several forms of ICT facilitated child abuse and exploitations ranging from cyber-harassment, cyber-bullying, cyber-enticement, and sexual exploitation. Therefore, the National Society for the Prevention of Cruelty to Children (2021) suggests being vigilant to the types of apps children like to access online ensuring they are age appropriate and if on social media emphasize the importance of not sharing content such as photos, places of where you are or where you are going, and only talk to people you know. Children is every child’s right to learn and explore without limiting freedom or obstructing their path with barriers unfortunately there is still so much to be done to make the digital world a safe place for children (Bradley, 2017; UNICEF, 1989).  


	
Activity Plan for Digital Literacy Skills


	Number of children:
8
	Age of children:
Year 1
	Number of adults:
2

	Location:
Computer area indoor/outdoor area

	Preparation time:
15mins
	Activity time:
40mins

	Resources:

Reading book ‘Dinosaur ROAR’ (Stickland, 2019).
Active white board, keyboard, mouse, pen.
4 x Computers, mouse, Multicolored lower-case keyboard.
4 x iPad’s J2 Launch program, word mats in English/welsh.
Computer area indoor and outdoor area.



	Links to digital literacy/competence outcomes:

· Select appropriate software to complete given task (Welsh Government, 2019).
· Save work using a familiar word as a filename and understand that the work can be retrieved (Welsh Government, 2019).
· collaborate with the class on the piece of digital work created (Welsh Government, 2019). 
· Talk about what they have made explaining the process (Welsh Government, 2015).
· Use specific words which relate to the topic including welsh language (Welsh Government, 2015).
· Demonstrate understanding of differences in height and shape (Welsh Government, 2015). 


	Details of the activity:

Share the lesson objective with the children, explaining that they are going to be learning all about dinosaurs and creating their own. 
As a lesson stimulus read the story book ‘Dinosaur ROAR’ (Stickland, 2019).
Give the children open ended questions throughout the story about the different types of dinosaurs shown in the book, including discussing the descriptive text e.g. fierce, meek, and translate some of the adjectives into Welsh.
Select children randomly using lollypop sticks, ensuring all pupils participate and allow the children plenty of time to answer questions.  Prompt pupils if necessary, to encourage them to answer.
Emphasize the different types of dinosaurs, including their colour, size and shape ensuring to use incidental Welsh.
Then, talk through the importance of computer Safety.  Explain that they must never share their log-in details with other children.
Model logging into Hwb, J2e and Jit5 on the Interactive Whiteboard.  Demonstrate which tool is used to access J2e, highlighting the blue tile to help them remember.
Indicate to the JiT tile with the smiley face.
Then demonstrate on the active white board the program they will use and the Welsh sentence patterns. 
Select one of the pupils using lollypop sticks to draw a dinosaur on the board, changing the thickness of the pen and colour. Use simple incidental Welsh; Lliwiwch, Dewiswch, Lliwiau, etc.
Select pupils at random to write adjectives on the board to describe the dinosaur.
Select a pupil to describe their dinosaur using the Welsh sentence pattern; Mae traed mawr gyda’r deinosor.  Mae llygaid mawr gyda’r deinosor, etc. and model how to record using the microphone button.   
Demonstrate use of word mat to support pupils who are not able to use phonetic knowledge to blend words.
Show pupils how to save their work.
Explain that they are now going to draw their own dinosaur; encourage them to be creative.
Remind them how to access Hwb using their password cards.
Allow children to choose computer indoors or iPads to take outside on the benches.
Hand out word mats in Welsh to children who need them to support their learning.
Children are then free to explore the functions on Jit where they can draw their own dinosaur, adding descriptive text by typing the text or recording themselves using the microphone.
Adult’s to supervise children on the computers, offering support when needed.
Print off the images created by the children, split them into two groups and ask them to describe their dinosaur to the others in the group.  Praise the children’s work.
Encourage the children to think about how they would act if they were the dinosaurs and get them to stomp around the classroom to the song ‘Dewi y Deinosor’. 

  













Element 3

This activity plan supports children to “use digital technologies creatively to communicate, find and analyse information” (Welsh Government, 2020) and helps them to become ambitious, capable learners which corroborates the recommendations of Professor Donaldson’s report that gathered information stating children felt the former curriculum was outdated regarding technology, software, and digital skills (Successful Futures, 2015). This activity also incorporates the digital framework of four strands (Welsh Government, 2019) which are Citizenship, Interacting and Collaborating, Producing and Data and Computational Thinking (Welsh Government, 2018). Children need to acquire digital skills as they contribute to cognitive and linguistic experiences which condition children’s development of literacy skills (Hisrich and Blanchard, 2009) and lesson plans such as this enable children to learn how to use their navigational skills through trial and error and improve their hand eye coordination through learning by doing (De Haan et al, 2011). Although the research of Hurwitz and Schmitt (2020) does emphasise that if children do not use computers in a productive manner, they are less likely to develop their growth of digital skill and could potentially miss out on educational opportunities. This is evident in the study of older children where there seems to be a link between online activities and gaming that is causing a deterioration in children’s behaviour at school due to lack of sleep.  Husarova et al (2017) identified that adolescences aged between 11- and 15yrs of age consumed several energy drinks to sustain their ability to spend time engrossed in gaming and online media, which resulted in their lack of sleep and low academical achievements at school including truancy.  
During this activity children engage in the application of media using digital devices such as the white boards, desk top computers, iPads, and the J2e creative online educational tool that is accessible across the curriculum (Welsh Government, 2008; Just2easy, no date). Encouragement was given for children to create their own picture of a dinosaur using the Hwb online tools creating exploration of producing (Welsh Government, 2019; LPPlusChannel, 2015) enabling them to develop their own ideas of identity through reflexive embodiment.  An example of this is evident in the research of Gillian (2019) who used a child centred approach to enable children to express and share their thoughts and drawings, and through the use of iPads, children develop their pre-requisite skills for drawing (Price et al, 2015). However, the research of Price et al (2015) and Crescenzi et al (2014) states technology must be used alongside other activities as not to lessen the importance of messy sensory experiences such as painting and play. This links to the theory of Montessori who states children need carefully prepared environments to busy their different interests at their own pace, which allows them the independence to discover for themselves (Lillard, 2018; Issacs, 2012) and identifies with the Foundation Phase Framework (2015) of linking digital technologies to support children through all seven areas of learning. Further research by Segal-Drori and Shabat (2020) supports the use of technologies as children perceive these tools as entertainment and play rather than tools to learn.
The J2e tool used during this activity encourages children to experiment with presentation in many different styles as they create their dinosaur and offers children a simple writing tool with word banks to encourage descriptive language.  For children with additional learning needs they can access the text to speech icon to support their literacy and for the more able and talented this tool offers unlimited learning opportunities (LPPlusChannel, 2015; Just2easy, no date) and links to the elements of digital rights, licensing, and ownership in the strand of citizenship (Welsh Government, 2019). The use of computers and iPads stimulate children’s engagement and concentration of early literacy activities according to Flewitt et al (2015) as they offer a quick response and touch-screen interface, and their research also demonstrated rich opportunities for children to communicate collaboratively or independently to achieve high levels of digital competencies (Welsh Government, 2019). This also links to Piaget’s theory of the four stages of cognitive development as the pre-operational stage, sensory motor stage, concrete operational stage and formal operational stage are all achieved through the use of technological tools (Johnston and Nahamad-Williams, 2014). 
For children to build their digital resilience they must firstly develop skills, strategies, and knowledge to manage online experiences and know when to ask for help safely and responsibly (Welsh Government, 2020a). This is very important for disadvantaged children to access in the school settings as they are unable to take advantage of the opportunities offered by digital media at home due to poverty which leaves them vulnerable as they have not acquired the skills to understand and cope with risks (Paus-Hasebrink, Sinner and Prochazka, 2014). Unfortunately, this activity does not give children the opportunity to explore the internet due to the task being set within a controlled framework and the schools’ appropriate levels of filtering and monitoring systems (UK Safer Internet Centre, 2021) depriving them of the opportunity to develop strategies and tools to support them when encountering positive and negative topics of becoming a digital citizen (Welsh Government, 2019). However, a discussion did take place to make children aware of safety requirements when using a computer or iPad, such as not sharing their password with other children or adults who may come into class, as personal information should be kept safe and confidential (Information Commissioners Office, 2018).  
This activity plan is child-led, as the role of the adult is to ensure children are given time to experiment, identify and solve problems whilst using technology to ensure they become confident individuals (Welsh Government, 2020; Croft, 2005).  This is supported by the research of Yelland (2018) who described children’s learning in the 21st century as multimodal because they use technology as a resource to build upon their own real-world experiences and thoughts. However, consideration must be given to ensure adults do not become unintentional hinderers of children’s innovation and imagination by correcting and making decisions for them (Willan et al, 2007). In conjunction to this Roger (2016) suggests the development of children’s thinking increases with the support of adults compared to those children who develop thinking alone. Wild (2011) would argue this point as sustained shared thinking is not only beneficial with an adult as children also collaborate with a partner’s or peers to gain more knowledge which suggests the more abled child then becomes the more knowledgeable other, allowing the emergence of the Zone of Proximal Development (ZPD) (Abtahi et al. 2017). 
This plan correlates with March et al. (2018) as it demonstrates play based entertainment as children use tools such as iPads, computers, and apps to promote creativity of their own dinosaur characters. This tool helps to strengthen the link between reading and writing as evidence shows in the research Cordero et al. (2015) as children maintain their focus on the activity they perceive as play. Children are then able to collaborate and celebrate their achievement of completing the task with the rest of the class at the end of the session linking to the strand of interacting and collaborating (Welsh Government, 2019), including re-enacting as their character dinosaur at the end of the activity. This activity plan shows how technology can be used as a tool to actively engage children across all seven areas of learning (Welsh Government, 2015). The activity is inclusive of all children offering learning experiences through play, indoors and outdoors as they use technology and their creativity skills to design their own dinosaur from stories and pictures from around the world enabling them to develop their personal knowledge, they used literacy and mathematical skills to describe the dinosaur including the use of welsh language and developed physical skills by having the opportunity to demonstrate the actions of the dinosaur (Welsh Government, 2019; Welsh Government, 2018; Welsh Government, 2015). 







Parents Beware 
Let your children connect with care





[image: See the source image]This leaflet has been designed to give parents and carers a better understanding and guidance of internet safety while still allowing children to become digitally literate in a rapidly developing digital world. Research has shown that we are now a nation that expects a faster connectivity to communication and services around the world.  And with the significant increase in children owning smart toys or their own smart device and spending more than six hours a day in front of a screen it is important to ensure that parents and providers are ensuring the safety of every child. (Welsh Government, 2020; Hartung, 2020; Connected Kids, 2019; Ofcom, 2018; Wakefield, 2015).






(Source: Hypertext, 2014)

What your child/children should be awear of when accessing the internet.




Digital Footprint

	Commercialism
Child Exploitation
A lot of the games and apps that your children access will contain adverts or pop-up’s, so it is very important to protect your child’s/children’s digital devices with cyber security to help reduce the risk. It is also important to talk to them and explain why they should not give access to people or web sites that they are unsure of as this could lead to hacking, phishing, malicious software, or unwanted purchases. Teach your child/children how to block unwanted, pop-ups and spam emails and turn off in-app purchasing on all devices (UK Safer Internet Centre, 2021; Think U Know, no date).  
Age Appropriate


It is difficult to supervise your child/children when they are accessing social media on a device so ensure you take time to speak to them about boundaries and set rules together on appropriate sites for their age and the amount of screen time you feel is appropriate. Remember you do not have control over what others may post and there could be times that content may upset your child/children so tailor with parental controls and security settings to restrict media that is not age appropriate. Apps are also available to monitor accounts (South West Grid for Learning, 2020; Childnet International, 2018). 
 Talk to your child/children about the importance of keeping personal information safe as the digital footprint they create stays online forever. They also need to be aware that if their information or location is shared with others, they are putting themselves at risk of being cyberbullied and others can share their information to make fake accounts or maliciously share videos and photos. Educating your child/children to know how to report cyberbullying and know who to talk to if someone has upset them is paramount (UK Safer Internet Centre, 2021; BBC, 2021; NSPCC, 2020). 
Your child/children need to be aware that friends they make online may not be who they say they are, so it is important that they do not share personal information or arrange to meet up with anyone. Anonymous apps can expose your child/children to inappropriate sites or content so make sure they talk to you if they ever feel threatened or uncomfortable while online and report any concerns to the police and online protection centre. Make sure they do not use their real names on games and monitor their accounts, so you know what your child is playing and with who (Internet Watch Foundation, 2021; Huddleston, 2017).

[image: See the source image]
Connecting online and communicating with family and friends is important when done safely but remember to take time to speak face to face with people you trust especially if you are worried or feeling pressured.
Encourage Children to follow the Digital 5 A Day
Parents Beware
Children and young people with vulnerabilities are three times more likely to be exposed to harmful content such as suicide and self-harm.
Children and young people with Additional Learning Needs are significantly more likely to be exposed to harmful content, coercion and under pressure sexting.
Children and young people with communicational difficulties are more likely at risk of being exposed to explicit language and obscene content.  
(Internet Matters.org, 2021)
(Source: Bing Images, no date)
Take time away from the digital devices and become active by spending time on other activities to help improve well-being.
Be creative with digital tools and learn new skills that can be used not only online but in everyday life experiences. 
Help to increase well-being by giving others positive messages online and offline. Report content that could be hurtful to others.
Be mindful of feelings when online, if you become anxious, tired, or stressed STOP, take a break and talk to someone you trust.
(The Children’s Commissioner’s Office, 2021) 
According to the Digital Childhood Report (2017) the digital environment was created for adult use only and no thought was not given for a younger audience. However, for children not to be disadvantaged means allowing them to experience the digital environment by taking risks to become creative and knowledgeable citizens of the world. This needs to be done with the support of parents/carers to adapt the services to meet the children’s development milestones. Commitment has also been acknowledged by the government to ensure the protection of children and young people’s rights and data protection by the amendment of the Flagship Trade Bill and The Age-Appropriate Design Code of Practice which comes into force on September 2nd, 2021 and requires online providers to review and change their services such as connected toys, games, apps, and websites to protect children’s data (5Rights Foundation, 2021; Clarke, 2021; Baroness Kidron et al, 2017).
For further help and support please visit these useful web sites: -
· UK Safer Internet Centre which offers resources on staying safe online at:  https://www.saferinternet.org.uk/  
· For Support on age-appropriate content please visit Common Sense Media at: Common Sense Media: Age-Based Media Reviews for Families
· If you want to know more about making a report or have any concerns visit Child Exploitation and Online Protection (CEOP) at: https://www.ceop.police.uk/safety-centre/ 

M
(Childnet, 2021)
Teach children the SMART way online
Safe: Keep yourself safe by ensuring you do not share your personal information with anyone online.
Meet: Never agree to meet up with friends you have made online, no matter how nice they are, they may not be who they say they are.
Accepting: Do not accept friend requests from people you do not know and do not click on links that you are unsure of, always speak to an adult for advice.
Reliable: Not all information online is reliable or trustworthy so do not believe everything you read.
Tell: If anything, online upsets you, makes you feel threatened or uncomfortable tell an adult immediately.   
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