Overall abstract
Research title: Qualitative and quantitative analysis methodology of measuring cybersecurity investments in Hong Kong NGO.
Research purpose statement: Cybersecurity is a crucial aspect of business because cyber breaches can result in significant financial losses, reputation damage, regulatory fines, or even business discontinuity. In addition, the anxiety of cybersecurity breaches may cause emotional problems of business executives. However NGOs, which heavily rely on their public reputation for business usually lacks of necessary resources in cybersecurity. To NGO C-level executives, it is a key question to answer that how much they can invest in the cybersecurity function to protect the tangible and intangible assets they manage. This research is aim to explore the methodologies to help board of directors planning their cybersecurity investment and measuring its effectiveness, particularly for Hong Kong NGOs. Furthermore, the research assesses and evaluates the impact of emerging use of AI in both offense and defense of cybersecurity to assist future oriented leaders to understand the role of AI in cybersecurity. The research approach is to use ground theory and case study by analyzing cybersecurity reports, including breach incidents in the context of business natures and organization sizes.
Participant information: Cyber reports, including breach incidents from the past 10 years in Hong Kong, Asia, US, and European.
Significance of the study: Cybersecurity is an important function in every business and it is very resource intensive.  Some leaders found it never enough to invest in cybersecurity defense to make sure their business assets are well protected. The anxiety of going to news headlines may even cause more social and emotional impacts to the executives and business stakeholders. There are many technology standards in US, Europe and other countries/regions on cybersecurity best practice. However there lacks a business perspective of investment to understand and measure the effectiveness of the cybersecurity in the context of Hong Kong NGOs. The study is to fill the gap and provide practical guidance to support business leaders in responsible to make effective investment decisions.
Limitations: The study is focus on Hong Kong NGOs, where financial activities are frequent and asset values are high.
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Literature Review
Hong Kong NGOs operate in a highly digitalized yet politically sensitive environment, making them prime targets for cyber threats such as phishing, ransomware, and data breaches.
1. Hong Kong’s high digitalization and cybersecurity risks
a) Hong Kong ranks among the most digitally connected cities globally, with 91% internet penetration (World Bank, 2022)
b) The Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT) report noted a 45% increase in phishing attacks compared 2023 to 2022.
c) The Hong Kong Police Force’s Cyber Security and Technology Crime Bureau reported 8,699 cybercrime cases in 2023, a 9% rise from 2022, with phishing and ransomware being top threats.
2. Politically sensitive environment and targeting of NGOs
Hong Kong NGOs operate in a politically sensitive environment, making them a target for cybersecurity attacks. The city's complex geopolitical landscape, characterized by tensions between China and the West. Meanwhile many NGOs in Hong Kong, especially smaller ones, lack the financial and technical resources to invest in robust cybersecurity measures, leaving IT infrastructure and outdated systems easy targets for cybercriminals. Hackers are increasingly targeting NGOs through their suppliers, contractors, and service providers, highlighting the need for comprehensive security protocols across the entire ecosystem. Cyberattacks can lead to data breaches, exposing sensitive information about staff, beneficiaries, and donors, potentially causing reputational damage and legal issues. Attacks can disrupt communication systems, websites, and other essential tools, hindering the ability of NGOs to carry out their work. Successful cyberattacks can damage the reputation of NGOs, making it harder to secure funding and maintain public trust. The Hong Kong government, through organizations like HKCERT, is actively raising awareness about cybersecurity threats and promoting best practices for NGOs. Collaboration between NGOs, government agencies, and private sector cybersecurity experts is crucial to address the evolving threat landscape and enhance the overall cybersecurity posture of the sector. Hong Kong NGOs face a unique set of challenges due to the city's political climate and their own vulnerabilities. Addressing these challenges requires a multi-faceted approach that includes increased investment in cybersecurity, enhanced awareness and training, and stronger collaboration between all stakeholders.
3. Specific cyber threats facing NGOs
a) Ransomware attacks: In 2025, Oxfam Hong Kong experienced a significant ransomware attack, resulting in the exfiltration of over 330 GB of data. The attack potentially affected around 550,000 individuals, including donors, volunteers, and staff. The compromised data included sensitive information like names, HKID numbers, passport details, and financial information. 
b) Data breaches: The Office of the Privacy Commissioner for Personal Data (PCPD) reported 157 data breaches in 2023, many affecting NGOs handling sensitive information
c) Phishing: The Hong Kong Anti-Scamming Alliance (2024) found that NGO employees are 3 times more likely to be targeted in phishing scams than cooperate employees.
What’s worse, unlike corporations, NGOs often lack the financial and technical resources to implement robust cybersecurity measures, increasing their vulnerability. The social consequences of cybersecurity failures extend beyond financial losses, affecting:
a) Public trust in NGOs as custodians of sensitive data (e.g. beneficiary records). When an NGO experiences a cybersecurity breach, it can expose sensitive personal information of individuals they serve. This can include names, addresses, contact details, and even financial information. Stolen data from NGOs can be used by malicious actors to perpetrate various fraudulent activities, such as phishing scams, identity theft, or even financial fraud. This can have severe consequences for individuals whose data has been compromised. Public trust in NGOs as custodians of sensitive data is crucial for their ability to operate effectively and fulfill their missions. When NGOs experience cybersecurity failures, this trust can be significantly damaged, making it more difficult for them to collect donations, recruit volunteers, and provide services. A cybersecurity breach can also disrupt the operations of an NGO, leading to a loss of productivity, financial losses, and reputational damage. These impacts can further erode public trust and hinder the organization's ability to serve its beneficiaries. If an NGO suffers a breach, it may signal to the public that the organization's security measures are inadequate. This lack of confidence can extend to how the NGO handles other aspects of its operations, potentially impacting its overall reputation and effectiveness. For example, the SCAA (South China Athletic Association) experienced a significant data breach in 2024, impacting the personal data of over 72,000 members. This incident led to criticism from the Privacy Commissioner's Office for inadequate security measures and a lack of care in protecting member data. The breach exposed sensitive information like names, ID card numbers, passport details, photos, and contact information. SCAA faced scrutiny for failing to implement proper detection and response systems, and for not detecting a prior malware installation. The breach severely damaged SCAA's reputation as a sports organization, particularly due to the criticism from the Privacy Commissioner. The incident eroded trust among SCAA members, who were urged to take precautions like monitoring bank accounts and changing passwords. SCAA also faced heightened scrutiny from the Privacy Commissioner, who mandated annual reviews of data systems and independent security audits. The organization had to incur costs associated with notifying affected members, implementing security improvements, and potentially dealing with legal ramifications. The SCAA may face further legal action or penalties for violating the Personal Data (Privacy) Ordinance. The breach could also lead to financial losses if members decide to terminate their memberships due to concerns about data security. The SCAA incident underscores the increasing frequency and severity of data breaches, particularly among schools and NGOs, which often hold sensitive personal data. 
b) Service discontinuity, particularly for NGOs providing critical social services. For example, in ransomware attacks scenario, the ransomware can encrypt an NGO's data, rendering it inaccessible and potentially crippling critical operations. A ransomware attack could encrypt the NGO's database containing beneficiary information, program details, and financial records, halting service delivery and fundraising. This could lead to service disruptions, inability to process donations, and potentially large financial losses if the organization chooses to pay the ransom. 
When organization experience system failures, hardware or software failures can disrupt essential systems like communication platforms, databases, or websites. A server failure could take down the NGO's website, making it difficult for beneficiaries to access information or for donors to contribute online. This could impact the NGO's ability to communicate with stakeholders, manage programs, and maintain transparency, potentially impacting its overall effectiveness.
Malicious or negligent actions by employees or volunteers can lead to security incidents. An employee could intentionally leak sensitive information to a competitor or accidentally delete crucial data. Such incidents can cause significant damage to the organization's reputation and operations, potentially leading to legal issues and financial losses. Denial of Service (DoS) Attacks happens in recent years causing website or server unavailable to users. A DoS attack could disrupt online fundraising campaigns, prevent beneficiaries from accessing information, or shut down communication channels. These attacks can severely impact the NGO's ability to function and deliver services effectively. 
c) Reputational damage, which can lead to reduced funding and stakeholder withdrawal. Data breaches such as the incident SCAA experienced, compromising user information, including personal details and financial data, can lead to a loss of donor trust and potentially legal repercussions. A data breach at a Hong Kong NGO could expose donor addresses, donation amounts, and bank details, making them vulnerable to identity theft or financial fraud. This could disrupt fundraising efforts, as donors might be hesitant to donate to an organization with a history of security breaches. Furthermore, it could lead to a decline in volunteer participation and damage the organization's reputation.
This research uses quantitative and qualitative methodologies to explore cybersecurity’s social effects, focusing on Hong Kong’s unique regulatory and social-political landscape. Research indicates that Hong Kong NGOs face phishing attacks, ransomware disruptions, and data breaches exposing sensitive personal information. On the other hand, NGOs usually have limited budgets, lack of cybersecurity expertise among staff, and high reliance on third-party vendors, such as cloud service providers, payment processors, which would increase attack surfaces.
Other social impacts of cybersecurity breaches on NGOs are erosion of public trust. NGOs depend on public trust for donations and legitimacy. A 2020 breach at a Hong Kong human rights NGO led to donor withdrawal due to fears of political targeting. 68% of Hong Kong donors say they would stop funding an NGO after breach. Cyber attacks on healthcare NGOs can delay critical aid. Leaked beneficiary data can have life-threatening consequences.
Reputational and financial consequences are also significant to NGOs on cyber breaches. Media scrutiny exacerbates reputational damage. Losing funding due to perceived incompetence in data protection. Hong Kong’s National Security Law has increased scrutiny on NGOs, making them targets for state-sponsored cyber espionage. Recommended best practices for NGOs including employee training, using multi-factor authentication and developing incident response plans can reduce phishing risks, protect sensitive data and minimize downtime during attacks. Building strong cybersecurity has positive social outcomes. It will increase donor confidence and guarantee sustainable funding. Better protection for vulnerable beneficiaries and enhanced collaboration with internation partners who require security data sharing. 
Most cybersecurity research focuses on global trends or Western contexts, with few studies examining Hong Kong’s unique digital ecosystem. Key gaps include: unique threat landscape of dense urban infrastructure create distinct vulnerabilities, such as reliance on cloud services and third-party vendors with varying security standards. While the Personal Data (Privacy) Ordinance (PDPO) governs data protection, its enforcement mechanisms and compliance challenges for NGOs remain understudied.   NGOs often operate with limited IT budgets, relying on volunteers and outdated systems, making them prime targets for cyberattacks. However, few studies analyze attack patterns (e.g., ransomware, social engineering) specifically affecting Hong Kong NGOs.  
Existing cybersecurity frameworks (e.g., NIST, ISO 27001) are often too complex or costly for small NGOs. There is a pressing need for: simplified, NGO-tailored guidelines that account for limited resources. Case studies of Hong Kong NGOs that have successfully mitigated cyber threats are required. There are also limited data on long-term social and operational recovery post-breach. Most breach analyses focus on immediate consequences (e.g., financial losses, regulatory penalties), but long-term effects are rarely examined:  NGOs rely on public trust; a breach can lead to donor attrition and funding cuts, yet few studies track recovery timelines.  Cyberattacks can halt critical services (e.g., counseling, disaster relief), but research lacks data on downtime duration and recovery strategies. Employees handling breached data may experience stress, burnout, or distrust in digital systems, but these effects are seldom quantified. Few Hong Kong NGOs publicly share breach details, limiting insights into recovery best practices. Comparative studies with other Asian cities (e.g., Singapore, Taipei) could reveal effective resilience strategies. Understudied cultural factors are influencing breach reporting. Hong Kong’s highly competitive NGO sector discourages breach disclosures due to fear of losing donor confidence. Many NGOs worry that admitting a breach will reduce funding or damage partnerships. Unlike corporations, NGOs are often perceived as "trustworthy", making breaches particularly damaging and becoming their stigma around cybersecurity failures. Legal ambiguities make difficult for NGOs to plan their cybersecurity practice. Some NGOs fear regulatory scrutiny or PCPD investigations if they report breaches, leading to underreporting. Guanxi (Relationship-Based Trust) and Informal Reporting is common in NGO operations. Many NGOs rely on informal networks rather than formal incident reporting channels.  Research should explore whether community-based cybersecurity alliances (e.g., NGO cybersecurity sharing groups) could improve reporting rates. Besides, language and communication barriers exist in Hong Kong NGOs. Most cybersecurity resources are in English, whereas many local NGOs operate primarily in Cantonese. Culturally adapted awareness campaigns and training materials are needed. 
In this research, the following aspects are considered to cover.
1. How NGOs to enhance collaboration with the PCPD to analyze breach trends. 
2. What are the measurements helping to conduct Hong Kong-specific cybersecurity risk assessments. 
3. Are there any localized threat intelligence reports for the NGO sector that can be developed. 
4. Longitudinal studies on post-breach recovery. For example, track NGOs 1-5 years post-breach to assess financial, operational, and reputational recovery, compare different response strategies (e.g., transparency vs. minimal disclosure). 
5. Culturally Sensitive Cybersecurity Policies. Encourage anonymous breach reporting to reduce stigma. Provide Cantonese-language cybersecurity training tailored to NGO staff. Promote peer-learning networks where NGOs share breach experiences confidentially. Hong Kong’s NGOs face growing cybersecurity risks yet research on their unique challenges remains sparse. Key gaps include localized threat analyses, long-term recovery data, and cultural barriers to breach reporting. Addressing these gaps through targeted studies, policy adjustments, and community engagement will strengthen the sector’s resilience. Future research should prioritize collaboration between academia, regulators, and NGOs to develop practical, culturally informed cybersecurity solutions.
Cybersecurity failures in Hong Kong NGOs have far-reaching social consequences, from lost trust to disrupted services. While technical solutions exist, socio-cultural and financial barriers hinder adoption. Future research should explore culturally tailored cybersecurity frameworks for NGOs in politically sensitive regions like Hong Kong.
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