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[bookmark: _Toc105368074]TASK1: Manage and maintain network resources using network policy and security practices
1. [bookmark: _Toc105368075]Understanding NTFS and Share Permissions
1.1. [bookmark: _Toc105368076]NTFS
Admin users
[image: A picture containing text, screenshot, monitor, screen

Description automatically generated]

Login as admin
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Login failed - lack of service
[image: Graphical user interface, website

Description automatically generated]
Admin login as Silvia Settle.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Confirming username
[image: Graphical user interface, text, application

Description automatically generated]
‘Share Files NOSS’ created
[image: Graphical user interface, text, application, Word

Description automatically generated]
 
[image: Graphical user interface, text, application

Description automatically generated]
Property settings.
[image: Graphical user interface, application, Word

Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
Inherited permissions disabled.
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
Explicit permission added. 
[image: Graphical user interface, text, application, Word

Description automatically generated]
All users are currently denied access to the Share_Files_NOSS folder.
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Description automatically generated]
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Description automatically generated]
Specific user folder access.
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
Full control checked

[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Administrator’s account is the principal account with access to this folder. 
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Current permissions.
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
The Active directory shows the admin users

Second person with restricted privileges (non admin)
[image: Graphical user interface, application

Description automatically generated]
Anyone from this list apart from Administrator and Silvia Settle - selecting Aragorn.
The local permission on the local client

[bookmark: _Toc105368077][image: Graphical user interface

Description automatically generated]

Before
[image: Graphical user interface

Description automatically generated]
Permissions after
[image: Graphical user interface, application

Description automatically generated]
Current user
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Description automatically generated]
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Description automatically generated]
Checking permissions
[image: Graphical user interface, application

Description automatically generated]
User allowed to modify the file (admin). 
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Description automatically generated]

Non-admin user
[image: Graphical user interface, website

Description automatically generated]
Login access denied. 
Checking weekdays login restrictions.
[image: A screenshot of a computer

Description automatically generated]
No logon hours restrictions. 
Account reset - access still denied. 


[image: A screenshot of a computer

Description automatically generated with medium confidence]
User cannot change password and current password has expired – unticked to allow password-change.
[image: Graphical user interface, website

Description automatically generated]
User now able to login.
[image: Graphical user interface

Description automatically generated]
Checking permissions to the file.
[image: Graphical user interface, text

Description automatically generated]
The folder is visible on C: drive. 
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Description automatically generated]
File can be opened.
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Description automatically generated]
The user adds some text and attempts to save it.
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Description automatically generated]
No permission to write. 



[image: A screenshot of a computer

Description automatically generated with medium confidence]

Different non-admin user test
Attempting to delete the file – unsuccessful:
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
Permission is not allowed with non-admin credentials.


1.2. [bookmark: _Toc105368078]Share permissions
Server 1 file share setup
[image: Graphical user interface

Description automatically generated]
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[image: Graphical user interface, text
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[image: Graphical user interface, website
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Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Navigating to Shares>Tasks>New Shares
[image: Graphical user interface, text

Description automatically generated]

Server 1 is selected as the file share server and ‘select by volume’ is on.
[image: Graphical user interface, text

Description automatically generated]
The File share name ‘Share_Files_NOSS$’ and the local and remote paths
[image: Graphical user interface, text

Description automatically generated]
In the configure Share settings dialog box the access-based enumeration and allow caching of share is selected. The first will allow specific users to see only the files and folders they are permitted to see, while the later will allow the shared content to be cached locally by the user device if the connection to the file server is interrupted. 
[image: Graphical user interface, text

Description automatically generated]
Permissions to control access
[image: Graphical user interface

Description automatically generated]
The inheritance is disabled before granting any access permission. 
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Administrators are added as a principal.
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]


[image: A screenshot of a computer

Description automatically generated]
Full control permissions are selected
[image: A screenshot of a computer

Description automatically generated]
Adding a second administrator
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[image: A screenshot of a computer

Description automatically generated]
Two additional users with read and execute only
[image: A screenshot of a computer

Description automatically generated]
First user.

[image: A screenshot of a computer

Description automatically generated]
Second user
[image: Graphical user interface, text

Description automatically generated]


[image: Graphical user interface, text, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]


1.3. [bookmark: _Toc105368079]Accessing the file share share/server over the network
Creating a Mapped Network Drive to be able to access the hidden file share by specifying the remote access path.
Accessing Client 1 with a user account which allows read and execute access to the file share (Aragorn)
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: Graphical user interface, application

Description automatically generated]
‘Map network drive’ (‘ThisPC’).
Confirming the name of the Fileshare

[image: A screenshot of a computer

Description automatically generated]
The remote access paths is keyed-in on Client 1 to map the drive to Z:
[image: Graphical user interface

Description automatically generated]
The path is now visible.
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
Without elevated access, however, the user cannot write in this folder.
[image: Graphical user interface, application

Description automatically generated]


2. [bookmark: _Toc105368080]Utilising Group Policy Management Console for network object management 
Group policy
Generally created and applied to an organisational unit. 
Group Policy Management Console – GPMC
Allows the management of Group policies
Organisational Unit Level Policies
Group policies are hierarchical, those applied to the highest level of the organisation will cascade down to the rest of the objects within, i.e. inheritance. 

[bookmark: _Toc105368081]2.1. Configuring Unit Level Policies
GPO1: Moderating Access to the Control Panel
Creating an organisational unit (OU) for the non-admin users that will have restricted access to the Control Panel.
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer screen

Description automatically generated]
Group Policy Management Console
[image: A screenshot of a computer screen

Description automatically generated]
[image: A picture containing text, screenshot, monitor

Description automatically generated]
OUs in the Group Policy Management
New Group Policy Object (GPO)
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Settings – Group Policy Editor
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Prohibit access to Control Panel and PC Settings policy to the non-admin users
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Policy enabled
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: A computer screen capture

Description automatically generated with medium confidence]
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Testing the policy
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Updating the GPO
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Description automatically generated with medium confidence]

[image: A screenshot of a computer screen

Description automatically generated]
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Description automatically generated with medium confidence]
Logged in as a non-admin user
[image: Graphical user interface

Description automatically generated]
Attempting to open the Control Panel
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Attempting to access settings
[image: Graphical user interface, text, application

Description automatically generated]

Testing the GPO as another non-admin user that has not been made member of this GPO

[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: Graphical user interface, text, application

Description automatically generated]
This user is able to open the control panel
[image: A screenshot of a computer

Description automatically generated with medium confidence]
If the Control Panel restriction GPO is to be applied to this user, then they must be made members of the NonAdmin Users OU. 


GPO2: Removing Access to the Command Prompt
[image: A computer screen capture

Description automatically generated with medium confidence]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
Ppolicy enabled
[image: Graphical user interface

Description automatically generated]
Policy is enforced
[image: A screenshot of a computer screen

Description automatically generated]
Testing on a restricted user
Confir[image: A screenshot of a computer

Description automatically generated with medium confidence]

Confirming the user
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Attempting to run CMD as an admin
[image: Graphical user interface

Description automatically generated]
Request declined
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Description automatically generated]
Attempted to run CMD as an administrator
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Description automatically generated]
Access granted 
[image: Graphical user interface

Description automatically generated]


GPO3: Restricting Access to Removable Media Drive

[image: A computer screen capture

Description automatically generated with medium confidence]
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Description automatically generated]
[image: A computer screen capture

Description automatically generated with medium confidence]
[image: A screenshot of a computer

Description automatically generated]
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Description automatically generated]
Policy enabled
[image: A computer screen capture

Description automatically generated with medium confidence]
Enforcing policy 
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]



GPO4: restricting Software Installs
Enabling Internet for Client1
[image: Graphical user interface, application

Description automatically generated]
Client1 name
[image: Graphical user interface, website

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Client1 moved to the OU
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: A screenshot of a computer

Description automatically generated]
Client1 inside the NWClientComputers.
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
Policy enabled
[image: Graphical user interface, text, application

Description automatically generated]
Policy is updated
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Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Attempting to install Winzip
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Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Installation denied
Attempting to install with admin credentials 
[image: Graphical user interface

Description automatically generated]
Permitted
[image: Graphical user interface

Description automatically generated]



GPO5: Enforcing Password Policy in the ‘nosstask.msft’ domain

Editing the Default Domain Policy
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated] 
[image: Graphical user interface, text, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Password length longer

[image: A screenshot of a computer

Description automatically generated]
Password policy met.



[bookmark: _Toc105368082]TASK 2: Routing and packet filtering within core TCP/IP services and critical failover/redundancy practices. 
1. [bookmark: _Toc105368083]Utilising ARP and Routing Tables
ARP table on server 1
[image: A screenshot of a computer

Description automatically generated]
Server1 only connected to PrivateNet1 (192.168.1.1) and PublicNet (192.168.10.200), no ARP table.
[image: Graphical user interface

Description automatically generated]
Server1 connecting to Server2 via PublicNet.
[image: A screenshot of a computer

Description automatically generated with medium confidence]

 Unable to ping Client1 - not switched-on.
Unable to ping Client2 - different network.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Unable to ping Client1 - investigating firewall
[image: Graphical user interface, text, application

Description automatically generated]
Firewall now disabled
[image: A screenshot of a computer

Description automatically generated]
Ping successful.
ARP -a
[image: A screenshot of a computer screen

Description automatically generated]
Printing the route table
[image: A screenshot of a computer

Description automatically generated with medium confidence]


[bookmark: _Toc105368084]2. Deploy core services (FTP Server)

Client2 connection to Server2
[image: Graphical user interface, application, Word

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Server 2
[image: Graphical user interface, website

Description automatically generated]
Manage ->Add roles and features
[image: Graphical user interface, text

Description automatically generated with medium confidence]
Eenable IIS
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Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
FTP Server enabled.
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Client2 unable to connect to Server2. Client2 firewall now switched-off.
[image: Graphical user interface

Description automatically generated]
Ping successful.



Local user on Server 2
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
User created
[image: Graphical user interface, text

Description automatically generated]
Internet Information Services Manager (Tools)
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Description automatically generated]
Adding FTP Site
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Confirming the default physical path to the FTP site (C:\intepub\ftproot)
[image: A screenshot of a computer

Description automatically generated]
FTP is a destination service and is always bound to reserved port 21 for consistency and availability.
[image: Graphical user interface, text

Description automatically generated]No SSL needed – no secure transmissions (basic authentication).
[image: Graphical user interface

Description automatically generated]
Access for specified user and bound to the FTP server by name.



[bookmark: _Hlk104733381]Banner to confirm FTP service.
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]

[image: A screenshot of a computer screen

Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A picture containing text, computer, screenshot, indoor

Description automatically generated]
[image: A picture containing text, indoor, computer, screenshot

Description automatically generated]
User created.
[image: A picture containing text, screenshot, indoor, electronics

Description automatically generated]
[image: A picture containing text, screenshot, indoor, electronics

Description automatically generated]
Full permission controls.


Subfolder for the ftpuser22
[image: A screenshot of a computer screen

Description automatically generated]

[image: Graphical user interface

Description automatically generated]



Firewall Server 2

[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: Graphical user interface

Description automatically generated]


Firewall Client2.

[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
The user has administrative rights as a folder is already created on C drive C:\FTP Files with a file ready to upload


Connecting to the FTP server
Checking PrivateNet2
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
Client2 is able to ping Server2
[image: Graphical user interface, text

Description automatically generated]
FTP Connection established, user prompted to authenticate
[image: Graphical user interface

Description automatically generated]
User able to login.
[image: Graphical user interface

Description automatically generated]

File not found - incorrect name provided.
[image: Graphical user interface, text, application

Description automatically generated]
Path and name check
[image: Graphical user interface

Description automatically generated]
!dir lists all available folders on the current directory
[image: Graphical user interface, text

Description automatically generated]
Listing the contents of the C:\FTPFiles 
[image: Graphical user interface, text

Description automatically generated]
FTP file upload
[image: Graphical user interface, text

Description automatically generated]
File uploaded.
[image: A screenshot of a computer screen

Description automatically generated]
File on Server2.


[bookmark: _Toc105368085]3. Installing and configuring the Routing and Remote Access Services
Server1 Roles and Features
PublicNet not providing routing service currently. RIP v2 rooting protocol will allow the server to exchange information on what other networks are available. 
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
The service is running
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]
PublicNet added to RIP.
[image: Graphical user interface

Description automatically generated]
PrivateNet1 added to RIP.
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Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
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Description automatically generated]

Server2
[image: Graphical user interface, website

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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[image: Graphical user interface, application, PowerPoint

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
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Description automatically generated]
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Description automatically generated]

[image: A computer screen with a blue background

Description automatically generated with low confidence]
[image: A picture containing text, screenshot, electronics

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: A screenshot of a computer screen

Description automatically generated]

Testing routing connectivity
Server1
[image: A screenshot of a computer

Description automatically generated]

Server1 connecting to Server2 via PublicNet
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Description automatically generated]
Ping successful.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
  


Client2
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Client2 (192.168.11.2) is unable to ping Server1 on 192.168.10.200 
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Description automatically generated]
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Description automatically generated]
Client2 is able to ping Server2 on 192.168.10.201
[image: A screenshot of a computer

Description automatically generated]
Client2 still unable to ping Server1 on PrivateNet
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Server1 is able to reach Server2 on PublicNet, but unable to reach it on PrivateNet2 
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Description automatically generated]
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[image: Graphical user interface, application

Description automatically generated]
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Description automatically generated]
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Description automatically generated]
Pinging Server2 from Server 
[image: A screenshot of a computer screen

Description automatically generated]

Pinging Client2 from Server1
[image: A picture containing text, screenshot, electronics, monitor

Description automatically generated]
Connection successful
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Server 1 route print
	

[image: Graphical user interface

Description automatically generated]
Unable to test the connectivity between the two clients (insufficient memory).


[bookmark: _Toc105368086]4. IP Packet Filtering
[bookmark: _Toc105368087]4.1. Filter1: Stopping ‘anyone’ in PrivateNet1 from Pinging the Router Firewall Service 
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]

Filter applied to destination network to restrict inbound-coming traffic.
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
The subnet mask indicates the restrictions is applied to a specific host. 
[image: Graphical user interface, application

Description automatically generated]
Client 1
[image: Graphical user interface

Description automatically generated]






Ping to 192.168.1.1 timed out

[image: Graphical user interface

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
Ping to Server1 on 192.168.10.200 unsuccessful.



[bookmark: _Toc105368088]4.2. Filter2: Restrict access to FTP Service running on Server 2 to only hosts in PrivateNet2.
No previous filters to avoid conflicts
[image: Graphical user interface, text, application

Description automatically generated]
PublicNet – outbound filter
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Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface

Description automatically generated]
Client1 unable to connect to the FTP service on Server2 on 192.168.10.201.
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
Client1 unable to connect to the FTP service on Server2 on 192.168.11.1



[bookmark: _Toc105368089]4.3. Filter3: Only allow specific hosts in PrivateNet1 to access the FTP Service running on Server2
[image: Graphical user interface, text, application

Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
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Description automatically generated]



[bookmark: _Toc105368090]TASK3: Observational Tasks 
[bookmark: _Toc105368091]3.1. Sound password principles in modern network environment

Passwords used in a modern-day network environment need to meet certain requirements to prevent unauthorised access to data. Microsoft’s best practice for password complexity stipulates that the password must not contain the user/account-name, is of a certain length, and has a combination of uppercase, lowercase, special characters, and numbers (Microsoft, 2022a). NIST also advises users how to choose good passwords and avoid the pitfalls of re-using the same passwords or using predictable/dictionary ones (Grassi et al, 2017). They strongly support the three-words-password due to its element of randomness and increased length, which makes it less susceptible to brute-force attacks, as well as that passwords should be used in combination with other measures such as 2-step, or multi-factor user-authentication (something you know, something you have and something you are), or single-sign-on systems (SSO) (Grassi et al, 2017), which is closely in line with the recommendations of the GCA’s Cybersecurity Toolkit (2021). On enterprise level, NCSC’s overall message is to step away from blindly enforcing password complexity requirements (NCSC, 2018) - NIST calls it ‘forced complexity’ (Grassi, 2017) - and instead of depending on unachievable user behaviour, focus on the implementation of strong technical solutions such as account throttling or lockout, passwords deny-lists, security monitoring and detection of abnormal or malicious behaviours. NCSC urges organisations to implement measures to protect all passwords (even if the information behind them is not considered critical asset to the business to prevent privileges escalation, pivoting and leverage); protect passwords in transit (use of https protocols for all corporate web apps that require authentication); and protect all passwords at rest (using public-standard hashing algorithms such as PBKDF2 or SHA-256) (NCSC, 2018). Despite Infosec Institute’s claim that the length vs complexity debate will always be open and will continue to divide experts (Brecht, 2021), the emerging theme is in favour of increased password length, with NIST advising for base minimum length of 8 characters, between 15 to 20 for human-derived passwords and over 20 characters for password-manager-derived passwords (Grassi, 2017). Considering that the second most common threat to businesses is the use of stolen credentials (Verizon, 2022, p.75) and that 80% of all basic web-application attacks continue to be attributed to this vulnerability (Verizon, 2022, p.37), then the importance of keeping up-to-date with the best password practices is even more significant. The reality is that the any system is susceptible to attacks and that individuals and businesses should be aware of the current password security practice to make informed decisions.

[bookmark: _Toc105368092]3.2. Failover clustering for high-availability systems/services
A failover cluster (FOC) is a set of physical or virtual computer systems/servers that work together to facilitate a High Availability (HA) or Continuous Availability (CA) environment for the various applications and services that run within enterprise networks (Microsoft, 2022b). The benefit of FOC is that multiple instances of the same network device can exist and provide critical service on operational level, either as a back-up or load-balancing device, or as a tool for continuous software integration (rolling deployment, immutable and blue-green deployment methods) (AWS, 2021). 
Within the context of the NOSSTASK scenario, FOC implementation may involve at least another instance of Server1 (node1 and node2) (other implementations that involve further separation of roles are also possible) to act as a backup in case of Server1 failure and its services becoming unavailable (see image 1), i.e. DNS, AC DC, routing and file-share. In this scenario Server1’s role is crucial in managing the access to the file-share services provided by Server2 as a shared data store (AlwaysOn Failover Cluster Instances, FCI (IBM, 2021). Without access to the shared storage, potential users of the NOSSTASK network will not be able to have access to any operational applications and data necessary for their role within the organisation.
[image: Diagram
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1. NOSSTASK Failover topology
Important in this layout would be the set-up of a private connection between the two nodes- the heartbeat (Marlin 2019), which will allow for the two devices to communicate directly to each other, agree on roles (active and passive node, i.e. which one will respond to requests, and which one will not), and the handling on the virtual IP (VIP) address which they will present on their public-access network interface (Nasser, 2020). To avoid single point of failure the nodes should be hosted on different virtual and physical devices (Techytube, 2017).
Failover clustering is a feature role under the file and storage services listed within the server manager in Microsoft Server OS (see below). An access to target virtual storage server (iSCSI), as well as a server group-setup is required (Microsoft, 2022c).
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[bookmark: _Toc105368093]3.3 Network Policy Draft

Network policy (NP) is a collection of rules that control the behaviours of network devices and users (Cisco, 2022) The NPs use conditions, constraints and the settings to determine who can and who cannot connect to a network (Microsoft, 2021). While the network policy can be implemented as a service or a role within the server operating system (such as the Windows Server NPS role shown below), the first step in using technology to provide optimal solutions to meet business needs is to define one (Cisco, 2022). A draft Network Policy is provided in the Appendix.
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[bookmark: _Toc105368094]APPENDIX
Network Security Policy

	Purpose
	To provide guidance for implementing network security to ensure the appropriate protection of corporate networks.

	Origination Date
	

	Effective Date
	

	Original Author(s)
	

	Frequency of Review
	12 months

	Date for Next Review
	01 March 2023



Document Owner(s)
	Author
	Department
	Phone
	Email

	S Settle
	
	
	



Revision History
	Version
	Date
	Types of Changes
	Author

	1.0
	
	First Draft
	

	
	
	
	



Scope
This policy applies to all NOSSTASK networks, both the perimeter and the infrastructure, and the parties with which we do businesses.

Policy
The following rules define NOSSTASK’s policy regarding access to the corporate network:

1. Only authorized people can gain access to NOSSTASK networks.  Positive identification is required for system usage. All users must have their identities positively identified with user-IDs and secure passwords--or by other means which provide equal or greater security--prior to being permitted to use NOSSTASK computers.

2. User-IDs must each uniquely identify a single user.  Each computer user-ID must uniquely identify only one user, so as to preserve individual accountability in system logs.  Shared or group user-IDs are not permitted.

3. Use of service accounts for local log-ins by any individual is prohibited.  This rule is designed to prevent unauthorized changes to production data by accounts that allow groups of users to employ the same password.  In cases where users require authorities inherent in service accounts, the user’s manager must obtain approval from the IT Department. Those privileges may be assigned to individual users on as-needed basis and must be revoked when they are no longer necessary.

4. Access controls required for remote systems connecting to production systems. All computers which have remote real-time dialogs with NOSSTASK production systems must run an access control package approved by the IT Department.

5. Multiple simultaneous remote external network connections prohibited.  Unless special permission has been granted by the Director of Security, computer systems must not allow any user to conduct multiple simultaneous remote network connections.

6. All log-in banners must include security notice.  Every log-in screen for multi-user computers must include a special notice.  This notice must state: (1) the system may only be accessed by authorized users, (2) users who log-in represent that they are authorized to do so, (3) unauthorized system usage or abuse is subject to criminal prosecution, and (4) system usage will be monitored and logged.

7. Security notice in log-in banner must not disclose system information.  All log-in banners on network-connected NOSSTASK computer systems must simply ask the user to log-in, providing terse prompts only where essential.  Identifying information about the organization, operating system, system configuration, or other internal matters must not be provided until a user's identity has been successfully authenticated.

8. Users must log off before leaving sensitive systems unattended.  If the computer system to which users are connected or which they are currently using contains sensitive information, and especially if they have special access rights, such as domain admin or system administrator privileges, users must not leave their computer, workstation, or terminal unattended without first logging-out, locking the workstation, or invoking a password-protected screen saver.

9. Internal network addresses must not be publicly released.  The internal system addresses, configurations, and related system design information for NOSSTASK networked computer systems must be restricted such that both systems and users outside NOSSTASK's internal network cannot access this information.

10. All Internet Web servers must be firewall protected.  All connections between NOSSTASK internal networks and the Internet (or any other publicly-accessible computer network) must be protected by a router, firewall, or related access controls approved by the Information Systems Security Department and Data Network Services.

11. Public servers on Internet must be placed on separate subnets.  Public Internet servers must be placed on subnets separate from internal NOSSTASK networks.  Routers or firewalls must be employed to restrict traffic from the public servers to internal networks.

12. Any external network connections, inbound or outbound, must be authenticated or secured via approved standards.  Before dial-up users reach a log-in banner, all inbound dial-up lines connected to NOSSTASK internal networks and/or computer systems must pass through an additional access control point, such as a firewall, which has been approved by the Information Systems Security Department and Data Network Services.  Unless the Information Systems Security Department and Data Network Services have first approved the action in writing, NOSSTASK staff must not enable any trusted host relationships between computers connected to the NOSSTASK internal network.

13. Real-time external network connections require firewalls.  Before reaching a log-in banner, all in-bound real-time external connections to NOSSTASK internal networks and/or multi-user computer systems must pass through an additional access control point such as a firewall, gateway, or access server.

14. Firewall configuration change requires Information Systems Security Department approval.  Firewall configuration rules and permissible service rules established by the Director of Security and Disaster Recovery have been reached after an extended evaluation.  These rules must not be changed without first obtaining the permission of the Director of Information Security and Disaster Recovery.

15. Prior approval required for all communication line changes. Workers and vendors must not make arrangements for, or actually complete the installation of voice or data lines with any carrier, if they have not first obtained approval from the Director of the Telecommunications Department.

16. Connections of NOSSTASK networks to third party networks must conform to standards.  NOSSTASK computers or networks may only be connected to third-party computers or networks after the Information Systems Security Department and Director of Telecommunications have determined that the combined system will be in compliance with NOSSTASK security requirements.

17. Direct network connections with outside organizations must be approved.  The establishment of a direct connection between NOSSTASK systems and computers at external organizations, via the Internet or any other public network, is prohibited unless this connection has first been approved by the IT Department.

18. Inventory of connections to external networks must be maintained.  Telecommunications and Data Network Services must maintain a current inventory of all connections to external networks including telephone networks, EDI networks, extranets, the Internet.

19. Trading partner agreement required prior to use of EDI.  Prior to the use of NOSSTASK systems for Electronic Data Interchange (EDI) with any third party, a trading partner agreement, fixing the terms and conditions of EDI use, must be negotiated.  This agreement should be negotiated and executed by IS Finance and Administration, and must be approved by NOSSTASK legal counsel prior to using any EDI systems for business transactions.

Non-Compliance
Violating NOSSTASK Policy is a serious matter that can lead to disciplinary action up to and including discharge.
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C:\Users\Administrator>ping 192.168.16.261

Pinging 192.168.10.201 with 32 bytes of data:
Reply from 192.168.10.201: bytes=32 time<ims TTL=128
Reply from 192.168.10.201: bytes=32 time<ims TTL=128
Reply from 192.168.10.201: bytes=32 time<ims TTL=128
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C: \Users\User1>ping 192.168.16.260

Pinging 192.168.10.200 with 32 bytes of data:
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o 224.0.0.0 240.0.0.0 127.6.0.1
224.0.0.0 240.0.0.0 192.168.11.2
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Mipersistent Routes
d Network Address Netmask Gateway Address Metric
0.0.0.6 0.6.0.6  192.168.11.1 Default

IPv6 Route Table

Active Routes

If Metric Network Destination Gateway
1 331 ::1/128 on-link
13 281 fes0::/64 on-link
13 281 fe6::18b9:dcdd: co5b:8380/128
on-link
1 331 ffee::/8 on-link
13 281 ffee::/8 on-link

Persistent Routes
None

C: \Users\User1>ping 192.168.16.261

Pinging 192.168.16.261 with 32 bytes of data
Reply from 192.168.16.261: bytes-32 time<ims TTL=-127
Reply from 192.168.16.261: byte
Reply from 192.168.16.261: bytes=32 time<ims TTL=-127
Reply from 192.168.16.261: bytes-32 time<ims TTL=-127

ping statistics for 192.168.16.261
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems
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Command Prompt

Netmask Gateway Address Metric
0.6.0.6  192.168.11.1 Default

IPv6 Route Table

M@ACtive Routes

[d If Metric Network Destination Gateway
1 331 ::1/128 on-link
13 281 fes0::/64 on-link

13 281 fe6::18b9:dcdd: co5b:8380/128
on-link
1 331 ffee::/8 on-link
13 281 ffee::/8 on-link

Persistent Routes
None

C: \Users\User1>ping 192.168.16.261

Pinging 192.168.16.261 with 32 bytes of data
Reply from 192.168.16.261: bytes-32 time<ims TTL=-127
Reply from 192.168.16.261: bytes-32 time<ims TTL=-127
Reply from 192.168.16.261: byte
Reply from 192.168.16.261: byte

=32 time<ims TTL=127

ping statistics for 192.168.10.261
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\User1>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.11.1: Destination host unreachable
Reply from 192.168.11.1: Destination host unreachable
Reply from 192.168.11.1: Destination host unreachable
Reply from 192.168.11.1: Destination host unreachable

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),

C:\Users\User1>
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Administrator: Command Prompt

DHCP Enabled. . . . . .. ....: No
Autoconfiguration Enabled . 8

Link-local IPv6 Address . . . . . : fe89::390e:25eb:bse6:949a%3(Preferred)
1Pv4 Address. . . . . . . ... .: 192.168.16.269(Preferred)

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . e

DHCPV6 TAID . . . . . . . .. .. : 50855975

° DHCPV6 Client DUID. . . . . . . . : 00-1-80-61-20-AF-C8-C4-08-06-27-82-C1-6C
ik, DNS Servers . 1
127.0.0.1
NS NetBIOS over Tcpip. . . . . . . . : Enabled
Ethernet adapter PrivateNetl:
Connection-specific DNS Suffix
Description . . . . . . ... ..: Intel(R) PRO/1660 MT Desktop Adapter #2
Group Policy Physical Address. D01 % es-0e-27-DA-95-62
Management DHCP Enabled. L No.
Autoconfiguration Enabled . Yes

Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

: fe80::946e:89d3:477:672%9 (Preferred)
192.168.1.1(Preferred)
255.255.255.6

DHCPYV6 TATD . . 319201431
DHCPYV6 Client DUID. 06-01-00-01-29-AF-C8-C4-68-60-27-82-C1-6C
DNS Servers . 5 ged

127.0.6.1
NetBIOS over Tcpip. . . . . . . . : Enabled

C:\Users\Administrator>ping 192.168.16.261

Pinging 192.168.10.201 with 32 bytes of data:
Reply from 192.168.10.201: bytes=32 time<ims
Reply from 192.168.10.201: bytes=32 time<ims
Reply from 192.168.10.201: bytes=32 time-ims TTL=128
Reply from 192.168.10.201: bytes=32 time<ims TTL=128

Ping statistics for 192.168.10.201:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administrator>
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C:\Users\Administrator>ping 192.168.16.261

Pinging 192.168.10.201 with 32 bytes of data:
Reply from 192.168.10.201: bytes=32 time<ims
Reply from 192.168.10.201: bytes=32 time<ims
Reply from 192.168.10.201: bytes=32 time-ims
Reply from 192.168.10.201: bytes=32 time<ims

Ping statistics for 192.168.16.261
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administrator>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
Reply from 192.168.11.1: bytes-32 time<ims TTL-127
Reply from 192.168.11.1: bytes-32 time<ims TTL-127
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims

Ping statistics for 192.168.11.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrator>ping 192.168.11.2

Pinging 192.168.11.2 with 32 bytes of data:
Reply from 192.168.11.2: bytes=32 time<ims
Reply from 192.168.11.2: bytes=32 time<ims
Reply from 192.168.11.2: bytes-32 time<ims TTL-127
Reply from 192.168.11.2: bytes-32 time<ims TTL-127

Ping statistics for 192.168.11.2:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrators,

rm hen
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