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[bookmark: _Toc235739789]Introduction
The following report shows the steps that were taken to add a number of services and features to the network built with VirtualBox. 
[bookmark: _Toc235739790]Tasks
[bookmark: _Toc235739791]Routing
[bookmark: _Toc235739792]Birmingham Server
Before I could begin configuring Routing options, some Roles and Features must first be added to the server. Figure 1 shows the required Wizard, found in Server Manager by selecting Manage>Add Roles and Features.
[image: ]
Figure 1: Roles and Features Wizard in Server Manager
I then selected ‘Remote Access’ from the Roles list, shown in Figure 2, which then showed me a list of included features that would be installed, shown in Figure 3.
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Figure 2:Selecting Remote Access feature
[image: ]
Figure 3: List of features required for Routing
Figure 4 shows a Role Services menu that followed. I made sure ‘Direct Access and VPN (RAS)’ and ‘Routing’ were selected.
[image: ]
Figure 4: Selecting Routing service
Based on my selections and the servers default selections, Figures 5 and 6 show a list of selected role services to be installed, which was followed by a confirmation page also listing what was to be installed, shown in Figures 7, 8 and 9.
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Figure 5: List of selected services to install (1)
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Figure 6: List of selected services to install (2)
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Figure 7: Full list of roles and services to be installed (1)
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Figure 8: Full list of roles and services to be installed (2)
[image: ]
Figure 9: Full list of roles and services to be installed (3)
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Figure 10: Confirmation of installed roles and features
With the roles and features installed, I could now begin with Routing by opening the Routing and Remote Access options found in the servers Tools menu, shown in Figure 11.
[image: ]
Figure 11: Routing and Remote Access menu
After right-clicking on the server name, I selected ‘Configure and Enable Routing and Remote Access from the menu, shown in Figure 12, which opened up the setup Wizard, shown in Figure 13.
[image: ]
Figure 12: Dropdown menu  'Configure and Enable Routing and Remote Access' was selected from
[image: ]
Figure 13: Setup Wizard
In the setup Wizard, I selected ‘Custom Configuration’ and made sure both ‘NAT’ and ‘LAN routing’ were selected. This is shown in Figures 14 and 15.
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Figure 14: Configuration menu
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Figure 15: Custom Configuration selections
I then right-clicked on NAT and selected ‘New Interface’ on the menu shown in Figure 16 to begin configuring the network interfaces.
[image: ]
Figure 16: NAT dropdown menu 'New Interface' was selected from
I chose NAT from the list of interfaces in Figure 17 and selected the Interface Type as public. This can be seen in Figure 18
[image: ]
Figure 17: Network Interfaces list
[image: ]
Figure 18: Selecting Interface Type for NAT
Figures 19 and 20 show that I then selected ‘Birmingham LAN’ and configured this a private interface. I then did the same with the WAN interface. Figure 21 shows the list of interfaces I have configured.
[image: ]
Figure 19: Network Interfaces menu following NAT configuration
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Figure 20: Selecting Interface Type for Birmingham LAN
[image: ]
Figure 21: Configured NAT Interface list
Next, I needed to add a persistent route, which is a network route that always remains in the routing table. I did this using Windows Command Prompt with the command ‘-p add’ followed by the IP information. You can see this in figure 22. Figure 23 then shows that the persistent is present in the route table.
[image: ]
Figure 22: Command for adding Persistent Route
[image: ]
Figure 23: Proof that a Persistent Route was added

[bookmark: _Toc235739793]London Server
Next, I needed to configure the routing information for the London server. After bringing up the IP information, towards the bottom of Figure 24, the command ‘sysctl -w net.ipv4.ip_forward=1’ was inputted. This tells the server that if a packet not meant for that IP address must be forwarded to it’s next destination.
[image: ]
Figure 24: Inputting IP Forwarding command
Figure 25 shows the command to add a new route ‘ip route’ followed by IP information.
[image: ]
Figure 25: Inputting Route command
I then used nano to open up the network interfaces file which can be seen in Figure 26 and added the route information to the bottom of adapter 3 as seen in Figure 27.
[image: ]
Figure 26: Network adapter information for London server
[image: ]
Figure 27: Routing instructions added to adapter information
Figure 28 shows that the ClientS1, which could only connect to the Birmingham server can now connect to both Birmingham and London.

[image: ]
Figure 28: Client S1 successfully pinging both servers

[bookmark: _Toc235739794]Domain Server (Birmingham)
This section details adding a Domain Name Server to the network. T begin, I had to return to the Roles and Features wizard and add Active Directory Domain Services and DNS Server. Installation is shown in Figures 29, 30 and 31. 
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Figure 29: Selecting AD DS and DNS Server in Roles and Features
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Figure 30: Confirming role services to be installed
[image: ]
Figure 31: Confirmation that installation is successful
The home screen of the server manager then showed an alert regarding the configuration of the Active Directory Domain Services. This can be seen in Figure 32.
[image: ]
Figure 32: AD DS Configuration alert
Clicking on the alert notification opened the AD DS Configuration Wizard. As seen in Figure 33, I created a new forest and named the domain ‘steve.acca’.
[image: ]
Figure 33: Creating new network forest with domain name 'steve.acca'
I was prompted to enter a NetBIOS domain name. As shown in Figure 34, I chose ‘STEVE’. This was followed by a warning message shown in Figure 35 telling me I was about to be signed out as a result of the AD DS installation. Figure 36 shows a new sign in screen with ‘STEVE\Administrator’ as the name.
[image: ]
Figure 34: Entering NetBIOS domain name
[image: ]
Figure 35: Warning message confirming AD DS installation
[image: ]
Figure 36: New sign in screen
After signing back into the server. I then opened the DNS Manager and added two new hosts named ‘b-dc’ and ‘webs’ inside the ‘steve.acca’ section of Forward Lookup Zones. This si shown in Figures 37, 38 and 39.
[image: ]
Figure 37: Adding b-dc Host
[image: ]
Figure 38: Adding webs Host
[image: ]
Figure 39: steve.acca menu in which new hosts can be seen
[image: ]
Figure 40: Reverse Lookup Zone highlighted before opening menu
After right clicking on Reverse Lookup Zones, highlighted in Figure 40, I selected New Zone to bring up the New Zone Wizard seen in Figure 41. Here I selected Primary zone from the Zone Types.
[image: ]
Figure 41: Selecting Primary zone in New Zone Wizard
When asked in Figure 42, I chose to create an IPv4 Lookup Zone.
[image: ]
Figure 42: Selecting IPv4 Reverse Lookup Zone
On the next screen, seen in Figure 43, I had to type the network ID portion of the IP address. I then clicked finish to create the zone as seen in Figure 44.
[image: ]
Figure 43: Inputting Network ID
[image: ]
Figure 44: Finishing adding New Zone
[image: ]
Figure 45: New zone visible in Reverse Lookup Zones
Finally, after right clicking the new zone I just added, I selected New Resource Record. I used the host name ‘bd.steve.acca’ as seen in Figure 46. Figure 47 shows the results of creating four of these, the other three named ‘rds.steve.acca’, ‘webs.steve.acca’ and ‘files.steve.acca’.
[image: ]
Figure 46: Naming New Resource Record
[image: ]
Figure 47: Four new resource records

[bookmark: _Toc235739795]Users
Selecting Active Directory Users and Computers in the tools menu opened up the screen of the same name which can be seen in Figure 48. Here, I will begin the process of adding users to the network 
[image: ]
Figure 48: Active Directory Users and Computers
I created a new Organisational Unit folder within ‘steve.acca’ named ‘NOSS Users’, this is shown in figures 49 and 50.
[image: ]
Figure 49: Naming new OU folder
[image: ]
Figure 50: New folder visible in 'steve.acca'
I then used PowerShell to import the user information from a .ps1 files saved on the system, as seen in Figure 51. There was now a list of users visible in the NOSS Users folder.
[image: ]
Figure 51: Importing users from .PS1 file
[image: ]
Figure 52: User List visible in NOSS Users
[bookmark: _Toc235739796]Domain Membership
The next step was to add ClientS1 to the domain I had created. Figures 53 and 54 show the renaming of the computer to ClientS1 and the addition to the domain ‘steve.acca’ which I had to confirm with the username and password of the Birmingham server.
[image: ]
Figure 53: Naming computer and domain name
[image: ]
Figure 54: Confirmation that the computer has joined the domain
I then signed into the computer using a user from the NOSS Users list and used the ‘whoami’ command prompt in Figure 55 showing that the computer has been successfully linked to the domain and the users have been successfully added to the domain too. Figure 56 also shows that ClientS1 is now on the list of computers in the network domain.
[image: ]
Figure 55: whoami command showing new user logged into ClientS1
[image: ]
Figure 56: ClientS1 now showing in computer list on server
I then had to configure DNS on the London server. First, as shown in Figure 57, I added new DNS settings to the servers primary network interface. 
[image: ]
Figure 57: Adding DNS setting to primary network interface
I then had to use the command ‘nano /etc/dhcp/dhclient.conf’ and type the commands in Figure 58 to override the default DHCP settings for my own. 

[image: ]
Figure 58: Commands written into system to override default DHCP settings
I then had to install the appropriate packages for joining the domain. The command ‘apt install realmd sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin oddjob oddjob-mkhomedir packagekit krb5-user dnsutils -y’ was used in Figure 59. And using the ‘steve.acca’ domain name, Figure 60 shows the packages have installed and the domain name is visible following the use of the ‘realm discover’ command.
[image: ]
Figure 59: Command to install Domain Joining Packages
[image: ]
Figure 60: Installed packages, and realm and domain name
Figures 61, 62 and 63 show that I can now view information of the NOSS Users added earlier as well as log in as one of them.
[image: ]
Figure 61: id command shows information of user
[image: ]
Figure 62
[image: ]
Figure 63: Successful login as other user

[bookmark: _Toc235739797]DHCP Server
Here I add a DHCP server to automatically assign IP addresses within the network. The fist step was to add the required features from the Add Roles and Features Wizard. See Figure 64.
[image: ]
Figure 64: Adding features for DHCP Server
The alert flag then led me to the DHCP Post-install configuration wizard seen in Figure 65. I used my login credentials and finished installation, shown in Figures 66 and 67.
[image: ]
Figure 65: DHCP Post-install configuration wizard
[image: ]
Figure 66: Choosing login credentials
[image: ]
Figure 67: Finishing DHCP install
I then opened services through the server managers tools menu and restarted the DHCP server. Seen in Figure 68
[image: ]
Figure 68: Restarting DHCP Server
I then opened the DHCP tile from the tools menu and started a new scope from the IPv4 menu in Figure 69.
[image: ]
Figure 69:IPv4 Action Menu
Figures 70, 71, 72 and 73 show the creation of the Birmingham scope. This included adding a name and description for the scope. Choosing an IP address range and a lease period for the DHCP service and choosing to immediately configure those options
[image: ]
Figure 70: Name and Description for Birmingham Scope
[image: ]
Figure 71: Entering address range for Birmingham Scope
[image: ]
Figure 72: Choosing Lease Duration
[image: ]
Figure 73: Choosing to configure options now
I next had to configure the default gateway, I input the IP address of the server to add it to the address list and moved on. This is shown in Figures 74 and 75.
[image: ]
Figure 74: Inputting gateway IP address
[image: ]
Figure 75: Gateway address added to list
On the next page, as seen in Figure 76, I was asked for a Parent domain, which is my domain name ‘steve.acca’ and a server name, which I input as ‘b-dc.steve.acca’. After clicking resolve the IP address resolved as the same one given to my server. Figure 77 shows the new scope in the IPv4 menu
[image: ]
Figure 76:Entering Domain and Server names
[image: ]
Figure 77: New scope in IPv4 menu
Figures 78,79,80,81 and 82 show the same steps repeated for the London Scope.
[image: ]
Figure 78: Name and description for London Scope
[image: ]
Figure 79: Entering address range for London Scope
[image: ]
Figure 80: Gateway address added to list
[image: ]
Figure 81: Domain information for London Scope
[image: ]
Figure 82: London Scope in IPv4 menu
[bookmark: _Toc235739798]Disk Drive
The next task is to create and configure a new Hard Disk Drive on the Birmingham Server. Opening the B-DC Hard Disk Selector gives an option to create a new HDD as seen in Figure 83.
[image: ]
Figure 83: B-DC HDD selection menu
I created the new HDD with a little over 950MB storage and used the default location given by the system in Figure 84. The new Disk was then visible in the Hard Disk Selector menu in Figure 85 and in B-DC’s storage settings in Figure 86.
[image: ]
Figure 84: Creating new HDD
[image: ]
Figure 85: New HDD in list
[image: ]
Figure 86: New HDD in B-DC storage settings
Opening Disk Management in the server manager seen in Figure 87 showed the new Disk, named ‘Disk 1’ was not yet installed and needed initialising. I selected the GPT partitioning style and clicked OK.
[image: ]
Figure 87: Initialising new HDD
As seen in Figure 88, the Disk was installed, but unallocated. Figures 89, 90 and 91 show that I configured the Disk with the name B-files and Figure 92 shows that the Disk is now ready.
[image: ]
Figure 88: New HDD ready to configure
[image: ]
Figure 89: Choosing HDD Volume Size
[image: ]
Figure 90: Assigning drive letter
[image: ]
Figure 91: Formatting drive with name 'B-files'
[image: ]
Figure 92: New HDD configured
I then had to share file from the new HDD with the domain users. First I created a folder called ‘Birmingham Files’ within the new Disk and added a text file to it, seen in Figure 93.
[image: ]
Figure 93: Birmingham Files folder on B-files drive
I then clicked the sharing tab in the folders properties menu seen in Figure 94. Clicking share allowed me to input users to share with, seen in Figure 95, I typed in Domain Users.
[image: ]
Figure 94: Share option in file properties
[image: ]
Figure 95: Adding Domain Users to sharing options
Figure 96 shows Domain Users is now in the access list and Figure 97 shows that I have changed the Domain Users permissions to Read/Write for the file.
[image: ]
Figure 96: Network Access screen showing Domain Users
[image: ]
Figure 97: Changing Domain Users Permission Level to Read/Write
Finally, I clicked share and as Figure 98 shows, the file was then shared.
[image: ]
Figure 98: File sharing confirmation
[bookmark: _Toc235739799]IIS Server
I then used IIS Manager, seen in Figure 99, to create a website for the server.
[image: ]
Figure 99: IIS Manager
Right clicking Sites from the servers drop down menu brings up an Add Website option seen in Figure 100.
[image: ]
Figure 100: Selecting Add Website from Sites action menu
I named the site Birmingham Website and used the folder ‘wwwroot’ as the physical path. You can see this in Figure 101.
[image: ]
Figure 101: Site name as Birmingham Website and selecting wwwroot as physical path
I used the host name webs.steve.acca, clicked ok and then the site was visible in the sites menu on ISS manager. See Figures 102 and 103.
[image: ]
Figure 102: Inputting host name
[image: ]
Figure 103: Website shown in Sites menu
Figure 104 shows the new website in a browser.
[image: ]
Figure 104: Birmingham Website
[bookmark: _Toc235739800]Remote Desktop Services
Figures 105, 106, 107 and 108 show the steps taken to install Remote Desktop Services from the Add Roles and Features Wizard used previously.
[image: ]
Figure 105: Selecting Remote Desktop Service in Roles and Features Wizard
[image: ]
Figure 106: Selecting RDS Role services
[image: ]
Figure 107: Confirming services selected before installing
[image: ]
Figure 108: Results screen following installation
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individual files in /usr/share/doc/x/capyright.

pebian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
pernitted by applicable law.
root@led:“# ip addr
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loopback brd
inet /8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 disc fo_codel state UP group default glen
Link/ether brd
altname enx0800273120af
inet /24 brd scope global dynamic noprefixroute enpos3
valid_lft 86238sec preferred_lft 75438sec
inete /64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 86234sec preferred_lft 14234sec
inete /64 scope global dynamic mgtmpaddr proto kernel_ra
valid_Lft 85367sec preferred_lft 13967sec
inete /64 scope link
valid_Lft forever preferred_lft forever
[3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 disc fo_codel state UP group default glen
Link/ether brd
altname enx08002741b9ch
inet /24 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
J4: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fo_codel state UP group default glen
Link/ether brd
altname enxo80027dsahzd
inet /29 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
rootaled:~# route
: route: command not found

dev enpsa proto dhcp src metric 1002
dev enpass proto kernel scope link src
dev enpos3 proto dhop scope link src metric 1002
dev _enpesé proto kernel scope link src
rootaled:~# sysctl -w net.ipvd. ip_forwar
et . ipva. ip_foruard = 1
rootaled:“# cat /proc/sys/net, ipvas ip_foruard
cat: /proc/sys/net, ipvd/in_forward: No such file or directary
rootaled:“# cat /proc/sys/net/ipyes ip_foruard
i
rootaled:~#
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created sunlink '/etc/sustend/sustem/sssd.service.uants/sssd-sudo.socket ' - '/usr/1ib/systend/systen/sssd-sudo. socket
created sumlink '/etc/systemd/sustem/multi-user.target.wantss/sssd.service’ -+ '/usr/lib/systend/sustem/sssd.service’
sssd-autofs.service is a disabled or a static unit, not starting it
sssd-nss.service is a disabled or a static unit, not starting it
fsssd-pan. service is a disabled or a static unit, not starting it
sssd-ssh.service is a disabled or a static unit, not starting it
sssd-sudn. service is a disabled or a static unit, not starting it
Could not execute systemctl: at /usr/hin/deb-sustemd-invoke line 148
setting up sssd-proxy (2.10.1-24b1
fsetting up sssd-dbus (2.10.1-2+b1
fsssd-ifp.service is a disabled or a static unit, not starting it
setting up sssd-ad-common (2.10.1-2+b1.
created sumlink '/etc/systemd/sustem/sssd.service.uants/sssd-pac.socket' » '/usr/1ib/sustemd/systen/sssd-pac.socket'
sssd-pac.service is a disabled or a static unit, not starting it
Could not execute systenctl: at /usr/bin/deb-sustemd-invoke line 148
up sssd-krbS-common (2.10.1-24b1) .
up sanba-comnon-bin (2:4.22.10+dfsg-0+deb13ul
up sssd-krbS (2.10.1-2+b1.
up sssd-1dap (2.10.1-2+b1
sssd-ad (2.10.1-2+b1
sssd-taols (2.10.1-2+b1
sssd-ipa (2.10.1-2+h1
sssd (2.10.1-2+b1
triggers for libc-bin (2.41-12+deb13us:
triggers for systemd (257.13-1°deb13ul
triggers for man-db (2.13.1-1
triggers for dbus (1.16.2-2)
triggers for sgml-base (1.31+nnul
polkitd (126-2)
Creating group 'polkitd’ with GID 989
creating user 'polkitd’ (User for polkitd) with UID 989 and GID 983
setting up packagekit (1.3.1-1+debl3ul
created sunlink '/etc/sustend/user/sockets. target.uants/pk-deboonf-helper.socket' - '/usr/lib/systend/user/pk-debconf -helper. socket '
fsetting up packagekit-tools (1.3.1-1+deb13ut
Processing triggers for oddjob (8.34.7-2.1
rootaled:“# realm discover steve.acca
steve.acca
tupe: kerberos
realn-nane: STEVE.ACCA
donain-name: steve.acca
configured: no
server-softuare: active-directory
client-softuare: sssd
required-package: sssd-tools
recuired-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
reguired-package: samba-common-bin
ootalcd:#
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