
RESEARCH AND CASE          SCENARIO IN DATA SECURITY AND COMPLIANCE             ACCA5034
Benjamin Gaylard 2003557



 

[image: Text

Description automatically generated]

1. [bookmark: _Toc120804374][bookmark: _Hlk120549722]
2. Introduction

2.1. [bookmark: _Toc120804375]What is Information Security?
Information security which could be also known as InfoSec covers the processes in which organisations use to protect their data. This includes policy settings that prevent unauthorized people from accessing their organisations data or their employee’s data such as personal information (Name, employee id) [1].

Information security protects sensitive information from unauthorized people, which includes inspection, modification, recording, and any disruption or destruction. The goal is to ensure the safety and privacy of critical data for example if a bank holds customer account details, financial data. 

Attacks on an organisation can have different consequences which involve theft of private information, data tampering and data deletion. Attacks can also affect the way work processes and the reputation of the organisation. 
 
2.2. [bookmark: _Toc120804376]Principles of Information Security
[image: ]There are three basic principles that should be applied to information security which include confidentiality, integrity, and availability. This is known as the CIA Triad as shown in figure 1. 
[bookmark: _Toc120713243]Figure 1- The CIA Triad [7]

2.2.1. [bookmark: _Toc120804377]Confidentiality
The secrecy of data and information is manifested by limiting access to only authorised individuals. The following are some of the most commonly utilised security mechanisms for maintaining confidentiality: Data and information are classified according to their importance (measured as the impact that information disclosure has on the organisation), on several levels ranging from public to top secret; employees are given authorizations and access rights based on the nature of their job, competences, and the level of classification of the data and information they work with; and the laws in force specific to the organization's field of activity (for example, the law on commercial confidentiality) [2].

2.2.2. [bookmark: _Toc120804378]Integrity
Consistency comprises safeguarding against unauthorised data changes (additions, removals, revisions). The notion of integrity assures that data is accurate and dependable, and that it is not incorrectly updated, whether mistakenly or deliberately [3].

2.2.3. [bookmark: _Toc120804379]Availability
Availability is ensuring that authorised employees have consistent access to information. Data must be kept in a logical yet safe way in order to be easily accessed. High availability speeds up business processing, which benefits your organisation in the long run. Every user is responsible for filing desktop documents in a way that makes them easy to find in the future. Paper copies, too, should be filed securely and not left lying around [4]. 

3. [bookmark: _Toc120804380]Physical security

3.1. [bookmark: _Toc120804381]What is physical security?
The centre for development of security excellence describes physical security as the protection of personal, hardware, software, network, and data which has happened from and physical action or events which results in serious loss and or damage to yourself or a company [5]. 

Some examples which you can protect from are; fire, flood, other natural disasters, burglary, theft, and terrorism [5].   

Parker [6] explains the main sources of Physical Loss which include; 

1. The difference in temperature for example hot to cold or cold to hot
2. Different types of gases such as Carbon monoxide poisoning for example
3. Liquids damages such as water
4. Living organisms which include different viruses i.e., Covid-19
5. Projectiles: tangible objects in motion, powered objects
6. Different types of movements which include collapses
7. Energy incidents such as electrical surge or failure [6]

3.2. [bookmark: _Toc120804382]Physical Security Control Measures
[image: ]Whitman [7] points out that some of the main control measures that an organisation could implement are shown in figure 2: [bookmark: _Toc120713244]Figure 2 - Physical Security Controls Measures [31]


1. Walls, fencing, and gates
2. Guards and dogs 
3. ID cards and badges 
4. Locks and keys 
5. Electronic monitoring 
6. Computer rooms and wiring closets 

3.2.1. [bookmark: _Toc120804383]Walls, fencing, and gates
Walls, fences, and gates are some of the oldest and most dependable components of physical protection. Even while not every firm must establish exterior perimeter controls, walls and fences with appropriate gates are a crucial place to start when workers need access to real estate that the company owns or manages [7].

These kinds of barriers range from imposing concrete or masonry barriers built to withstand the blast of a vehicle bomb to chain-link or privacy fences that regulate parking or strolling areas in terms of both look and function. To guarantee that each outside perimeter control satisfies security objectives and creates a professional image for the firm, competent planning is necessary [7].

3.2.2. [bookmark: _Toc120804384]Guards and dogs 
Unless they are configured to respond to certain inputs, such as opening for a person who has the right key, controls like fences and walls with gates are static and hence unresponsive to actions. On the other hand, guards have the ability to assess each circumstance as it occurs and respond in a rational manner. Standard operating procedures (SOPs) that are easy to understand assist the majority of guards respond quickly to new circumstances. In addition to their expensive cost, human guards have other drawbacks include their propensity for boredom and distraction, which makes administration of guard supervision and oversight a problem [8].

Examples of how guards might enhance physical security are:
· By keeping track of who enters and exits a facility, security officers that specialise in building security can increase physical security. This is crucial for a building's security since the guards will keep an eye out for any suspicious activity and ensure that everyone entering the structure has legitimate justifications for doing so [9].
· While security officers who work in event security will contribute to increased physical security since they are in charge of everyone there, security officers will make guests and other workers feel more at ease by using their customer service abilities [9].

If dogs are properly included into the strategy and handled, they may be a crucial component of physical security for a company that is protecting precious resources. Guard dogs are helpful because they may be placed in danger when necessary to prevent putting a person's life in danger and because they have acute senses of smell and hearing that enable them to detect incursions that human guards cannot [7].[bookmark: _Toc120713245]Figure 3 - Tailgating [7]


3.2.3. [bookmark: _Toc120804385]ID cards and badges 
An identity (ID) badging system is built at a facility to offer a way of identifying employees who are permitted to access the premises, whether for the outer or inner rings. To help with the management and flow of staff operations into and out of a facility, the ID system enables personal recognition and the usage of secure ID cards or badges. Standard and security ID cards are the two available varieties. Standard ID cards provide access to unrestricted places and don't require security clearance. Personnel needing access to restricted locations are given security ID cards or badges. Each sort of card or badge should have a straightforward design for monitoring security staff to quickly identify and control [10].

3.2.3.1. [bookmark: _Toc120804386]Tailgating 
Tailgating is when you are so near to someone as they enter a building that you can enter straight behind them without using a key, a card, or any other security mechanism [11]. See figure 3 for an example of what is meant by tailgating. To prevent this from happening the company could in install mantraps or turnstiles. 
[image: ]
3.2.3.2. [bookmark: _Toc120804387]Mantraps 
Mantraps can give an extra layer of protection at the entry to high-risk zones. Using access control cards, the outermost door may be opened inward. However, security officers from within a room may only open the inner door inward and the outside door outward. As a result, an attacker who got past the outer door using fake identity would be imprisoned in front of the inner door. Mantraps in very sensitive places require a biometric measure, like as fingerprints linked with the weight of the individual entering the facility [12].

3.2.3.3. [bookmark: _Toc120804388]Turnstiles 
Turnstiles reduce everyday piggybacking or tailgating by requiring individuals to walk through the turnstile one at a time. Turnstiles cannot be used as outer-wall perimeter devices unless they are enclosed to ensure environmental continuity throughout the structure (i.e., heat and air conditioning) [12].
Optical turnstiles interact with users through visual and auditory annunciation. Detection, scanning, and control electronics housed within the company ensure that only one user per valid access card presented is permitted entrance, eliminating tailgating. Any attempt to enter without a valid card triggers an alert replay output, which can cause any variety of reactions to restrict further access. These measures includes notifying security workers, switching CCTV cameras, and shutting down internal doors and elevators [12].

3.2.4. [bookmark: _Toc120804389]Locks and keys 
The most frequently accepted and utilised security measure for securing buildings, sensitive information, and property is locks. When not in use, all containers, rooms, and facilities must be locked. Locks, regardless of their value or quality, are solely thought of as delay mechanisms. All locks can be broken open with force and the right equipment, although some need a lot of effort and skilled manipulation to unlock. Locks should never be regarded as a standalone security measure [13].
In particular, locks are made to:
· Limit the number of possible entry and exit points. 
· Prevent unauthorised personnel from entering restricted areas.
· Limit access to assets inside regions to persons with a valid need.
Security keys can be mechanical and electrically operated, and they can be used with key cards and other uncommon locking mechanisms. Administrative or privacy lock keys for factory-installed filing cabinet locks, desk locks, toolbox locks, etc. are not included in security keys. A stringent key control programme must be created, put into place, and successfully maintained in order to assure ongoing responsibility of security keys because keys are readily lost or copied [14].
3.2.5. [bookmark: _Toc120804390]Electronic monitoring 
Electronic surveillance system can report activities that guards, and puppies may miss, and are beneficial in regions in which different varieties of bodily tests are impractical  [7].
You may not be aware, but many of you are exposed to video surveillance cameras hidden in silvery orbs mounted on the ceilings of many retail stores [7].
These cameras are equipped with video cassette recorders (VCRs) and related equipment.
Electronic surveillance includes CCT (Closed Circuit Television) systems.  [7].
Some CCT systems collect a constant video feed, while others rotate the input from multiple cameras to scan each area in turn. These video surveillance systems have drawbacks. In most cases they are passive and do not interfere with access or prohibited activities. Another drawback is that there are few intelligent systems that can reliably evaluate video feeds, and they are prohibitively expensive, requiring the user to view the video output. To determine whether unauthorized activity has taken place, security personnel must constantly review information in real time or review information collected by video recording. For this reason, CCT is often used as post-breach evidence rather than as a detection tool. with high security, however, areas such as banks, casinos, and shopping malls are monitored by security guards. The CCT system is constantly looking for suspicious activity [7].
3.2.6. [bookmark: _Toc120804391]Computer rooms and wiring closets 
 



4. [bookmark: _Toc120804392]Conclusion 
Organisational information security is critical. All data maintained in the organisation should be kept safe. Data security will be described as the protection of data against viral threats. Information security is crucial in the company because it protects secret information, allows the organisation to function, and also ensures the safe functioning of applications built on the organization's Information Technology system. Even though information is critical in organisations, there are various barriers to  protecting and managing information. One of the issues that a business has is a lack of knowledge about the importance of information security. When workers lack information security awareness in terms of protecting their information, the organisation is vulnerable to assaults by hackers or other threats attempting to steal or get secret information from the firm. As a result, it is critical for all employees in a business to understand the necessity of information security practises in order to preserve private data.




5. Task 2 - Case study

6. Policies and Procedures

6.1. What Policies and Procedures?
IT rules and methods set up hints for the usage of statistics generation inside an organization. In short, it explains what is expected of everyone when using company assets. Strong policies and procedures can incorporate consistent, effective, and efficient actions. Documented policies and procedures not only help combat security threats by providing proper awareness, but they can also define how technology is integrated and managed in an organization's environment [15].

6.2. What Is the Difference Between Policies and Procedures?
	Policies
	Procedures

	· Policies are general guidelines for an organization's IT planning. 
· They provide the parameters for decision making. However, it does not focus on implementation details. 
· The policy is primarily focused on communicating the organizational values, culture, and philosophy related to IT. 
· A good policy describes the rules and presents them in a logical framework. [16]
	· The steps outline the step-by-step implementation of various tasks. 
· From start to finish, this procedure shows you what actions to take in your particular situation. 
· The procedure allows you to get the desired result. 
· For example, the Employee Onboarding Checklist provides a list of specific tasks for onboarding a new employee. 
· In other words, we offer a step-by-step onboarding process. [16]



6.3. Why Is It Important to Have Policies and Procedures?
Both policies and procedures are necessary for an organisation to succeed in a competitive environment. IT policies and procedures guide an organisation on various aspects of proper IT implementation. It also brings consistency to organisational processes. Consistent IT policies help you better serve your customers and strengthen your brand reputation [15].

6.4. What Are the Benefits of Policies and Procedures?
6.4.1. Adherence to Compliance
Every industry has its own data laws and regulations that govern the handling and use of customer data. In addition, each region has its own compliance regulations when it comes to data protection. Standardised IT policies and procedures make it easy to meet these compliance regulations and ensure industry best practices [15].
6.4.2. Internal Process Improvement
Strong policies and guidelines help improve internal processes. As your organisation grows, policies that once applied may no longer apply. By constantly reviewing and updating our policies and procedures, we can ensure the efficiency of our internal processes and deliver value to our customers. Policies can also be used to ensure consistent service delivery, improve employee knowledge, and set clear employee expectations for specific tasks [15].
6.4.3. Overcome Issues and Crises
Clear policies and procedures help prevent workplace safety incidents. There are clear guidelines on what actions to take, even when unavoidable situations arise. Well-written policies for incident response, customer service, data backup, etc. can reduce reputational damage if something goes wrong [15].
6.5. What Policies Should an IT Department Have?

	Asset Management Policies

	These policies describe policies that are enforced in relation to IT assets within an organization. There must be a specific protocol for what types of assets are allowed for a particular task.

	Software Management Policies
	These guidelines help companies manage their software tools effectively. From providing a list of certified tools to automating software, you need comprehensive guidelines outlining proper software usage.

	Security Policies

	IT security includes many aspects such as information security, password management, remote access, and security training.

	Emergency Response Policies

	How you respond to security incidents can make or break your business. You need policies for incident response, business continuity and disaster recovery, data recovery, and data encryption. A strong incident response plan can help mitigate the damage of a breach and get your business back on track quickly.

	Employment Policies

	Specific policies should be designed and implemented for people working in the IT department. Most importantly, set clear expectations about what you need to accomplish in a particular job role. Appropriate policies should be established regarding regular training, responsibilities, access to critical information, performance, etc. This helps manage the day-to-day performance expectations of employees.




7. Data Protection Compliance

7.1. What Is the General Data Protection Regulation (GDPR)?
The General Data Protection Regulation (GDPR) is a law passed by the European Union in April 2016 and came into force in 2018 [17].
It replaces the previous law, the Privacy Policy, and was created to regulate how businesses process and use personal information collected from consumers online. There are also rules about how information is moved, whether partially or fully automated [17].
The law makes it harder for businesses to use misleading or ambiguous language to mislead consumers when they visit their website. It also guarantees:
1. Website visitors are informed about the data collected.
2. Visitors expressly consent to the collection of this [18] information by clicking a button or taking any other action.
3. The site would notify visitors in a timely manner if personal information held by the site is compromised Four. 
4. There is a mandatory assessment of website data security.
5. Should a dedicated Data Protection Officer (DPO) be hired, or can an existing member of her staff perform this role? [17]
7.2. What are the principles?
The GDPR has seven key principles:
1. Legality, fairness, and transparency 
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Five. memory limit
6. Integrity and Confidentiality (Security)
7. Accountability [19]
7.3. Why are the principles important?
Adherence to the spirit of these key principles is therefore a fundamental building block of good data protection practices. This is also key to complying with the detailed provisions of the UK GDPR.
Failure to follow the principles can result in significant fines. Article 83(5)(a) states that violations of the basic principles of processing personal data are subject to the highest level of fines. This could mean fines of up to £17.5m or 4% of global annual turnover, whichever is greater [20, 21].


8. Security standards

8.1. What is an information security standard?
Safety standards can be defined as a set of product or process rules that ensure consistency, accountability, and efficiency. Just as guidelines regulate people's behaviour, standards are meant to provide a repeatable set of behaviours. Use of documented standards may be based on compliance and best practices. This allows organizations to make objective decisions about implementing security devices [22].

Without standards, it is difficult to consistently define a process for where and why to install security devices. As a result, many security technology adoption and implementation decisions are simply based on budget and incident response. This passive response makes it nearly impossible to defend against inadvertent security breaches from a "standard of care" standpoint. There are two questions that must be met. The first is, “Is the implementation of electronic security devices consistent?” The second is, “Can we clarify our position on their use?” Security standards also facilitate the sharing of knowledge and best practices to do. They help ensure a common understanding of concepts, terms, and definitions, thereby preventing errors [22].
8.2. What are popular ISO standards? 
Some of the most common ISO standards are:
	ISO/IEC 27000
	These protection requirements outline a six-step procedure for growing and enforcing data protection rules and processes.

	ISO/IEC 17799
	This security management standard specifies over 100 best practices for business continuity, access control, asset management, and more.

	ISO/IEC 20000
	This ISO standard creates technical specifications and codifies best practices for IT service management.

	ISO/IEC 12207
	This ISO popular creates a constant lifecycle control technique for all software.

	ISO 9000
	This set of standards defines how organisations establish and maintain effective quality assurance systems for manufacturing and service industries [23] [24].



8.3. What are NIST Security Standards
The National Institute of Standards and Technology (NIST) is a government agency under the US Department of Commerce responsible for setting standards of many kinds, including safety standards [25].









8.4. Different types of NIST Security Standards 

	NIST 800-53
	The National Institute of Standards and Technology created the NIST 800-53 standard and compliance framework for cybersecurity. An ongoing framework seeks to dynamically evolve standards, controls, and valuations based on risk, cost-effectiveness, and capability.

The NIST 800-53 Framework provides a foundation of guiding components, strategies, systems, and controls that can neutrally support the cybersecurity needs and priorities of any organisation. [26]

	NIST 800-171
	The NIST 800-171 document specifies how government contractors and subcontractors maintain controlled unclassified information (CUI). It also covers non-federal information systems and organisations. [26]

	FIPS 140-2
	Federal Information Processing Standard 140-2 (FIPS 140-2) is an information technology security certification process that validates that private sector cryptographic modules meet well-defined security standards. [26]





9. Contingencies Planning

9.1. What is contingency planning? 
An information systems contingency plan refers to a coordinated strategy that includes plans, procedures, and technical measures that enable recovery of information systems, operations, and data after a disruption. A contingency plan typically includes one or more of the following approaches for restoring interrupted service: [27]
· Restoration of information systems by alternative facilities.
· Execute some or all of the affected business processes using alternative (manual) processing methods (generally acceptable only for short-term disruptions).
· Restoring information system operations to an alternate location (generally acceptable only for long-term disruptions or disruptions that physically affect the facility). When
· Implement appropriate contingency plans based on the information system's security impact level.

9.2. 7 steps of a contingency plan
The Contingency Planning Standard provides a framework and structure for plan planning and development. A plan structure is a repeatable format that simplifies the development of contingency plans and other plans [28].
A general IT contingency planning model is defined in NIST SP 800-34 Rev. 1 (2010), Contingency Planning Guide for Federal Information Systems. contains the following seven steps:
1. Contingency Planning Policy Statement. This policy provides an overview and approval for developing a contingency plan. [28]
2. Business Impact Analysis. BIA identifies and prioritises systems critical to an organisation's business function. [28]
3. preventive controls. Preventative measures to prevent system failures and disruptions ensure system availability and reduce costs associated with emergency response and lifecycle.
4. Emergency strategies. A well-thought-out recovery strategy ensures a quick and complete recovery after a system disruption. [28]
5. Contingency Plan. This is the action plan. It contains instructions and procedures for dealing with damaged or unusable systems. These detailed plans are tailored to your system's security impact level and recovery needs. [28]
6. Testing, Training, and Exercises. Plan testing validates recovery capabilities, training prepares recovery personnel to execute the plan, and plan execution identifies gaps in the plan. Together, these activities ensure planning effectiveness and overall organizational readiness. [28]
7. Plan maintenance. This plan should be updated regularly to keep it current with system improvements and organisational changes. [28]
8. 

10. Governance and Strategic Planning  for Security

10.1. What is security governance?
Organizations typically appoint a governing body to oversee the governance plan and its processes and procedures by ensuring that all organizational structures are in place for data accuracy and security. An effective governance plan streamlines IT planning [29].

Forrester Research recommends the following approach to IT planning:
	Planning tools:
	Enable business planners to access her inventory of software application data such as cost, lifecycle, and end-user data.


	Ability Cards:

	Create a roadmap by linking IT capabilities to critical IT-enabled business processes.


	Gap analysis tools:

	Gather data related to future business capabilities driven by business strategy to identify areas where IT capabilities need to be developed, improved, or reduced. 


	Modelling and analysis tools:

	Create different plans and weigh the pros, cons, and risks to enable clear IT communication and holistic planning.


	Reporting tools:

	Report the results of the planning team. An identified software application with redundant functionality that justifies IT's decision.







11. Risk Management

11.1. What Is Information’s Security Risk Management?
Information Security Risk Management (ISRM) is the process of identifying, evaluating, and controlling risks associated with information systems. This includes identifying threats, assessing risks (likelihood and impact), and implementing controls to mitigate risks [30].
Information security risk management is important because it helps identify vulnerabilities that can lead to data breaches and other security incidents. It also helps prioritize the severity of each vulnerability based on likelihood and impact.
Risks to information assets include:
· Loss of confidentiality due to unauthorized disclosure of confidential data or information.
· Loss of integrity due to unauthorized modification or destruction of confidential data or information.
· Loss of availability due to interruption of access to or use of systems or data.
· Unauthorized use of information systems for unintended purposes. For example, sending spam email messages from hijacked accounts.
11.2. What are the three main aspects of information security risk management?
The 3 major factors of data safety hazard control are proven withinside the desk below.
	Risk assessment
	· The first step in risk management is conducting a risk assessment. 
· This process of assessing the level of risk for a particular task or event is critical in determining whether an organisation should take action.

	Risk mitigation
	· The second step in this process is to mitigate the risks identified during the assessment. 
· This can be done in various ways. 
· By adding encryption or a firewall.

	Risk acceptance
	· The final step in this process is accepting some risks and not taking action.



11.3. The different types of information security risks
Information security risks are a common problem in today's digital world. There are many types of information security risks, all of which fall into her two categories:
	Internal
	External


	· Internal information security risks, on the other hand, originate from within the organization. Imagine someone robbing your business.

	· External information security risks arise when hackers or other malicious attackers compromise an organisation's defences from the outside. 
· Think of this as breaking down your front door and stealing your belongings. 




11.4. What are the most important aspects of information security criteria?
The fundamental objective of knowledge security is that the balanced protection of information confidentiality, integrity, and convenience (also called the independent agency triad), whereas retentive attention on effective policy execution, all while not intrusive with organisational productivity.
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