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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES            
In this module, you learnt about ethical hacking and countermeasures, security policy and security management et al which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lectures, labs carried and as well as conduct research using text books, library databases, and/or the Internet to do the following research tasks and case studies:

Task 1:
1. As a research task please find out the following on the ISO 27000 framework:
· What is it?
· How many parts is it composed of?
· What is the role of an Information Security Management System (ISMS)?
· How does an ISP support an ISMS?
· Discuss how organization can benefit from this universal framework.
· [bookmark: _GoBack]Explain the purpose of any other 

2. There are a number of Security Testing Methodologies, compare and evaluate the examples below in figure 1. How will countries and organizations benefit from the use of these methodologies?
[image: ]
Figure 1: Examples of Security testing Methodologies



Task 2:
One of the first malicious worm that was intended to target programmable logic control was Stuxnet. Carryout research about this worm:
· When was it discovered
· What kind of systems does it target?
· Who created it?
· What was it used for?
If the code can be made public, do you believe an enhancement of it could have it work on any operating system? Do you believe it can be modified to infect target system without first initiated by the use of removable USB flash drives but through email or other sources such as steganography?  Give and justify your reasoning.

Case 1:
Defending network against Hacker Threats
After a security breach in which important corporate secrets were lost, the Campbell Downes Sedigh Corporation hired you to conduct a security test and offer recommendations for preventing future attacks.  Computer forensics specialist Vignesh has informed you that the hackers got in by compromising a Web site many employees visit; the attack installed Trojan code on users’ workstations by using a dive-by download.  The company’s antivirus software didn’t detect the code on the workstations so the attackers were able to launch reverse Telnet command shells and upload confidential documents to hacker controlled Web sites. To do this they used a port that allowed outbound HTTPS traffic through the company firewall.
a. Based on this information, write a brief report on your recommendations for configuring or revamping the network to defend against these types of threats.  The report should give specific examples of how to secure the network, but not rely on a single type of network protection system, and make hardware recommendations, if needed.
b. After conducting a thorough security test on the Campbell Downes Sedigh network, you identified several intrusion attempts from sources over the Internet.  The hacker haven’t gained access to the internal network yet, but you are concerned that its only a matter of time before the attempts become successful.
i. Write a short report describing what can be done to attract intruders and keep them connected to the network long enough to trace their movements.  The report should discuss pros and cons of using the strategy and mention any legal issues the company might face.

Case 2:
1. Imagine you are working on the security team of a small company and you realize that an unauthoriised system has successfully connected to the wireless access point. All you know at the outset is the IP address of the wireless system.  Figure 2 shows the network diagram. 
[image: ]Figure 2: Wireless Intrusion network diagram

You have used the Paros session tool to collect session data on all interface of the firewall/gateway.  The session Data from the Wireless Segment is given below. The new IP address which appears from the scan result is in bold. 
[image: ]
Figure 3: Session Data from the Wireless Segment
Session Data from the Wireless Segment

a. Examine the Paros data and state if you can track the Attackers movement.
b. Can you determine what the attacker use to make the connections?
c. Were you able to track the attacker throughout the network?
d. From the scan data explain what the attacker is doing, you should explain ports the attacker visit and time spent.

Case 3:
You are the Security professional for a company, you have used Nmap to scan the company network and obtain the scan result shown in figure 1. 
Analyse the output and describe what services are running and what security implications these may have for this particular network.


[image: nmap scan]
Figure 4: Output of Scanning Tool


Work in groups of two or three, Do a PowerPoint and present your findings & understanding to the class. 
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Security Testir%g Methodology

Examplos Security Testing Methodologies

The Open Web Application Security Project (OWASP) is an open-source application security project
OWASP that assist the organizations to purchase, develop and maintain software tools, software applications,
and knowledge-based documentation for Web application security
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Open Source Security Testing Methodology Manual (0SSTMM) is a peer-reviewed methodology for
performing high quality security tests such as methodology tests: data controls, fraud and social
engineering control levels, computer networks, wireless devices, mobile devices, physical security
access controls and various security processes

Information Systems Security Assessment Framework (ISSAF) is an open source project aimed to
provide a security assistance for professionals. The mission of ISSAF is to “research, develop, publish,
and promote a complete and practical generally accepted information systems security assessment
framework”

ISSAF

Eul;.r""e" LPT Methodology is a industry accepted comprehensive information system security auditing
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C:\nmap-3.75>nmap 192.167.8.2

Starting nnap 3.75 ¢ https//umn. insooure.org/nap > at 2083-11-18 12:18 GHT Scan)
Interesting ports on CONTROLLERi (192.167.8.2>:
CThe 1646 ports scanned but not shoun below are in state: closed>
[PORT STATE SERVICE

[25/tcp  open  smtp

42/tcp  open nameserver

53/tcp  open domain

[86/tcp  open http

88/ccp  open kerberos—sec

[18/tcp open pop3

[135/€cp open msrpe

[139/ccp open netbios-ssn

[389/ccp open 1dap

[345/6cp open microsoft—ds

464/ccp open  kpassuds

[593/tcp open http-rpc-epnap

636/tcp open 1dapssl

1025 /tcp open  NFS—or-118

027/ tcp open 118

[3263/tcp open globalcatLDAP

269 /tcp open _globalcatLDAPssl

[MAC Address: 80:@B:CD:4A:BA:78 (Compag CHPY>

[Nnap run completed — 1 IP address <1 host up> scanned in 1.688 seconds
C:\nmap-3.75>_
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