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Purpose of this Activity
Activity 1 establishes the authorised virtual laboratory used throughout the module. You will import and start the supplied virtual machines, validate the network configuration, establish a security-focused testing workstation, record baseline evidence and create snapshots before later security testing begins.
Learning Outcomes
Import and start the supplied virtual machines safely.
Verify IP addressing, routing and basic connectivity against the supplied topology.
Configure a security-focused operating system (for example Kali Linux) for authorised testing within the Swansea network.
Capture clear baseline evidence and record any deviations or troubleshooting undertaken.
Create VM snapshots so that the environment can be restored before/after later practical activities.
Authorised Use and Ethical Boundaries
IMPORTANT – AUTHORISED LAB ENVIRONMENT ONLY. The techniques and tools used in ACCB6000 must be applied only to systems and targets that are explicitly authorised for the module. Do not scan, probe, exploit or otherwise test external or third-party systems unless you have explicit written authorisation defining the scope and permitted activity. If you are uncertain whether a target is in scope, stop and ask the lecturer before proceeding.
The laboratory may intentionally contain insecure or legacy configurations for learning purposes. These settings are not recommendations for production systems.
Before You Begin – Checklist
☐ I have access to the supplied OVA/VM files.
☐ My virtualisation platform is installed and working.
☐ I have the current lab topology available.
☐ I understand which systems are authorised targets.
☐ I have sufficient storage/RAM to run the required VMs.
Lab Topology and Address Record
Use the topology supplied by the lecturer. Record the addresses actually observed in your environment; do not assume they match another student’s configuration.
	System / VM
	Role
	Network
	IP Address
	Connectivity Verified?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Part 1 – Import, Start and Validate the Network
Step 1. Import and power on the virtual machines
Import the supplied OVA/VM files into the approved virtualisation platform and power on the systems required for the topology. ClientL1 may be omitted if advised by the lecturer; ClientS1 can be used for client-side testing.
Step 2. Verify addressing and adapters
Use the following commands/tools as appropriate:
ipconfig / ip addr – Display IP configuration
ncpa.cpl – Inspect Windows network adapters
route print / ip route – Inspect routing information
ping <IP address> – Test basic reachability
Step 3. Test connectivity
Test connectivity between the systems expected to communicate according to the topology. Record the result and any troubleshooting performed.
	Source
	Destination
	Test
	Result
	Interpretation / Action

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Checkpoint 1 – Evidence to Capture
☐ Screenshot showing the IP configuration of each required VM.
☐ Evidence of successful/failed connectivity tests.
☐ Any routing or adapter settings changed during troubleshooting.
☐ A short note explaining what the evidence demonstrates.
Step 4. Create a baseline snapshot
Create a snapshot of each relevant VM once the baseline configuration has been verified. Use a clear naming convention, for example: ACCB6000_A1_Baseline_<VMName>_<Date>.
Part 2 – Configure the Security-Focused Testing OS
The inherited activity uses Kali Linux as the example. Another security-focused OS may be used if approved and if it supports the later activities.
1. Install/import the security-focused OS in the virtualisation platform.
2. Connect it to the Swansea lab network.
3. Assign an appropriate address consistent with the authorised lab design.
4. Verify that it can reach the Swansea systems and, where the topology permits, the London network.
5. Record the final configuration and create a snapshot.
Security OS Configuration Record
	OS / Version
	

	IP Address
	

	Subnet / Prefix
	

	Default Gateway
	

	Snapshot Name
	


Checkpoint 2 – Professional Evidence Record
	Evidence Item
	What It Shows
	Issue / Observation
	Action Taken

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Troubleshooting Notes
If your observed result differs from the expected topology, record the symptom, likely cause, action taken and outcome before changing multiple settings at once.
	Symptom
	Likely Cause
	Action
	Outcome

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Reflection / Exit Check
Why is a baseline snapshot important before security testing begins?
Response: ____________________________________________________________________________
What evidence confirms that your testing OS is correctly connected to the authorised lab network?
Response: ____________________________________________________________________________
Which lab settings are intentionally insecure, and why should they not be copied into a production environment?
Response: ____________________________________________________________________________
If you discover a system that is reachable but not listed in the authorised topology/scope, what should you do?
Response: ____________________________________________________________________________
Lecturer Verification (optional)
	Environment checked by
	

	Date
	

	Notes / actions before Activity 2
	


Reference / Resource
Original ACCB6000 Activity 1 – Getting Ready (2025), UWTSD internal teaching resource. Any current VM download/setup links should be confirmed by the lecturer before publication on the VLE.
Activity 1 – Getting Ready | Editable lecturer/student lab version
