Ransomware and CryptoWall Malware Report







This report has been created to assist in educating those in small businesses on the dangers of ransomware and the available prevention methods that can be utilised in order to safeguard data.
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1. Introduction
This is a report that has been created with the aim of detailing what ransomware is, how it operates, and how you can prevent yourself from becoming a victim. Also, the report will be looking into the specific example of CryptoWall malware and how this can be countered. The information in this report is intended to be used with the aim of preventing malware related data breaches within small companies and so some of the strategies will be aimed at a workplace level of protection. However, that is not to say that this information cannot be used to assist in protecting you own personal data.

2. Definitions
Here are some definitions of common terms in this topic that have been listed here in order to make understanding the information about ransomware more convenient.

· Malware – also known as malicious software, this word encompasses any kind of program or file that can be harmful to a computer. [1]
· RSA encryption – an encryption method that utilises an algorithm in order to protect data. Due to the nature of the encryption it is almost impossible to decrypt without the encryption key. [2]
· Ransomware – A type of malware that encrypts your personal data files and prevents you from accessing them. You are then ordered to pay a ransom in order to receive a key to then access your files. Hence the name ransomware. [1]
· Data – Information stored on a computing device. This can be documents, photos, programs etc. [2]
· Volume Shadow Files – a point-in-time copy of data created by a shadow copy framework that can allow you to recover data should it be lost. [3]

3. Ransomware – The Facts and Figures
Out of the data breaches analysed by the Verizon for its 2019 report, 
· 43% of breaches targeted small businesses
· 28% of attacks involved malware
· Of all the malware attacks about 30% were ransomware attacks
All statistics taken from the Verizon 2019 report [5]

4. How it Works
The main principal behind ransomware extortion is that the malware program infects your computer and lays under the radar scanning your personal files. I.e. files that you have created yourself (photos, documents etc.) It then encrypts these files so that you cannot access them. When the files have all been encrypted a message will pop up with instructions on how to pay a ransom in order to gain a key with which you can unlock your files. Ransom values tend to vary between “$500-1000” [3] [6]. However, paying the ransom is not a guarantee that you will receive a key. As you can see, this type of malware can be either extremely frustrating, to potentially crippling, depending on what files are lost to the encryption.
5. Contagion
Ransomware viruses are spread throughout the web and are commonly contracted by people clicking on links in phishing emails and malicious ads on websites. These links will contain the virus code that can then inject itself into your system and begin to analyse and encrypt your personal files.  
They are distributed within phishing emails as “zip attachments disguised as pdf files” [3] People unwittingly click on these and give the virus access to the system.

6. CryptoWall
CryptoWall is a specific variant of ransomware. It is a virus that has been in use since 2014 and has been altered and upgraded over time in order to improve its effectiveness at detecting and encrypting your files. 
However, CryptoWall is considered especially dangerous as it “deletes shadow volume copies of your files - making it difficult (or in some cases impossible) to restore your data.” [6]

7. Prevention and Recovery
There are several techniques that you can use to prevent your systems from becoming infected with ransomware, here are some suggestions:
· Setting software restriction policies
· Keeping devices updated to the latest versions to reduce system weaknesses
· Using good anti-virus software to help scan your system to detect viruses
· Implement a firewall
· Learn how to browse the web safely and be aware of phishing emails/malicious ads.
· Create a backup strategy that can provide some insurance should your files become encrypted. 
· For small businesses you can also implement a least privilege model to reduce the risk of multiple files becoming encrypted in the event of a malware attack on a certain device. [6]
As for retrieving your files should you fall victim to a ransomware attack there are a few things you can try. These include methods such as using “safely backed up files to restore your data, using file recovery software, using shadow volume copies, or restoring drop box folders.” [3]

As for paying the ransom, this is not an advisable solution to recover your encrypted files. Statistically “only 19% of people who pay the ransom receive a key to recover their files.” [6] 
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