[bookmark: _GoBack]Security Worksheet 2 - First Steps:  Network Scanning
Any attempt at penetration testing is dependent on knowing who and what is available on the network.  The commonly used tool for this is nmap, although there are (as always with Kali Linux) a number of other options in the “Network Scanners” list.
Simple Port Scanning
This aims to identify possible targets on the subnet.  In effect, we are pinging each address in turn and seeking a response.
$ nmap –sL 192.168.1.0/24
(Check all addresses in the range 192.168.1.0 to 1.256)
There are a number of options with this (see http://nmap.org/book/man-host-discovery.html for more information).   For example, we can choose to ping with a TCP syn request.
O/S fingerprinting and version detection
There are various scanning techniques to look for open/closed or filtered/unfiltered TCP and UDP ports.  It is also useful to identify the remote operating system the target server is running.
This uses the nmap –O option.  Try targeting your virtual server’s IP address.
-O:
e.g. Operating System Fingerprinting
$ sudo nmap –vv –O 192.168.1.102
(The address here is my DNS server address.  Make sure you use your own DNS server address when trying this!)
This will tell you (best effort) the remote operating system version. It requires the server to have at least one open and one close TCP port at the point of scanning.  Without this, this sequence won’t work.
It is worth noting that this activity is readily identifiable from the TCP logs – obviously not a problem for ethical penetration testing.  Think how the activities would appear in system logs.
Using nmap unannounced is likely to get you evicted from most managed systems very quickly – do not try this on the open university system as being banned from using all university computers is unhealthy, particularly for Computing students.
Exercise for the student:  what does the information returned by your fingerprinting scan actually mean?  Why do we worry about which TCP/UDP ports are open?  Why would we want to know what operating system is running?
Have a go with the various nmap options and see what you can discover.


First Steps:  Protocol Analysis, Packet Analysis
Wireshark
Wireshark is a network analysis tool of considerable reputation and capability.  It allows the user to capture and analyse packets in depth.
Wireshark is included in the Kali Linux toolset, and we shall start using it from here.  Be warned that it may be that you will need to do things with your network to make interesting traffic appear.
To run Wireshark on Kali Linux, using its own user interface (which is graphical and pretty intuitive given the tool’s sophistication), at the linux prompt type:
gksudo wireshark
The gksudo command opens wireshark, in its’ native GUI whilst in root mode (super user mode – hence sudo).  It is useful to remember for those occasions where the constituent tool has a decent GUI.
There is a decent introductory tutorial on how to drive Wireshark at the howtogeek website:
http://www.howtogeek.com/104278/how-to-use-wireshark-to-capture-filter-and-inspect-packets/

Wireshark is available as a free download from:
https://www.wireshark.org/
It is more interesting to run a clean version on the laboratory network.  The university servers download policy may well have Wireshark’s address blocked!
Exercise for the student:  Gather and analyse some network traffic.  Have a look at what you can identify (think laterally!)
Given the usefulness of such a tool, for network debugging and error tracing, why would most systems managers regard its presence as potentially hazardous?
