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[bookmark: _Toc58937797]1.	Introduction

  This report covers how the field of computer networks has moved towards a greater emphasis on software with a strong focus on cloud computing, including what cloud computing is and how the shift towards it has impacted the industry. As well as a look into cloud computing, the report also covers how the job role of network professionals has evolved to meet the technical challenge of the cloud. What are RESTful web services and how they have been used to facilitate the changes seen. The report also goes over software defined networking (SDN) talking about what it actually is but also why has it become so heavily adapted by the industry and how network engineers have adapted to SDN. Finally, the report covers why standards such as JSON and REST have been selected and utilized with a consideration of interoperability. 





[bookmark: _Toc58937798]2.	Cloud computing
[bookmark: _Toc58937799]2.1.	What is cloud computing?

 Cloud computing is the on-demand availability of computer system resources such as computing power and data storage, an example of where cloud computing is used would be Cloud storage such as OneDrive or Google Drive. With cloud computing, the user generally only pays for what they use and because of this, they do not need to maintain the physical server, the user only needs access to a web browser in order to access cloud computing [1]. Cloud computing has 4 key features, these are:

· Resource Pooling and Elasticity
· Self-Service and On-Demand Services
· Pricing
· Quality of Service 
[1]

 Cloud computing is an excellent choice if you want to save money but also don’t want the hassle of maintaining a server and keeping it updated and secure [2], another huge advantage of cloud computing is that you are able to access your data from anywhere and at any time by simply entering your username and password [2], this however, could also be seen as a security risk if the correct precautions are not taken such as a weak password. 


[bookmark: _Toc58937800]2.2.	How has the shift towards cloud computing impacted the industry?

 The cloud is imminently scalable which means it can hold huge amounts of data on demand or as little as is needed by the customer. The IT industry has been massively impacted by cloud computing as many of the previous markets were replaced by cloud computing such as software products that relied on selling licenses and maintenance contracts [3].
 In the past, if a company wanted to increase their computing capacity they would have to invest heavily into new expensive and high margin hardware for servers which created a massive market for computer manufacturers [4]. Because of cloud computing, this is no longer a “massive market” as it’s not economically viable to run your own server hardware when you can easily rent out a cheap cloud server. 
 Cloud computing has caused the IT industry to grow massively by being able to provide services for many different sectors at very affordable prices. Almost everyone is making use of cloud storage in the modern age as it’s very cheap and very reliable. This has caused the IT industry itself to grow expediently, in the UK alone, 2020 statistics show the UK digital sector is worth more than £400 million a day to the UK economy [5]. 
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[bookmark: _Toc58937802]3.1.	Evolution of network professionals to meet the technical challenge of the cloud

 With the shift towards the cloud, it brings many technical challenges that network professionals need to deal with. One of the major challenges these network professionals have to face is the security aspect of the cloud, it adds an entire layer on what the usual network professional needs to do in order to ensure security as they now have to also make sure their cloud network is also secure. Typically cloud computing makes use of public networks which drastically reduces the security of the cloud system as they are at risk of cyber-attacks in any form.
 According to Monjur Ahmed, [6] the existing contemporary cloud based systems have actually been found to have vulnerability issues that potentially have loopholes that are able to be exploited by a hacker. Because of these potential loopholes and the vulnerabilities of these cloud-based systems, the role of a network professional has had to evolve to meet these security threats and prevent them from being exploited. 
 Another example of the technical challenges a cloud-based system would bring is managing multiple clouds. On average, organizations average almost 5 clouds which means the network professionals hired by these organizations have to ensure all of these cloud systems run smoothly but also they have to make sure that each one of these cloud systems are secured from potential attacks and that there is no slowdown in performance. In order to manage security of cloud systems at multiple levels, they are required to make use of specific platforms that will help with multi-cloud security, these platforms are called SaaS and IaaS [7]. 



[bookmark: _Toc58937803]4.	RESTful web services
[bookmark: _Toc58937804]4.1.	What are RESTful web services?

 RESTful web services are created to work best on the web. RESTful systems use stateless protocol and standard operations which means that they aim for fast performance, reliability and also the ability to grow by reusing components that are manageable and also can be updated without having an effect to the system as whole, even when the system is running.
 According to Paul Adamczyk et al after a survey of existing web services, [8]“RESTful Web services are considered less complex, require fewer skills and have alower entry cost than WS-* SOAP web services. The surveyors believe that RESTfulservices by themselves do not provide a complete enterprisesolution.” 
 Because how these web services work, RESTful web services are well suited towards people who are creating APIs for clients that are spread out over the internet, this is because RESTful web services are loosely coupled and lightweight. 


[bookmark: _Toc58937805]4.2.	How have RESTful web services have been used to facilitate these changes

 RESTful web services are being used to facilitate these changes mainly because it is easy to use as it is usually considered less complex than other alternatives, it also requires less skill to use and has a lower entry cost compared to its competitors. Because of these reasons, there is no surprise that RESTful web services have massively helped with these changes. A good example of an organization that made use of REST successfully for their business would be Google’s YouTube [9].  YouTube has used REST in order to create an API that allows the user to upload videos, manage things like subscriptions and playlists, update channel info etc… As well as these features, their API also allows you to search for content by matching specific search terms, locations, topics etc…  
 With REST, it supports any programming language that has a HTTP client library, this includes programming languages such as Java, Python, Perl, Ruby etc… The most commonly used programming language for REST would be Python as it is usually considered the easiest programing language to start learning however, it does not really limit the programmer’s ability with what they can create. Using Python means that when companies want to move into something more REST-based they can easily train their staff in the basics needed in order to make what is required of them. 
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[bookmark: _Toc58937807]5.1.	What is Software defined networking?

 Software defined networking (SDN) is an approach to networking that makes use of software-based controllers or API’s in order to communicate with existing hardware infrastructure and direct any traffic that is on a network. SDN is much different than the more traditional networks that make use of hardware devices such as routers and switches to control traffic. SDN can be used to both control a traditional hardware network by using software and to create and control a virtual network. 
 SDN works by decoupling the software from the hardware, it also moves the control plane that determines where the traffic on the network is sent to software, but it leaves the data plane that is used to actually forward any traffic in the hardware [10]. According to VMWare there are three parts to a typical SDN architecture that may be in different physical locations [11];
“
· Applications, which communicate resource requests or information about the network as a whole
· Controllers, which use the information from applications to decide how to route a data packet
· Networking devices, which receive information from the controller about where to move "the data
“


[bookmark: _Toc58937808]5.2.	Why has software defined networking become so heavily adapted by industry

 Software defined networking has become heavily adapted by industry mainly down to enabling industries to match the rapid advancements in cloud computing. Traditional networks had limitations such as being more difficult to make a change across the network e.g., introducing new services because each single networking device is required to be manually configured which is a very laborious process that would cost a company a lot of money on manpower. 
 SDN has shaken the networking industry as instead of having a distributed control architecture it consolidates all the control in a single node called the network controller which in SDN, is simply just software that is running on a commercial server platform [12]. Having all the control in a single node saves companies a lot of money as they can hire less staff which is why SDN has been adapted by Industry. 

[bookmark: _Toc58937809]5.3.	Adaptation of the job role of network engineers 

 Network engineers have had to expand their job description to involve more programming whether that is theory e.g., thinking like programmers or learning to program when it comes to SDN [13]. Network engineers that spent their entire career learning how to automate legacy devices and configurations have had a lot of issues transitioning into SDN however, many network engineers were simply retrained and given time to learn and adapt to this new technique by learning new skills or risk being replaced by new talent who have learnt or used SDN.   
 With SDN, network engineers have a lack of visibility into their networks, one of the main issues with visibility of networks would be how important documentation is to network engineers however, when it comes to static documentation it is nearly impossible to keep pace with an evolving network which is an issue almost every organization has.
 A work around for the visibility of network issues, network diagrams can be used however, they usually take far too long to generate therefore, the network will have slower troubleshooting, longer security impacts or lack of compliance [14]. Many times, when the network diagram is complete, it is actually obsolete as soon as the network changes which means that a brand-new network diagram needs to be generated which again, takes a very long time.
 SDN should allow network engineers to easily respond to rapidly changing business requirements that are essential for the company to keep on growing and maximizing profits [15]. In networks not making use of SDN, it is very challenging to change anything on the network as you have to reconfigure every device manually which costs a lot of time and money. 

[bookmark: _Toc58937810]6.	Standards – REST and json
[bookmark: _Toc58937811]6.1.	Why has REST been selected and utilized?

REST (Representational State Transfer) is an architectural style that specifies six constraints, one of which is an optional constraint. The list of the constraints can be seen below:
· Uniform Interface
· Cacheable
· Stateless
· Code on Demand 
· Layered System
· Client-Server
One of the main reasons why REST is selected and utilized over alternatives would be that REST API’s provide a great deal of flexibility. REST is not constrained to XML, instead it can make use of XML, JSON, YAML or any other format the client requires.


[bookmark: _Toc58937812]6.1.1.	Interoperability of REST 

Because REST is able to make use of many different languages, it has a very high level of interoperability. An API that conforms to the REST architecture style (RESTful Web Service) provides interoperability between computer systems on the internet. According to Visual Paradigm [16], “RESTful Web services allow the requesting systems to access and manipulate textual representations of Web resources by using a uniform and predefined set of stateless operations.”.  


[bookmark: _Toc58937813]6.2.	Why has JSON been selected and utilized?

 Over the past 15 years, json has become the most ubiquitous standard on the web and it is currently the format of choice when it comes to web services both privately and publicly.  JSON is commonly used to exchange information between web clients and servers however, it can also be used for different purposes [17]. 
 JSON derived from JavaScript however, it is supported either natively or through libraries in majority of major programming languages. In the early 2000’s, interactivity on the web began to change, the browser was a dumb client that only had the purpose of displaying information which meant that the server did all the work preparing content for the browser.
 During this time, the capability of making web requests in the background while a page was loading was showcased and proved to be a viable approach to loading data for display. The data was originally transferred in XML however, XML was verbose and difficult to manage in JavaScript. JSON was then created as a subset of JavaScript objects. JSON was much easier to read and allowed browsers to easily parse [18]. 


[bookmark: _Toc58937814]6.2.1.	Interoperability of json 

JSON data is actually stored in filed that end in the .json extension which is in line with how JSON is very easy for humans to read. JSON files are plain text and are easily opened any text editor e.g. NotePad++, WordPad, Microsoft Notepad, Apple TextEdit etc… Because of this, it provides a high level of interoperability, it also means that JSON files can be sent to servers easily. 
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