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[bookmark: _Toc129340473]Abstract

The research work completed in creating this paper was based on a series of tasks to build and configure a Microsoft Active Directory (AD) domain in a virtualised compute environment.  The tasks and first part of this paper were completed as a group consisting of four students over a number of weeks in UWTSD computing and network labs.
After completing the defined work a completely new AD domain and network consisting of two VMs, one Windows 2019 server and one Windows 10 client, was in place and operational.  The work aided the group in improved knowledge and understanding about Microsoft AD and associated technologies and terminologies.

[bookmark: _Toc129340474]Introduction

Windows Active Directory is a globally used technology that many businesses rely on for authentication, authorisation and accountability (AAA).  This paper is based on the results of a comprehensive exercise to implement a Windows 2019 server active directory infrastructure from the ground up using a virtual environment.  It introduces some of the complexities of creating such a structure, in a virtual environment, and several of the pre-requisite technologies required to allow the implementation of a blank canvas active domain structure.  Considerable research was required in order to understand and detail some of the underlying technologies as well as active directory itself.  The results of this research and understanding are demonstrated in this paper.



[bookmark: _Toc129340475]Part 1: Group Work

Following the tasks assigned, a Type 2 Hypervisor platform based Virtualised network has been created, provided in the following report are the evidenced stages carried out to achieve this, with elaboration on partially important stages that can assist with the efficiency and security of creating a virtualised network. 
While the tasks were quite lengthy with regard to the steps that had to be carried out, and a few issues/misconfigurations were encountered, the process was completed within the time allowed within allocated the lab sessions.
The below screenshots and accompanying narrative provide an overview of some of the key stages of the end-to-end process from installation of the hypervisor platform to the creation of the new active directory domain including a domain joined client.
[bookmark: _Toc129269179][bookmark: _Toc129340476][bookmark: _Hlk129246280]Worksheet task 1 (02/02/2023 - 09/02/2023) 

[image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Toc129340490]Figure 1: Client virtual machine creation
Initial configuration on client virtual machine, the client will act as a traditional PC to a user. It will have its own Operating System (OS), network access, as configured in following stages, it will allow the user to access the network and other resources available on the virtualised network. Benefits of providing standard users with access to a client VM on a Virtual network include factors such as cost saving and an added layer of security. 
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[bookmark: _Toc129272601][bookmark: _Toc129340491]Figure 2: Optimising configuration for virtual machines.
Two features Virtual Box offers that can improve performance in a virtual environment are PAE/NX. PAE allows a 32-bit operating system to use more than 4GB of physical memory, while NX prevents the execution of potential malicious scripts from being run from data-only memory pages. Enabling these features can help improve the performance of the hypervisor and virtual machines.
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[bookmark: _Toc129272602][bookmark: _Toc129340492]Figure 3: All four operating systems installation in progress.
The installation process can be time consuming, essentially a new device is being set up in this stage, meaning the chosen OS being installed, drivers and updates. To make this phase as efficient as positive all available resource of the host PC was being utilised at once to commence the setup of the two client and two server machines. 
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[bookmark: _Toc129272603][bookmark: _Toc129340493]Figure 4: Configuring the different networks on the server.
Depicted above is the private network name change on the Windows server.  The names were changed from the default ‘Ethernet’ names to more descriptive to make identifying the interfaces for the public and private networks easier.
[image: ]
[bookmark: _Toc129272604][bookmark: _Toc129340494]Figure 5: End of task 1 - successful ping from server to client.
The figure above is showing four packets of data being sent across the network to client machine 2. This demonstrates that the network has been configured correctly to allow packets to travel across the network. 


[bookmark: _Toc129269180][bookmark: _Toc129340477]Worksheet task 2 (16/02/2023 – 23/02/2023) 
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[bookmark: _Toc129272605][bookmark: _Toc129340495]Figure 6: Static IP and no DNS.
The above screenshot requested in the worksheet confirms the server is configured with a static IP address and no DNS server.  Servers generally and domain controller specifically must have static IP addresses and not be configured by DHCP. When the server becomes the first domain controller it installs and configures DNS for the new domain, so no DNS entries should be present.
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[bookmark: _Toc129272606][bookmark: _Toc129340496]Figure 7: Firewall turned off.
The figure above shows that the Windows firewall on the server has been disabled.  The firewall was disabled during task 1 to allow the client to successfully ping the server and vice versa to prove network connectivity.  As the firewall blocks ICMP (ping) protocol by default, similarly it can block some protocols/ports required for the client to communicate with the server to join the domain.
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[bookmark: _Toc129272607][bookmark: _Toc129340497]Figure 8: Changed computer name.
The above figure requested in the worksheet, shows the changed server computer name to DMC1-NT so that the server can be setup as the Domain Controller. It is the most important server/service deployed in an enterprise network for managing network resources, and is difficult to change once it is a domain controller.
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[bookmark: _Toc129272608][bookmark: _Toc129340498]Figure 9: Server DMC1-NT listed as a domain controller.
The screenshot of the Active Directory Users and Computers console shows the renamed and promoted server DMC1-NT within the domain ‘accatask.msft’ located in the ‘domain controllers’ organisation unit in the active directory structure.
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[bookmark: _Toc129272609][bookmark: _Toc129340499]Figure 10 - Management of AD Users.
When creating and managing Active Directory (AD) users, especially domain/local admin accounts it is imperative that appropriate and strong passwords are used, as these accounts will have elevated privileges. If a strong password is not used it can open the entire network up to potential cyber threats. 
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[bookmark: _Toc129272610][bookmark: _Toc129340500]Figure 11: New user accounts in Domain Users group.
In the above figure requested in the worksheet, the properties of the newly created domain user are displayed including membership of the group ‘domain users’ within the ‘accatask.msft’ active directory domain.
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[bookmark: _Toc129272611][bookmark: _Toc129340501]Figure 12: Unable to add client to the domain.
An issue was encountered during the task when it got to the stage where the client was to be joined to the new domain.  The option to join a domain was greyed out.  It transpired that the clients had been installed with Windows 10 Home edition (as a default during installation) instead of Windows 10 Professional, which is for enterprise environments.  The clients were rebuilt with the correct version and the client joined the domain successfully.
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[bookmark: _Toc129272612][bookmark: _Toc129340502]Figure 13: Incorrect IP address for DNS server.
In the above figure the incorrect IP address for the client’s DNS settings was documented in the worksheet tasks.  This was quickly identified and remedied as the address given (10.10.10.1) was the external network address of the domain controller, on a different network to the client (172.16.1.0).  This meant that the client could not use DNS services which are essential to joining a domain.  The DNS server address was changed to the domain controller internal network address (172.16.1.1) and subsequent steps were a success.
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[bookmark: _Toc129272613][bookmark: _Toc129340503]Figure 14: Client successfully joined the domain.
The above figure shows that the client has successfully joined the domain accatask.msft. In order for a Windows client to join a Windows domain both the domain controller and the new client need to be correctly configured and able to communicate over the network.
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[bookmark: _Toc129272614][bookmark: _Toc129340504]Figure 15: User account unable to log on to domain controller.
The above figure demonstrates that a standard domain user does not have permissions by default to allow them to log on to a domain member server or domain controller.  A new domain user account from a previous step was used to try and log on to the domain controller. 
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[bookmark: _Toc129340478]Part 2: Individual Observations
[bookmark: _Toc129340479]Virtualisation Hypervisors

The initial task for the coursework assignment was to install a type 2 virtualisation hypervisor on to a desktop computer.  The recommended product is Oracle’s open source VirtualBox software. Other examples of type 2 hypervisors are VMware Workstation and Parallels Desktop for MacOS.
A type 2 hypervisor was more appropriate for the practical task because it is installed on an existing operating system such as Linux or Windows.  


[bookmark: _Toc129340505]Figure 16: Type 2 hypervisor.

Due to the fact that a type 2 hypervisor resides on top of an existing operating system, it can be also referred to as a hosted hypervisor [1].
	Type 2 Hypervisor
	Benefits
	Drawbacks

	
	Free/relatively inexpensive.
	Manual VM migration.

	
	Ideal for small test/sandbox environments.
	Impact on the host.

	
	Simple installation and configuration.
	Performance dependent on host operating system.


[bookmark: _Toc129340506]Figure 17: Type 2 hypervisor benefits and drawbacks.
Type 1 hypervisors, also known as bare-metal hypervisors, are installed directly onto the hardware platform, commonly enterprise-level server hardware.  All hardware management and control activities are carried out directly by the hypervisor [2].   


[bookmark: _Toc129340507]Figure 18: Type 1 hypervisor.
These hypervisors are more usually deployed in enterprise environments for running development and production workloads. Examples of type 1 hypervisors are VMware ESXi and Microsoft Hyper-V [3].
	Type 1 Hypervisor
	Benefits
	Drawbacks

	
	Highly scalable
	Expensive to license

	
	Resilience and availability
	Complex to manage. 

	
	High performance
	Specific hardware support.


[bookmark: _Toc129340508]Figure 19:Type 1 hypervisor benefits and drawbacks.

[bookmark: _Toc129340480]Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a generic networking service that allows individuals and organisations to manage IP address allocation to devices efficiently. 
It is particularly significant in recent years due to the Internet of Things (IoT) and the corresponding massive increase in devices that use IP addresses to communicate with each other and with the internet.  Manually assigning and recording method of IP address management was very inefficient as well as error prone and impossible in recent times [4].
DHCP is based on a client-server architecture.  When a device is powered on and initialises, it requests an IP address via a broadcast to the local network.  A device configured with DHCP services will respond and offer an IP address lease from a pool of IP addresses.  For example, in an office environment, a user will start their laptop and the following 4 step ‘DORA’ process takes place to obtain an IPv4 address [5]: 


[bookmark: _Toc129340509]Figure 20: DHCP IP address request/allocation communication.
1. The client device issues a broadcast DHCP request.
2. The DHCP server receives the request and responds with an IP address offer and other services information.
3. The client broadcasts a request acceptance.
4. Server records the lease and acknowledges the request. 
This process can only occur when the client and server are on the same network, due to the process being broadcast based.  A DCHP relay can act as a proxy if the DHCP server is in a different network to the client. 
A very similar process occurs in a home environment where devices will request an IP address via broadcast and the local (home) router will assign IP addresses.

[bookmark: _Toc129340481]Active Directory

Active directory (AD) is Microsoft’s proprietary technology that is used within organisations as a directory service for authentication, authorisation and accounting (AAA).  The hierarchical structure of AD allows for considerable flexibility for enterprise scale organisations with multiple sub-divisions and large departments.


[bookmark: _Toc129340510]Figure 21: AD forest structure.
The diagram above shows an AD forest containing two separate trees, each contain a number of domains. A domain is a security boundary within AD and each domain can contain many objects within it, as shown in figure 22.


[bookmark: _Toc129340511]Figure 22: AD domain structure.
Organisational units (OU) are used within the AD directory to logically group and structure objects. All objects within the domain can be secured and managed at various levels of granularity using OUs.  OUs may be nested to separate users, printers and client objects. HR printers could be restricted so only members of HR can utilise them [7].
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[bookmark: _Toc129340512]Figure 23: AD structure showing organisational units.
OUs enable the use of Group Policy Objects which allow administrators to centrally manage many different settings and configurations within the AD domain, such as client device settings, security policies and deployment of software [6].  
All of the directory objects such as AD structure, configuration, OUs, GPOs are stored in the AD database which is replicated between the domain controllers within the AD domain.

[bookmark: _Toc129340482]Worksheet technologies/terminologies

The following section provides a description of some of the technologies/terminologies encountered during the task.

[bookmark: _Toc129340483]Domain Name System (DNS)

DNS is a hierarchical name resolution system that is used globally for name to IP address resolution for both internal (intranet, e.g. Active Directory for the worksheet tasks) and external (internet) networks.  Servers use a unique fully qualified domain name (FQDN) as human readable internet addresses to, for example, allow users to access a specific company website.  FQDNs are more specific from right to left relative to the global DNS hierarchy.  For instance, the web server FQDN internet address www.kessum.com would break down to the host server name (www) under the company domain (kessum), under the top-level domain .com, under the root domain ‘.’.


[bookmark: _Toc129340513]Figure 24:  DNS Domain tree mapping to FQDN.
Each level of the tree has DNS servers that can be queried in order to resolve a FQDN using different types of queries (iterative and recursive) to fully resolve the name to IP address of the required server (www.kessum.com) [5].
DNS is a generic technology used by many different operating systems.

[bookmark: _Toc129340484]Windows Server Manager

Windows Server Manager was used to add Active Directory Domain Services to one of the servers.  In the Windows Server operating system, Server Manager is a key configuration interface for managing individual or groups of servers. The console has a simplistic user interface to add, remove and manage complex configuration features or roles to a Windows server [6].
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[bookmark: _Toc129340514]Figure 25: The Windows Server Manager interface.
A role is a specific function or service that a Windows server may provide to the network such as AD directory services and DHCP shown above.
There is no equivalent in the Linux operating system although there are several third-party tools that can be used for centralised management, such as Ubuntu Landscape.

[bookmark: _Toc129340485]Windows Firewall

The Windows firewall is similar to other firewall products, the main purpose is to protect the trusted side of firewall (inside), or the Windows server/client in this case, from unknown and potentially malicious sources on the untrusted side of the firewall (outside).


[bookmark: _Toc129340515]Figure 26: Basic Windows firewall functionality (relative to tasks).
Windows Firewall uses policies (abstract definitions) and rules (practical configuration) to actively allow or deny net work traffic, either in bound or outbound [9]. In the figure above, the firewall has rules defined to deny inbound packets using the ICMP protocol but allow inbound packets on port 443 (HTTPS). Within the Windows firewall management console, the rule looks like below:
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[bookmark: _Toc129340516]Figure 27: Windows firewall ICMP rules
It was necessary to disable the Windows Firewall capability on both the client and server VMs.  This was due to the fact that the Windows firewall does not allow ICMP packets through by default. This would have caused the test ping to fail.
Linux systems have had a built-in firewall for a long time which is disabled by default, called ‘iptables’.  Iptables is not as straight forward to configure as the Windows firewall [10].

[bookmark: _Toc129340486]Activity Reflection
The complete worksheet was quite a lengthy but interesting task to undertake.  The early parts were quite straight forward to carry out and complete.  The longest part to complete was the creation and build of the four virtual machines (2 clients and 2 servers) which took approximately an hour.  
There were a couple of erroneous statements or settings in the worksheet guide which were quickly identified. One issue materialised when attempting to join the client to the new domain where the option on the client was greyed out.  It transpired that the default version of the client during installation was ‘home’ version which cannot be used to join to a domain.  The clients had to be rebuilt using the Windows 10 professional version to resolve the issue.
One other minor issue was the IP address supplied to use for the client’s DNS server setting, which was an external network, so would not have worked and stopped the client from joining the domain, had it been used.  

[bookmark: _Toc129340487]Conclusion
The activity was completed successfully only one significant issue encountered due to a lack of understanding of the VM build process, which was the incorrect version of Windows 10 being installed as default not being suitable for this exercise.  All of the group learnt a considerable amount about all aspects and technologies of the exercise, some from the group working experience and some from the individual research activities required for the second part of the assignment.

[bookmark: _Toc129340488]Reflection on Group Work

The activity was an interesting series of group tasks.  While it was sometime difficult to share the tasks between the team members, overall, everyone had an opportunity to participate.  As an all-digital degree apprenticeship group, It worked well with respect to the levels of experience with some having no previous experience of virtualisation or active directory and some having quite a lot of previous experience.
The requirement for students to experience group working as part of their education and preparation for future employment is an understandable need, especially for first time, ‘straight from school’ students.
It is a different situation with students who are already in employment and working, as a lot of the time that work involves group working as part of their job.  It is difficult for part-time students to commit to attending all of the group working sessions due to work pressures which, in turn, puts more pressure on the remaining group members who are present.
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