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Individual Reflection – Network Automation Project
This project was a group-based network automation task completed for the Network Programmability module. The group selected Option 1, which focused on automating router and switch configurations using physical Cisco devices. Industry-standard tools, including Ansible, Cisco IOS, and GitHub, were used to implement and manage the solution. This project was significant because manual network configuration is time-consuming and error-prone, whereas automation improves consistency, reliability, and scalability in modern network environments. This individual reflection critically discusses my contribution to the project, the challenges encountered, teamwork experiences, and the technical and transferable skills developed.
For the project, my role was Automation Engineer. This role was assigned to me as it best matched my technical skills and troubleshooting experience. The role focused on developing and maintaining Ansible playbooks to automate router and switch configurations. My responsibilities included writing reusable router and switch playbooks and ensuring configurations were applied consistently across devices. I tested my work by creating test playbooks and verifying outputs using IOS commands to confirm correct and consistent behaviour. Although automation was my primary responsibility, I also supported teammates during troubleshooting by explaining automation logic and integrating feedback into the playbooks. My contribution helped improve efficiency, reduce manual configuration errors, and support the overall success of the project.
The group encountered challenges that tested the group’s technical and practical knowledge and experience. These challenges were addressed using a slow, methodical approach by simplifying problems into manageable stages. A major technical issue involved SSH connectivity, where the switches in the network generated Diffie-Hellman key exchange errors. This affected Ansible’s ability to connect to the Cisco devices and caused playbooks to fail or behave inconsistently, meaning automation could not proceed reliably, and progress during implementation was slowed. To resolve this, an investigation into SSH configurations and encryption settings was carried out, followed by manual testing of connections, configuration adjustments, and iterative re-testing of the automation. Resolving these issues required extended testing and debugging, and long hours were spent in the lab to ensure a working solution, demonstrating that persistence was necessary to achieve reliable automation. CI/CD was not prioritised, as the primary focus was on ensuring reliable automation on physical devices. As a result, it was not implemented, and it was recognised that introducing CI/CD would have added additional complexity beyond the core learning objectives of the project.
This project was a valuable learning experience that developed both my technical and professional skills. While working with the group, I gained practical experience in network automation, Ansible playbooks, YAML, automating router and switch configurations, and working with and troubleshooting physical Cisco devices. These experiences improved my understanding of core automation principles, including reliability, consistency, secure connectivity, and the importance of testing automation thoroughly and ensuring playbooks are idempotent. I also developed transferable skills such as problem-solving, time management, persistence, communication, delegation, and teamwork while collaborating effectively with others. These skills are directly relevant to real-world networking and DevOps roles, where automation and collaboration are essential. Future work could build on the foundation developed during this project by incorporating stronger idempotence validation and CI/CD practices. Overall, this project increased my confidence, prepared me for future technical projects, and reinforced the value of automation in modern network environments.
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