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Secure the network from common threats and attacks


My friend Bruce turned to me for help, he has his own textile showroom and because of the pandemic he had difficulties, he asked his employee, Alfred, to increase the business income by 30%, which he successfully succeeded, but due to changes, one of the employees who lost the job was not happy and decided to encrypt all important documents using the ".rekt" file format.

The purpose of this assignment is to solve the problem that was made to the employee who lost his job (decrypt the file), protect Bruce and Alfred business from further problems associated with the network and cybersecurity, and explain to his employees how to protect themselves and the company from theft.





	Task One

Possible Security Breach 1: Disgruntled Employees

Reason: In the above scenario, it was stated that after complimentary Wi-Fi tactics worked, business was promoted, and income increased. However, nothing is said about the salaries of workers who had to work more because of the large number of customers. Employee who has lost his job as well. All this could be a reason for snooping. Snoopers can get access to login information (passwords) and easy viewable access to any bank transactions.

Possible Security Breach 2: Not attentive Employees

Reason: In the above scenario, it was stated that all the Sales Executives were given full access to all business applications. Literally, at this point all the users of this business have full access to all the business applications. This means that due to carelessness, one of the employees may accidentally click on a fake links or emails that will be specially made to steal your information. 

Possible Security Breach 3: Disgruntled Customers

Reason: In the above scenario, it was stated that Alfred used the same network to run his business applications to provide open complimentary Wi-Fi with high-speed for his customers. Such a situation is possible, the customer may not like the rules of the business, for example, after the purchase, customer could not return order back, or some other situations happen where customer may get angry or quarrel with the employees. A restaurant was recently opened as well, and the restaurant business is one of the most challenging in terms of dealing with customers, they can often feel about the food, service, atmosphere, or something else, exposing the company to criticism and threats. Restaurants should have fast and safe Wi-Fi, because of the large flow and load on the network.




Possible Security Breach 4: Business Competitors

Reason: In the above scenario, it was stated that to promote the business, in addition to the textile showroom Alfred attached a restaurant. This means that Bruce’s company will have new competitors from the restaurant business, in this way more people who want to bring more problems and losses. In addition to the restaurant, second business a textile showroom, where competitive businesses are also present. Competitors can use many different attacks methods, from DDoS to software such as malware.

Possible Security Breach 5: Attentive People
Reason: In the above scenario, it was stated that business income increased, and the level of security remained at the same level as it was (bad). Of course, attentive scammer/hacker will want to take advantage of it and make money.






	Task Two

Nowadays, the Internet occupies a significant place in the life of every person, most of us cannot imagine life without it, every day there are more and more new users on the network, and at the same time the number of cyber threats is increasing. Many people do not fully understand how serious the consequences can be if one is not careful and careful enough. Without certain skills and knowledge in the fight against attacks, you will be defeated. 

What is cybersecurity threat and how does it work? 
Let's start with what is it? This is a deliberate malicious action that will lead you to the loss, damage or theft of personal data such as your personal photos and contacts, chats with friends, your location, and even very popular now is access to your camera. 
There are many different types of threats at the moment, some of the most popular are Malware, Ransomware, International Actors, Phishing Attacks, DDoS attacks, as well as network snooping, they are all meant for one thing, but their methods are different. And there are also hackers: White, gray, black hat attackers, script kiddies, vulnerability brokers and hacktivists. Some of them, on the contrary, help to find criminals who are on the wanted list and various corrupt schemes. 

I always imagine that we are people, and cyber scammers are bacteria (viruses) that just need to get into our body, just like in the virtual world, if an attacker gets into your network and gets at least some access, he can do a lot of harm to you and people around. As well as to a person, if he is vulnerable and immunity is not strong enough to protect himself from the virus, then he will also harm. 

What is the benefit to attacker and why they do it? 
Firstly, and probably the most common is to steal your payment details to make money from you. 
Secondly, similar, but slightly different, hackers steal your information, photos, your correspondence with friend or important person for them, in order to then blackmail the victim with money or some other need beneficial for the criminal.


Thirdly, perhaps the most innocuous, but nevertheless very annoying, is Spam Email and free commercial advertising.
Teenagers who at month played computer games, including myself, should at least once in their lives hear something about scammers. They are actually the same players as we, after spending some time together, you are starting to trust him and during the conversation he can send you to watch some video, on through all the well-known YouTube sites, but the catch will be that the attacker will send you an incorrect domain, possibly changing only one letter, thereby disguising it as a reliable and popular site. Then, due to negligence, he tricks the victim into clicking on the link. Which will lead you to will infect your device. It is called Phishing attack
There is a popular and malicious software called Malware, which is used to infect a personal device or the entire network, with the help of which you can delete data or take complete control over it. Very often it is used to infect small businesses, since by infecting one device with it, you can get access to all the others that are on the same LAN

“.Rekt” file format attack 
There is such a program as REKTLocker, usually this software is used by cyberattacker who want to make money with this. After entering your system, this program encrypts a certain object and after opening this particular file, which was encrypted, the entire system is blocked, there is only one way out, enter the key that is from the attacker, which can be purchased after payment, but often no one sends the key to the victim. 
There are a couple of methods for recovery, if you notice that you have become infected only before you opened the infected file, then there is a chance to get rid of it, but it is extremely difficult. You can also save all the necessary data and then do a complete cleaning.






	Task Three
[image: ][image: ]






	Task Four
Firstly, using your own digital space within the network.
Secondly, get double verification for each device.
Thirdly, no extraneous devices that are connected to the connector.






	Conclusion

In conclusion, I want to summarize, everyone who has a device, including Alfred and Bruce, should completely reconsider their thinking about cybersecurity, even if a person has nothing to hide and is completely open, he can frame others, relatives, friends or colleagues. My advice for everyone is to take a little time to keep yourself and the people around you safe, whether it is, at your home or on the Internet. It is not difficult if you know the basics, so everyone can do it.
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