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[bookmark: _Toc781047771]Introduction
For FinSecure Ltd, many cybersecurity incidents have been recognized. Ranging from unauthorized access to phishing attacks, the task to create security policies to avoid external and internal threats, using credible sources and information.
[bookmark: _Toc225597085]Threat identification
Understanding cybersecurity threats allow protection of information and technology which preserves 3 factors: confidentially, integrity and availability. [1] It can be labelled as the CIA Triad.
Confidential protection protects the information from being accessed, either from an unauthorised person or system. Integrity prevents the information to be altered without authorized access. Availability allows the access of information using always accessible systems to authorize individuals, whenever needed. Having these properties in the company environment allows trust in both users and the company. [2]
Malicious threat or malware refers to attacks that target the system, without the user knowledge or permission. These can infect other system or anything with computation logic. For example, an infected file can be passed on. [1]
Statistics show that cyberattacks has evolved in recent years. In 2017, physical theft of data was the most abundant type of cyberattack that companies faced. There were over 170 million malicious attacks using software recorded within industries in April 2020 and in 2018, 78% of malicious attacks were successful. Most viruses could be polymorphic meaning that the code can change, making it harder for anti-virus software to detect it. [3]
Spam is seen as irrelevant or inappropriate bulk messages to masses of users, anonymously. This can be profitable for the attacker. In 2011, an estimate of 7 trillion spam messages were sent. [1]
Phishing is deceiving the user into thinking a site or entity is legitimate, to access sensitive or confidential information, such as usernames, passwords, or bank details. This is commonly accomplished by misspelling domains on websites attached within an email which looks trustworthy. [1]
DOS stands for Denial of Services. This refers to the attacker sending out multiple requests at once, halting the server and user activity. This can consume resources such as bandwidth and processing speeds for the victim’s server. There are many methods to combat this such as; firewall to control and monitor traffic on the server, an Intrusion detection system, or a trackback system with could filtering.[2]
[bookmark: _Toc280903692]Security policies
Security Policies can be defined as formal documentation of trusted processes and procedures that must be met, which outlines the basis of information security and technology. These policies must be approved by the top management which then must be communicated to the all the employees to ensure guidance and safety. [4]
Security policies are meant to protect the business and the employees. It’s seen that 60% of small organisations and businesses have documented policies as well as most, if not all large organisations have as well. It’s noted that more than half of companies think that employees are a likely source of malicious attacks and threats, which correlates that badly designed policies are a likely cause of staff-related breaches. [4]
For employees to adhere to the policies, it's practiced having a reward and sanction system, when researched. [4]
Punishments such as warning or suspensions, or in serve cases, termination can be enforced. [4]
Rewards serve a great purpose. Rewards such as praise, awards or bonuses could be utilized. These can be seen as motivational factors for the employees. [5]
Examples of Information security policies could be based on the ISO or the International standard organization, more specifically the ISO27001. [5]
This is cut up into many segments which could create a basis for creating internet security policies. [5]
Some information security policies for employees could be: 
· Do not give passwords to other users, retrieve files or communications without authorisation 
· Prohibit the use of duplication of company files and resources
· Users must have a strong password. The password must be at least twelve characters long. This must contain upper and lower-case letters, special characters and numbers. 
· Users must use a VPN outside the office to ensure safe data transportation
· Users must have multi-factor authentication on the account
· Company files shared with external entities must be authorized and secure
· Anything done in using the company systems are recorded and monitored. The company is legally required to show all information to third parties or law enforcements, if required. Please make sure all information is accurate and legal. 
· Please keep company devices clean and handle with care when using it. 
· Immediately report to the IT administrator if you suspect that you were hacked
For security administrators, security policies could be:
· Ensure all data in the storage is stored securely, encrypted and the right access permissions for all users
· Ensure that on-premises servers are secure and safe. This includes networking and 
· Ensure all assets of the company are secured and protected
· Report all attacks and immediately contact the incident response team for further instructions
· Ensure all parties in the company understand the policies, responsibilities and roles which they are provided. This includes threats and liabilities to the company
· Ensure all devices and assets are up to date and optimized
[bookmark: _Toc1301251184]Mitigation
Threat mitigation is important to the company, as data breaches cost around 3.5 billion dollars as referenced in 2010 studies of the U.S cost of data breaches. In return, companies understand how valuable their data and assets are. They create mitigation plans to combat this. Standards such as NIST and to the ISO series can be used to create a workflow for the business. [6]
For solid mitigation measures, these matters must be in place:
Risk assessments consist of risk analysis and evaluation. Risk analysis allows data to be used to find sources and calculate the estimate of risk. Risk evaluation allows comparison of the estimated risk and the determined risk to allow the calculation of significance to it. Standards such as ISO27005 and OCTAVE could be used as a risk assessment framework. Conducting a survey throughout the company discovers the risks in the company in terms of cybersecurity. [8]
Data encryption is needed for data handling and transportation. Sensitive and confidential data can be intercepted, which encryption may disrupt or dissuade attackers. Most countries, such as the US, have standards to encryption such as ISO, NIST or IEC. For communications, end-to-end encryption may allow a secure data transportation. Using symmetric key cryptography when handling data is important. This allows the same key for encryption and decryption, which makes the process simple and efficient. This method allows compatibility, which can scale to a global market. [9]
Access management allows the limitation of users, based on being authorised. These need to be maintained by security administrators. This helps establish the identity of the user based on department. One method called access matrix can help plan out and show what resources and data each sector would need to utilize. This creates protection within the system and resources and processes. [10]
[bookmark: _Toc2057483908]Monitoring and response
Monitoring in information security is essential. Pro-active security is implemented to help with decision making and risk assessment. This helps identify where risks can occur and set targets for security. Using monitoring tactics and methods, patterns of errors can show. [7] 
The company would need to implement:
SIEM or Security information and Event management collects logs of data within the company environment through software. This can filter and normalize data, which can alert security administrators. SIEM works in real-time and detects abnormal activity and threats. Models such as Hierarchical managers which incorporates visual technology which allows expansion of functions by going through 3 layers: device logs, centralized system of log storage and a monitoring layer. [12]
IDS or Intrusion Detection System allows the prepare and prevent network attacks from malicious hackers. The functions are noted as monitoring and assessing users and systems and seeing if users violate policies, spot vulnerabilities, system and files vulnerabilities, detect common pattern of malicious attacks and abnormal activities. An IDS compares several sources for information and compares it with patterns to find out vulnerabilities or attacks. There are specialised IDS frameworks such as signature, anomaly or specification based. [13]
Based on these findings, a response plan would be needed. 
An incident response policy would allow integration with other policies to be effective; to display useful it is to management. A schema should be made for when the attack occurs. This would mean taking a structured approach. This outlines roles, responsibilities, communication and response as well as other factors. [11]
Implementing an incident response team to communicate to all stakeholders and resolve responses would be needed for this task, as well as awareness training for employees and external factors. Preparation of testing, ever-changing policies and processes need to be practised. A process for incident management can been shown in this framework: Plan it out, detect the issue, assess the situation, respond and resolve, and learn from the mistake/accident. [11]
[bookmark: _Toc620084126]Training 
Employees need to be trained and aware of common tactics of cyber-attacks as well as reinforcement of cybersecurity polices. Training allows to reducing errors and encourages policy reinforcement. Errors can occur due to the lack of experience with the systems, incorrect or lack of knowledge, or an overload of information. Training allows the guidance and controlling of human knowledge of attacks and patterns.[7] Employees are seen as vulnerable to cyberattacks in cybersecurity, as technology is advancing. A report on IBM, titled Cyber Security Intelligence Index shows that around 80-90% of failures and attacks are due to company and their employees. [14]
The training procedure should include hands-on simulation and interactivity. Enforce fake phishing emails or suspicious links and see if any employees click on it. See if unauthorized software can be downloaded without admin credentials. Let employees ask questions and interact with them to see if they have any experience or learned with the training. Instruct employees with feedback when they fail and coach with key points and instructional videos. Remember that all employees should be held accountable for their mistakes. Inform administrators for suspicious emails and ensure how damaging a lack of cybersecurity awareness could be for the company and themselves. [14]
In figure 1, a link redirects to cybersecurity training for staff
The training program for staff would consist of: [15]
Phishing awareness – Looking out for these identifiers of a phishing email such as a sense of urgency or grammatical errors, implement the company's policy to continue forward. Remember to report all phishing emails to the security administrator. 
Password security – Make sure all passwords are unique and use a password manager to help remember the user’s password. Never use a common password such as a name or date of birth and never tell the password to anyone. If the user’s password needs to be reset, this can be done via user or security administrator. Always use multi-factor authentication if it's available for user control and monitor logins
Securing devices – Keep all devices up to date with software and applications, such as security updates, do not leave your device unattended and make sure a screen lock is used. 
Reporting incidents – Report all cyber incident as soon as possible the user find. Even if the incident was caused by the user, repairing mistakes as soon as it made limits the damage it will cause for the company. Let the user spot any procedures or polices which may hinder the way of work.
[bookmark: _Toc996391653]Conclusion
This paper outlines the mitigation of threats to the company, FinSecure Ltd. Implementing security policies, including mitigation methods such as decryption, training employees to spot malicious attacks, and implementing monitoring techniques and management will improve and increase the cybersecurity of the company and trust in both, inside and outside the company.
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Fig 1.
Staff Cybersecurity Training
Link for the presentation
Cybersecurity Presentation.pptx
Pictures of the presentation[image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ]
imageb.jpg
Thank you for your time.




image2.jpg
Importance of
cybersecurity

Protection of sensitive data in business, either user and
system based

* Personal privacy protection by unwanted users or malicious

attackers

* Preventing financial loss, either by fines, lawsuits and

revenue loss

+ Improving data storage and management
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Security policies

* 60% of small organisation have documented policies and
almost all large organisations have policies

* More than half of the companies think users are vulnerable
to attacks, due to badly designed policies

+ Formal document of trusted processes
+ Needs to be approved by top management

* Reward and punishment system when implementing
policies
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Cyber training and
awareness for
employees

80-90% of failures and attacks due to employees (IBM
Cyber Security Intelligence Index)

Employees need to trained and aware of common
tactics

Errors can occur due to lack of experience, lack of
knowledge, or information overload

Employees are vulnerable to cyberattack
Hands-on simulation and interactivity
Experience, training and questions
Feedback from employee

Employee accountability

Cybersecurity awareness
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Security polices
for users

Do not give passwords to other users, retrieve files or
communications without authorisation

Prohibit the use of duplication of company files and resources

Users must have a strong password. The password must be at
least twelve characters long. This must contain upper and
lower-case letters, special characters and numbers.

Users must use a VPN outside the office to ensure safe data
transportation

Users must have multi-factor authentication on the account

Company files shared with external entities must be
authorized and secure

Anything done in using the company systems are recorded
and monitored. The company is legally required to show all
information to third parties or law enforcements, if required.
Please make sure all information is accurate and legal.

Please keep company devices clean and handle with care
when using it.

Immediately report to the IT administrator if you suspect that
you were hacked
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Security polices
for
administrators

Ensure all data in the storage is stored securely,
encrypted and the right access permissions for all
users

Ensure that on-premises servers are secure and
safe. This includes networking and

Ensure all assets of the company are secured and
protected

« Report all attacks and immediately contact the

incident response team for further instructions

Ensure all parties in the company understand the
policies, responsibilities and roles which they are
provided. This includes threats and liabilities to the
company

Ensure all devices and assets are up to date and
optimized




image7.jpg
Mitigation from cyber
threats

Data breaches cost companies 3.5 billion dollars (2010)
« Standards like NIST and ISO series

« Solid mitigation measures:

« Risk assessment for analysis and evaluation

« Data encryption for data handling and transportation

« Access management for the unauthorized access to
unauthorized users and vice versa
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Monitoring and
responses

Pro-active monitoring is implemented for help with decisions
and risk assessments

SIEM (Security Information and Event Management) - collects
logs of data using software. Real-time and anomaly detection
using models.

IDS (Intrustion Dectection system) - prevents network for
malicious attackers. Monitoring users and spotting
vulnerabilities, systems defects and file.

Effective Incident repsonse plan intergrates with other
policies. Structured approach to outline roles and
responisibilities

Process of incident mangement - Plan, detect, assess,
respond, resolve, learn
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Cybersecurity
protocols and
protection

By Arjun Ubhee (2318472) (E-mail: 2318472@student.ac.uk)




image3.jpg
Threat identification

+ 170 million malicious attacks were implemented (April 2020)
* 78% were successful (April 2018)
+ ClAtriad: Confidentially, integrity, availability

* Malicious threats targets systems, without acknowledgement.
Causing infections that could be passed around the
oragnisation.

* Spam - bulk messages sent to users. Profitable to the attacker

* Phishing - Fake, imaitgation sites to gain sensitive information
from user

+ DOS - halting server and user activity, taking up bandwidth





