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[bookmark: _Toc96972158]Abstract
This report and Worksheet tasks 1, 2 & 3, shows the importance of understanding Network Operating System environments and how to effectively build, deploy, configure, manage and maintain critical Network Services and Resources.
The report comprises of 2(two) parts, complete with screenshots and narrative, following the Practical and Observational Work required: 
Part 1 – Practical Work 
Utilising Worksheet tasks 1 & 2, a virtual LAN using Type 2 Hypervisor management software (Oracle VirtualBox), comprising of 4(four) Virtual Machines (VM) are built.
Appropriate Operating Systems (OS) will be installed into the 2(two) Server VM’s and 2(two) Client VM’s, configured and connectivity tested to validate the design build.
Part 2 – Observational Tasks / Work 
By developing Worksheet tasks 1 & 2 and incorporating  specific Worksheet task 3 questions, to further understand the technologies involved in the various creation/installation processes, various observations are made resulting from the practical work deployed.
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[bookmark: _Toc96972160]Introduction
[bookmark: _Toc96972161]Aims
This practical worksheet and report aim to apply a systematic understanding of Network Operating system environments, critical Network Services and resources.
[bookmark: _Toc96972162]Objectives
Through practical implementation of Worksheet 1 tasks 1 & 2, the creation of 2(two) disconnected Virtual Networks, comprising of 4(four) virtual machines.
Utilising Type 2 Hypervisor program (Oracle VirtualBox), install appropriate Operating Systems and configure Networks, to enable separate Hosts into 2(two) different Local Area Networks (LAN) and to demonstrate connectivity.
Observational Work (via Worksheet task 3) will evidence knowledge of the practical work carried out, with key element descriptions of Hypervisor, Cloud Computing, Domain Name Services (DNS), Active Directory (AD) and other terminologies utilised, given.











[bookmark: _Toc96972163]part 1 – practical work
[bookmark: _Toc96972164]Worksheet Task 1 – Building a Virtual  LAN using Type 2 Hypervisor
[bookmark: _Toc96972165]Virtual Machine (VM) creation and Operating System (OS) installations
· Install Oracle VirtualBox software and create 4 VMs (2x Servers, 2x Clients)
[image: Graphical user interface, application, Word
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[bookmark: _Toc96972205]Figure 1 – VirtualBox installation
· Install Windows Server 2019 (64-bit) OS on both Server VMs and Windows 10 OS on both Client VMs, along with virtual RAM and hard disk memory, allocated via Virtual Disk Image (VDI).
· Consider available storage from the physical host and Dynamically allocate, to save space allocate (Server & Client RAM 4096 MB, Server Hard disk 25 GB, Client Hard disk 20 GB). 
· In this virtual system, the boot order does not require Network capabilities.
· Both Server1 & Server2 utilises 2 network adapters, enabling Server1 to Server 2 connection via PublicNet (adapter 1) and each Server connecting to its own specific Client via PrivateNet1 or 2 respectively (adapter 2).
· Both Networks (PublicNet & PrivateNet1 & 2) are internal, prohibiting internet access.
· Internal networking only visible to selected VMs, but not applications running on the Host or to the outside world, which would require the Network Address Translation (NAT) option.
[image: A screenshot of a computer
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[bookmark: _Toc96972206]Figure 2 – Server1 creation
· Maximum video display memory (128 GB) and Physical Address Extension/No Execute (PAE/NX) are selected to optimize the virtual network, making the physical address register (of the host system CPU) more readily accessible.
[image: Graphical user interface, application
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[bookmark: _Toc96972207]Figure 3 – Server1 Optimisation
· Other optimization methods available (but not selected for this exercise) are [1]:
· additional CPU’s. 
· Upgrade to solid state drive.
· Allocate greater RAM.
· Upgrade video card.
· Review power plan.
· When Windows Server 2019 OS is installed, ensure that English UK, Time Currency and Keyboard layout options are selected to maintain compatibilities.
· Windows minimum secure password requirements are implemented to finalise the Server installation process as Administrator (PW= No5sP@ssw0rd). 
· Similar creation and installation steps are undertaken for Client1, however, Windows 10 OS and reduced virtual hard disk (20 GB) installed to save physical hard drive space and PrivateNet1 adapter.
[image: Graphical user interface, diagram, application
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[bookmark: _Toc96972208]Figure 4 - Client1 creation
· Duplicate process for Server2 and Client2 to create 4 VMs c/w appropriate OS.
[image: Graphical user interface, text, application, email
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[bookmark: _Toc96972209]Figure 5 - 4(four) Virtual Machines established












[bookmark: _Toc96972166]Virtual Network Configurations
· Configuring 4(four) VMs into a LAN, requires 3(three) virtual switches (PublicNet, PrivateNet1 and PrivateNet2).
· Server1 to Server2 via PublicNet, Client1 to Server1 via PrivateNet1 and Client2 to Server2 via PrivateNet2. 
· Create Virtual switches in Network via Server & Client VM’s requiring connection via defined static IP addresses.
· Server1 & 2 utilise 2 adapters, while both Client 1 & 2 only 1, all via Internal Network.
· Rename Internet Protocol Version 4 (TCP/IPv4) Server1 & 2 (adapter 1) as PublicNet, IP address is encoded as 192.168.10.200 & 201 respectively. 
· Note first 3 octets are the same (192.168.10 = network address) so will connect/ping.
· Similarly, Client1 & 2 (adapter 1) each to be renamed PrivateNet1 and 2 respectively and encoded with IP addresses 192.168.1.2 & 192.168.11.2. 
· Note first 3 octets are different (192.168.1 & 192.168.11) so cannot communicate.
· In each, subnet mask 255.255.255.0 is selected as a class c  ipv4 Ip address.
[image: Graphical user interface, application
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[bookmark: _Toc96972210]Figure 6 - Server1 : Configure PublicNet
[image: Graphical user interface, application
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[bookmark: _Toc96972211]Figure 7 - Server1 : Configure PrivateNet1
· Using the command prompt ping command (Internet Control Message Protocol [ICMP]) confirms Server1 and Server2 connection.
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[bookmark: _Toc96972212]Figure 8 - Ping (Server1 to Server2)
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Description automatically generated]
[bookmark: _Toc96972213]Figure 9 - Ping (Server2 to Server1)
· Client Windows 10 OS Windows Defender Firewall prevented similar ping connection commands for Server to Client. 
[image: Text

Description automatically generated with medium confidence]
[bookmark: _Toc96972214]Figure 10 - Ping (Server1 to Client1) FAIL
· When both Server & Client OS Windows Firewalls disabled, full connectively established,
[image: A screenshot of a computer
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[bookmark: _Toc96972215]Figure 11 - Ping (Server1 to Client1)
[image: Graphical user interface
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[bookmark: _Toc96972216]Figure 12 - Ping (Client1 to Server1)

· Repeat this ICMP/ping command process for Server2/Client2, to confirm connectivity. 
· Note: Server 1 cannot ping Client 2 (or visa-versa) and Client 1 cannot ping Client2 (visa-versa), as they do not have the same network octets.
[bookmark: _Toc96972167]Worksheet Task 2 – Deploying a Network Directory Service
[bookmark: _Toc96972168]Pre-requisites
· Server1 has no DNS referenced and static IP address is Statically Defined, because manually configured as 192.168.10.200, as opposed to DHCP assigned.
[image: Graphical user interface, application
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[bookmark: _Toc96972217]Figure 13 – IP Statically Defined & DNS
· Server1 Firewall is disabled to allow downloads, hardware installations and our required network changes.

[image: Graphical user interface
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[bookmark: _Toc96972218]Figure 14 - Firewall Disabled
· For Server1 a Domain Controller (DC) named DC1-NWT is created.
[image: A screenshot of a computer
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[bookmark: _Toc96972219]Figure 15 - Domain Controller (DC1-NWT)
[image: A computer screen capture
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[bookmark: _Toc96972220]Figure 16 - DC1-NWT confirmation (via hostname)
[bookmark: _Toc96972169]Deploying Active Directory (AD)
· Using the Server Manager, Active Directory Domain Services (ADDS) function, Server1 is promoted to Domain Controller (DC), with a new forest root domain name of: nosstask.msft, Directory Services Restore Mode (DSRM) password is set, and Global Catalogue (GC) confirmed.
[image: Graphical user interface, text, application
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[bookmark: _Toc96972221]Figure 17 - ADDS configuration
· In the Path window the System Volume (SYSVOL) and LOG file folders, reside on each DC within the domain.
· These are important AD components, used to deliver the policy and logon scripts to domain members with log file folders keeping a registry of events, processes, messages and communications. 
[image: Graphical user interface, application
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[bookmark: _Toc96972222]Figure 18 - SYSVOL & Log Files

· Completion of these Pre-requisite activities confirms DDS configuration and enables logon as NOSSTASK Administrator.
[image: Graphical user interface, text, application
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[bookmark: _Toc96972223]Figure 19 - ADDS configuration successful
[image: Graphical user interface, website
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[bookmark: _Toc96972224]Figure 20 – ADDS Installation Complete
[bookmark: _Toc96972170]User Account Objects
· Confirmation that Server1 now renamed as DC1-NWT and upgraded as a nosstask.msft Domain Controller, within Active Directory Users and Computers (ADUC).
[image: Graphical user interface
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[bookmark: _Toc96972225]Figure 21 – DC1-NWT verification as DC
· To prevent accidentally lock out of the AD account and mitigate the impact of reduced administrative access, a failsafe/emergency account is created (Martin A. Darzins), with all the privileges of Administrator.
 [image: A screenshot of a computer
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[bookmark: _Toc96972226]Figure 22 – Create Failsafe Account
[image: Graphical user interface, application
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[bookmark: _Toc96972227]Figure 23 - Additional Administrator Account (Martin A. Darzins)
[bookmark: _Toc96972171] Object Attributes
· Additional new User is created (Tim E. Limited), showcasing potential imposition of access limitations, logon timings and password restrictions.
[image: A screenshot of a computer
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[bookmark: _Toc96972228]Figure 24 - New User Creation (Tim E. Limited)
[image: A screenshot of a computer
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[bookmark: _Toc96972229]Figure 25 - Restricted Logon Hours
[image: Graphical user interface
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[bookmark: _Toc96972230]Figure 26 - Restricted Password options












[bookmark: _Toc96972172]Adjoining Domains
· Server1 has no computer accounts.
[image: Graphical user interface, application
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[bookmark: _Toc96972231]Figure 27 - No existing computer accounts
· New computer name WS1-NWT creation.
[image: A picture containing text, screenshot, computer, computer
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[bookmark: _Toc96972232]Figure 28 - Create new computer name WS1-NWT (Server1)
· Administrator adjoins workstation WS1-NWT to domain, via This PC app for Client1.

[image: Graphical user interface, application, Word
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[bookmark: _Toc96972233]Figure 29 - Create workstation name WS1-NWT (Client1)
· Command Prompt hostname command confirms WS1-NWT created
[image: Graphical user interface
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[bookmark: _Toc96972234]Figure 30 - Command Prompt (hostname)
· For Client to communicate to Server, Cleint1 Control Panel, Network & Sharing Centre, Status & Tasks, Change adapter setting, PrivateNet1, TCP/IPv4 details require updating to reflect the preferred DNS setting.
· Worksheet IP address of 192.168.10.200 will result in ping failure, as network does not recognise 192.168.1.2, due to mis-matched first 3 octets.
[image: Text
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[bookmark: _Toc96972235]Figure 31 - Adjoin Fails
· With correct IP address 192.168.1.1 (Server1 adapter2) connection is successful

[image: Graphical user interface, text, application, Word
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[bookmark: _Toc96972236]Figure 32 - Correct DNS IP address
[image: Graphical user interface, application, Word
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[bookmark: _Toc96972237]Figure 33 - WS1-NWT accepted to nosstask domain
· New user (Al Thetime) logged into network via Client1, confirmed by START identity icon/mouse cursor.
[image: A screenshot of a computer
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[bookmark: _Toc96972238]Figure 34 - New User (Al Thetime)
· User (Al Thetime) attempts to login to Server1

[image: Graphical user interface, website
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[bookmark: _Toc96972239]Figure 35 - User attempts Server1 login
· As Server1 is a DC (NOSSTASK/Administrator rights), attempt FAILS.
· Password is correct, but User (Al Thetime) doesn’t have correct Domain Admin access rights

[image: A screenshot of a computer
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[bookmark: _Toc96972240]Figure 36 - User attempt to logon to Server1 FAILS
[bookmark: _Toc96972173]part 2 – observational tasks / work
[bookmark: _Toc96972174]Type 1 & 2 Hypervisor
· A Hypervisor computer running VMs is a host machine, with each VM a guest machine. 
· Type 1 Hypervisor (Bare Metal [native]) Hypervisor runs directly on the host hardware. managing the guest OS and controlling hardware.
· Type 2 Hypervisor (Host OS) executes on the OS similar to other computer programs and provides an emulator environment to run another OS as a process on the host [2].
· Main difference is: Type 1 runs directly on the host’s hardware while Type 2 runs on an OS.
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[bookmark: _Toc96972241]Figure 37 - Hypervisor Benefits/Drawbacks
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[bookmark: _Toc96972242]Figure 38 - Hypervisor Vendors




[bookmark: _Toc96972175]Cloud Computing
· Is the delivery of computing services including servers, storage, databases, networking, software, analytics and intelligence, over the Internet (cloud). 
· It offers faster innovation, flexible resources and economies of scale, only paying for the cloud services utilised, reducing operating costs, and runs infrastructure more efficiently, as business needs change [3].
Benefits include:
· Cost 
· Speed 
· Global scalability 
· Productivity  
· Performance 
· Reliability 
· Security .
Drawbacks are Cloud security and data, storing business critical data in virtual data centres could lead to risks including:
· Data loss or theft and leakage
· Account or service hijacking
· Insecure interfaces and application programming interfaces (API)
· Denial of service attacks
· Technology vulnerabilities on shared environments
· Varying levels of data protection and security achieved/maintained by different cloud providers
· Cloud downtime, as reboots and network outages/downtime can incapacitate business operations
· Limited control and access to key administrative tasks.
[image: Table
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[bookmark: _Toc96972243]Figure 39 - Cloud Service Providers
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Description automatically generated]
[bookmark: _Toc96972244]Figure 40 - Cloud Services Available

[bookmark: _Toc96972176]Domain Name System (DNS) and Active Directory Domain Services (ADDS)
· DNS is the Internet's system for converting alphabetic names into numeric IP addresses, when a Web address Uniform Resource Locator (URL) is typed into a browser, DNS servers return the IP address of the Web server associated with that name.
[image: DNS Workflow: How DNS Works]

[bookmark: _Toc96972245]Figure 41 - How DNS works [4]
· ADDS uses DNS name resolution services as its DC location mechanism, allowing clients to locate DCs and for the DC, that hosts the directory service, to communicate with each other.
· When principal Active Directory (AD) operations are performed, such as authentication, updating, or searching, computers use DNS to locate Active Directory Domain Controllers (ADDC).
· ADDS enables easy integration of the AD namespace into an existing DNS namespace, making it easier deploy DNS by eliminating the need to set up secondary zones and configuring zone transfers.
· AD holds resource information on the network and uses DNS to find and resolve names into IP addresses.
· Typically, DNS and ADDS domains have the same name, but are two separate objects with different roles. 
· DNS stores zones/zone data required by ADDS and responds to DNS queries from clients. 
· [bookmark: _Hlk96951039]ADDS stores object names/records and uses Lightweight Directory Access Protocol (LDAP) queries to retrieve or modify data. LDAP helps quicken responses to User query information applications [5].









[bookmark: _Toc96972177]Enterprise Network - Other Critical Roles/Features
· Enterprise networking is the process of connecting computers & devices and facilitating the accessibility of data within a network of an organisation [6].
· In addition to Active Directory as a critical Role/Feature, others include DHCP, DNS, Web & Fax Servers, Remote Access, Hyper-V and various Services including Federation, Rights Management, File & Storage, and in-detail below: 
[bookmark: _Toc96972178]Active Directory Certificate Services (ADCS)
· ADCS is the Server Role that provides customisable services for issuing and managing public key infrastructure (PKI) used in security systems to provide public key cryptography, digital certificates, and digital signature capabilities for the organisation.
· These digital certificates encrypt and digitally sign electronic documents and messages and can be used for authentication of the computer, user, or device accounts on a network. 
· Digital certificates provide: Confidentiality through encryption, Integrity through digital signatures and Authentication by associating certificate keys with the computer, user, or device accounts on a computer network.
[bookmark: _Toc96972179]Active Directory Lightweight Directory Services (ADLDS)
· ADLDS is an independent mode of AD, without the infrastructure features that provide directory services for applications and therefore without these infrastructure capabilities, concentrates on the requirements of specific applications.
· ADLDS usage complements that of AD as it operates concurrently within the same network, and can be created for a specific application without concern for the dependencies required by AD. 
· Multiple instances of ADLDS can be installed without affecting AD, each supporting a separate application, running on a single ADLDS installation.






















[bookmark: _Toc96972180]Terminology & Purpose
[bookmark: _Toc96972181]Server Management
· Server Management monitors and maintains servers to operate at optimum performance, including hardware, software, security, and backups. 
· Effective server management;
· Minimises slowdowns/downtime
· Builds secure environments
· Meets evolving business needs
[bookmark: _Toc96972182]Transmission Control Protocol/Internet Protocol (TCP/IP)
· TCP/IP is a set of standardised rules describing how computers communicate on a network, defining how information moves between sender/receiver [7]. 

[image: TCP/IP suite of protocols]

[bookmark: _Toc96972246]Figure 42 - TCP/IP Protocol Suite [7]
[bookmark: _Toc96972183]Windows Command Prompt (cmd)
· Is a command line interpreter application used to execute entered commands, most of which automate tasks via scripts and batch files, performing advanced administrative functions, and troubleshooting Windows issues.
[bookmark: _Toc96972184]Group Policy
· Provides centralised management and configuration of OSs, applications, and user settings in an AD environment. Group Policy Object (GPO) is a set of Group Policy configurations. 
[bookmark: _Toc96972185]Network Address Translation (NAT)
· This type of internal network allows outbound connections, Web browsing, file downloads and viewing emails inside the guest.
[bookmark: _Toc96972186]Physical Address Extension/No Execute (PAE/NX)
· Enabling the PAE/NX setting determines whether host CPU capabilities are exposed to the VM and if OS supported, the physical address register of the host system CPU becomes more readily accessible.
[bookmark: _Toc96972187]Minimum Microsoft Password Requirements
· minimum length 8 characters, maximum 16,
· cannot contain user's account name or parts of the user's full name that exceed two consecutive characters.
· MUST contain characters from three of the following four categories:
1. Uppercase letters (A through Z)
2. Lowercase letters (a through z)
3. Numbers (0 through 9)
4. The following non-alphabetic characters: ` ~ ! @ # $ % ^ & * ( ) _ + - = { } | [ ] \ : " ; ' < > ? , . / [8]
[bookmark: _Toc96972188]Subnet Mask
· Is similar to an IP address but is used for internal network communications.
· Class C for LAN allows 2 million networks with 254 hosts each, it uses a subnet mask of 255.255.255.0 and has 192-223 as its first octet.
[bookmark: _Toc96972189]Internal Networking
· Creates a software-based network which is only visible to selected VMs, but not applications running on the host or the outside world.
[bookmark: _Toc96972190]Internet Control Message Protocol (ICMP)
· ICMP via the ping command demonstrates connectivity, crucial to IP network communications, ensuring that a transmitting host knows if its packets are/are not being received by the remote host.
· Provides information regarding network problems and helps hosts transmit data more efficiently. 
[bookmark: _Toc96972191]Virtual Firewall
· Is a network firewall service running entirely within a virtualised environment providing the usual packet filtering/monitoring available via a physical network firewall.
[bookmark: _Toc96972192]Domain Controller
· DC within an Enterprise Network, typically runs a DNS zone, resolving queries within network, responding to security authentication requests and is responsible for allowing host access to domain resources.
[bookmark: _Toc96972193]Enterprise Network
· Helps connect computers and related devices across departments and workgroup networks, to facilitate communications and data accessibility.
[bookmark: _Toc96972194]Domain Name System (DNS)
· DNS is the hierarchical and decentralised naming system used to identify computers, services, and other resources reachable through the Internet. 
· It’s protocol helps Internet users discover websites using human readable addresses, by converting domain names into IP addresses, which browsers use to load internet pages. 
[bookmark: _Toc96972195]Active Directory (AD)
· Is a set of processes, databases and services, for Windows Server operating systems that connects users with network resources to complete work tasks and contains/records critical information about the environment, users, computers, permissions, and performs authentication/password functions.
· AD simplifies life for administrators and end users while enhancing organisation security, through centralised user and rights management, centralised control over computer and user configurations through Group Policy features.
· With three main tiers: Domains, Trees and Forests. Domain being a group of related users, computers and other objects. Multiple domains can be combined into a Tree, and multiple trees grouped into a Forest.
[bookmark: _Toc96972196]Directory Service Restore Mode (DSRM)
· The DSRM function on Active Directory Domain Controllers  (ADDC) takes the server offline for emergency maintenance, particularly restoring backups of AD objects. It is a special boot mode for repairing or recovering AD and used to log on to the computer when the AD has failed or needs to be restored.

[bookmark: _Toc96972197]Global Catalogue (GC)
· Domain Controller in an AD network only stores full information for the domain it is in, to locate objects outside its domain a Global Catalogue (GC) server is required. 
· GC provides a faster searchable catalogue of all objects in every domain in a multi-domain ADDS and a partial copy of all objects of all other forest domains, allowing users and applications to locate objects in any domain without knowing the actual domain name. 
[bookmark: _Toc96972198]System Volume (SYSVOL)
· SYSVOL folders are an important component of AD, shared on the proprietary journaling Microsoft developed New Technology File System (NTFS), they are used to deliver the policy and logon scripts to domain members.
· Files are shared for common access and replication throughout a domain, synchronised between DCs, by the File Replication Service (FRS). 
[bookmark: _Toc96972199]LOG FILES
· These folders contain files are present in executable software, that keep a registry of events, processes, messages and communication between various communicating software applications and the OS. 
[bookmark: _Toc96972200]Containers, Organisational Units (OU) and Objects
· Installing AD automatically creates default Containers and Organisational Units (OUs), which are integral to the AD system, that treats all parts of the network as objects.
[bookmark: _Toc96972201]User Principal Name (UPN)
· In the Windows OS’s AD, a UPN is the name of a system user in an e-mail address format, however, it is not an email address but is often used to identify users when synchronising on-premises AD users.













[bookmark: _Toc96972202]Reflection
· Window Server 2019 Firewall did not require disablement to enable connectivity (Client to Server), suggesting that Server Firewalls offer a lower level of protection.
· Server 1 cannot ping Client 2 (or visa-versa) and Client 1 cannot ping Client2 (visa-versa), as they do not have the same network octets.
· Disabling Firewall is generally not recommended and should only be done temporarily.
· Worksheet IP address of 192.168.10.200 will result in ping failure, as network does not recognise 192.168.1.2, due to mis-matched first 3 octets.
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[bookmark: _Toc96972204]Report Planning Methodology
This Network Operating Systems & Services report assignment was completed by adhering to the following;
· Read and understand the report brief.
· Make plan (Gantt chart) including time management – planning/research most time consuming, catering for other exams.
· Create report format and style – using Moodle template example.
· Follow structure of:
· Title Page
· Abstract/Acknowledgements
· Introduction
· Main Body
· Conclusion (if applicable)
· References
· Abbreviations/Acronyms (if applicable)
· Appendices (if applicable)
· Define the problem and purpose of the report – decide assignment title, aims & objectives.
· Define audience – Lecturer/Tutor (Nitheesh Kaliyamurthy).
· Brainstorm (Mindmaps) and Determine ideas to include.
· Research and gather information (Library, internet etc).
· Collect, sort, evaluate organise material.
· Complete references (as you go) during all research phases.
· Analysing my research/material.
· Prepare outline drafts.
· Write the report, check spelling and grammar.
· Upload draft into Turnitin for draft check
· Incorporate changes into final redraft.
· Submit final report via Turnitin by 4th March 2022.
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