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1.0. [bookmark: _Toc31314680]Risk Management for the Software Project
“Risk” is defined as the chance of an adverse event depending on the circumstances [1].  However, it is not possible to "create a business that doesn't take risks" [2]. 
Risk management is ‘a system which aims to identify and quantify all risks to which the business or project is exposed so that a conscious decision can be taken on how to manage the risks' [3]. 
Risk management is the most important management tool the project manager can use to increase the chance of project success [4]. 
In the early stages of the project there is a high degree of risk and then more at risk towards the end. Risk management should involve identifying risks at the start of the life cycle of the project but should also involve an on-going risk assessment.
1.1. [bookmark: _Toc31314681]Div Digital Project Team Risks
The initial risks were identified by the team that could potentially jeopardise the success of the project. The main risks which were most likely to occur were then identified and chosen with a strategy to mitigate risks. 

R1. 	Risk Description - Website purpose and requirements not well defined
Probability - Moderate
Impact – High
Person responsible – Customer (BRD Sports). 
Strategy to mitigate – Capture the reasons for wanting the website updated. Provide relevant information to the project team required to authorise the website.

R2. 	Risk Description - Website Schedule not well defined or understood
Probability - Low
Impact – Moderate
Person responsible – Project Team
Strategy to mitigate – Regular team meetings to ensure the project plan is understood and tasks completed on time.

R3. 	Risk Description – Unplanned work and changes 
Probability – Low
Impact – High
Person responsible – Project Team
Strategy to mitigate – Document all assumptions and well-defined SCOPE. 



R4. 	Risk Description – Poor or inadequate communication 
Probability – Significant
Impact – Moderate
Person responsible – Project Team
Strategy to mitigate – Written communication plan to include frequency, aim and target audience for each communication. Identify and consider stakeholders in communication plan. 

R5.	Risk Description –Scope creep
Probability-Significant
Impact – High
Person responsible – Project Team
Strategy to mitigate – Well defined Project Initiation Document which is authorised by the customer. Referral to Scope document by the team at regular intervals.

R6.	Risk Description – Delay in project stages affects final Website deadline
Probability- Moderate
Impact – High 
Person responsible – Project Team
Strategy to mitigate – The use of Gantt charts in order to identify project phase slippage early on.  Renegotiate deadlines.

R7.	Risk Description – Customer delays approving milestones or supplying photos, videos
Probability- Moderate
Impact – Moderate
Person responsible – Customer (BRD Sports)
Strategy to mitigate – Communicate the approval dates beforehand.

R8.	Risk Description – Stakeholder dissatisfaction delaying project
Probability- Low 
Impact – High
Person responsible – Project Team
Strategy to mitigate - Identify and manage stakeholders beforehand to assess influence and power.

R9.	Risk Description – Loss, destruction or alteration of personal data
Probability- Low
Impact – High
Person responsible – Project Team
Strategy to mitigate – Secure data e.g. data encryption, data masking, data backup, 

R10.	Risk Description – Lack of control over student absence or priorities 
Probability – Significant
Impact – Moderate
Person responsible – Project Team Leader
Strategy to mitigate – Regular team meetings to keep team focused and motivated. Involve more students if delays due to absence.
1.2. [bookmark: _Toc31314682]Risk Evaluation Matrix for the Project
A risk tool was used for the project where the main 10 risks were assessed on relative impact (high to low) and the likelihood of occurring (high to low). This is shown in the Risk Evaluation Matrix below. 
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Fig 1 Risk Evaluation Matrix based on impact and probability

1.3. [bookmark: _Toc31314683]Hazards to the Software Project
The hazards to the software project were identified by the project team to find safeguards against an accident or loss in order to reduce the amount of loss. These are shown below:
1. Hazard - Theft of equipment
Probability- Low
Impact – High 
Safeguards – Security procedures

2. Hazard – Environmental e.g. Fire, extreme weather
Probability- Low
Impact – High	
Safeguards – Backup systems 

3. Hazard – Loss of data e.g. Virus, accidental deletion
Probability- Low
Impact – High
Safeguards – Backup systems 

	Hazard
	Safeguards

	Theft of equipment
	Security procedures

	Environmental e.g. Fire, extreme weather

	Backup systems

	Loss of data e.g. Virus, accidental deletion
	Backup systems


Fig 2 Table to show potential hazards of software project with safeguards
2.0. [bookmark: _Toc31314684]Sustainability Issues for the Software Project
Sustainable Development is defined by the World Commission on Environment and Development as “that it meets the needs of the present without compromising the ability of future generations to meet their own needs” [5]. 
The effect of ICT on the environment covers the direct impact such as the physical effect of use of hardware to indirect effects such as impact of ICT on people’s lifestyles and economic systems. 
At first glance the environmental impact of ICT appears positive because the electronic delivery of products and services suggest that people and transport would be moving less. Transactions and activities undertaken electronically consume fewer natural resources.
Research has shown that the impact of ICT is approximately 2%, whereas using ICT in other sectors can reduce the environmental impact by up to 16%. However, much of the research on the environmental impact of ICT appears to be focused on the direct impact [6]. 
The Green ICT labels generally refer to the direct impacts such as the design, manufacture, use and disposal of computers and hardware efficiently with minimal effect on the environment [7]. 
2.1. [bookmark: _Toc31314685]First, second and third order sustainability Issues
A three-level approach is commonly used when researching the impacts of ICT on the environment. The macro models distinguish between first, second and third order effects [8] [9].
2.1.1. [bookmark: _Toc31314686]First Order Effects
This encompasses the impact of ICT on the environment as a result of ICT hardware used in                      the lifecycle of the product. This includes its production, use of the product through to the eventual disposal.  
2.1.2. [bookmark: _Toc31314687]Second Order Effects
This includes the effect of the use of ICT has on secondary processes such as traffic or industry and causes a direct effect on their environmental impact.
2.1.3. [bookmark: _Toc31314688]Third Order Effects
Due to large numbers of people using ICT in everyday life there are adaptations of lifestyle, behaviour and economic structures which has environmental impacts.
The first order effects which impact on the environment negatively are as a result of the manufacture, usage and disposal of ICT hardware such as computers, laptops, screens, routers, cables. Computer equipment is not different from other equipment in terms of environmental impact but does present specific problems.  
2.2. [bookmark: _Toc31314689]Sustainability to be considered for the Web Development Project
2.2.1. [bookmark: _Toc31314690]First order Effects
· Equipment used for the project was laptops, phones to communicate - the manufacture, use and disposal impacts environment which was minimised by using laptops which will be reused for other projects and not disposed of.
· Routers, servers, cabling, IOT device - reused and recycled.
· Power for computer equipment - switch off when not being used. 
· Paper, whiteboard and pens - recycled paper to write notes and reusable whiteboard.
· Travel – communicate using Slack and hold team meeting between lectures to avoid unnecessary travel. 
· Heat and lighting - minimal use and switch off when not in use. 
2.2.2. [bookmark: _Toc31314691]Second Order Effects
· Consequence due to substitution - Customer completing electronic permission form instead of paper form printed from website
· Process transformation – Fewer car-based visits to the company to find information or purchase items but more packaging
2.2.3. [bookmark: _Toc31314692]Third Order Effects
Difficult to predict and quantify as efficiency gains from customers using the website may be counterbalanced by the reaction of consumers through a rebound effect [10]. 
For example, if the website redesign project increases the efficiency of BRD Sports then the reduced costs may result in the company reducing prices of merchandise or services and increase demand. The project development could alter customer’s lifestyles [11] for example if they don’t need to visit the company to find out information and book a course or buy merchandise then they may use the free time they have saved doing activities which use energy and impact negatively on the environment.
In General, the first-order impacts are negative, whilst the second and third order impacts can be positive or negative. However, the results of studies vary depending on the extent which the rebound effect is considered [12]. 
The first order impacts on the environment, such as energy consumption caused by the production and use of computers including pollution risks from the disposal of electronic waste, tend to be set off against the benefits of second order effects. Studies on second order effects tend to focus on ICT that produces environmentally positive results and ignores the impact of first and third order [11].
The benefits from second order impacts can be huge and can considerably eclipse the first order impacts, however, third order effects such as changes in demand for ICT to reduce energy consumption together with other efficient services such as productivity or labour can counterbalance these gains. A high rebound effect can cause environment-driven projects to fail to achieve their objectives. The results of the sustainability of ICT varies with different studies depending to what extent any rebound effects have been taken into consideration [11].
The majority of evidence on the sustainability of ICT  is positive but is is difficult to draw conclusions as the relationship is compex. Also technology is constantly developing and it is difficult to speculate accuarately on future technological  developments that have not yet occurred.
3.0. [bookmark: _Toc31314693]Ethical Issues for the Project
Ethics answer moral questions with what is right or wrong. Therefore, computer ethics is the moral principle that governs and regulates the use of computers.
Computer ethics include privacy laws, patent and copy write, data protection and the effect of use of computers on society. Computer ethics constantly develop and advance to address issues created by new technology. 
Computer professionals have a duty to their customers to ensure they solve the ICT problems of the customer. The licensing of a computer professional provides assurance that the person has the right qualifications and experience for the computing work. The professional body has a responsibility to enforce the standard and certification.  Members of the professional bodies are required to behave ethically with their customers and adhere to the computing code of ethics. Computer professionals re required to be honest regarding their computer capabilities and not accept a work contract for work they can’t do. 
The code of conduct definition is a set of regulatory policies of professional conduct that has been adopted accepted by the association [13]. 
The Code of conduct affects the ICT profession and sustains a level of competence and guarantees that standards are consistent. Although a Code of conduct is deemed voluntary and is not legally binding it represents excellent company practice as members must abide by their codes.
Examples of professional Computing Institute with a Code of Practice are:

IET - Institute of Engineering and Technology
BCS - British Computer Society
ACM - Association of Computing Machinery
3.1. [bookmark: _Toc31314694]Codes of ethics and professional conduct for the Project
The project will adopt the following standards of professional Computing Institutes:


3.2. [bookmark: _Toc31314695]The Association of Computing Machinery 
The Association of Computing Machinery (ACM) [14] has developed a code of ethics and professional conduct which are general obligations for computer professionals must adhere to:
· Computer systems which are developed must be used in a way which is socially responsible aiming to minimise any consequences which are negative.
· Develop systems to a high standard which are safe for the public to use. Report any danger at work that could lead to injury or harm to others.
· Represent qualifications honestly and notify conflicts of interest. Statements about the system and its design will be factually accurate.
· Equality, tolerance and act in a manner not to discriminate including usage of computer resources.
· Adhere to copyright and patent law. Have licences for software used.
· Original pieces of work which are not copied or stolen from another person.
· Person information gathered will be treated with strict confidence.
· Confidentiality obligation to customer and users involved with project.

The ACM is an international society for computing, including the US. When ACM’s code of ethics was developed in 1992, the internet was new, and it served to govern the distribution of information. However, years later advances were made in machine learning and artificial intelligence. This meant the ACM ethics code had to be updated as it became apparent that as technology evolved, their uses can change. For example, 3D models of objects can now be created based on 2D images, but this has led to it being used in a manner which it was never intended, such as surveillance and drone. The updated ethics version requires developers to consider whether their work can be misused in a harmful way. It also covers exclusion, discrimination or harassment as in 1992, trained programmers were developing the software, whereas today user interfaces are relied on by many applications to interact with people. 

3.3. [bookmark: _Toc31314696]The British Computer Society Code of Conduct 
The British Computer Society Code of Conduct (BCS) [15] is a professional body that has a code of conduct that sets the standards for computing in the U.K. with disciplinary action for any breaches of the code by members.
· Public Interest - Respect third party rights. Equality with IT access. No discrimination carrying out professional work.
· Professional Competence and Integrity - Undertake work only within abilities of professional competence without claiming to have skills which you don’t possess. Develop own skills and knowledge. Behave ethically and reject bribes. Avoid causing harm or injury to other persons. 
· Duty to relevant authority - All professional work to be carried out with due care accepting professional responsibility for the work undertaken.
· Duty to the profession - Carry out work with integrity. Upholding the reputation of BCS and IT profession.
3.4. [bookmark: _Toc31314697]Legal Issues to be considered for the Project
Computers have several laws governing their use. There are three laws which the project team must consider:
3.5. [bookmark: _Toc31314698]The Data Protection Act 2018
The Data Protection Act [16] covers data protection and privacy. Companies that have access to personal details must protect this information.  The law covers the type of data that can be collected and how it can be used, how long it can be kept for and the public’s rights regarding the data held by companies. There are eight principles which govern the use of personal data and companies can face a fine for breach of the Act.
3.6. [bookmark: _Toc31314699]The Computer Misuse Act 1990
The Computer Misuse Act [17] aims to dissuade people using computers for purposes which aren’t legal. There are three parts to the act which make the following activities illegal with punishment of a £5000 fine or imprisonment for breaking the law:
· Hacking
· Using a computer for fraud or blackmail
· Damaging data with a virus or malware

3.7. [bookmark: _Toc31314700]The Copyright, Designs and Patents Act 
Copyright law [18] exists to protect the creations of other people and prevent work being stolen. This includes pictures, drawings or photos, videos, data or a game. When someone creates any of these items it is automatically owned by the creator even copyright is not registered.
3.8. [bookmark: _Toc31314701]Web Design Project Considerations
The website project team must be aware of who owns the content and presentation of the web site they will be designing. The project team may not own all the content but before starting the IT project it is important to have an agreement before any design or work in the web site begins over the rights to use the information. The team must have written permission to use any photos, videos, software, art work that belongs to someone else.  This includes any material obtained from the internet as the team does not automatically have permission to use this information just because it is in the public domain.
It is important that the project team recognises trademarks that belong to other companies and ensure they have permission for any trademarks that are shown on the website.
The team must not download or distribute any music, images or content that belongs to someone else without their written permission to use it for the website which will be hosted on the internet.
Links to other website are useful for clients but the law is not clear on how and when links can be used. It would be good practice to be careful and obtain written permission from the other website before using their link [19].
HTML framing involves the inclusion of large areas of another website surrounding linked content. The team would obtain written permission if this is used as companies have successfully sued as it creates an impression that the owner associates with the company that uses the frame.
4.0. [bookmark: _Toc31314702]Quality Assurance Issues for the Project
Quality Assurance is a process which the project team will use to ensure the website delivers to an excellent level. This process is separate from the design of the website, with the aim of discovering bugs or errors, whilst assessing the user interface and experience. 
The properties that contribute to qualifying the quality of a digital design from differing perspectives are cost, functionality, robustness, performance and energy consumption [20].
4.1. [bookmark: _Toc31314703]Quality Metrics
ISO Standards are used to evaluate the software. 

4.1.1. [bookmark: _Toc31314704]ISO 12207
ISO 12207 is an international standard for lifecycle processes including processes and activities applied during acquisition and configuration of the services of the system [21]. 
[image: ]The project team could use this to tailor the project life cycle by choosing the appropriate set of processes defined in ISO 12207. The figure below shows a Web development life cycle based on ISO 12207 – Software Life Cycle Processes (ISO 1995) showing Requirements, Design Implementation and Operation stages.
Fig. 3 Stages of the Web development life cycle [22]. 

4.1.2. [bookmark: _Toc31314705]ISO 33001
ISO 33001 is a process assessment for computer software development. It assesses the quality of the processes in the life cycle where intermediate products are created and in the final product [23]. 


4.1.3. [bookmark: _Toc31314706]ISO 25010
The previous standard to measure the quality of software was ISO 9126. 
[image: ]
Fig. 4 ISO/IEC 9126 categorization of software quality requirements [24]. 
The category of software quality was defined with six characteristics with subcategories. ISO 25010 introduced two extra characteristics - security and compatibility - as shown in the figures below [25].
[image: ]
Fig. 5 ISO/IEC 25010 categorization of software quality requirements [26]. 

ISO 25010 standard can be looked at by the project team in order to run a quality check on the website following the eight quality characteristics shown on the final website or intermediate stages as errors can occur at any stage [26].
The importance of each specific metric is dependent on the application. For example, pure speed for a computer server is crucial but on the other hand for a handheld mobile energy consumption would be the main importance. Within the ISO 25010 framework the measurement for these qualities can be measured.
4.2. [bookmark: _Toc31314707]Project Team Quality Assurance Objectives
4.2.1. [bookmark: _Toc31314708]Quality Assurance 
To provide a website that meets its required goals as defined by the Scope by May 2020.
4.2.2. [bookmark: _Toc31314709]Software Quality Assurance
· Small to zero defects after completion
· Meet or exceed customer expectations
· Well-structured website with an innovate 360 design which has a smooth operation and is elegant. 
4.3. [bookmark: _Toc31314710]Quality Assurance Issues 
The website is required to checked by the project team as follows:
· [bookmark: _Toc31314711]Design
The design of website should be checked against the customer requirements. This includes checking all the content is present and meets specifications including font size, style and colour. The team must refer to the design documents approved by the customer as well as the requirements expressed by BRD Sports. It is important to regularly check back with customer throughout the website development process to ensure the team meets the design objectives. The look and feel of the website must be in keeping with the proposed layout and design.
· [bookmark: _Toc31314712]Content
The content of the website must be grammatically correct; no spelling mistakes with a logical structure. Check data is readable. Images and videos used of a high quality without impacting on the loading speeds of the website.
· [bookmark: _Toc31314713]Navigation
The website checked that the user could navigate the site easily and complete required actions.
· [bookmark: _Toc31314714]Validate Links
The hyperlinks checked to ensure they link to correct web page including social media links.
· [bookmark: _Toc31314715]Forms and Client-Side Validation
The forms should be completed by the team to ensure that the fields are all active and there are no problems with any required and optional fields. The form should be tested to ensure it is being sent to correct email.
· [bookmark: _Toc31314716]Website Functions
The site’s functionality and visual appearance must be checked on different devices.
5. [bookmark: _Toc31314717]Conclusion
Project quality control is of paramount importance for the website to uncover any flaws and errors that may have been overlooked during the design stage. The software quality is not measured by pass or fail but in the number of issues. During the project it is essential to identify any errors as early on as possible as costs and time of finding and fixing bugs increase exponentially as the software development process progresses. Fixing an error during at the end of the project is more expensive and time consuming. 

[bookmark: _Toc31314718]Appendix
[bookmark: _Toc31314719]Project Prototype
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